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ABSTRACT

As online trade and interactions on the internet are on the rise, a key issue is how to use simple and effective evaluation
methods to accomplish trust decision-making for customers. It is well known that subjective trust holds uncertainty like
randomness and fuzziness. However, existing approaches which are commonly based on probability or fuzzy set theory
can not attach enough importance to uncertainty. To remedy this problem, a new quantifiable subjective trust
evaluation approach is proposed based on the cloud model. Subjective trust is modeled with cloud model in the
evaluation approach, and expected value and hyper-entropy of the subjective cloud is used to evaluate the reputation of
trust objects. Our experimental data shows that the method can effectively support subjective trust decisions and
provide a helpful exploitation for subjective trust evaluation.
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1. Introduction

With the expansion of the Internet, applicationsdshon based reasoning argumentation is a basic method in
the internet, such as electronic commerce, onlagirig  object trust research, such as BAN Logic [7] inusig
and networked communities are going from a closegrotocols. Subjective trust's principal componesitan
mode to open and open mode. People and services estimate of specific character or specific behaldael of
services providers are interacting with each othetrust objects, namely people. Trust from the ppatpart
independently. Because the parties are autonomodis aA to the object B means that A believes that B will
potentially subject to different administrative aleal  definitely act in a predined or expected way under
domains, traditional security mechanisms based ospecific circumstance [6]. This paper researchesrimst
registry, authorization and authentication have be¢n decision-making of subjective trust relationshigsd
able to satisfy numerous web applications [1,2pakty  provides a quantitative evaluation method for sttibje
might be authenticated and authorized, but thissdag  trust.

ensure that it exercises its authorizations in g that is Many researchers have done studies on modeling and
expected [3]. Therefore it is important that custosnbe  subjective trust reasoning. Papers [8,13] providmes
able to identify trustworthy services or serviceyers  trust evaluation and reasoning methods for prolgbil
with- whom to interact and untrustworthy ones with models. Those methods don't consider fuzzinessust t
whom to avoid interaction. Just like Sitkin poithst itis  jtself, and their reasoning is based on pure pritibab
widely agreed that electronic commerce can onlob®c  models. As a result, they tend over formalize sutbje

a broad success if the general public trusts thiali  tryst quantification. Literatures [5,6] considerdiness of
environment, and this means that the subject &t i gypjective trust, constructing subjective trust agement
e-commerce is an important area for research [AStT  models based on fuzzy set theory. Fuzzy set meimipers
between the participants involved has equal impesa s 5 precise set description of the fuzziness besschot
for the nonprofit network community. It is importahat  (51e the randomness into account. So, these melhadds
we research subjective trust evaluation based OSL I fayihility [15]. Aiming at subjective uncertaintyike
relation in order to ensure the customers’ sati&fadn o omness and fuzziness of subjective trust ceishiip,

the public-oriented distributed network environment Beihang University advanced an approach to express
At present, there are two trust relations in teadb,6], trust based on a cloud model, which describes the

namely objective trust and subjective trust. Hypsts- fuzziness and uncertainty of trust [16].

Thanks to the support by National Basic ResearogrBm of China Base_d on [16], We. CO_nSIder the Impa_CF of an (_)h}ect
(973 project) (fo. 2007CB31080; reputation change with time to trust decision-mgkamd
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exploited a subjective trust quantitative evaluatimsed 1) There are many subjects and objects in webcagiplh
on the subjective trust cloud, which preferablyvesl systems.
internet trust decision-making by means of analyzin 2) Web Application Systems provide rating mechanism
historical reputation. for evaluating objects at least.

The remainder of this paper is organized as follows 3) Web Application Systems provide mechanisms for
Section 2 introduces the issue of internet trusisien-  avoiding vicious and illusive evaluation.
making. Section 3 describes the basic knowledgzooid 4) For convenience, we use rating mechanism of five
model involved in this paper. Section 4 specifiglsiective  levels to explain and validate trust decision applo
trust evaluation based on cloud model and formslizeproposed.

uantitatively the trust score. Section 5 shows .
gimulation e):(periment of the approach exploitedha @3‘ Introduction to Cloud Model
paper and validates its validity and rationalitindly we | the reasoning process, randomness and fuzzaress
summarize the paper and discuss further researgfyq|ly tightly related and hard to separate [Balsed on
directions. random and fuzzy mathematics, a cloud model can
2. Trust Decision-making uniformly describe randomness, fuzziness, and their

relationship. This chapter introduces basic knogtedf

The online trading and network communities nee@ta s ipe cloud model.

of entities providing services that they can trustis DEFINITION 1: Cloud and cloud drops [24]: Assume
fslg?;]f_mant how lljsers make I? ;rus; (LeC|$|_on asqmte(f[lt that U is a quantitative numerical universe of digse
In IS paper. riere we call trust decision USeLstr 4 - s 4 qualitative concept in U. IB&U is a random
subjects or subjects, entities evaluated trustatbjer . . .
E‘lplementanon of concept C, and p€q0,1], standing

objects. Some large web application system, such . ) i
Amazon.com, eBay, AlExperts provide evaluation OF Certainty degree for which x belongs to C, rmadom

mechanisms for the reputation of subjects and thjec Variable with stable tendency.

For objects, reputation is the evaluation of ticapability, H:U—[0,1] VXEU x—u(X)

estimating intention, and capability of meeting jsots’ Then distribution of x in universe of discourse & i
services demands, also called objects’ servicalsility.  5jled cloud and each x is called a cloud drop.

In the context of this paper, we assume there is N0 according to definition 1, cloud has the important
difference in describing the trust relationship visetn qualities as follows

objects trust or reputation and service satifaction 1) Cloud is the distribution of random variablerkthe

capability. o . .
A commonly used trust decision solution is based Orguantlta'uve universal set of U. But X is not a glen

ratings by users, including collaborative filterifidp,16], fandom varla_ble in the term of probabyhty, _for an U,
associative retrieval [19,20],association rules][zind X Nas a certainty degree and the certainty isatsmdom
Horting graphs [22]. Of these methods, collabogativ Variable not a fixed number. _

filtering is the most successful. It supposes thaisers 2) Cloud is composed of cloud drops, which are not
grade some items similarly, they will also grade th necessarily in any order. A cloud drop is the siagu
others similarly. The basic idea of the algorithenthat  implementation of the qualitative concept. The abger
the score of un-graded items given by one usesianéar ~ of concept is expressed through all drops, the rdoops

to ones given by the nearest neighbors of that[aggr there are, the better the overall feature of thecept is
Recommendation system of web application provides aepresented.
valuable reference for subjects’ trust decisionwieer, 3) The certainty degree of cloud drop can be utmigis

the general public prefers estimation based onbjgcts  as the extent to which the drop can represent dheapt
historical reputation. Even though supported by &gccurately.

recommendation system, subjects are still chaliérige 4) Qualitative concept described in cloud modefiected
making trust decision(s) among many recommendegy many quantitative concept values and binary spair
objects. Because the essence of subjective trussed oy <x w> of their certainty degree.

on s_l_ijective be_Iief [7.8], it is r?”dom and “”a'ﬂi” In The general concept of a cloud model can be exgdess
addition, reputation of trust objects changes wtithe, . ; S
by its three numerical characteristics: Expectetueva

which should also be quantitatively taken into acto
Therefore, it is essential that Web Application t8yss (I.EX)’ Entropy_ En) anq Hyper-Entropy He). In_ the
discourse universeEx is the most representative for

provide subjects with objects to select from inegsrib o )
improve subject satisfaction by analyzing subjectiv qualitative conceptEn is a randomness measure of the

evaluation data of the objects’ history reputation. qualitative concept, which indicates its dispersrinmthe
The paper suggests a subjective trust evaluatieacba cloud drops, and the measurement of “this and thét”
on cloud model, which uses history grade of rejonat the qualitative concept, which indicates how many
from subjects to objects for selecting proper disje@ur  elements could be accepted to the qualitative Isigu
hypothesis of business environment in the papbstesd  concept.He is a measure of the dispersion on the cloud
below: drops, which can also be considered as the entsbpn

Copyright © 2008 SciRes JSEA



46

and is determined by the randomness and fuzzinkess
En.

DEFINITION 2: One-dimension normal form cloud
[24]: Assume that U is a quantitative nhumericalvense
of discourse and C is a qualitative concept inflk& U
is a random implement of concept C, x satisfies: x
N(Ex,En'2), En*~N(En,He2), and certainty of x for C
satisfies the following rule:

_(x-Ex)?
2(En')?

U=e 1)

Then x can be called normal form cloud in the
discourse U. The paper [25] thoroughly analyzes angY/v

discusses the universe of normal form cloud in dppl|
uncertainty representation. The cloud models ineglin
this paper are one-dimension normal form cloud an
Figure 1 shows the graph of one-dimension normuath fo
cloud whose numerical characteristics Bre 3, En= 3,
andHeis 0.01.

As defined earlier, the quantitative value of cloud o SRR .
peupporting information, it is difficult for subjecto make

drops is determined by the standard normal for
distribution function. Their certainty degree fuoat

An Evaluation ApproachSafbjective Trust Based on Cloud Model

(0]

(2)

A trust decision method means, subjects describe
decision constraints qualitatively or quantitativéh the
process of selecting objects based on analysistehfial
differences in their trust reputation. In this papee use
subjective trust cloud based on the cloud model to
quantitatively describe decision constraints, arm t
distinguish the average level of trust reputati@tween
multiple objects.

4.1 Subjective Trust Cloud

ith a simple subjective grade mechanism and aeerag
alue to calculate trust reputation, i.e., Amazomcand
OnSale and so on, evaluate a seller’s trust repot&t..

Transform(Objs) constraint Objs

[%rable 1 displays five evaluation information of etfs’
r

ust reputation from Amazon.com which provides sam
services. Amazon provides the overall reputatioavefry
object. The other four objects have the same dveral
evaluation value except A. Therefore, without other

a trust decision reasonably and effectively. Siatib

adopts a bell-shaped membership function used moadmethods can effectively reflect randomness of shje

in fuzzy set theory. As a result, normal form clouddel

grade, but can't express the significance of subjec

is a brand new model based on probability theory an uncertainty, namely, fuzziness. As a result, itagonal

fuzzy set theory, and concurrently holds randomness
the former and fuzziness in the latter.

4. Subjective Trust Evaluation Based on
Cloud Model

It is
difference of alternative trust objects from whitlst
decisions are made. Trust decisions in the
environment are a process where trust subjects c
distinguish the difference of reputation of altdiva
objects using decision constraints. Subjects cheosee
objects from an object set Objs={elgbj,...,0bj}. It
can generate a smaller alternative trust objecOf§s’=
{obj,,0bj,...,0bj,} (M<n) and reduce the selection range.
Decision constraints are the focus of the decipimtess
and provide rules for distinguishing potential diffnces
of objects’ trust reputation. The formal descriptiof
trust decision process is given below as expreg&pn
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Figure 1. Cloud graph of one-dimension normal form cloud
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important to understand and distinguish the

interne

to express the qualitative concept of subjectiusttin a
cloud model. In addition randomness and fuzziness a
correlated in cloud model expression, which proside
support for trust decisions more reasonably and
effectively.

In this paper, we give definitions which are caated
with subjective trust cloud as follows:
DEFINITION 3: Subjective trust degree (STD) is an
drdered set of number in an universal set [0, mPF0,

am' STD is composed of sequential or discrete numbe

which represent a trust object’s reputation and any
positive integer. 0 and n represent the lower appeu
limit of the reputation.

DEFINITION 4: Subjective trust space (STS) is an
ordered set of qualitative concepts which represeat
qualitative degree of trust. There can be 0 or ntbham
one trust level standard for one STS.

DEFINITION 5: Subjective trust cloud (STC) is a
subjective trust concept represented by cloud madédl
composed of many cloud drops. STD=[0, n] is the
universal set of STC, for any € STS is a qualitative
trust concept of STS, and any&STD is a implement of
e. The certainty degree of x for e, i.e., p&)[0, 1] is a
random value with stabilization tendency.

Table 1. Reputation of objects from amazon.com

object 1 2 3 4 5 Aggregation
A 17 77 89 154 589 4
B 55 29 46 90 732 45
C 14 20 62 137 788 45
D 16 26 49 121 734 4.5
E 58 60 161 380 234 4.5
JSEA
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W:STD— [0,n] V X € STD x—u(X)

Then the distribution of x on STD is defined as )C
and every x is called subjective trust cloud drops.

The subjective trust cloud is extensible, and wthen
discourse space of STD is [0, 1], it is equal te thust
cloud in [16]. Quantitative reputation of subjeetitrust
cloud can be ordered value composed of any valje, of

47

the lower the effectiveness of its object reputatitn
order to correctly evaluate that, we extend theudlo
generation algorithm backward without certainty réeg

in [24], and design a weighted backward cloud ggtican
algorithm. Based on the distance from reputation
evaluation time to current trust decision time,sthi
algorithm assigns different weights to reputati@adof
different times. The basic weight rule of this altfom is,

n]. For STD, ordered value is composed of a set Of,e newer the reputation data is, the bigger itgeand

sequential or discrete values reflecting reputatieich

vice versa. We first explain the time model of regpion

makes subjective trust evaluation based on cloudemo anq pasic rules for weighting.

pervasive. Firstly, without extra data processiitgis
applicable to discrete or sequential value reputagrade
mechanism. Secondly, it can effectively

Suppose the time model of reputation M=<xXtt T>.
1) X={X1,%,..., %} is the full set of historical reputation

reflect data of an object. For any, Xime(x) denotes the time of

qualitative-quantitative transformation of cloud dan reputation evaluated.

climbing-up of qualitative concepts. If reputatida
continuous values, it reflects qualitative-quatiit
transformation between subjective qualitative
concepts and quantitative discourse. If reputatisn
discrete value space, it reflects climbing-up ofiefi
granularity of concept, namely, qualitative conseghd
values in discourse space form hierarchical coostof
concepts.

The other characteristic of subjective trust cloughns
that it doesn’'t necessarily require qualitative aapt in
trust space, namely, regulating trust grade. liuatas
overall objects’ reputation by just comparingex, He >
which is called subjective trust character vectoris

necessary to endow its numerical characteristich wit

rational and significant physical meanings in toatext

2) t. denotes the current time of trust decision and
serves as time origin, tlenotes certain time of forward

trustdirection of time axis, and serves as time thresHot

judging effectiveness of reputation.

3) T={tyt,...,tn.} IS @an ordered set composed of m-1
time values between &nd t. For any t d=|t-t| is called
time distance from;tto t, and satisfies following
constraint.

1)0d, A<ism-1) - d, <|t, ~t,|

2)0d;,d;@<i<jsm-1) - d <d,

Based on Time(¥ t, can separate X into two subsets,
X1 and X', and they satisfy the conditions below.

1) X=X UXy, H Xy NXy'=d

2)0, OX'1A<i<n) - (Time(x)-t| <[t ~t,])

when cloud model expresses qualitative knowledge. | 3)0x OX;(1<i<n) - (|Time(>g)—tc|) <|tC —tb|)

this paper, we takeEx as typical value of objects’
reputation, namely, average reputation level oécts;. In

As mentioned above, serves as time origin, ang-
serves as time threshold for judging effectivenegs

addition, we useHe to reflect decentralization degrees reputation evaluation data. The set of X is sepdrat

from objects’ reputation to the average, namétie
reflects the stability of an objects’ reputatiohEk is big,
then an object’s ability to satisfy a subject’s chég big
and vice versa. IfHe is small, then the stability of
reputation for an object is good and vice versa.

Subjectivetrust cloud design

The first step for a quantitative evaluation ofaject’s
reputation is to design the STD, confirm the udperr
limit of reputation space, and select discreteness
continuity of reputation. In this paper, we givpassible

STD design, with five-grade-mechanism of Amazon.congvaluation data, Xt Xt ...,

based on the difference of |Timg{k| and [+t,|. Time
distance from any element inyXto t; is less than or
equal to the threshold, and that of ¥ more than the
threshold. Therefore, we consider evaluation tinfe o
reputation data in X to be far away from current
decision time, which can'’t correctly reflect thejexi
reputation of current time. Evaluation data of abje
reputation is all included in X

The set T separates time interval betwgeand t into
m sub-areasalled temporal windows and marked ag W
Temporal windows make (X m subsets of reputation
Xt,. They satisfy

serving as an example. When STD is a discrete spact!lowing conditions:

every discrete reputation virtually can be consdeas
gualitative concept. STD is designed to be[1, Z,3] in
this paper.

Generation of numerical character value of STC

Object reputation varies with time, and it ass@sat Win, =

closely with its historical reputation and time J27
Therefore, evaluation data of subjective reputasoonly

effective for a given period of time. This mean® th

further away the evaluation time from the trustisien,

Copyright © 2008 SciRes

=< tIiorw't;up >, tliow ’

For any temporal windowWin,

i
sup

is the lower time limit of Vi, and t_  is the upper time

limit of Wing which satisfy [ti,, —t| < [ti,,~t,

C

is called window length of Wijn

t;up_tliow|
X=Xt UXt,U,...,UXt, and
D)(tl,)(tj(lsism,lsjsm) - (Xt n )(tj):ga

OyO Xt, 20 Xt,@<i<jsm) - \Time(y)—tc\ <\Time(z)—tc\
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48 An Evaluation ApproachSafbjective Trust Based on Cloud Model

When we design the set of T, we should consider thes big andHe is small. A formal description of the trust
time span of jth|, and quantity of reputation data in the decision, based on the subjective trust cloudxpsessed
span. T further separates ¥to m subsets, and based on by equation (6).
whose subject temporal windows, there is strictetim ) .
sequence in %t Xt,, ..., Xt There is equivalent weight Transform (Objs) <Ex,He> Objs (6)
of effectiveness for some reputation data whosee tim
value is in the same temporal window. For any stkge But_the character vectors may not accurately reptes
(1<=i<=m) of X/, we can assign a weight wiwhich the things Fhe trust subjects care abo_ut becaeseahly
denotes the reputation influence extent from datétito ~ Pay attention to the result of selecting a trusjects
that of overall results of the objects. Weights istlo based on some reasonable and simple rules. Therefor
satisfy the constraints of expressions (3) and B&sed Similar to some existing method’s ?* % it is very
on these expressions, we provide a simple weighfecessary to provide one certain approach, which ca
assignment method satisfying the expression (Sigiwis ~ combine theEx with He to obtain certain simple result of
based on that, as the time distance @oin t.increases, reputation, for trust subjects. Relying on the damesult,
its effectiveness for a period of time fades, and wthe most suitable object would be selected forttrus
express that fading trend in the mode of descetfit the  subjects. Here we provide a reputation scoring owkth
same difference which is indicated by the variabier. address the issue.

Ox 0 Xt x. 0 Xt @<k<l<m) — (W, <Wt,) (3) As stated as abovEx expresses the average reputation
; X ) © level, andHe describes the decentralization degrees from
(levvt‘)=1 (4) reputation to the average, namely, stability ofartainty

_ _ _ of reputation. Hereby, for calculating quantitaliyewe
Wi = W Tinter(<i<m-1 () consider theEx as the master value ahtk slave value.

After calculating the weights we can apply the Reputation score is a function B andHe and increases

weighted backward generation cloud algorithm, towith Ex and decreases witHe. The formalized function

calculate the subjective trust cloud value€ErfEn, He. ~ of reputation score (hereafter RS) is described as

The weighted backward generation cloud algorithm iSRS = Exxe™¢ (7).

described as follows. Expression 7 can represent the basic function
Input: a set of N cloud drops, {X 1,X,...,.xn}, @nd @ relationship among REx andHe. But in some special

set of cloud drops’ weight, W{ wy,Wp,....Wm}. M sjtuations, expression 7 may have inaccurate st

indicates the number of temporal windows. ~ analyze these special situations, some typicalscaf€x
Output: (Ex, En, andHe) representative of qualitative zndHe are listed in Table 2.

concept of N cloud drops. According to expression 7, the RS is clearly beitter
Steps: casel than case3. However, if there exists objeaitiA

1) Calculate the weightvof x with the equation i.e., high Ex andHe, and object B with lovEx andHe. Then

= W cicNl<i< P ; the Ex of A may be higher than B’s, but object A and B
W %umWinj AsisNlsjsm). Win is the jth may have the same RS. In this situation, RS cartatiot
temporal window and s the weight of it. num (Wjh  the fine difference of object A and B. To overcothe

is a function which computes the number of drops iriSsue, expression 8 is introduced to amend thetiimof
Win. expression 7.

2) On the basis of;and its weight, calculate sample _ _He+9 —h+
mean, first-order absolute central moment, and &amp RS=Exxe C Ex(c=b+]) (8)
— N N —
variance of x i.e., X =Zvvi>g , Zvvi‘x - X‘, and b is an impact factor to adjust the computing result
o1 =y Cc

of RS. Expression 8 with the impact factor can
distinguish the RSs among objects in case?2 anddcase

S=2w(x-X)’

3) Ex=X We can prove the validity of expression 8 as foow
) . Proof: Suppose RS&nd R§ are the reputation scores
4) gn= |2 - Ex sy xeHe b
" 2;W'|x | of objects A and B.RS:= EXx¢ "%+ TEX.
- b
5) he=y|S - Hel Rs,= Ex,xe M@+ 2 Ex, and BXEx.
Table 2. Table 1 four casesof EX and HE
4.2 Trust Decision-making
Ex He
After we compute three numerical values of the exthje Casel High Low
trust cloud, we can make trust decisions basedhen t Case2 High High
foundation of its character vector. For the physics Case3 Low High
meaning of <€x, He >, we should pick objects who&s Cased Low Low
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An Evaluation Approach of Subjective Trust BasedGlaud Model 49

1) If RS=RS,then Firstly, we divide the ten weeks into three tempora

oHe P windows. The number of weeks of each window is,1, 4

Ex xe e +9Exa: Ex, xe e +EEX,J and EX _ c and 5 respectively. Applying the weighted backward
¢ ¢ Ex. eHe.b generation cloud algorithm, we can obtain the nicaer

(09) characteristics of the subjective trust cloud fbjeats A,
B, and C depicted in Table 4.

2) Because l<e<l antHe>0, so 0<€ = <1 and From table 4, th&x of B is lower than that of A and C.
O<e""‘% <1 But the Ex of A is similar to C, and their difference is
Ex, b1 only 0.07. However, thele of A is smaller than that of C.
3) Astheresult, K —= < c/b = Therefore, we can say that the basic level of ejmrt of
Ex, b B is lower than others, and the stability of repiotaof A

4) From the initial assumptions and the sequence ofs higher than B. The result shows not only thatdioud
deduction steps, we can conclude that it then  model can express the uncertainty of subjectivet,ttout

Ex, approximately equals to Ex the numerical characteristics can be used as ttisioe
o Ex, constraints for subjective trust decision-makingyd a
Similarly, let 7 , then indicate fine differences among objects.
a Next we validate the effect of temporal window be t
geHe 4 4P _ He . P(10). Applying natural logarithm result of reputation evaluation based on our apgroa
c ¢ Actually, customers or owners of web site have many

and equation transformation to equation 8, we &&nag gptional ways to define different temporal windows.

new equationHe, - He, = Ln(iz) (11). Sincea is close They can choose two, three, or more temporal wirgjow
a and decide the number of basic time units of eash o

to 1, He is approximately equivalent to He Table 5 gives some possible methods to divide teaipo

Computing the RS of objects by the equation 8, canvindows.

o ) b . ) Temporal windows depicts the number of temporal

limit the error into acceptable range- is used to adjust windows whereas the column of Basic time unit intesa

the partition of each temporal window. For examfile 4,

b 5) means the first window should contain one weell

of =, more fine difference among reputation score ofthe second and third should contain four and fieeks.

the precision of reputation score. More small tineise

C o ) The curves ofEx and He of A, C under different
objects can be distinguished. partitions are shown in Figure 2 below.
The red curves represent object A, and blue ones
5. Experiment and Discussion represent object C. According to the partition3 able 5,

5.1 Maintaining the | ntegrity of the Specifications the Ex of A is always higher than that of C, and tie of

. . . . Table 4. Reputation ranking and the numbers of STC
Because most Web Sites can't provide time of remurta i g

and the intention of the experiment is evaluatihg t objects Ex En He
effectiveness of the approach in the paper, we latew A 3.60 1.45 0.62
the time of reputation based on real reputatiola diam B 3.13 1.51 0.62
Amazon.com. We collected 14 objects which provide a c 3.53 1.46 0.88
similar service, with ratings of each service geedhan
7?05Tat)le 3 shows three typical original reputati@ata Table5. Theinstances of temporal windows
of objects.
The simulation steps are described as follows. Serial Temporal The number of basic
1) Assume the basic time unit is a week and all_number windows time unit
reputation data has been given in past ten weéks, t 1 2 (10, 0)
meansgE=10 weeks. 2 2 (1,9
2) Designate several different ways to divide the 3 2 (2,8)
temporal windows 4 2 3.7
3) Calculate time weight for each temporal window > 2 (4, 6)
based on the equation (4) and (5) 6 2 (5,5)
7 2 (6, 4)
Table 3. Theoriginal reputation data of three objects 8 2 (7,3)
objects 1 2 3 4 5 190 ; g 3
A 264 519 496 649 967 11 10 (11 1’ 1' 1: 1, 1’ 1: 1, 1’ 1)
B 571 533 504 680 363 12 3 (1,4,5)
C 424 604 903 579 756 13 3 (1,2,7)
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Figure 3. Curves of difference of Ex and Hefor A and C
A is smaller than C. Therefore, we can conclude tha 4,

. . . A
different partition methods don’t change the resafit ag —K
reputation evaluation based on the subjective tilastd. N |
But different partitons can affect the precisiod oo °

. . . . . [8]

reputation evaluation. To exhibit this, the cursswing @ 2.5 ]
the difference oEx andHe of A, and C are depicted in % 2 .
Figure 3. 315 i

In Figure 3, the difference oEx reaches the

. . .. 1t il
maximal value at the tenth partition, and the mummat
the second partition. However, the maximum and 95 1
minimum of He are achieved at the first and third 0 .
partition. So the trend of the two curves is nosalbite Objects :

consistent. We believe the distribution of repatatdata

may be what causes the difference under differentFigure4. Reputation scoresof trust objectsA, B and C

partitions. Additionally, from Figure 2 and 3, the
difference ofeEx of A and C is more than zero, while their
He difference is less than zero. Although different
partitions may result in dissimilar evaluation, wan
obtain the same conclusion which is consistent witt
from Figure 2. That is the result of reputationlaation
does not change with the partition method.

5.2 Reputation Scoring Function

Based on the values Bk andHe in table 4, we apply the
reputation scoring function mentioned in sectiof tb
compute the quantitative reputation scores of whgtcts.
Then the RSs can be calculated and the graphg i@ 8s

under differentE is shown in Figure 4.
c

Copyright © 2008 SciRes

There are ten groups of columniations in Figuréhke
value of ¢ of each group from left to right is 3857, 21,
31, 41, 51, 101, 1001. The RS changes clearly f8cm
21, but these ones between 31 and 1001 are veikaisim
So it is not necessary to give ¢ a high value. I@ndther

hand, b can control the precision to tell difference of
c

RSs. Actually RS of reputation may be in the rafigen

% to Ex. At the same time, we could find that different

¢ would not affect the order of reputation scores f
objects A, B, and C. From the view of reputatioorss,
object A may be the final one selected by trusfexuib.
The choice result based on reputation score isistens
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with that one based on Figure 2 and 3, but morelsim [8] M. Blaze, J. loannidis, and A. D. Keromytis, “Exmerce
and suitable to trust subjects. with the keynote trust management system: Appbeati
and future directions,” iTrust, New York: Springgrp.
284-300, 2003.

Cloud model overcomes the limit of fuzzy set theory[9] M. Blaze, J. Feigenbaum, and A. D. Keromytis, “Keyd

6. Conclusions

which represent fuzzy concept with an accurate sote trust management for public-key infrastructures,” B.
membership degree. We proposed an evaluation agfproa  Christianson, B. Crispo, S. William, et al., eds, Cadus

of subjective trust based on subjective trust cloTide 1998 Security Protocols Intl. Workshop, 1998.

approach combineBx with He of subjective trust cloud [10] T. Beth, M. Borcherding, and B. Klein, “Valuation wist

to evaluate the randomness and fuzziness of sulgect in open networks,” Proceedings 1 European Symposium
reputation. We validated our approach with a sitta Research in Security (ESORICS), Berlin: Springerlag, pp.
experiment and showed the effectiveness of theoagpr 3-18, 1994.

Our approach needs time of reputation. However,tmog11] R. Yahalom, B. Klein, and T. H. Beth, “Trust relatibips
Web Sites don't provide this data. But with devehemt in secure system# distributed authentication perspective.
of business and cooperation on the Internet, ealheci Proceedings 1993 IEEE Symposium on Research in
with more attention put on satisfaction of gengmatblic, Security and Privacy 1. Los Alamitos: IEEE Computer
we believe that the evaluation of reputation chawge Society Press, pp. 15064, 1993.

be a novel and effective approach to assist endsuise [12] s, K. Liu and X. T. Liu, “A new method of elevatiaf
trust decision-making. Furthermore there is stilheed confidence level of large-scale perplexing simolati
for significant research in this field, such as how to system,” Journal of System Simulation, Vol. 13, Bopp.
extend the approach to apply in the other relateld,f 666-669, 2001.

how to design and validate other weighting methofls ;31 A jgsang, “A logic for uncertain probabilities, témational
reputation, how to combine subjective with objeetiv Journal of Uncertainty, Fuzziness and Knowledge-8ase

trust data to maI§e trust demspns, find the reaktenlaw Systems (S0218885), Vol. 9, No. 3, pp. 27811, 2001.
and rules to design temporal windows and so on. [14] Y. Wei, J. S Li, and P. L. Hong, “Distributed peerpeer

trust model and computer simulation,” Journal oét8yn
Simulation, Vol. 18, No. 4, pp. 93842, 2006.
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