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Abstract 
Currently, the world is experiencing a strong rush towards modern technol-
ogy, while specialized companies are living a terrible rush in the information 
technology towards the so-called Internet of things IoT or Internet of objects, 
which is the integration of things with the world of Internet, by adding hard-
ware or/and software to be smart and so be able to communicate with each 
other and participate effectively in all aspects of daily life, so enabling new 
forms of communication between people and things, and between things 
themselves, that’s will change the traditional life into a high style of living. 
But it won’t be easy, because there are still many challenges and issues that 
need to be addressed and have to be viewed from various aspects to realize 
their full potential. The main objective of this review paper will provide the 
reader with a detailed discussion from a technological and social perspective. 
The various IoT challenges and issues, definition and architecture were dis-
cussed. Furthermore, a description of several sensors and actuators and their 
smart communication. Also, the most important application areas of IoT 
were presented. This work will help readers and researchers understand the 
IoT and its potential application in the real world. 
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1. Introduction 

The term “Internet of Things” (IoT) was coined by Kevin Ashton at a presenta-
tion to Proctor & Gamble in 1999. He is one of the founders of the Massachu-
setts Institute of Technology’s Automatic Recognition Lab. He pioneered RFID 
(used in barcode detector) technology in the field of supply chain management. 
He also founded Zensi, a company that manufactures energy sensing and moni-
toring technologies. 
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The Internet of Things is an emerging topic of technical, social and economic 
importance. Consumer products, durable goods, cars and trucks, industrial com-
ponents and facilities, sensors, and other everyday objects are combined with 
internet connectivity and powerful data analysis capabilities that promise to 
transform the way we live and work. 

A major shift in our daily routines can be observed along with the widespread 
implementation of IoT devices and technologies. IoT is everywhere, although we 
don’t always see it or know that a device is part of it. For consumers, new IoT 
products like Internet-enabled devices, home automation components and pow-
er management devices drives us toward seeing “Smart home”, which provides 
more safety and energy efficiency. Other IoT personal devices such as wearable 
fitness and health monitors that support the network-enabled medical devices 
are transforming the way healthcare services are delivered. The Internet of 
Things transforms physical objects into an information ecosystem shared be-
tween wearable, portable, and even implantable devices, making our life tech-
nology and data rich. 

The IoT technology promises to be useful for people with disabilities and the 
elderly, allowing for improved levels of independence quality of life at reasonable 
cost [1]. Internet of things systems such as networked vehicles, smart traffic sys-
tems, and sensors embedded in roads and bridges bring us closer to the idea of 
“smart cities”, which help reduce congestion and energy consumption. IoT 
technology offers the potential to transform agriculture, industry, and energy 
production and distribution is increasing availability of information along the 
production value chain using networked sensors. 

A number of companies and research organizations have provided a wide 
range of expectations about the potential impact of the Internet of Things on In-
ternet and the economy over the next decade. Huawei expects 100 billion IoT 
connections by 2025 [2]. Manyika et al. [3] estimating the potential economic 
impact of the Internet of Things from $3.9 to $11 trillion annually in 2025, dri-
ven by: Lower device prices, advanced cloud storage computing, higher speed 
and lower delivery costs. This increases the number of machines and devices 
connected to the Internet. Also estimated (2015) that the Internet of Things will 
contribute 4% - 11% of global GDP in 2025. 

However, at the same time, the Internet of Things raises significant challenges 
that could stand in the way of realizing its potential benefits. Attention-grabbing 
headlines about internet device hacking [4], surveillance concerns [5], and pri-
vacy concerns have already captured the public’s attention Technical challenges 
remain, and new political, legal and development challenges arise. This discus-
sion is “promise versus risk” along with the flow of information through popular 
media and Marketing can make the Internet of Things a complex topic to un-
derstand. 

This overview paper is designed to help readers and researchers understand-
ing the IoT potential benefits and most key issues that face it. The paper is orga-
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nized as follows: Section 2 provides a definition and literature review of IoT; 
Section 3: describes the components of IoT architecture; Section 4: Sensors and 
actuators are discussed followed by section 5: identifies important key issues and 
challenges then communication stage in Section 6. Finally, section 7 provides 
emerging application domains of IoT. 

2. Definition and Literature Review 
2.1. Definition 

The definition of the Internet of Things (IoT) is not definitively limited and not 
currently defined, meaning that there is no general definition approved by the 
majority or by the global user community, and therefore the Internet of Things 
is maturing and continuing to be the newest, most popular concept in the world 
of information technology. 

The “Thing” in IoT can be any device with any type of sensor embedded with 
the ability to collect data and transmit it across the network without manual in-
tervention. The technology embedded in the object helps to interact with inter-
nal states and the external environment, which in turn aids in the decision- 
making process. 

The Internet of Things (IoT) is a framework in which all things have a repre-
sentation and a presence in the Internet. More specifically, the Internet of Things 
aims at offering new applications and services bridging the physical and virtual 
worlds, in which Machine-to-Machine (M2M) communications represents the 
baseline communication that enables the interactions between Things and appli-
cations in the cloud. This is defined by IEEE communication magazine [6]. 

Oxford Dictionaries provides a summary definition that calls the Internet as 
an element of IoT: “Internet of things (noun): The interconnection via the In-
ternet of computing devices embedded in everyday objects, enabling them to 
send and receive data” [7]. 

The Internet of Things creates an inclusive information system, which con-
sists of smaller information systems; Smart devices are connected to the smart 
home system and connected to smart city systems. In reality, the Internet of 
Things is far more complicated than that. 

2.2. Literature Review 

The field of Internet of Things leads to a world of technology and to a new era 
where things can communicate, calculate and transform information fastly. This 
technology has attracted many researchers who have provided their own re-
searches. 

 
Research Direction trend 

Gaona-Garcia et al. [8] Architecture, security and privacy 

Zhou et al. [9] Security and privacy 

Alavi et al. [10] Smart city, transport and healthcare 
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Continued 

Zanella et al. [11] Smart city, transport and healthcare 

Khajenasiri et al. [12] Environment, power and energy 

Liu et al. [13] Authentication and identification 

Yan et al. [14] Authentication and identification, QoS 

Pei et al. [15] Standardization, authentication and identification 

Palattella et al. [16] Interoperability, reliability, scalability 

Clausen et al. [17] Data processing, reliability 

Qiu et al. [18] Agriculture, environmental 

Talavera et al. [19] Agriculture, industrial, environmental 

Distefano et al. [20] Interoperability, scalability 

Zhang. [21] Security and privacy, data processing 

Li et al. [22] Security and privacy, reliability 

Pereira et al. [23] Interoperability, QoS, scalability 

3. Architecture 

The main problem with the Internet of Things is that it is very broad and unli-
mited, so to implement its concept is fundamentally dependent on its architec-
ture. In the initial stage of research, the three layer architecture was introduced 
[24]. 

3.1. The Three Layer Architecture 

This architecture consists of three layers. First is the perception layer which is 
the physical layer. It has sensors for sensing and gathering information about the 
environment. It senses some physical parameters or identifies other smart ob-
jects in the environment. The second is the network layer which is responsible 
for connecting to other smart things, network devices, and servers. It is also 
characterized by transmitting and processing sensor data. The third one is the 
application layer which is responsible for delivering application specific services 
to the user. It defines various applications in which the Internet of things can be 
deployed as title of example: smart houses, smart cities and smart health. Figure 
1 depicted this architecture. 

 

 
Figure 1. 3 Layer architecture 
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Figure 2. 5 Layer architecture. 

3.2. The Five Layer Architecture 

The Five-layer architecture [25] is designed to define the complete concept of its 
functioning and development of IoT devices. The new structure includes 5 layers 
as shown in Figure 2. Layers of perception and application function in the same 
way as in the previous architecture. The main task of processing layer is to 
process the information received from the network layer and to make decisions 
based on the results achieved from ubiquitous computing. The transport layer 
that transfers sensor data from the perception layer to the processing layer and 
vice versa over networks such as wireless, LAN, 3G, LTE, RFID and Bluetooth. 
Finally, the business layer visualizes information and statistics from the applica-
tion layer and uses this knowledge to plan future goals and strategies 

4. Sensors & Actuators 

Sensors and actuators are among the building blocks of IoT. In many IoT appli-
cations, you need one or more sensors to collect data and information about the 
system. The data is processed, and commands may be issued to the triggers that 
in turn affect the system, and in another way the sensors collect the data that will 
be transmitted over the network and the actuators that allow things to work such 
as: Humidity sensors provide data to control irrigation systems; Traffic sensors 
provide data to control traffic lights; Occupancy sensors provide data to control 
building environments. Sensors and actuators enable IoT solutions in every IoT 
vertical field from smart cities to smart farming, and from personal health to 
smart transportation. 

There are many different types of sensors in the IoT system. A Brief Overview 
by Albrecht Schmidt & Kristof Van Learhoven to build a smart device [26]. 

4.1. Mobile Phone Based Sensors—MPBS 

In the hustle and bustle of modern life, there are many important elements that 
we cannot live without, and we find ourselves most in need, as they make our life 
easier and smoother. The smartphone is the pole and element of our life. Dear 
readers, I think you already have one so you know how important it really is. 
There is a lot that we can do with a smartphone and many different ways in which 
it plays a serious role in everyone’s life. You might wonder how this smartphone 
achieves such wonderful feats. Many of the coolest feats are achieved through 
various sensors, but do you know how many smartphone sensors and its main 
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function there are in your device? Here are the most important ones: 
1) Accelerometer: 
The Accelerometer sensor detects acceleration, vibration and tilt to determine 

movement and exact orientation along the three dimensions. Applications use 
this smart phone sensor to determine whether your phone is in portrait or land-
scape orientation. It can also tell if your phone screen is facing up word or down 
ward. The data patterns captured by accelerometer can be used to detect physical 
activities of the user such as running, walking and bicycling. Figure 3, illustrate 
this sensor. 

2) Gyroscope: 
The gyroscope provides orientation details and direction like up-down and 

left-right but with greater precision like how much the device is tilted. So Gy-
roscope has the ability of measuring rotation. Hence it can tell how much a 
smart phone has been rotated and in which direction. Google Sky Map Applica-
tion use gyroscope sensor to determine the direction towards which your phone 
is pointed. 

Gyroscope sensor is also known as Angular Rate Sensor or Angular Velocity 
Sensor as shown in Figure 4. This smart sensor is installed in the applications  

 

 
Figure 3. The accelerometer. 

 

 
Figure 4. Gyroscope sensor. 
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where the orientation of the object is difficult to sens by humans. Measured in 
degrees per second, angular velocity is the change in the rotational angle of the 
object per unit of time. Furthermore Gyroscope sensor can also measure the 
motion of the object, so for more robust and accurate motion sensing, Gyros-
cope sensor is combined with Accelerometer sensor. 

3) Magnetometer: 
Usually known as a compass, it can detect magnetic fields, so the Compass 

app in smartphones uses this sensor to point to the north pole of the planet. This 
smart sensor is used in metal detector, and you can find it whenever you open 
Google Maps or Maps App. The magnetometer is housed in a small electronic 
chip that often includes another sensor, and is usually built into the accelerome-
ter that helps correct the initial magnetic measurements using tilt information 
from the auxiliary sensor. Figure 5 shows a module of magnetometer sensor. 

4) GPS: 
GPS speak short of Global Positioning System, units in smart phone commu-

nicate with the satellites to determine precisely our location on Earth. The GPS 
technology does not actually use internet data, this is why once we open the App 
we can find our location on maps even the offline of Network, but the map itself 
is blurry as it requires network to load details. GPS is used in all location-based 
Applications. Accelerometer, gyroscope, magnetometer and GPS work together 
to create the perfect navigation in your smartphone. 

5) Microphone: 
The microphone is basically a sound sensor that detects and measures the 

loudness of sound. Smartphone generally use micro-sized electret microphones 
as shown in Figure 6, because there are so many and diverse type of micro-
phones. 

6) Ambient Light Sensor: 
The light sensor detects lighting levels in the vicinity to adjust screen bright-

ness accordingly. It is used in automatic brightness adjustment to reduce or in-
crease the brightness of the smartphone screen based on the availability of light, 
Figure 7. Dimming the screen on a mobile device also prolongs the lifetime of 
the battery. 

 

 
Figure 5. Magnetometer sensor. 
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Figure 6. Microphone sensor. 

 

 
Figure 7. Ambient light sensor. 

 

 
Figure 8. Touch screen sensor. 

 
7) Touchscreen Sensors: 
The smart phone sensors in the touch screen contain an electric current run-

ning through it at all times and touching the screen causes a change in the sig-
nals. This change is an input to the device. Figure 8 illustrate it. Nowadays, all 
smartphones use this screen technology. Deeply, the touch screen is responsible 
for basic input and output operations, and it is used for tapping and writing let-
ters. The touch screen contains three main interaction actions: 

i) The main activity and goal of the touchscreen is touching or tapping is de-
fined as the process of clicking on the screen in any place to open, to close or to 
type a character. 

ii) Multi-touch is defined as the process of tapping the screen by more than 
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one finger simultaneously, and this function is usually used in gaming applica-
tions. 

iii) Gesture is defined as the process of drawing a certain pattern on the 
touchscreen. Gestures may be implemented with one finger as drag and drop or 
multi-fingers as in the process of editing photos exactly resizing and changing 
camera zoom. 

8) Fingerprint Sensor: 
Gone are the days of saving passwords and all patterns to unlock your phone 

and now it’s technology time, as many users prefer to use a fingerprint scanner. 
The fingerprint sensor enables biometric verification to secure many smart-
phones today. It is a capacitive scanner that records the user’s fingerprint electr-
ically. When you place your finger on its surface, the edges of your fingerprints 
touch the surface while there is a slight gap between the sockets between the 
edges. In short, it measures distances and the uneven pattern between the edges 
on the surface of your finger. This smartphone sensor is very useful in applica-
tions that require authentication such as mobile payment applications (ex: We-
chat pay). 

Moreover, it is the year 2021 of the high tech century, so we don’t have just 
one, but instead, different types of fingerprint scanners. From the traditional 
fingerprint scanners prevalent during biometric authentication initiation to to-
day’s related capacitive scanners to the latest ultrasound scanners, however, in 
reality, the most used type of fingerprint scanner should be the capacitive scan-
ner, currently you will start to see some smartphone manufacturers adopting an 
all-new ultrasonic fingerprint scanner on their smartphone. Here are the most 
important types: 

i) Optical Fingerprint Scanners: It is obviously from the name suggests, an 
optical scanner involves the use of optics which is light to capture and scan fin-
gerprints on a device. Essentially, the scanner works by capturing a digital pho-
tograph of the fingerprint and then using algorithms to find unique patterns of 
lines and ridges, spread across the different lighter and darker areas of the image. 
This image is 2 dimension (2D) depiction of the different patterns of ridges and 
lines present on the finger and since it comprises of details in the darker sections 
of the image as well, the same is lit-up using a light source, typically an LED to 
capture a detailed image. For increasing the level of security, the quality of image 
is required, because it plays an important role in getting a high definition and de-
tailed image of the fingerprint, which would make it easier to extract more data 
from the image. Optical fingerprint sensors may be affected by many real-world 
factors such as stray light, surface pollution, and possibly even a fingerprint left 
by a previous user. Oil, dirt, scratches on the sensor surface, and condensation 
are common pollutants that degrade image quality. Figure 9 shows how optical 
fingerprints work. 

ii) Capacitive Fingerprint Scanners: It’s easy to get the idea of involving ca-
pacitors in capacitive scanners. However, the definition of a capacitor is an elec-
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tronic component that stores electrical energy in an electric field. In fact, now 
you’ll be wondering about its main role in capacitive scanners, it is really impor-
tant for you to understand that unlike scanners that capture a 2D image of a fin-
gerprint, capacitive scanners capture various details of the fingerprint using only 
electrical signals. For this purpose, it uses a series of small capacitor circuits, ar-
ranged in a matrix, to store the captured fingerprint data. Through the scoring 
process, a change in protrusions and lines leads to a change in the scoring 
process, as the charge will be different with respect to the finger placed on the 
capacitive plate and differ in relation to the air gap between the ridges and the 
lines. Hence, this change in the capacitor charge is determined using an opera-
tional amplifier (AOP) and then recorded with the help of an analog digital 
converter (ADC). Capacitive sensors can be sensitive to electrostatic discharge 
but insensitive to ambient light and are more resistant to pollution problems 
than some optical designs. Figure 10 shows the main function. 

iii) Ultrasonic Fingerprint Scanners: This technology is considered the latest  
 

 
Figure 9. Optical Fingerprint scanners working way. 

 

 
Figure 10. Capacitive Fingerprint Scanners working way. 
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in fingerprint scanning technology. Unlike optical and capacitive scanners that 
use light and condenser, the ultrasound scanner uses a high frequency ultra-
sound. The process involves the use of an ultrasound pulse, which is sent 
through an ultrasound transmitter toward the finger that rests on the scanner. 
This impulse immediately strikes the finger, part of it moves, while part of it is 
reflected back. This last pulse is then captured by an ultrasound receiver, which 
depends on the pulse’s intensity, and captures a 3D image of the fingerprint. 
This change causes the intensity of the pulse in the finger tissue that forms the 
bumps and lines. Ultrasound fingerprint scanners have the advantage of being 
able to see under the skin. Not only does this provide live finger verification, but 
it provides more information as a biometric. Figure 11 shows ultrasonic. 

9) Heart Rate Sensor: 
The heart rate sensor measures the heartbeat with the help of optical sensors 

and LED lights. An LED light is emitted towards the skin and this smartphone 
sensor detects the light waves that are reflected on it. There is a difference in the 
intensity of the light when there is a pulse. Heart rhythm is measured by calcu-
lating changes in the intensity of light between minute pulses of the blood ves-
sels. Many fitness and health apps use this method to calculate your heart rate. 

10) Barcode/QR Code Sensor: 
Most smartphones have barcode sensors that can read a barcode by detecting 

the light reflected from the code. It generates an analog signal with a variable 
voltage representing the barcode. Then this analog signal is converted into a dig-
ital signal and finally is decoded to reveal the information in it. Barcode sensors 
are useful for scanning barcode or QR code products. It is used in most social 
media applications and very useful in payment process. 

4.2. Medical Sensors 

The Internet of Things plays a more important role in medical technology with 
the goal of making medical devices more effective and safer, while simplifying 
their operations. The Internet of Things is expanding the medical field with many  

 

 
Figure 11. Ultrasonic fingerprint scanners. 
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applications based on smart sensors, which monitor the health of a patient when 
he is not in the hospital or when he is alone. After that, they can provide imme-
diate feedback to the doctor, relatives, or patient. In the medical market, you can 
find many wearable sensors available as shown in Figure 12. They are equipped 
with medical sensors that are able to diagnose the patient and measure various 
parameters like heart rate, respiratory rate, blood pressure, blood sugar levels, 
and body temperature [27]. 

The Internet of Things is striving to obtain its new device that surpassed the 
smart devices that the user wears, this device to detect spots that are affixed to 
the skin, such tattoos on the skin are disposable, stretchy and very cheap.. The 
electronic fitting is rubber housing. The patient is supposed to wear these pads 
for a few days to monitor a vital health laboratory continuously [28]. 

4.3. Specialized Physical, Mechanical, and Chemical Sensors 

Touch, temperature, or air pressure sensors can be combined for use in more 
specialized applications. For certain mobile work settings, more sensors such as 
gas concentration and radiation sensors can be added to increase the user’s per-
ceptual capabilities and facilitate automatic information capture. 

4.4. Radio Frequency Identification (RFID) 

RFID (Radio Frequency Identification) [29] is a form of radio communication 
that involves the use of electromagnetic or electrostatic coupling in the radio 
frequency portion of the electromagnetic spectrum to uniquely identify an ob-
ject, animal, or person. RFID technology use cases include healthcare, manufac-
turing, inventory management, shipping, retail sales, and home use. There are 
two common types of RFID. First, Active RFID tags contain the transmitter and 
power supply (battery) on board the tag. These are mostly UHF solutions, and 
reading ranges can extend up to 100 meters in some cases. Second, Passive RFID 
solutions, the reader and reader antenna send a signal to the tag, and this signal 
is used to power the tag and reverse the power back to the reader. There are 
negative LF, HF and UHF systems. The reading ranges are shorter than the ac-
tive tags and are limited by the strength of the radio signal that is reflected back 
to the reader (tag back-scatter). Figure 13 shows a module of RFID. 

 

 
Figure 12. Smart watches and fitness trackers in left, Embedded skin patch in right. 
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Figure 13. Radio frequency identification. 

 
Actuators: 
Actuators are mechanical or electro-mechanical devices that provide con-

trolled and sometimes limited movements or positioning that are actuated elec-
trically, manually or by various fluids such as air, hydraulic, etc. Linear actuators 
convert power into linear motions, usually for positioning applications (Electric 
and Hydraulic). A hydraulic actuator consists of a cylinder or fluid drive that 
uses hydraulic power to facilitate mechanical operation. Mechanical movement 
gives an output in terms of linear, rotational, or oscillatory motion. Just as it is 
almost impossible to compress a fluid, a hydraulic actuator can exert great force. 
The disadvantage of this approach is its limited acceleration. Electric actuators 
use electrical energy. The electric actuator may provide operating power/torque 
in one of several ways. Electromechanical actuators can be used to drive a motor 
that converts electrical energy into mechanical torque. The other path is elec-
tor-hydraulic actuators, where the electric motor remains the main drive and 
furthermore provides torque to drive a hydraulic collector which is then used to 
transmit drive power in the same way that a diesel engine/hydraulic component 
is normally used in heavy equipment. 

Rotary actuators convert energy to provide rotational motion (Pneumatic). 
Pneumatic actuators use compressed air. Pneumatic actuators also allow large 
forces to be produced from relatively small pressure changes. A pneumatic actu-
ator converts the energy formed by the vacuum or compressed air at high pres-
sure into linear or rotational motion. The pneumatic power is eligible for main 
motor control because it can respond quickly at start and stop as the power 
supply does not need backup storage for operation. Pneumatic actuators are sa-
fer, cheaper, more reliable, and more powerful than other motors. Figure 14 
shows an example of water pump. 

5. Main Issues and Challenges of IoT 

The sharing of IoT based systems in all aspects of human lives and the various 
technologies involved in transferring data between embedded devices made it 
complex and led to many problems and challenges. These include security; privacy;  
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Figure 14. Example of an actuator (pump water). 

 
interoperability and standards; legal, regulatory, and rights; and emerging econo-
mies and development. 

5.1. Security 

While security considerations are not new in the IT context, the features of 
many IoT applications present new and unique security challenges. Facing these 
challenges and ensuring security in IoT products and services should be a pri-
mary priority, and users need to trust that IoT devices and related data services 
are protected from vulnerabilities, especially as this technology has become more 
pervasive and integrated in our daily lives. Poorly secured IoT devices and ser-
vices can act as potential entry points for a cyber attack and expose user data to 
theft by leaving data flow insufficiently protected [30]. The interconnected na-
ture of IoT devices means that every poorly secured device connected to the In-
ternet has the potential to affect Internet security and resiliency globally. This 
challenge is amplified by other considerations such as the widespread deploy-
ment of homogeneous IoT devices, the ability of some devices to automatically 
connect to others, and the potential for deploying these devices in insecure en-
vironments [31]. 

5.2. Privacy 

The full potential of the Internet of Things depends on strategies that respect in-
dividual privacy options across a wide range of expectations. The data flows and 
user privacy that IoT devices provide can open up incredible and unique value 
for IoT users, but concerns about privacy and potential harms may hinder the 
full adoption of IoT. This means that privacy rights and respect for user privacy 
expectations are integral to ensuring user confidence in the Internet, connected 
devices, and related services [32]. 

5.3. Interoperability and Standards 

Interoperability is the ability to exchange information between various IoT de-
vices and systems. This exchange of information is not based on published soft-
ware and hardware. The problem of interoperability arises due to the heteroge-
neous nature of the technology and the various solutions used to develop IoT. 
The four levels of interoperability are technical, semantic, syntactic, and organi-
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zational [33]. With interoperability as an important issue, researchers have agreed 
with several solutions such as adaptive, gateway based, virtual network and ser-
vice based architecture. They are also known as approaches to dealing with inte-
roperability [34]. Although the methods of dealing with interoperability relieve 
some pressure on IoT systems, there are still some challenges that remain with 
the possibility of interoperability which could be an area for future studies [35]. 

5.4. Legal, Regulatory, and Rights 

The use of IoT devices raises many new regulatory and legal questions in addi-
tion to amplifying existing legal issues around the Internet. The questions are 
wide-ranging, and the rapid rate of change in IoT technology often outpaces the 
adaptability of associated policies and legal and regulatory structures. With the 
development of the Internet of Things, many real-life problems have been solved 
but have also given rise to critical ethical and legal challenges such as data secu-
rity, privacy protection, trust, security, and data usability [36]. It has also been 
observed that the majority of IoT users support government rules and regula-
tions regarding data protection, privacy and safety due to mistrust of IoT devic-
es. Therefore, this issue should be taken into consideration to maintain and im-
prove trust among people regarding the use of IoT devices and systems. 

5.5. Emerging Economies and Development 

The Internet of Things holds great promise to deliver social and economic bene-
fits to emerging and developing economies. This includes areas such as sustaina-
ble agriculture, water quality and use, health care, manufacturing, and environ-
mental management, among others. As such, the Internet of Things holds promise 
as a tool for achieving the United Nations Sustainable Development Goals [37]. 

6. Communication 

The Internet of Things consists of many smart devices that communicate with 
each other. These devices enable data exchange and collection. Smart devices can 
have a wired or wireless connection. Typically, IoT devices connect to the Inter-
net through the Internet Protocol (IP) stack. This combination is very complex 
and requires a large amount of power and memory from the connected devices. 
These devices can also be connected locally through NON-IP networks which 
consume less power and connect to internet via smart gateway [38]. 

6.1. Device-to-Device Communications 

A device-to-device communication model represents two or more devices that 
directly communicate and communicate with each other, rather than an inter-
mediary application server. These devices communicate over many types of 
networks, including IP and The internet. However, these devices use protocols 
like Bluetooth, Z-Wave or ZigBee to create direct device-to-device connections 
[39]. Figure 15 shows this direct connection of a real example. 
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Device-to-device networks allow these devices that committed to a specific 
connection a protocol for communication and exchange messages to achieve 
their task. This is the contact form is commonly used in applications such as 
home automation systems. Usually, small data packets are used information for 
communicating between devices with relatively low data rate requirements. 

6.2. Device-to-Cloud Communications 

In the device-to-cloud communication model, IoT device connects directly to 
the internet cloud. A service like an application service provides data exchange 
and message movement control. This approach often takes advantage of the 
menu communication mechanisms like traditional Ethernet or Wi-Fi wired 
connections to create connection between device and IP network, which even-
tually connects to the cloud services as illustrated in Figure 16. 

6.3. Device-to-Gateway Communications 

In the device-to-gateway model, the device layer gateway to the application 
(ALG). The IoT device communicates through an ALG serving as a channel to 
access the cloud services. Simply, this means that there is an application program 
running on a local gateway device which acts as an intermediary between device 
and cloud service and provides security and data translation. The form is shown 
in Figure 17. 

In most cases, a smartphone with an application to communicate with a device 
 

 
Figure 15. Example of device-to-device communication model. 

 

 
Figure 16. Example of device-to-cloud communication model. 
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acts as a local gateway and transfers the data to a cloud service. Devices like a 
fitness tracker are unable to connect directly to the cloud. Hence, they rely on 
smart phone applications to transfer data to the cloud. 

6.4. Back-End Data-Sharing Model 

The back-End data sharing model refers to a communication architecture that 
enables users to export and analyze smart object data from a cloud service in 
combination with data from other sources. The data is then uploaded to two 
different application service providers. The architecture also helps with data col-
lection and analysis. For example, an industrialist is interested in analyzing the 
energy consumption of the plant by collecting the data produced by the IoT 
sensors and utility systems. 

The back-end data sharing model suggests unified cloud services [40] or cloud 
approach application programmer interfaces (APIs) are necessary to achieve 
smart interoperability Cloud-hosted device data [41]. Figure 18 presents this 
model. 

 

 
Figure 17. Example of device-to-gateway model. 

 

 
Figure 18. Example of Back-End data sharing model. 
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7. Applications of IoT 

This new wave of technology will stand at the leading position for all technolo-
gies around the world, which are directed towards billions and billions of con-
nected smart devices that use all the data in our lives. With new wireless net-
works, high sensors, and superior capabilities, IoT applications promise to make 
our lives easier and bring enormous value. Some uses of IoT applications are 
found in several important areas. The following application areas are the top for 
2020 analysis [42]. 

7.1. Area 1: Manufacturing/Industrial 

The IoT industrial application area covers a wide range connection of objects to 
objects, projects from inside and outside. For the inside, many IoT-based factory 
automation and control projects include comprehensive smart factory solutions 
with many elements such as production floor monitoring, wearable devices and 
augmented reality in the shop floor, remote PLC or automated quality control sys-
tems. Typical off-plant projects include remote control of connected machines, 
and equipment monitoring. Several case studies indicate that the main drivers for 
OEMs to provide IoT solutions are “reduced downtime and cost savings”. 

Autonomous vehicles: Free-roaming robots move across factory floors: 
Nowadays with the convergence of technologies like robotics, sensors, 3D cam-
eras, 5G connectivity, software and artificial intelligence, swarms of autonomous 
vehicles having found their way safely onto factory floors as a means of increas-
ing the speed and accuracy of routine operation. These free-roaming robots can 
be coordinated to a greater extent than ever before, enabling them to perform 
automated tasks in a controllable and predictable manner and with minimum 
human oversight. This gives them the potential to improve operations inside 
manufacturing plants, especially in areas such as component handling and 
transportation, offering opportunities to increase productivity, reduce risk, de-
crease cost and improve data collection. This liberates workers to focus their at-
tention on higher value activities such as production and assembly. For example, 
an Italian manufacturer namely Automotive 

Systems Manufacturer Faurecia (ASMF) is using autonomous vehicles from 
Mobile Industrial Robots to increase the efficiency of its logistics [43]. 

Machine utilisation: Making the most of industrial assets: The IoT archi-
tecture has emerged as a popular and powerful way to monitor machine usage, 
sending valuable performance data to operators via dashboards to inform them 
of machines that are running more efficiently compared to other equipment. 
These platforms can act as a major driver in improving factory floor production, 
primarily by eliminating bottlenecks due to low-performing assets. They can also 
be used to compare the performance of devices across one or more sites [44]. 

7.2. Area 2: Transportation/Mobility 

Maintaining vehicle health: Predictive maintenance technology relies on the 
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use of Internet of Things (IoT) communication tools that collect data about the 
performance of different parts, transfer that data to the cloud in real time and 
assess the risk of a possible malfunction of the vehicle’s hardware or software. 
After the information is processed, the driver is notified and informed of any 
service or repair necessary to avoid potential accidents. With Internet of Things 
connectivity tools, you can forget about unplanned stops or breakdowns during 
the ride [45]. 

Transforming the meaning of vehicle ownership: One of the most inter-
esting future applications of the IoT in transportation is vehicle ownership. Ac-
cording to a recent study by Tony and James [46], car ownership will decrease 
by 80% by 2030. You can see that actually happen. City dwellers sell or never buy 
cars. They choose to use ride-sharing and vehicle-sharing platforms or ride- 
sharing like Uber, DiDi and Alibaba bikes, in addition to relying on steadily im-
proving public transportation services. 

7.3. Area 3: Energy 

With energy consumption worldwide expected to grow by 40% over the next 25 
years, the need for a smarter energy solution has reached an all-time high. For-
tunately, there are some major shifts towards more efficient energy management 
from smart light bulbs to fully autonomous offshore oil platforms. Overall, IoT 
is revolutionizing nearly every part of the energy industry from generation to 
transmission to distribution and changing how energy companies and customers 
interact. It is difficult to underestimate the current impact of the Internet of 
Things on the energy sector. With the increasing demand for process automa-
tion and operational efficiency, more companies are exploring IoT use cases in 
energy management. 

Energy system monitoring and maintenance: IoT can be used in the energy 
industry to track a number of system metrics, including overall health, perfor-
mance, and efficiency. As a result, their maintenance is simplified. Whether it’s a 
wind turbine, solar panels, or other important equipment, it can be difficult to 
pinpoint a problem before the system crashes. Moreover, checking for issues 
manually is a very waste and tedious process. 

Increased efficiency: Improving the efficiency of coal-fired plants is one of 
the most difficult challenges in the electricity industry today. Plant technology is 
usually more mature, systems are very complex and average efficiency rates are 
low. General Electric today released a new digital energy program designed to 
play a significant role in helping countries meet COP21 greenhouse gas emis-
sions targets. Using IoT helps increase the efficiency of a coal power plant by up 
to 16%, while reducing greenhouse gas emissions by 3%. This is achieved by im-
proving fuel combustion and adjusting the process according to the characteris-
tics of the fuel being burned. 

Safety and disaster prevention: IoT solutions can also be used in the energy 
industry to improve operational safety and prevent production accidents, as well 
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as eliminate their consequences, such as Safety drones [47] that can be used as 
part of a risk management system to reduce employee risks at nuclear plants or 
on mining sites. 

Smart meters: These IoT power devices connect consumers directly to the 
power distribution station, allowing two-way communication. Thus, they can 
send critical operating information to utility agencies in real time. So this direct 
connection helps utility agencies to quickly address any performance issues, in-
cluding outages and reduce system downtime. Smart meters can automatically 
identify and isolate the damaged portion of the line without affecting the perfor-
mance of the rest of the network. In general, specialized companies find that there 
are many ways in which consumers can benefit from the use of smart meters. 

7.4. Area 4: Retail 

More and more retailers are realizing that they can improve their cost efficiency 
and in-store customer experience through innovative IoT use cases. There is an 
increase for retailers to digitize stores and create smarter operations. Retail now 
accounts for 9% of selected projects, up from 5%. Typical IoT in retail solutions 
include in-store digital signage, customer tracking and engagement, merchan-
dise control, inventory management, smart vending machines and more [48]. 

7.5. Area 5: Smart Cities 

Thanks to the power of the Internet of Things, entire cities are becoming digi-
tally interconnected and thus smarter. By collecting and analyzing huge amounts 
of data from IoT devices across different city systems, cities improve the lives of 
citizens. Smart cities can make better decisions through the data they collect on 
infrastructure needs, transportation requirements, crime and safety. A study 
shows that using existing smart city applications, cities improve quality of life 
indicators (such as crime, traffic, and pollution) by between 10% and 30%. In-
ternet of Things technologies in everyday life as part of your home, transporta-
tion, or city, relate to a more efficient and enjoyable life experience. IoT promis-
es a better quality of life through routine chores and increased health and well-
ness [49]. 

7.6. Area 6: Healthcare 

The Internet of Things has only slowly spread in healthcare. However, things 
seem to be changing in light of the epicenter of the COVID-19 pandemic. Early 
data indicates that digital health solutions related to COVID-19 are on the rise. 
Demand is increasing for specific IoT health applications such as telehealth 
consulting, digital diagnostics, remote monitoring, and robotic assistance. IoT 
Healthcare apps help with; Reduced waiting time for the emergency room; Track 
patients, employees, and inventory; Strengthening drug management; Ensure the 
availability of important devices. IoT has also introduced several wearables and 
devices which has made lives of patients and doctors comfortable. Please check 

https://doi.org/10.4236/jdaip.2021.92006


R. A. Mouha 
 

 

DOI: 10.4236/jdaip.2021.92006 97 Journal of Data Analysis and Information Processing 
 

this work [50] for more details. 

7.7. Area 7: Supply Chain 

As supply chains extend more and more to end customers, resulting in more 
complex flows of goods whose delivery is more complex, logistics service pro-
viders are increasingly integrating connected digital solutions to address com-
plexity. In the supply chain, Internet of Things devices are an effective way to 
track and authenticate products and shipments using GPS and other technolo-
gies. In addition, they can also monitor product storage conditions which en-
hance quality management throughout the supply chain. IoT devices revolutio-
nized supply chain management. It is easier to understand where the goods are 
and how they are also stored when they can be expected at a specific location. 
Here are the major benefits: 1) Authenticate the Location of Goods at any time. 
2) Track Speed of Movement and when Goods will arrive. 3) Monitor Storage 
Conditions of Raw Materials and Products. 4) Streamline the Problematic Move-
ment of Goods. 5) Locate Goods in Storage. 6) Administer Goods Immediately 
Upon Receipt [51]. 

7.8. Area 8: Agriculture 

The current world population is 7.8 billion in 2020 and it is expected to reach 8.6 
billion in 2030, 10 billion in 2050 and 11.2 billion in 2100, according to the most 
recent United Nations estimates elaborated by Worldometer [52]. Just imagine 
how you can feed such a massive population with a simple agriculture. So to feed 
this huge population required to marry agriculture to technology and obtain good 
results. 

A smart greenhouse is one of many possibilities that exist for solving this prob-
lem. The smart greenhouse is a revolution in agriculture, creating a self-regulating 
microclimate suitable for plant growth through the use of sensors, motors, and 
monitoring and control systems that improve growing conditions and automate 
the growth process [53]. 

7.9. Area 9: Buildings 

Majority believe that smart buildings will provide greater connectivity in build-
ing systems. Certainly, buildings contain complex mechanical HVAC systems as 
well as control systems that can improve the comfort and productivity of build-
ing occupants. Therefore, smart building technology can provide the means to 
achieve higher levels of integration between existing building systems. This is 
expected to increase as open standards continually pave the way. However, 
smart building technology will go beyond those concepts. Smart buildings have 
an amazing ability to connect people with technology. Not only will smart build-
ing technology assist in the facility management effort, but smart building tech-
nology will also provide valuable insights for the use and enjoyment of building 
spaces. It will benefit energy efficiency, building sustainability, and workforce 
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management efforts. Smart house, also called home automation is the trend in this 
area [54]. 

8. Conclusions 

IoT has gradually brought about a lot of technological changes in our daily life, 
which in turn helps make our lives simpler and more comfortable, through var-
ious technologies and applications. There is an infinite benefit to IoT applica-
tions in all fields. The Internet of Things holds an important promise to provide 
social and economic benefits to the emerging and developing economy. This in-
cludes areas such as sustainable agriculture, water quality and use, health care, 
manufacturing and environmental management, among others. As such, the IoT 
holds promise as a tool in achieving the United Nations Sustainable Develop-
ment Goals. However, the issues and challenges associated with IoT must be 
considered and addressed in order to realize the potential benefits to individuals, 
society and the economy. 

Ultimately, solutions will not be found to maximize the benefits of the IoT 
while minimizing the risks by engaging in a polarized discussion that pits IoT’s 
promises against its potential risks. In a way, it will take informed participation, 
dialogue and collaboration across a range of stakeholders to chart the most ef-
fective way forward, and the set of IoT challenges will not be limited to indu-
strialized countries. Developing regions will also need to respond to realize the 
potential benefits of the Internet of Things. In addition, it will need to address 
unique needs and challenges for implementation in less developed regions, in-
cluding infrastructure readiness, market and investment incentives, technical 
skills requirements, and policy resources. 
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