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Abstract

The elliptic curve cryptography algorithm represents a major advancement in
the field of computer security. This innovative algorithm uses elliptic curves to
encrypt and secure data, providing an exceptional level of security while opti-
mizing the efficiency of computer resources. This study focuses on how elliptic
curves cryptography helps to protect sensitive data. Text is encrypted using the
elliptic curve technique because it provides great security with a smaller key on
devices with limited resources, such as mobile phones. The elliptic curves cryp-
tography of this study is better than using a 256-bit RSA key. To achieve
equivalent protection by using the elliptic curves cryptography, several Python
libraries such as cryptography, pycryptodome, pyQt5, secp256kl, etc. were
used. These technologies are used to develop a software based on elliptic curves.
If built, the software helps to encrypt and decrypt data such as a text messages
and it offers the authentication for the communication.

Keywords
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1. Introduction

During the 20th century, a field of mathematics called number theory revealed a
valuable gem for modern cryptography [1] elliptic curves. These seemingly sim-
ple curves are defined by elegant mathematical equations.

The cryptography is a fundamental area of computer security that aims to
protect data and ensure the confidentiality, integrity, and authenticity of infor-

mation exchanged between parties [1] [2]. Over the decades, cryptography has
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evolved to adapt to the needs of modern digital society, and elliptic curves have
become one of the pillars of this evolution.

Several researchers have found vulnerabilities in RSA public keys in recent
years. In 2020, Keyfactor researchers analyzed more than 75 million active RSA
keys across the internet [3], discovering that 1 in every 172 certificates using
RSA keys is vulnerable as its used by other certificates to a practical attack
known as “factoring” [4]. The foundation of a factoring attack is the ability to
compute the private key d given the discovery of p and q by factoring n.

Therefore, calculations like RSA are customary calculations with tremendous
key sizes, which require higher memory points of confinement and high get-ready
forces. In light of these deductions, the use of RSA for giving any text, like SMS
security, will diminish the execution of the contraption, and moreover, the tak-
ing care of time will be high [5] [6].

While ECC offers significant advantages, it is essential to note that the security
of any cryptographic system depends not only on the algorithm itself but also on
the implementation, key management, and other security practices. It is crucial
to follow recommended guidelines and best practices to ensure the overall secu-
rity of sensitive information.

The elliptic curves are particularly interesting for their combination of geo-
metrical elegance and structures rich in arithmetic [7]. These properties make
the elliptic curves a powerful tool in various fields [8], from cryptography to the
theory of the numbers passing by to algebraic geometry.

The most important reason for using elliptic curves for secure SMS is that both
the sender and the receiver are using comparable technology and should change the
key. This ensures complete verification and ensures that the SMS can be decrypted
at the exact time of transmission and is therefore protected from subsequent de-
cryption attempts [9] by other people. In this way, ECC can be efficiently used as
part of securing and confirming the correspondence between the two parties [10].
The bitsize of ECC seems to be different than that of RSA and moreover, due to the
discrete logarithmic problem, it is very difficult to decrypt the messages knowing
only the open key [15]. ECC consumes less key size, and now scheduling perfor-
mance in this way can be extremely beneficial in small devices such as cell phones
[11]. The study chose ECC, which is better than using a 256-bit RSA key. In order
to achieve equivalent protection through the use of ECC, several Python libraries
were used. The cryptography software was developed and is presented in this ar-
ticle. This research study details that by using Python, ECC provides a level of secu-
rity that requires fewer computational resources to encrypt and decrypt data com-
pared to alternative methods such as RSA. In addition, communication transmis-
sion protection can be usefully used as small devices such as telephones [12].

The next sections of this work are structured as follows: The second section
shows the applications of elliptic curves in cryptography. One of the main con-
cerns of cryptography is to ensure that an attacker cannot understand or alter

the data even if they intercept it. Sensitive information security is all about pro-
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tecting data that could be misused if it falls into the wrong hands. This data is
valuable because it is private, confidential, or could be used to cause harm. The
third part is about the methodology used in this study and the Python libraries
and their main tasks are described in detail. In the last section, the software de-

veloped in this article is introduced using some interfaces.

2. Applications of the Elliptic Curves in Cryptography

The elliptic curves play a crucial role in the security of many applications in
cryptography. There are many, such as the security of financial transactions and
government communications [10] [13].

The following shows the elliptic presentation (Figure 1) and its equation.
y?=x*+ax+b (1)

Elliptic curves are powerful mathematical tools that play a central role in se-
curing communications and protecting privacy and data confidentiality [12].
Their ability to provide robust security with relatively small key sizes makes
them indispensable in many cryptographic applications, from financial transac-
tion security to biometric authentication of defense department personnel. Their
use, combined with a careful selection of parameters, guarantees a level of secu-
rity in an increasingly networked digital world. Three main algorithms are used
for PKI key generation: Rivest Shamir Adleman (RSA), Digital Signature Algo-
rithm (DSA), and Elliptic Curve Cryptography (ECC) [14].

2.1. Security of the Transactions Financial

An arrangement between two parties wherein one of them provides property as
security or collateral for a loan is known as a secured transaction [15]. The ellip-
tic curves are widely used to ensure the confidentiality and integrity of financial

transactions.

2.2. Diplomacy and Security National

Protocols based on ECDH are used by governments to establish secure commu-
nications between diplomats, national security agencies, and the military [16].

These protocols allow the parties to ensure that their communications remain

Figure 1. Elliptic curves presentation.
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confidential and are not compromised by malicious actors.

2.3. Authentication Biometric

The elliptic curves are also used in authentication biometrics systems [17], which
allow verifying a person’s identity based on their physiological or behavioral
characteristics. The fingerprint is often stored underneath the form of crypto-
graphy. The elliptic curves can be used to biometrically secure this data [18] and

prevent its access.

2.4. Security of the Objects Connected (I1oT)

The connected objects such as medical devices and thermostats require security
mechanisms to protect sensitive data and ensure the integrity of their operation
[19]. The elliptic curves are suitable for this use due to their low power con-

sumption for computation and storage.

3. Methodology Used
3.1. Choice of Python Libraries

In a practical context, the study conducted an in-depth comparative study of the
available Python libraries for implementing elliptic curve-based cryptography.
Our goal was to evaluate different libraries based on various criteria such as usa-
bility, documentation, performance and flexibility. After an in-depth analysis of
various existing libraries, the study identified the following Python libraries as

the most relevant to this study.

3.1.1. Cryptography

Cryptography is a comprehensive library that supports elliptic curve-based cryp-
tography, providing a wide range of functionality. It provides various high-level
interfaces for key generation, key exchange, digital signatures, encryption and
decryption. The library follows best practices and security standards, making it a
reliable choice for implementing elliptic curve-based cryptography. It is regular-

ly maintained and updated to address security vulnerabilities and provide news.

3.1.2. Pycryptodome

Pycryptodome is a powerful Python library that supports elliptic curve-based
cryptography as well as other cryptographic algorithms. It provides basic cryp-
tographic primitives and algorithms that enable precise control of curve opera-
tions and elliptical trainers. It offers a wide range of elliptic curves, including
popular curves such as secp256kl, providing flexibility in choosing the curve
you want. The library focuses on performance, with implementations optimized

for operations effective on the elliptic curves.

3.1.3. PyQt5
Although PyQt5 is best known for its capabilities in developing interface graph-
ics, it can also be used to create user-friendly interfaces for cryptographic appli-

cations. It provides a robust framework for the design and interface graphics,
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improving the usability and accessibility of these cryptographic solutions. PyQt5
creates interactive interfaces that allow users to easily perform various crypto-

graphic operations based on the elliptic curves.

3.1.4. Secp256k1

Secp256k1 is a library specifically designed for elliptic curves. Secp256kl1 is
commonly used in cryptographic apps such as Bitcoin. It proposes implementa-
tions optimized for the operations of the elliptic curves, which makes it very effi-
cient for tasks cryptographically related to secp256kl. The secp256kl only fo-
cuses on the secp256kl curve, which may limit its applicability if it needs to

adopt other curves.

3.1.5. Libnum

Libnum is a Python library that provides functionality and mathematics for el-

liptic curve-based cryptography. It provides the tools to perform arithmetic op-

erations on large numbers as a whole. This is essential for elliptic curve calcula-
tions. The libnum library provides functions such as prime number generation,

Legendre symbol calculation, modular square root calculation, etc. Although

libnum is not specifically aimed at elliptic curves, it provides useful mathemati-

cal functions that can be used in conjunction with other libraries to implement
operations on elliptic curves.

In the frame of this research, it has taken in account several criteria of selec-
tion, such as:

¢ Ease of use: The libraries offering of the user-friendly interfaces and a re-
duced learning curve for our team of development;

e Documentation: The libraries offering with a comprehensive and well-
structured documentation, providing examples and of the guides detailed for
facilitate the integration and use;

o Performance: It granted a attention particular to performance of the libra-
ries, ensuring that they meet our requirements of speed and efficiency for the
operations cryptographic;

o Flexibility: The capacity of libraries to take in charge different elliptic curves

and algorithms cryptographic, in order to answer has our needs specific.

3.2. Data Process
Preparation of Message
Before proceeding with encryption, it is important to prepare a clear message. To

complete the work successfully, this work contains steps to prepare the message.

3.3. Subdivision in Blocks

In some cases, the message may be too long to be directly encrypted once.
Therefore, it is common practice to divide it into fixed-size blocks before en-
cryption. Each block can then be processed individually during the encryption

process. Here the clear message is divided into blocks of two characters each, e
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a combination of bigrams.

3.4. Diluting (Padding)

Once the size of the final block is smaller than the set fixed size, it needs to be
filled with additional data to reach the required size. Various filling methods can
be used, e.g. B. padding with zeros or padding with special bytes to indicate the

end of a message.

3.5. Scanning of Message

Before encryption, the simple message must be converted into a binary repre-
sentation. This can be achieved through the bias of a standardized encoding such
as UTF-8, which allows a wide range of characters to be represented. UTF-8 as-
signs a numeric value to each character in the sentence, making it easier to han-
dle during encryption. In our case, we decided to convert the clear message into
a sequence of numeric values taken from the ASCII code for each letter of the

message.

3.6. Cutting in Blocks

In cutting the message in of the blocks of size fixed of 2 characters, the word
“Hello” will be so divided in 3 blocks: “Hey”, “lI” and “0”.

If the size of the last block is less than 2 characters, we need to fill it for reach
the size required. For the word “Hello” the size of third block is less than the re-
quired size, so we can pad it with zeros for reach 2 characters: “00”.

3.7.Scanning

All the blocks is converted to a torque sequence using the Standard ASCIIL. Each
character is represented by a numerical value corresponding. Here is the result
of this stage:

Hey => (72, 101);

11 => (108, 108);

00 => (111.48).

After carrying out this step of preparation, the message is ready as show on
Figure 2 below. The output of this Figure 2 is computed by using the algo-
rithm based on elliptic curves with the keys appropriate.

It is important to note the specific details of the preparation of a message in
terms of the encryption algorithm used, the constraints of security, and the re-
quirements specific to the application. However, the fundamental principles of

encoding, cutting in blocks, and filling remain generally the same.

3.8. Encryption

Once public keys have been exchanged, the sender can encrypt a message with
the recipient’s public key [14]. The encryption process generally involves a scalar

multiplication between the recipient’s public key and a point representing the
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(142939024599300379614973397994676948258975798495
85743538548962371147335289200,6809913612188444357
246137503528718446910182634153950439843288310949

5457523040)(2144085368989505694224600969920154223
8846369774378615307823443556721002933800,74708674
716484828384384391912455957923426546430173695522

93753340343622140629)(606337960381642069984987271

937419988076820971566582093017488449914884201280

71,5367674113411045214038367902348961705844374270
8586137958957075363616851599444)

Figure 2. The cryptogram of the word “Hello”.

message on the elliptic curves. This operation generates a dot cipher that
represents the message in Figure 2. After the message preparation is complete,
the message is now represented in the form of a series of dots. At this point the
message can be encrypted. The principle of encrypting a message using elliptic
curve-based cryptography is to convert the message into the form of a sequence
of points on an elliptic curve.

Continuing with the previous example, we can try to explain the process en-
cryption:

Message clear: “Hello” will be crypted by the elliptic curves and the keys pri-

vate:
kl = 9985760068244935143988631005592974135881112973999507551936713
5385612105734257;

k2 = 8331200981855478953372880188398434879588721138799935464408558
7393550585247937.

3.9. Calculation of the Key Public with K1

To find the public key, we calculate the scalar multiplication of G with k1 or G
with K2 modulo (4.2). Using G and K1 we find the point P with as the contact
details:

P (618207055952428391705191846689360367960850012413630153409576174
03010458729107, 16724937273447741389076735376025872066177940071609469
28412015038510113137691).

3.10. Calculation of the Key Secret Common

In previous section 3.9 subsection, the point P has been calculated and is ready.
Each part of results calculated its present a common secret key and that key it is
used as the public key public. To the case of this study, k1 was used for generate
P, and P is used as well K2. The calculation through the secret key always com-
pute the multiplication scalar of P and K2. The contact details of point P be-

come:
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P (266665037110741368710098445612139100125686839795495404754709764
9752234800442, 875250294680543291304976361969499770484322438668403645
24585935905663425575722).

The point found at this step is the point used by the sender when encryption
of a message. It can now perform encryption of the word “Hello” using the set-

tings calculated here.

3.11. Decryption

The recipient can decrypt the encrypted message using their own key secret
common.

Calculation of the key of decryption

To decrypt, the recipient must calculate the modular inverse of their key
common secret multiply by the modulo, here (4.2). P * (4.2) = 1 modulo n. Here
we look for not.

The decryption process involves a scalar multiplication between the key pri-
vate of recipient and the point encrypting. This operation reverses the encryp-

tion and allow recover the clear message.

3.12. The Electronic Signature

Cryptography based on ECC elliptic curves is used to securely create and verify
digital signatures. The following are the steps to generate a signature using the
private key and verify it using of the public key in a signature scheme ECC:
1) Generation of the pair of keys
v" The signer generates a key pair, including a private key and a public key, us-
ing a specified elliptic curves (for example, secp256k1).
v" The private key is a random number chosen from a certain interval defined
by the elliptic curves.
v" The public key is obtained by performing scalar multiplication between the
key private and a point of base fixed on the elliptic curves.
2) Generation of the signature
The signature to be used in a given message:
v The message is generally transformed in a value of hash has ugly of a func-
tion of hash cryptographic, such that SHA-256.
v' The signature used her key private for generate a signature digital of the
message.
v' For generate the signature, the signatory follows an algorithm of signature
specific, such that the algorithm ECDSA.
v' The algorithm ECDSA used of the operations mathematics based on elliptic
curves to produce the digital signature.
3) Verification of the signature
v" The recipient or a third party wishing check authenticity of the signature
used the key public corresponding to the signature.

v" The received message is also transformed into a hash value to ugly of the
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even function of hash cryptographic that that used by the signature.

v" The signature verification algorithm (e.g. ECDSA) is applied using the key
public, the signature and the message chopped.

v" The verification algorithm performs mathematical operations on the elliptic
curves for to validate the digital signature.

v' If the verification is successful, this confirms the authenticity of the signature

and integrity of message.

4. Presenting the ECC Software

This software is built with python 3.11 and the editor is Visual Studio Code.

4.1. The Main Interface

The main interface of the application of elliptic curve-based cryptography forms
the central point of the user’s interaction with the system. It offers easy access
and has all the features and operations available. This interface allows the user to
perform various tasks related to elliptic curve-based cryptography in an intuitive
manner.

1) Menu of navigation

The navigation menu is located on the left side of the interface and provides
options for accessing the various app features, such as: E.g., generating the
points of an elliptic curve, generating the numbers first, scalar multiplication,
doubling a point, calculating two points, etc. The user can select the desired op-
eration by clicking on the corresponding option in the menu.

2) Area display of the results

This area displays the results of the operations performed by the user. It can
display information such as the points generated, the first numbers calculated,
the results of the mathematical operations, the keys generated, etc. The results
are presented clearly and understandably to facilitate analysis and subsequent
use.

3) Options of configuration

The main interface also offers configuration options, allowing the user to cus-
tomize certain application settings. It may include selection encoding, etc. The
configuration options are accessible from a scrolling menu.

The main interface of the ECC application can provide a user experience
smooth and user-friendly, allowing the user to easily navigate between different

features and to carry out of the operations in all simplicity.

4.2. Generation of the Points of an Elliptic Curve

Generating the points of an elliptic curve is a fundamental step in implementing
a curve-based cryptography system called Ellipticals. This operation implied the
three selections of an appropriate elliptic curve and thus the creation of a base
point (also called a generator) on this curve.

Generation of the First Numbers
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The generation of the first numbers is essential to guaranteeing the security of
cryptographic operations based on elliptic curves. This operation consists of ge-
nerating large prime numbers, which serve as settings for the construction of the
elliptic curves. The next interface user will generate the first numbers with our

software.

4.3. Multiplication Scalar

The multiplication scalar is an operation key in cryptography based on elliptic
curves. It allows calculating the product of a basis point with a scalar, which is

used in many cryptographic algorithms such as encryption and signature.

4.4. Doubly of a Point

Doubling a point is an important operation in calculations on elliptic curves. It
consists of calculating the point obtained by multiplying a given point on the el-
liptic curves. This operation is used in the process of scalar multiplication and
other cryptographic algorithms.

1) Addition of two points

The bill of two points is an operation crucial for combine information coming
from two points on the elliptic curves. This operation is used in various applica-
tions, including encryption, signing and the resolution of the equation Q = kP.

2) Calculation of Degree of a Point and belonging of a point has the curve

Calculating the degree of a point on an elliptic curve is an operation that de-
termines how many times a point can be added to itself before obtaining the
point at infinity. This calculation is important for various cryptographic applica-
tions, especially for determining the order of an elliptic curve.

Calculation of degree of a point: Either a elliptic curve E 524287 (439.17)
and P (524202.493646) € E.

3) checking the membership of a point on a curve: In using the curve E (4.2)
(0.7), we can check belonging of point:

Gx = 5506626302227734366957871889516853432625060345377759417550018
7360389116729240;

Gy = 3267051002075881697808308513050704318447127338065924327593890
4335757337482424.

With the curve obtained here by the operation of generating all the points of
an elliptic curve, the proposition of the study case doesn’t have the interface
dedicated to this kind of operation.

Therefore, Encryption with the ECC is an operational capital to ensure the
confidentiality of the data. This operation used the mathematical properties of
elliptic curves to encrypt messages using the recipient’s public key. And Decryp-
tion with ECC is the reverse process of encryption. It allows the authorized reci-
pient to retrieve the original message using their corresponding private key. Us-
ing the same curve parameters as the previous example, the program helps clari-

fy the message again.
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5. Conclusion

The method proposed in this article uses Elliptic Curve Cryptography, a more
profitable standard cryptosystem. ECC is very useful on small devices such as
mobile phones because it requires less key size and has scheduling power. To
ensure the same level of protection, the present use of ECC is preferable to using
a 256-bit RSA key. Several libraries written in Python were presented in this
study. Compared to other techniques such as RSA, this research study shows in
detail how ECC, which uses Python, provides a level of security that requires

fewer CPU resources to encrypt and decrypt data.
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