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Abstract 
The EU General Data Protection Regulation (GDPR) introduced new stan-
dards for data breach notification. Articles 33 and 34 of the Regulation re-
quire that in the event of a data breach, the supervisory authority and data 
subjects must be informed. This paper discusses the European legal frame-
work for data breach notification and its implications for organizations, data 
subjects, and supervisory authorities. By analyzing the main provisions, dead-
lines, and requirements of the Regulation, it examines the problems and pos-
sibilities of the data breach notification system provided for in the Regulation. 
It highlights the transformative impact of the breach notification provisions 
on data security, privacy, and liability. By examining breaches from the pers-
pectives of legal obligations, organizational responsibilities, and individual 
and user rights, we aim to shed light on the complex dimensions of this criti-
cal element of data protection and its profound impact on data protection 
practices in the digital age. Ultimately, this study serves as a benchmark for 
the GDPR’s breach notification provisions with the US California Consumer 
Protection Act and the Canadian Privacy and Electronic Documents Act. As 
technology continues to evolve with artificial intelligence, big data, block-
chains, and the Internet of Things, new security gaps and data processing 
methods will emerge that will set new standards for data breach notification. 
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1. Introduction 

Enforced on May 25, 2018, the General Data Protection Regulation (hereinafter 
GDPR), is designed to harmonize data protection laws across EU member states 
and empower individuals with greater control over their data. The text intro-
duced the obligation to notify a personal data breach (hereinafter “breach”) to 
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the competent national supervisory authority (article 4 (21), GDPR) or, to the 
lead authority in the case of a cross-border breach. In certain cases, the person 
whose personal data were affected by the breach has to be informed. The GDPR 
provides for mandatory notification for all controllers unless the breach is un-
likely to result in a risk to the rights and freedoms of individuals. Processors also 
have an important role to play and must notify their controllers of any breach 
(Article 33 (2)). The General Data Protection Regulation contains provisions on 
when and to whom a breach must be notified and what information must be 
provided as part of the notification. The information required for notification 
can be provided gradually, but in any case, controllers should respond to a 
breach in a timely manner. 

Breach refers to a security incident that results in accidental or unlawful de-
struction, loss, alteration, unauthorized disclosure, or access to personal data. 
Some key terms and concepts are related to breach notification under the GDPR 
such as personal data, supervisory authority, or data controller. Personal data 
breaches can have varying levels of impact, ranging from minor breaches with 
limited consequences to major breaches that may lead to significant risks to in-
dividuals’ rights and freedoms. 

Breaches that have far-reaching consequences for individuals, organizations, 
and society as a whole can be categorized according to three information securi-
ty principles: breach of confidentiality, breach of integrity, and breach of availa-
bility (Guidelines 9/2022 on personal data breach notification under GDPR Ver-
sion 2.0 (European Data Protection Board, 2023)). 

A breach of confidentiality occurs when personal data is disclosed or accessed 
without permission. An integrity breach occurs when personal data is inadver-
tently altered and an availability breach is referred to as the accidental or unau-
thorized loss of access to or destruction of personal data (European Data Protec-
tion Board, 2023). 

Availability breach may not be so obvious compared to confidentiality and 
integrity, as a loss of availability occurs when data has been accidentally deleted 
or by an unauthorized person or, in the case of securely encrypted data, the de-
cryption key has been lost. Permanent loss of availability occurs when the ad-
ministrator cannot restore access to the data. Loss of availability may also occur 
if the normal functioning of the organization has been significantly disrupted, 
e.g. due to a power outage or denial of service attack (GDPR, Recitals 75 and 85). 

Breaches can have significant adverse effects on individuals, organizations, 
and society as a whole which can result in physical, material, or non-material 
damage (Dhillon, 2015). More specifically, a data breach can be caused by spe-
cially developed malware that leads to millions of direct debits and credit cards 
being exposed. For example, in March 2021, Facebook lost 533 million user data 
from 106 countries that were published in a hacker forum. In March 2021, Fa-
cebook lost 533 million users records from 106 countries were posted onto a 
hacking forum. Likewise, Syniverse, which is part of the global telecommunica-

https://doi.org/10.4236/vp.2023.94026


M. H. De-Yolande et al. 
 

 

DOI: 10.4236/vp.2023.94026 336 Voice of the Publisher 
 

tions infrastructure company, also disclosed in a report to the US Securities and 
Exchange Commission (SEC) on 27 September 2021 that hackers had gained 
access to 500 million records (Komnenic, 2023). According to a report published 
by the Identity Theft Resource Center (ITRC), there were a record 1862 data 
breaches in the US in 2021. This number broke the previous record of 1506 set 
in 2017 and represented a 68% increase compared to the 1108 breaches in 2020 
(Chin, 2023). This may include loss of control over their personal data, discrim-
ination, identity theft or fraud, financial loss, unauthorized revocation of pseu-
donymization, and loss of confidentiality of personal data protected by profes-
sional secrecy. 

The current study analyses breach notification provisions outlined in Articles 
33 and 34. Chapter 1 emphasizes breach notification to the supervisory authority 
and data subjects. Chapter 2 discusses the responsibility and documenting breach-
es. The last chapter brings about a comparison between GDPR and California 
Consumer’s Protection Act and Canada’s PIPEDA framework pertaining to 
breach notification. 

2. GDPR’s Breach Notification Framework 

Data breaches are closely linked to an interconnected world (Monsone, 2023). 
Therefore, the ability to combat the situation depends on whether regulators and 
governments can put in place rules stringent enough to reverse the trend. The 
GDPR, which is a comprehensive set of rules, introduced the obligation to notify 
a personal data breach to the competent national supervisory authority or, in the 
case of a cross-border breach, to the lead authority and, in certain cases, to notify 
individuals whose personal data has been affected by the breach. The GDPR also 
contains provisions on when and to whom a data breach must be reported and 
what information must be provided as part of the notification. The information 
required for notification may be provided in stages, but in any event, controllers 
must respond to any breach in a timely manner. 

2.1. Notification to the Supervisory Authority 

Under GDPR, controllers and processors have specific obligations when it comes 
to breach notification or when a personal data breach occurs. Here’s an overview 
of their respective obligations: 

Data controller’s obligations 
Article 33 emphasizes the prompt and transparent notification of breaches to 

supervisory authorities. Article 33 (1) of the GDPR requires controllers to notify 
supervisory authority about the breach within 72 hours unless the breach is like-
ly to result in a risk to the rights and freedoms of natural persons. If the notifica-
tion to the supervisory authority is not made within that timeline, the reasons 
for the delay should be stated. When a physical or technical incident arrives, the 
ability to restore the availability of and access to personal data in a timely man-
ner is essential. 
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The notification must therefore contain comprehensive and relevant details to 
enable the authorities to assess the situation and take appropriate action. Notifi-
cation to the Supervisory authority should include the following information 
• The nature of the breach. 
• The categories and approximate number of persons and files involved. 
• Contact information for the Data Protection Officer (if applicable) or other 

point of contact for further information. 
• A description of the likely consequences of the breach. 
• A description of the steps taken or proposed to be taken to address the 

breach, including any mitigation measures. 
The supervisory authority shall have the right to request additional informa-

tion from the controller on the infringement in order to assess the risks and 
consequences. 

In the notification, the controller should describe the severity of the impact on 
the rights and freedoms of natural persons as a result of the unavailability of 
personal data. 

However, depending on the circumstances, notification of the breach to the 
supervisory authority may or may not be required (European Data Protection 
Board, 2023). An example of a security breach is a temporary loss of availability 
that can later be restored, such as the case of infection by ransomware (malware 
that encrypts the data of the controller until a ransom is paid) ((Cybersecurity & 
Infrastructure Security Agency & MS-ISAC, 2020)). 

If the controller fails to act in a timely manner and a breach is found to have 
occurred, this can be considered a failure to notify under Article 33 of the 
GDPR. 

However, it would be a failure to comply with Article 33 of the GDPR if the 
controller fails to notify the breach to the supervisory authority in a situation 
where the data has not actually been securely encrypted. Therefore, when choosing 
encryption software, operators should carefully consider the quality and correct 
implementation of the encryption offered and should also familiarise themselves 
with how their encryption product works. For example, a device may be en-
crypted when it is switched off, but not when it is in standby mode. Some prod-
ucts that use encryption have “default keys” that each customer must change in 
order to be effective. 

Encryption may be considered sufficient by security experts at the moment, 
but obsolete in a few years, meaning it is questionable whether the data would be 
sufficiently encrypted by such a product and whether it would provide an ade-
quate level of protection (European Data Protection Board, 2023). 

Processor obligations 
In the context of privacy, the processor shall assist the controller in complying 

with its obligations under Articles 32 to 36, taking into account the nature of the 
processing and the information available to the processor. Article 33 (2) of the 
GDPR explicitly provides that where a controller uses a processor and the pro-
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cessor becomes aware that personal data processed on behalf of the controller 
have been compromised, the processor must notify the controller “without un-
due delay”. The controller will use the processor to achieve its objectives because 
the processor must determine whether a breach has occurred and notify the 
controller. Thus, in theory, the controller should be considered to be “informed” 
if it receives information from the processor about the breach. This provision 
allows the controller to deal with the breach and to assess whether it is under an 
obligation to notify the supervisory authority under Article 33 (1) and whether it 
is under an obligation to notify data subjects under Article 34 (1). 

The General Data Protection Regulation does not set a clear time limit within 
which the processor must notify the controller, but only states that the processor 
must do so “without undue delay”. Processors are therefore invited to notify 
controllers without undue delay and to provide controllers with further infor-
mation and details of the breach. This is essential for the controller to fulfill its 
obligation to notify the regulator within 72 hours. The contract between the 
controller and the processor should set out how the requirements of Article 33 
(2) will be met, in addition to the other requirements of the GDPR. This may in-
clude a requirement for the processor to provide advance notice, which supports 
the controller’s obligation to report to the Supervisory Authority within 72 hours. 
If the processor provides services to multiple controllers affected by the same 
event, the processor must report details of the event to each controller. Notifica-
tions may be made by the processor on behalf of the controller if the controller 
has given the processor appropriate authorization and is in accordance with the 
contractual arrangements between the controller and the processor. Such notifi-
cations must be made in accordance with Sections 33 and 34 of the GDPR. 
However, it is important to note that the controller remains legally responsible 
for providing the notification. The GDPR not only requires controllers to notify 
regulators of a breach but also mandates controllers to notify affected individuals 
of a breach. 

2.2. Communicating the Breach to Data Subjects 

If a personal data breach is likely to result in a high risk to individual rights, the 
GDPR requires the controller to communicate without undue delay, the incident 
to data subjects (Article 34). The notification to data subjects should explain the 
nature of the breach and the potential consequences, along with recommended 
measures to mitigate the risks (Article 34 (2)). 

Therefore, communications to data subjects should include the following in-
formation. 
• The nature of the data breach. 
• The categories and approximate number of persons and records affected by 

the breach. 
• The likely consequences of the breach. 
• The measures taken or proposed to be taken to remedy the breach. 
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• Contact details where individuals can obtain further information and assis-
tance. 

However, communication with the data subject is not required in the follow-
ing cases 
• The controller has put in place appropriate technical and organizational sa-

feguards to prevent unauthorized access to the data (e.g. encryption). 
• The rights and freedoms of the individual are no longer at risk because ap-

propriate measures have been taken before an unauthorized person gained 
access to the data. 

• Immediately after the data breach occurred, the controller took measures to 
ensure that there was no longer a high risk to the rights and freedoms of in-
dividuals. 

In principle, the relevant breach should be communicated to the affected data 
subjects directly. However, in some cases, a public communication or similar 
measure is more appropriate in order to avoid any disproportionate effort (Article 
34 (3) (c) GDPR). In the case of disproportionate effort, technical arrangements 
could also be envisaged to make information about the breach available on de-
mand to those individuals who may have been affected by a breach. 

Overall, Article 34 reflects the GDPR’s commitment to ensuring that individ-
uals’ rights are respected and that they are informed about breaches that could 
affect their data, enabling them to make informed decisions and take appropriate 
steps to safeguard their privacy and security. 

If a controller decides not to communicate a breach to the affected individual, 
Article 34 (4) GDPR explains that the supervisory authority can require it to do 
so, if it considers the breach is likely to result in a high risk to individuals. Alter-
natively, it may consider that the conditions in Article 34 (3) GDPR have been 
met in which case notification to individuals is not required. If the supervisory 
authority determines that the decision not to notify data subjects is not well 
founded, it may consider employing its available powers and sanctions. 

Overall, individuals’ or data subjects’ rights to be informed are a key aspect of 
data protection regulations like the GDPR. This right emphasizes transparency 
in how organizations collect, process, and handle individuals’ data. The right to 
be informed requires organizations to provide clear, constant, concise, and easily 
understandable information to data subjects about how their data will be used. 
This information should be provided at the time of data collection and when 
significant changes occur in data processing practices. In summary, the data 
subject’s right to be informed underscores the importance of transparency in 
data processing practices. By providing clear and accessible information, organ-
izations not only comply with legal requirements but also build trust, empower 
data subjects, and contribute to a culture of responsible data handling. 

3. Accountability and Record Keeping 

One of the requirements of the GDPR is to document data breaches regardless of 
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whether the supervisory authority is aware of them. This chapter discusses the 
documentation of a data breach, the role of the data protection officer, and the 
consequences of failing to comply with the obligations to notify data breaches. 

3.1. Breaches Documentation 

Article 33 (5) of the GDPR requires data controllers to keep records of personal 
data breaches. Supervisory authorities are therefore entitled to request access to 
the logs in order to assess compliance with the law. It is therefore recommended 
that controllers keep internal records of all breaches. Article 33 (5) sets out the 
information to be provided in the register. 
• Reason for the infringement. 
• The personal data concerned. 
• The effects and consequences of the breach. 
• The measures taken by the controller. 

However, as the GDPR does not specify a retention period for such records, 
the controller must determine the appropriate period to meet the requirements 
of Article 33 (5) of the GDPR. Indeed, the controller may be required to provide 
the supervisory authority with evidence of compliance with the law in relation to 
notification. Obviously, if the file does not contain personal data, the data reten-
tion limitation principle of the GDPR does not apply, otherwise it must be taken 
into account. In particular, where a breach is not notified, the justification for 
this decision must be documented, including the reasons why the controller 
considers that the breach is unlikely to result in a risk to the rights and freedoms 
of individuals. Alternatively, if the controller considers that one of the condi-
tions of Article 34 (3) of the GDPR is met, the controller must be able to provide 
sufficient evidence. 

Where a controller notifies a supervisory authority of a security breach, but 
the notification is delayed, the controller should be able to justify the delay; do-
cumenting this can help demonstrate that the delay in notification is not unrea-
sonable. Notices to notify affected individuals of a breach should be made in a 
transparent, effective, and timely manner. In order to comply with Articles 33 
and 34 of the GDPR, the procedures to be followed after a breach should be de-
fined, including the methods for breach containment, management and remedi-
ation, risk assessment, and breach notification. Establishing a documented noti-
fication procedure will benefit both management and processors. In this regard, 
it is also helpful to demonstrate that employees are aware of the existence of 
these procedures and mechanisms and know to respond to a breach to demon-
strate GDPR compliance. As a result, supervisory authorities can exercise their 
powers (Article 58 GDPR) or impose fines (Article 83 GDPR) if breaches are not 
properly documented. 

3.2 Role of the Data Protection Officer 

The data protection officer plays a key role in preventing or preparing for a data 
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breach. Both the controller and the processor may have a data protection officer 
in accordance with the requirements of Article 37 of the GDPR or for good prac-
tice. Article 39 of the GDPR sets out the mandatory tasks of the data protection 
officer but does not prevent the controller from assigning other tasks where ne-
cessary. 

The mandatory tasks of the data protection officer, in particular with regard 
to data breach notification, include, inter alia, providing data protection advice 
and information to the controller or processor, and providing advice, and mon-
itoring compliance with the regulation. The DPO will also cooperate with the 
supervisory authority and act as a contact point for the supervisory authority 
and data subjects. When notifying a data breach to the supervisory authority, 
Article 33 (3) (b) of the GDPR requires the controller to provide the name and 
contact details of the data protection officer or another point of contact. As re-
gards the documentation of breaches, the controller or processor may wish to 
obtain the opinion of his or her DPO as to the structure, establishment, and ad-
ministration of this documentation, as the DPO could also be additionally re-
sponsible for maintaining such records. These factors mean that the DPO has an 
essential role to play in assisting in the prevention or preparation of a breach by 
advising and monitoring compliance, as well as during a breach. It plays a 
cross-cutting role that enables it to mitigate the risks of a breach. 

3.3. Discussion of Potential Penalties for Non-Compliance with 
Breach Notification Obligations 

As a consequence of the above developments, all appropriate technical protec-
tion and organizational measures should be taken to establish without delay 
whether a personal data breach has occurred and to inform without delay the 
supervisory authority and the data subject or data subject. The fact that the noti-
fication has been made without undue delay should be established taking into 
account in particular the nature and seriousness of the personal data breach and 
its consequences and adverse effects on the data subject. Such notification may 
lead to the intervention of the supervisory authority in accordance with its tasks 
and powers under the General Data Protection Regulation. If the requirements 
of Articles 33 and/or 34 of the GDPR are met and the controller fails to notify 
the breach to the supervisory authority or the data subject, or both, the supervi-
sory authority is faced with the decision to consider all available remedies. These 
remedies include the imposition of an appropriate fine, which may be imposed 
together with a corrective measure (Article 58 (2) of the GDPR) or on its own. If 
a fine is imposed, it can be up to €10,000,000 or up to 2 percent of its annual 
worldwide turnover (Article 83 (4) (a) GDPR). 

In some cases, failure to report a breach may reveal the absence or inadequacy 
of existing security measures. The supervisory authority also has the possibility 
to sanction both the failure to notify the breach (Articles 33 and 34 of the 
GDPR) and the lack of security measures under Article 32 of the GDPR. 
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As we can notice, the GDPR introduces significant fines for non-compliance 
with breach notification obligations under the elaborate provisions. The severity 
of the fines depends on the nature of the breach and the extent of non-compliance. 
Organizations can be fined up to €10 million or 2% of their global annual turn-
over, whichever is higher, for breaches related to inadequate breach notification. 
For more severe violations, such as failing to notify affected individuals or su-
pervisory authorities when required, organizations can face fines of up to €20 
million or 4% of their global annual turnover, whichever is higher. Different 
countries and regions have their own data protection regulations with varying 
penalties for breach notification non-compliance. The extraterritorial nature of 
the GDPR makes this fine applicable both within Europe and abroad for Euro-
pean companies that are based in other countries. Penalties can include fines, 
enforcement orders, injunctions, and even criminal charges in some cases. In 
summary, the potential penalties for non-compliance with breach notification 
obligations extend beyond financial fines. Compliance with breach notification 
requirements is not only essential for regulatory adherence but also for main-
taining a positive reputation, fostering customer loyalty, and minimizing legal 
and financial risks. 

4. GDPR Breach Notification Standards and Other Legal  
Instruments 

This section discusses other practices and analyses possible future developments 
in the area of data breach notification. The General Data Protection Regulation 
(GDPR) is one of the most comprehensive pieces of legislation, but other pieces 
of legislation also contain important requirements for data breach notification. 
Here, we compare the GDPR’s provisions with the data breach standards of two 
other important frameworks: the reformed California Consumer Protection Act 
(CCPA) and the Canadian Personal Information Protection and Electronic 
Documents Act (PIPEDA) (Department of Justice, 2023). 

4.1. Breach Notification Obligations under CCPA and PIPEDA 

The California Consumer Protection Act (CCPA), passed on 1 January 2020, and 
the Personal Information Protection and Electronic Documents Act (PIPEDA) 
(Department of Justice, 2023), coming into force on 22 September 2022, focus 
on personal data and apply to organizations doing business in California and 
Canada. These two bills set out a set of consumer rights that require organiza-
tions to reassess their collection and use of personal data and change their busi-
ness processes to comply with consumer rights. PIPEDA provides for mandatory 
reporting of data protection incidents where there is a “risk of serious harm” to 
an individual and requires private sector organizations to maintain a data pro-
tection incident register (Baker & MacKenzie, 2022). CCPA and PIPEDA have 
some similarities to the General Data Protection Regulation (GDPR), or it is 
GDPR that has similarities to one of the bills, however, there are also differences. 

https://doi.org/10.4236/vp.2023.94026


M. H. De-Yolande et al. 
 

 

DOI: 10.4236/vp.2023.94026 343 Voice of the Publisher 
 

Similarities 
• The GDPR, CCPA, and PIPEDA define personal data and data breach noti-

fication very broadly. 
• These three laws expand the obligation to protect personal data to meet for-

mal compliance requirements. 
• The CCPA, PIPEDA, and GDPR allow for potentially high fines. 
• The GDPR and PIPEDA require mandatory reporting of privacy incidents 

where there is a risk of a “serious infringement” of an individual’s rights and 
require private sector organizations to keep records of privacy incidents. 

• The GDPR and PIPEDA require notification of authorities, while the CCPA 
focuses on notifying affected individuals. 

Under PIPEDA, an organization must notify the Office of the Privacy Com-
missioner and data subjects of any breach of the security of personal information 
under its control if, in the circumstances, the breach is likely to result in a real 
risk of significant harm to the individual. Although PIPEDA does not specify a 
particular time period within which the OPC must be notified of a breach, sec-
tion 10.1 (2) of PIPEDA requires that the notification contain certain informa-
tion and be made in a particular form and manner as soon as the organization 
becomes aware of the breach. 

Differences 
Unlike the GDPR, which repealed the EU Data Protection Directive, the CCPA 

does not repeal or replace existing data protection laws in California (such as the 
Whistleblower Act). 
• Unlike the GDPR, the CCPA and PIPEDA are based on the individual’s place 

of residence. 
• The CCPA does not prohibit the processing of personal data by default. 
• The GDPR and CCPA both emphasize immediate notification, with the 

GDPR requiring notification within 72 hours and the CCPA within 45 days. 
PIPEDA requires notification to take place “as soon as practicable” (10.1 (6)) 
after an organization becomes aware that a breach has occurred (Baker & 
McKenzie, 2022). 

• CDPA does not include data minimization requirements. 
• CCPA does not impose any data retention obligations on businesses, PIPEDA 

does. 
• CDPA does not require the appointment of a data protection officer. 
• CCPA does not create a right to rectification. 
• CCPA does not create specific restrictions on international transfers. 
• GDPR focuses on risks to the rights and freedoms of individuals. The CCPA 

requires notification on the basis of unauthorized access and specific types of 
personal data exposure. PIPEDA focuses on breaches that pose a risk of sub-
stantial harm. 

To summarize, all three frameworks have a common goal, to promote trans-
parency, accountability, and the protection of individuals’ rights in the event of a 

https://doi.org/10.4236/vp.2023.94026


M. H. De-Yolande et al. 
 

 

DOI: 10.4236/vp.2023.94026 344 Voice of the Publisher 
 

data breach. While they differ in terms of the triggering, timing, and scope of 
notifications, they together emphasize the importance of organizations taking 
responsible steps to inform affected individuals and regulators. Some countries, 
such as Brazil (LGPD) and India, have enacted data protection legislation similar 
to the GDPR, demonstrating the impact of the Regulation in shaping global data 
protection frameworks. 

Breach notification plays a critical role in promoting public trust and com-
pliance within the context of data protection regulations like the General Data 
Protection Regulation (GDPR). It fosters transparency, accountability, and re-
sponsible data handling, which are essential for maintaining a healthy relation-
ship between organizations and their customers. By promptly informing affected 
individuals about a breach, organizations show that they value open communi-
cation and are willing to share information, even when incidents occur. This 
proactive approach minimizes the potential harm caused by the breach and sig-
nals to the public that the organization is taking immediate action to address the 
situation. By notifying affected individuals, they are empowered to take meas-
ures to protect themselves. This empowerment enhances individuals’ trust in the 
organization’s commitment to their well-being. Prompt breach notification al-
lows individuals to take preventive actions, such as changing passwords or mon-
itoring their accounts. 

4.2. Possible Future Developments in Data Breach Notification 

Data breach notification and data protection are likely to evolve in the future 
with advances in technology (Hadgis et al., 2022), changes to the legal frame-
work, and increased public awareness. Many countries have been inspired by the 
GDPR while some are in the process of introducing data protection laws based 
on the regulation. This harmonization of global standards will have cross-border 
implications, as it will require companies to develop harmonized procedures for 
reporting data breaches. However, in a few years’ time, these rules may no long-
er be in place and new rules or standards for data breach notification may be 
required. 

As we are in an interconnected world, organizations will invest more in ad-
vanced technologies like artificial intelligence, machine learning, and behavioral 
analytics to prevent breaches and detect suspicious activities. Demand for priva-
cy-enhancing technologies such as anonymization and data encryption will in-
crease. Upgrading these technologies will have an impact on breach notification 
and risk assessment practices. Automation will also play a role in breach notifi-
cation processes (Bykowski, 2022). 

Tools for identifying affected individuals, generating notifications and man-
aging responses are becoming increasingly sophisticated. Cybersecurity and pri-
vacy professionals must keep abreast of evolving breach notification practices, 
regulations, and technologies to effectively manage incidents. Collaboration be-
tween organizations, industries, and governments is essential to share threat in-
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formation and best practices for breach response and notification. 
The development of uniform data breach notification standards across coun-

tries can simplify the management of cross-border data breaches. The definition 
of “personal data” may evolve to include more types of data, leading to more 
comprehensive data breach notification obligations. Real-time data breach noti-
fication could become standard practice, allowing individuals to be notified im-
mediately rather than within the 72 hours currently required by the GDPR. 

Before the world copes with other realities, for now, more countries have 
adopted regulations inspired by GDPR rules, leading to a more harmonized 
global approach to breach notification and data protection. 

Today’s information-driven world requires the public and private sectors to 
work together to share threat intelligence, improve breach detection, and stream-
line reporting processes. Organizations could conduct thorough assessments to 
determine potential harm before notifying individuals, striking a balance be-
tween transparency and responsible disclosure. 

As a preventive data protection solution, organizations could invest in edu-
cating consumers about data breach notification (Zanella, 2015) so that they 
understand their rights and can take appropriate action if their personal data is 
accessed without permission. 

Regulatory frameworks could adapt more quickly to new technological devel-
opments to ensure that data breach notification requirements remain up to date. 
These possible changes reflect a dynamic situation where security breach notifi-
cation practices are constantly evolving to adapt to evolving technology, regula-
tion, public expectations, and consumer rights. Stakeholders who remain proac-
tive and adaptive will be better able to cope with these changes and maintain 
their strong commitment to data protection and privacy. 

Ultimately, strengthening accountability will require a holistic approach that 
includes not only technology and policy but also cultural change in the organiza-
tion. By prioritizing these strategies, organizations can better protect sensitive 
data, demonstrate compliance with regulations such as the GDPR, and build 
trust with customers and stakeholders. 

5. Conclusion 

This study provides an in-depth analysis of the provisions on breach notification 
in Articles 33 and 34 of the GDPR. The study has examined the practical impli-
cations of these provisions, highlighted the obligations of controllers and pro-
cessors through the data subject’s right to information, and finally examined the 
notification rules under other legislation. Notification under the Data Protection 
Regulation has changed the data protection landscape by empowering individu-
als and requiring organizations to meet higher standards of data protection and 
has set a precedent for responsible and ethical data processing worldwide. It is 
important to recognize the continued relevance and evolution of these practices 
in the digital age. Breach notification practices are an important part of a re-
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sponsible and ethical data management ecosystem. They emphasize transparen-
cy, accountability, and empowerment, and act as a bridge of trust between or-
ganizations and the individuals whose data they process. 

The evolution of beach notification practices is closely linked to technological 
and regulatory developments. Thus, reporting practices must adapt to respond 
to new threats such as cyber-attacks (Li & Liu, 2021), new data breaches, AI- 
based attacks, and the evolution of big data. The global nature of data flows also 
underscores the need for uniform breach notification standards across jurisdic-
tions. Collaboration between governments, industry, and international organiza-
tions is shaping the landscape of the future by promoting consistent and effec-
tive breach management practices. In our dynamic digital world, breach notifi-
cation practices are a constant reminder that data protection is an ongoing ef-
fort, not a one-off endeavor (de Carvalho et al., 2020). By taking proactive meas-
ures, organizations can not only meet legal requirements but also their ethical 
responsibility to protect individuals’ privacy. Collaboration between govern-
ment, industry, and cybersecurity experts will play an important role in shaping 
breach notification practices and ensuring the protection of individuals’ privacy. 
While data breach notification obligations pose challenges, they also provide an 
opportunity for organizations to improve their data protection practices, build 
trust among stakeholders, and demonstrate their commitment to protecting 
people’s data. 
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