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Abstract

The primary purpose of this paper is to critically explore the importance of
building cyber resilience capabilities in organizations to counter future cyber
threats. With the increasing sophistication and frequency of cyber-crimes,
traditional security systems and techniques are no longer sufficient to combat
them. To maintain business operations during and after a cyber-attack, it is
essential to adopt a holistic approach to IT risks and create a robust cyber re-
silience program. The methodology adopted involved a systematic literature
review on how Enterprise Risk Management (ERM) and Business Continuity
(BC) contribute to building cyber resilience capabilities. The results showed
that ERM and BC are critical components of cyber resilience and can help
organizations identify, evaluate, and manage interruption risks. The paper
concludes that organizations must maintain cyber resilience with efficient
business continuity management and enterprise risk management frame-
works as cyber hazards continue to increase.
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1. Introduction

In recent years, cyber threats have become increasingly sophisticated and preva-
lent, posing significant risks to organizations across various industries. As such,
building cyber resilience capabilities has become a critical priority for organiza-
tions looking to protect their assets and reputation. To maintain company oper-
ations both during and after a cyberattack, it is essential for IT and information
security leaders to adopt a holistic approach to IT risks and create a robust cyber
resilience program (Goel et a/, 2020) [1]. This is primarily because they are now
having trouble deciding which technological fields to invest their limited funds
in. Information Technology may take the initiative in forging relationships with
business executives and collaborating with them to confidently progress their
journey toward digital transformation in a cyber-resilient environment (Goel et
al, 2020) [1].

Errors or external factors, such as business mergers, acquisitions, and divesti-
tures, business unit operations and outsourcing, operational and regulatory
compliance, financial and accounting operations, information technology sys-
tems, communication systems, and procedures, as well as concerns about the
law, morality, and reputation, can all result in risk (Quinn et al, 2022) [2]. ERM
is a thorough framework for identifying and managing the risks that a company
confronts. All the processes, tools, and people that make up an organization are
included. Because of its robust functionality, standardization of data and
processes, and customized approach to risk management that may help reduce
financial risk, enterprise risk management best practices can help mitigate the
hazards encountered (Quinn ef al, 2022) [2]. ERM is an essential component of
today’s businesses. Investors want it, corporate boards and top executives expect
it, and customers are becoming increasingly adamant about it. Implementing
ERM makes it much simpler to adhere to governmental rules for company go-
vernance and public reporting (Quinn et a/, 2022) [2]. The necessity for leader-
ship at all levels of a firm to adopt resilience as a proactive strategy for managing
risk across an organization is also under public scrutiny (Goel et al, 2020) [1].
The purpose of this research is to examine the potential of ERM and BC in ad-
dressing cyber threats and to provide insights into how organizations can leve-
rage these capabilities to strengthen their cyber resilience. Moreover, the paper
also critically discusses how organizations can build cyber resilience capabilities
to counter future Cyber Threats with a particular focus on the role of Enterprise
Risk Management (ERM) and Business Continuity (BC). Specifically, this paper
seeks to answer the following research questions:

1) What is the current state of cyber threats and the need for cyber resilience
capabilities?

2) How can ERM be used to identify, assess, and manage cyber risks?

3) How can BC be used to ensure business continuity in the face of cyber dis-
ruptions?

4) What are the benefits and challenges of integrating ERM and BC to en-
hance cyber resilience capabilities?
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2. How Enterprise Risk Management (ERM) and Business
Continuity Contribute to Cyber Resilience

Both Enterprise Risk Management (ERM) and Business Continuity play a criti-
cal role in building an organization’s cyber resiliency capabilities, thereby enabl-
ing it to counter future cyber Threats. Enterprise risk management is the stra-
tegic management of systematic risk inside a company (ERM) (Quinn et al,
2022) [2]. In the last decade, there has been significant interest in digital trans-
formation across nearly all industries. Businesses have automated more tasks,
moved their servers and networks off-site, and moved their data to the cloud,
but they have mostly maintained their antiquated cybersecurity practices (Car-
cary et al, 2019) [3]. Although conditions are still not optimal, as was the case
previously, the idea of cyber resilience is starting to gain momentum as an addi-
tion (or upgrade) to traditional business continuity (BC) and disaster recovery
methods (Stine et al, 2020) [4]. Building resilience can provide tangible advan-
tages beyond business continuity, such as lower costs from process disruption,
lower liability risk, fewer service interruptions, or better system performance. It
creates a new problem for industry and the larger global community, as well as a
new task for risk managers (Andronache, 2019) [5]. Many businesses had en-
gaged in thorough crisis management plans prior to the pandemic, but they did
not account for a catastrophic occurrence that would be on a worldwide scale
(Carcary et al, 2019) [3].

Enterprise risk management includes business continuity management as a
critical component. They are complementary, and both are essential in the
high-risk business world of today (Klucka & Griinbichler, 2020) [6]. The unify-
ing objectives of ERM and BCM are to identify, evaluate, and manage interrup-
tion risks that can prohibit the attainment of their strategic goals (Kluc¢ka &
Griinbichler, 2020) [6]. Business continuity management strengthens enterprise
resilience and aids companies in responding to and recovering from both
planned and unforeseen business disruptions. In contrast, enterprise risk man-
agement improves an organization’s capacity to make risk-informed choices.
When implementing an ERM and resilience plan, businesses must employ a
wider range of tools to determine which risks are most crucial to their long-term
well-being and then take proactive measures to increase resilience (Ghadge et al,
2019) [7].

Moreover, businesses that incorporate business continuity management
(BCM) into their strategic planning processes have discovered that it advances
both their value generation and protection goals (Klucka & Griinbichler, 2020)
[6]. Their ability to recognize and effectively manage interruption risks gives
them the assurance they need to execute those strategic initiatives more auda-
ciously. But to get that trust, ERM and BCM programs must be combined (Stine
et al, 2020) [4]. Organizations must maintain cyber resilience with efficient
business continuity management (BCM) and enterprise risk management
(ERM) frameworks as cyber hazards continue to increase (Niemimaa et al,
2019) [8].
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3. Role of Enterprise Risk Management (ERM) in Building
Cyber Resiliency

Corporate risk management must take cybersecurity into account as businesses
continue their digital transformation. In the absence of a comprehensive ERM
program, organizations lack the ability to identify and assess the relationship
between cyber risk and its impacts on the firm. According to (Antonucci, 2017)
[9], this is why the new strategy for reducing the risks that a firm faces integrated
risk management is increasingly preferred by both business leaders and security
managers. It is critical to understand that cybersecurity is a risk that must be
managed rather than an issue that can be fixed. Cyber risk is now a concern for
the whole company in the digital era, not just the tech or IT department (Lee,
2021) [10]. Executives may make decisions with both protection and operational
success in mind by approaching risks from a business viewpoint. An individual
must comprehend each impact in order to assess the cyber threats that a firm
may face (Stine et al, 2020) [4]. Moreover, organizations may more effectively
prioritize risks and next measures by including the important business context
in their study of cyber hazards. According to Hopkin (2018) [11], cybersecurity
has become crucial to complete corporate risk management as businesses de-
pend more and more on technology for day-to-day operations.

Integrating cyber risk management programs with business requirements may
be challenging since they are frequently created around adhering to compliance
standards and laws. Security and business executives may develop an ERM that
more effectively supports the larger objectives of the corporation by making cy-
bersecurity a business problem (Niemimaa ef al, 2019) [8]. The data needed to
establish a business environment inside of a company is already there in many
businesses. Threats and their possible effects are highlighted by initiatives in-
cluding achieving regulatory standards, business continuity, catastrophe recov-
ery, and data security (Klu¢ka & Griinbichler, 2020) [6]. The issue occurs when
businesses attempt to effectively manage all of that data and transform it into
useful insight. By consolidating all of the information required for risk evalua-
tion in one location, a cyber-risk management platform may aid in this process,
making it simpler to spot links between risks and estimate the size of the effect.
When developing an enterprise risk management program, quantification is
crucial (Niemimaa ef al, 2019) [8]. An organization must be able to quantify the
cyber threats affecting the firm in terms of precise statistics, figures, and percen-
tages because it is impossible to manage what cannot be measured. For the
whole C-Suite and stakeholders to quickly evaluate pertinent insights and ensure
everyone is aligned, the data should be devoid of jargon and easy to comprehend
(Antonucci, 2017) [9].

A program for enterprise risk management that does not use all the available
data will not be as effective in reducing risk. Silos of information might create
unanticipated dangers or misjudged risk exposure (Andronache, 2019) [5]. As a

result of combining all the data, security managers may highlight opportunities
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and linkages across the company with full visibility. The organization may assess
the effectiveness of the organization’s risk management program by contrasting
it with those of its rivals. In this way, it may investigate any problems affecting
the sector and do its best to avoid having them affect the way the firm is run
(Antonucci, 2017) [9].

An ERM platform should enable businesses to take a proactive approach to
cybersecurity and use all current and historical threat intelligence to spot attacks
and other unwanted behaviour. An organization can construct a solid,
well-informed basis for its ERM program by having a thorough grasp of what
has and has not worked in the past and what risks are typical within the firm or
sector (Antonucci, 2017) [9]. A cyber-risk management platform should gather
the information required creating an efficient enterprise risk management pro-
gram from both business and IT sources. Security managers may use Security
Scorecard to draw the dots between risk and impact across the company using
security ratings, threat reconnaissance, compliance requirements, and vendor
risk management. According to Varga et al (2021) [12], this enables security
managers to prioritize vulnerabilities and gives them the information they need
to decide what to do next. A data-centric approach to enterprise risk manage-
ment fosters cooperation throughout the business by giving executives and secu-
rity manager’s common ground (Varga et al, 2021) [12].

Defining the fundamental company goals and then identifying the risks asso-
ciated with those goals and strategies is the first stage in developing an ERM
plan; the ERM plan will aid in reducing such risks. Nevertheless, it is crucial to
remember that every company now confronts digital risk, which is the most sig-
nificant threat (Hunziker, 2021) [13]. Businesses now face additional cyberse-
curity challenges due to the rising requirement to alter their operations, which
has increased the number of digital data breaches. Digital contact is the primary
means of internal and external communication for businesses. Companies will
continue to devote more time and resources to digital transformation as digital

processes continue to grow (Antonucci, 2017) [9].

4. Role of Business Continuity in Building Cyber Resiliency

Business continuity planning is a critical process of developing a strategy to
identify key business risks that might result in severe disruption, preventing
them where practical, and planning to enable crucial activities to continue when
practical. A business continuity strategy should list a variety of hazards, such as
supply chain interruption, cyberattacks, and physical occurrences (Goldstein &
Flynn, 2022) [14]. The potential impact of business interruption is routinely un-
derestimated, and cyber risk is frequently ignored. An organization can identify
various cyber risks with a cyber-security business continuity strategy, which can
also specify ways to avoid or lessen incidents when feasible (Carcary et al, 2019)
[3]. An incident response plan or cybersecurity business continuity plan has
several advantages, such as minimizing business interruption by defining clear

stages, actions, and responsibilities and raising overall company knowledge of
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cyber hazards that can help stop events from happening. A company may ensure
its incident response complies with GDPR and regulations by preparing it in
advance (Goldstein & Flynn, 2022) [14].

For risks requiring coordinated responses across organizational departments,
business continuity has a defined function in cyber resilience plans and has
merged with cyber security (Ali et al, 2020) [15]. This is extremely significant
since there has been a surge in cyberattacks and the creation of new cyber threats
that can seriously harm businesses, including severe financial and reputational
repercussions that jeopardize their survival. The cost of cyberattacks in terms of
money is rising. After last year’s events, when widespread cyberattacks cost
businesses millions of euros worldwide, this outcome is not unexpected (Goldstein
& Flynn, 2022) [14].

Additionally, cyber security events may no longer be categorized as non-physical
occurrences. Due to the complexity and quick change of the current cyber threat
landscape, it is now obvious that business continuity is essential to the organiza-
tion’s ability to respond to incidents, manage disruptions, and avoid crises (An-
tonucci, 2017) [9]. Building cyber resilience still depends on business continuity,
which must work with information security and cyber departments to better
how businesses respond to interruptions brought on by cyber security events.
When it comes to cyber security, the same rules that apply to any business con-
tinuity or disaster recovery plan should be followed, but with a knowledge of the
particular risks of a cyber-attack or breach (Petrenko, 2022) [16]. The first stage
in a cyber-resilience program is assessing cybersecurity risks that might disrupt
crucial company processes and assets. This requires knowing and managing the
threats to the company’s network, IT infrastructure, and information systems
(Ali er al, 2020) [15].

The next step is implementing the necessary technologies, tools, and security
safeguards to protect the systems, applications, and data. This component in-
cludes identity management and access control, information security policies,
awareness-raising activities, and IT infrastructure maintenance (Petrenko, 2022)
[16]. The final task is to search for weaknesses and questionable activity and as-
sess how they could affect the company. This stage entails ongoing monitoring
to spot cybersecurity risks and anomalies in order to safeguard sensitive data
and systems against hacker assaults, hardware failures, and unauthorized access
(Ali et al, 2020) [15].

A strong BCM program lowers exposure to significant business interruptions
and promotes enterprise-wide resilience. The program plans for disruptive
events that may result in material harm and provides mitigating measures to re-
spond to them, such as; natural or man-made catastrophes, cyberattacks, and
pandemics that affect the whole world (Ghelani, 2022) [17]. Business continuity
planning is becoming a crucial tool in an organization’s toolbox for enhancing
cyber resilience. However, to reduce cyberattacks and guarantee a quick recov-
ery, joint solutions are required (Ali ef al, 2020) [15]. Breach incidents coming

from a third-party provider can cause significant losses for businesses. To

DOI: 10.4236/0alib.1109882

6 Open Access Library Journal


https://doi.org/10.4236/oalib.1109882

A.T. Assib

achieve economies of scale, relatively few organizations choose to operate inde-
pendently; instead, they choose an outsourcing model, with several suppliers
helping to bring goods and services to market (Parraguez-Kobek, n.d.) [18]

Cyber resilience is made up of several different elements, including security
software (antivirus and anti-malware), local machine and network policies to
enforce strong passwords that are updated on a regular basis, delegated folder
access privileges, and physical access security measures. Generally, business con-
tinuity normally seeks to keep a business from shutting down in an emergency
(Kure et al, 2018) [19]. System images, off-site data backups, redundant and
remote co-located servers, plans to operate from other facilities, and redundant
and remote co-located servers should all be included. Service providers must as-
sist clients in realizing that cyber resilience is a continual process of development
rather than a finished good or even a one-time service (Ghelani, 2022) [17].
Threats are ever-evolving; therefore, any strategy to counter them must, by ne-
cessity, constantly advance in each of the three crucial pillars of cyber resilience:
people, processes, and technology (Parraguez-Kobek, n.d.) [18].

Companies should have a specialized talent pool to sustain the cyber resilience
process, according to security experts. While many small to medium-sized com-
panies (SMBs) find this to be unfeasible, it is at this point that MSPs may help
customers buy into the notion of a continuous and committed cyber resilience
strategy (Bellini et al, 2021) [20]. MSPs have the chance to design ongoing secu-
rity programs for cyber resilience that will empower their clients and provide
recurring, highly profitable income (Bellini et al, 2021) [20]. Service providers
nowadays frequently create cyber resilience strategies for their own businesses to
mitigate the effects of situations like ransomware or data theft (Lee, 2020) [21].
The benefit is that MSPs are already specialists due to their own internal efforts;
it is not just about evangelizing a service they may be able to offer to clients
(Ghelani, 2022) [17]. This information may go a long way toward convincing
client firms that their MSP, who already has a thorough understanding of the
client company’s IT processes, is the appropriate person to handle cyber resi-
lience (Bellini et al., 2021) [20].

Small and medium-sized firms may not be aware of how widespread the
threat of an attack is if they lack professional cybersecurity specialists who
maintain a constant watch on adjusting to threat potentials (Kure et al, 2018)
[19]. Customers need to understand that although having a product in place may
provide them with a sense of security about their cyber resilience, the term
“people, processes, and technology have” technology in italics for a reason (Bel-
lini et al, 2021) [20]. In the end, cyber resilience is driven by people relying too
much on automation, and a solution can be a fatal mistake without human intel-
ligence to modify the technology and procedures to respond to changing threats
(Bellini et al, 2021) [20].

Threat-monitoring personnel need to be educated about threats, competent,
and trained in the best procedures. One of the best ways to help customers ap-
preciate the need for an ongoing cyber resilience program is to offer to do a
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threat analysis (Lee, 2020) [21]. In order to identify any potential gaps and a lack
of failover capabilities, the client’s cybersecurity postures will be assessed as part
of this vulnerability review. According to Ghelani (2022) [17], this audit may be
performed by MSP personnel directly or by CISA, the Cybersecurity and Infra-
structure Security Agency. After an evaluation is finished, firms are in a good
position to explain to clients why more personnel, procedures, and technological
advancements are required to bring a business up to the level of cyber resilience.
This can entail updating firewalls, VPNs, anti-malware programs, patching and
firmware, remote monitoring and administration, and a specialized team of staff
that can make sure that technology and procedures are as reliable as possible
(Kleij & Leukfeldt, 2019) [22].

There are a number of cybersecurity risks which are growing as a result of
globalization and market demand—including interruptions to ICT continuity,
cyberattacks, customer expectations, market shifts, and regulatory compliance
requirements (Lee, 2020) [21]. In order to ensure that businesses have business
resilience and the capacity to swiftly adjust to risks and interruptions while sus-
taining essential business activities and protecting personnel, assets, and brand
reputation BRM was created. Business resilience is the capacity to run a compa-
ny under challenging and unpredictable circumstances (Goldstein & Flynn,
2022) [14]. In addition to the traditional risks like fires, floods, economic and fi-
nancial uncertainty, terrorist attacks, epidemics or pandemics like Covid 19, the
most frequent risks to organizations include; IT system or service failures caused
by human error, cyber-attacks, sabotage, equipment failure, and power failures.
The ability to bounce back rapidly from adversity or difficulties and resume a
regular condition is referred to as resilience. Therefore, resilience is the corner-
stone for maintaining operations and minimizing the effects of any type of eco-
nomic disruption at the corporate, regional, national, or international levels
(Kleij & Leukfeldt, 2019) [22]. An organization must be able to identify all forms
of risks and implement controls to lower those risks, and where those controls
fall short of eliminating the risks, the organization must possess the flexibility
and processes to adapt to any change in circumstances so that regular business

operations can continue with little to no disruption (Lee, 2020) [21].

5. Importance of Building Cyber Resilience Capabilities to
Counter Future Cyber Threats

The primary aim of cyber resilience is to provide minimally disruptive opera-
tional continuation. Instead of concentrating entirely on prevention, companies
may make strategic decisions to limit disruption and shorten the cleanup period
when a breach happens by preparing for an attack in advance (Papathanasiou et
al, 2022) [23]. Complacency has no place in the dynamic environment of today
(Kure et al, 2018) [19]. To make sure that their security system is impenetrable
both now and in the future, organizations must change their technology, poli-
cies, and business models to concentrate on fast cyber resilience (Petrenko,
2022) [16]. One successful cyberattack is all it takes to cause mayhem, suffer sig-
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nificant financial losses, or in the worst situations, completely shut down the
company. In order to recognize, evaluate, manage, mitigate, and recover from
harmful assaults, cyber resilience is crucial (Radanliev et al, 2018) [24].

In addition to assisting in the protection of crucial systems, applications, and
data, a sound cyber resilience plan also facilitates rapid recovery and business
continuity in the event of disruptive cyber disasters (Radanliev et al, 2018) [24].
A company will be able to continue operating normally and survive crises with
the aid of a thorough cyber resilience program. Because standard security meas-
ures are insufficient to guarantee proper information security, data security, and
network security, cyber resilience is crucial (Ghelani, 2022) [17]. Nowadays, a lot
of CISOs and IT security teams believe that hackers will ultimately acquire
access to their companies without authorization. Every day, adverse cyber oc-
currences have a detrimental influence on an organization’s availability, confi-
dentiality, and integrity (Radanliev et al, 2018) [24].

Cyber resilience is useful for more than just defending against and surviving
attacks. Additionally, it may assist the company in creating plans to enhance IT
governance, increase safety and security across crucial assets, strengthen data
protection initiatives, mitigate the effects of natural catastrophes, and lower hu-
man error (Kure ef al, 2018) [19]. Over the past ten years, third-party risk man-
agement frameworks have received a lot of attention, and for good reason. Trust,
however, is a two-way street. Before requesting that the vendors implement cy-
ber resilience plans, it is imperative that the company do so. Customer and ven-
dor reputations may suffer if the company lacks effective cyber resilience (Set-
tembre-Blundo et al,, 2021) [25].

Cyber resilience reduces the risks associated with lapses in cyber security and
intrusions by online criminals. Making an interface hard to tear down is what it
means when viewed through the perspective of resilience. Cyber resilience ulti-
mately focuses on reducing risks and recovering fast in the event of an attack
(Settembre-Blundo et al, 2021) [25]. It enables a holistic approach to security
and recognizes that there will eventually be a compromise of some kind; when
taken into account, it is possible to start preparing for the worst-case situations
and setting up a mechanism to drive intruders out of the data centres (Keskin et
al, 2021) [26]. Those in charge of cyber security should continually update their
practices and adjust to new potential threats. In general, cyber resilience alerts
three crucial areas for security (Keskin ef al, 2021) [26]. These include informa-
tion security, organizational sturdiness, and operational continuity. On the other
hand, technological safeguards, integrations, and preventative procedures are all
part of cyber security. When businesses prepare for breaches, they will be better
equipped to design robust features that enable rapid recovery and the restoration
of ongoing operations (Ghelani, 2022) [17].

Without strong cyber resilience, a company would have to stop its key oper-
ating operations in the event of a cyberattack (Papathanasiou et al, 2022) [23].
As a result, cyber resilience enables an organization to both combat infections

and continue performing its operational tasks in the face of a cyberattack. Addi-
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tionally, a far wider range of cognitive processes and interconnections are cov-
ered by cyber resilience (Kure ef al, 2018) [19]. Businesses and organizations are
able to reinforce their systems and become more dependable by planning for the
future and taking all dangers into consideration. It could also explain a change in
a company’s broader culture, necessitating the organization to make the appro-
priate adjustments in advance (Petrenko, 2022) [16]. Positive effects on an or-
ganization’s regular business operations may also result from these adjustments.

According to Papathanasiou et al (2022) [23], cyber resilience is concerned
with what occurs if cybersecurity defences are breached as well as when systems
are affected by unforeseen events like human error, power outages, and weather.
Resilience considers the areas of an organization’s activities that depend on
technology, the locations of vital data storage, and the potential effects of inter-
ruption in those areas. The next step is to put strategies in place to lessen the ef-
fect of such interruptions (Althonayan & Andronache, 2019) [27]. A resilience
strategy could include, for instance, steps to adhere to in the event of a system
breach. It must first recognize where risk is present in the increasing digital eco-
system, including on-premises, on the cloud, and across business units and
countries, in order to be ready for an attack and, ideally, prevent one (Lamine et
al, 2020) [28].

Any cyber resilience structure must include incident response teams. Accord-
ing to Settembre-Blundo et al (2021) [25], they provide the ability to lessen the
effects of cyberattacks, promptly restore services, and stop additional harm.
However, it is necessary to include partners and vendors in the response activi-
ties. In the wake of a breach, hackers frequently travel laterally across the con-
nected supply chain in search of sensitive information while also spreading
malware and encrypting computers. An organization can recover from a cybe-
rattack and guarantee company continuity by using a cyber-resilience structure
(Papathanasiou et al, 2022) [23]. This necessitates intensive preparation, which
includes understanding system dependencies, making sure the most important
data is safe and simple to recover, running attack simulations, and testing recov-
ery procedures (Marotta & McShane, 2018) [29]. But part of rehabilitation is
making sure that the same thing does not happen again. To achieve this, an or-
ganization must identify the breach’s underlying cause and take appropriate ac-
tion to fix it. Many businesses manage their cyber risk by looking for vulnerabil-
ities, applying patches, and moving on to the next blaze (Lamine et al, 2020)
[28].

In order to prevent the types of catastrophic failures that can happen when an
all-or-nothing approach to security is adopted, companies need to pay attention
to cyber resilience. For instance, such a strategy can presuppose that all threats
can be halted at a company’s perimeter, negating the need for interior controls
(Marotta & McShane, 2018) [29]. Giving users full access to an internal network
just because they have a working login and password might have the same nega-
tive effects. A resilience strategy will therefore take into account activities and
results before, during, and after an incident (Marotta & McShane, 2018) [29]. It
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is quite probable that a company’s networks will be penetrated if persistent
threat actors target that organization. A company must thus be prepared to sur-
vive such attacks. A company may achieve this by being resilient, which lessens
the effect of chronic threats. Resiliency in an organization’s information archi-
tecture will reduce the likelihood of an attack’s success and, in the event that it
does, limit the damage (Jarjoui & Murimi, 2021) [30].

Redesigning and modernizing an organization’s systems to be more resilient
can make an enemy costlier and unpredictable, which frequently discourages
cybercriminals from attacking since they want to spend as little time and money
as possible. Reduced long-term risk profiles for particular enterprises and society
as a whole are another benefit of resilience (Goldstein & Flynn, 2022) [14].
Businesses can only combat present risks and potential ones associated with
emerging technologies, such as; quantum computing, artificial intelligence, and
the Internet of Things, by considering total network resilience (Jarjoui & Muri-
mi, 2021) [30].

6. Conclusion

In conclusion, it is crucial for organizations to adopt a comprehensive approach
to IT risks and develop a strong cyber resilience program in order to preserve
business operations both during and after a cyberattack. While the paper pro-
vides valuable insights on the importance of adopting a comprehensive approach
to IT risks and developing a strong cyber resilience program to preserve business
operations, there are some potential shortcomings that need to be considered.
Firstly, the paper lacks empirical evidence and relies heavily on theoretical ar-
guments, making it difficult to gauge the effectiveness of the proposed cyber re-
silience program in practice. Secondly, the paper does not provide detailed
guidance on how organizations can implement the recommended approach and
how to overcome potential challenges in the process. Finally, the paper does not
consider the financial costs associated with building and maintaining a cyber re-
silience program, which could be a significant challenge for smaller organiza-

tions with limited resources.
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