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Abstract

This paper introduces the working principle of CPK (Combined Public Key)
and the general method of constructing identifier-based public key, which
can not only solve the problem of key distribution, but also solve the authen-
tication problem of identifier claimed by the subject. As basic functions, iden-
tifier authentication, identifier password, digital signature and key encryption
are introduced. Where Identifier authentication is a new concept, and a sepa-
rate authentication protocol is formulated to prove the authenticity of iden-
tifier. Identifier password is an asymmetric password, constructed with iden-
tifier authentication technique which can not only identify the authenticity of
password, but also prove the authenticity of the subject, and prevent illegal
access and DOS attacks. Digital signature is based on identifier authentica-
tion, which makes DSS become the digital signature standard in real sense.
The key encryption implements encrypted communication between any two
points on the open public network, reducing the closing segmentation granu-
larity to the sender and receiver, making the extra regional segmentation re-
dundant.
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1. Introduction

In modern public key system, public-key distribution has been a difficult prob-
lem. In 1984, Shamir first proposed the concept that identifier can directly be
taken as a public-key [1], and constructed an identifier-based public key scheme
IBS with factor decomposition. Even though it didn’t work out, it pointed out

the direction for the development of public key system. CPK (Combined Public
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Key) [2] is a general approach to transform existing public key schemes into
identifier-based public key schemes.

Now CPK has formed into a large family, including CPK-gss based on factor
decomposition problem, CPK-pp based on discrete logarithm problem, CPK-gcc
based on elliptic curve problem, CPK-ccc based on conic curve [3], CPK-gp based
on bilinear pairing, etc., where the signature code of CPK-gcc is the shortest.

Later, it is found that the identifier-based public key can not only solve the
problem of public-key distribution, but also solve the problem of subject authen-
ticity proof, which has been the core technology of cyber security.

The following takes CPK-gcc as an example to introduce the original type and

smart type of CPK.

2. CPK Original Type

2.1. Combining Principle

CPK-gcc is constructed on ECC [4] [5] over field Fp, E: y2 = (X3 + ax+b)mod p,
the parameters are denoted as (a, b, G, n, p), in which a, b is coefficient,
a,b,x,y e Fp, pis prime, Gis the base point of the addition group, n is the order
of group generated by base point G. Let an arbitrary integer r e Fn be a pri-
vate-key, then the point, rG'= R, is the corresponding public-key. The ECC has a
compounding feature: the sum of public-keys and the sum of corresponding
private-keys are still the valid key pairs. For example, if the sum of private-keys
is:

r=(n+r,++r,)modn

and the sum of corresponding public-keys will be

R=R+R,+---+R,

then (1, R) will be a new key pair. This is because
R=R +R,+--+R, =rG+r,G+---+r,G
=(L+n+-+r )G =1G
In the same way, if a given integer is less than n, the following formula is es-
tablished:

rand R are a pair of keys, if &k times of ris the new private-key s, then the &

times of R is the corresponding public-key:

k*r=s; k*xR=S

If the private-key rplus kis ¢ then R plus Kis the new public-key T}
r+k=t; R+K=T (K=k=G)

2.2. Combination Matrix

Combining-Matrix is divided into private matrix and public matrix, and is de-
noted as (z;) and (R;) respectively, where ris Ax32 random integers less than n,

and not all linear independent. Matrix (r;) is kept secret only in key manage-

DOI: 10.4236/0alib.1108287

2 Open Access Library Journal


https://doi.org/10.4236/oalib.1108287

X. H. Nan

ment ceter(KMC), and is used to produce private-keys for individual entity. The
public matrix (R;)) is derived from private matrix (r;), the relation is ;G = R,

Private Matrix(a) Public Matrix(A)
o Tox o Toa Ro,o RO,l T R0,31
I I, e ... R
o Tha o Tha Rh,o Rh,l T Rh,31

Public matrix is distributed to every entity and used to compute the pub-

lic-key of relying party.

2.3. Key Combination

The key management center defines the Hash key Hkey. The given identifier is
hashed to YS sequence under Hkey, to take the matrix size 32 x 32 as example:

YS = Hash,,; (Identifier) = vy, v;,v,,--, V55

Row coordinates of the matrix are indicated by v; and column ordinates are
used in natural order. Alice’s key pair are combined as

31

oI ymodn = alice

Alice,, = I

vi i

Aliceg, =" Ry, ;= ALICE

2.4. Open Problem

In 2003, the release of CPK aroused strong response and high attention at home
and abroad, and set off an upsurge across the country. Since the private-key is a
linear combination of matrix variables, linear equations can be listed. Since it
was not so assrued, the matrix size is given A x 32 (A4 = 32..1024). By algebraic
theorem, linear equations have solutions, and when linear dependent equations
have infinite solutions, it is nothing to do with collusion, but linear independent
equations with full rank, have unique solutions, whereas linear independent eq-
uations are not easy to construct, while linear dependent equations are easy to
construct. It had been an open problem. In 2006, the competent authority sud-
denly came to the opposite conclusion: “Linear correlation of equations leads to
collusion,” and launched a nationwide crackdown in an attempt to kill it with
one stick.

Despite the harsh environment, the research work did not stop. In the study, it
was also found that CPK has countless equivalent matrices, but it was not clear
whether harmful. In order to change the static matrix into the dynamic matrix, a
hierarchy parameter fcc and annual key year were set in the improved CPK [6].
As the fcc of each user is different, each user uses the matrix at different levels.
The method is to generate v, as hierarchy parameter fcc in the mapping se-

quence:

YS = Hash,,,, (Alice) =V, V;,V,, -+, Va, Vp 5 fCC 1=V
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Alice, = (ijo r[vivi])x fec + year mod n = alice

In the numerous equivalent matrices, if a linear independent equivalent ma-
trix is found, the equation can have a unique solution. This is an amazing new
idea. Sure enough, Liao Guohong et al [7] constructed an equivalent linear in-
dependent matrix with a size of 32 x 32 based on the original type of CPK, and
solved the equivalent private matrix with 3000 private-keys. Thanks to the re-
sults of Liao Guohong et al, It should be recognized that this is the defect of
CPK, however, when the matrix was expanded to 512 x 32, the equivalent matrix
method was helpless. The collusion “led” by linear dependent equation and the
collusion solved by linear independent of equivalence matrix do not belong to
the same concept, should not be confused.

So can the hierarchical parameter prevent linear attack of the equivalent ma-
trix? The answer is not, because when fccis a single variable, it is easy to be can-
celed out in elimination operation. If a number of mutually related hierarchy
parameters are set up to protect each other from cancellation, the equations be-
comes a mixture of matrix equations and coefficient equations, whereas, the
correlation of coefficient equations is obvious, which can ensure the correlation

of the two equations:

YS = Hashy,,, (Alice) =V, .V, -, Vg, Vig, o+, Vap Vg5 TCC = V7, fCC, =gy
Alice,, = ((Zio e fc<:1)+(zi3:217 e fccz)+ year) mod n = alice

New things are unlikely to be mature and in the discussion on open issues,
CPK has received strong support from domestic and foreign counterparts, which
is the motivation for CPK to continue to take root and sprout during the dec-
ade-long ban. In 2017, it was coincided with a change of leadership of competent
authority, the new leader has put an end to the mistakes of his predecessor. So
CPK began to see the light.

3. CPK Smart Type

With the rise of the industrial Internet, new problems arise. Industrial internet is
composed of backbone network and enterprise network. The backbone network
is the global network, which mainly transmits information, while the enterprise
network is the local network, which mainly transmits signals. The combination
matrix of CPK original type is too large, which can only meet the information
authentication requirements of intelligent terminals, but cannot meet the signal
authentication requirements of non-intelligent devices. Therefore, it is necessary
to design a smart CPK that can adapt to the needs of global information system

as well as regional signal system.

3.1. Combination Matrix

The matrix size is defined by A x A, where A is equal to 4 and 8. The private ma-

trix (r;)) is kept by KMC for the generation of private-keys, while the public ma-
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trix (R;) is kept by each client for the computation of public-keys. The public
matrix of 4 x 4 matrix and 8 x 8 matrix can be configured at the same time, or
can be configured separately.

The published public matrix is signed by the Key Management Center (KMC)

to determine the scope:

Hash(R, ;) , —hl; Hash(R ;) ~—h2
SIG, (h1) =(s;,¢,) 5 SIG, (h2) =(s,.c,)

3.2. Identifier Mapping

The mapping of the identifier to the matrix coordinates is indicated by the YS
sequence, which is the output of the entity’s identifier hashed under the map-
ping key Hkey.

YS = Hash,,,, (Alice) =v,,V,,--,V,

YS sequence is output by bytes (8-bit), and each of three variables constitute a
unit. The first two variables, v and v, are divided into upper and lower halves,
after modulo 4, indicates the coordinates of row and column of the matrix, and
the 0" and 1* matrix variables r, and r; are selected respectively. v; is taken as the
hierarchy parameter fcc. The sum of matrix variables is multiplied by hierarchy

parameters to form cell variables, such as:
cell; = <Zj:0(rjx3 + rjx3+l)xvj><3+2 ) modn
CELL,; = Zj:o(ijs + Rj><3+1)><vj><3+2

The lower-case cell;and r; are private-key variables, and the upper-case CELL,
and R;are public-key variables.

3.3. Key Combination

Multi Round Combination
When the matrix size is 4 x 4, the round length is 4, including 2 cell variables

in one round, if operating wrounds, then
w-1 1
round, = (Zk:O o Cell; )mod n
w-1 1
ROUND, = ZkzoszOCELLj

When the matrix size is 8 x 8, the round length is 8, including 4 cell variables

in one round, if operating wrounds, then

round, :(Zg jzocellj)modn
ROUND, =Y CELL,

After the multi-round transformation, the annual key is added. The annual pri-
vate-key “year” is uniformly defined by the center, a global key, and the annual

public-key is published. Year;is a local key defined by the enterprise network.
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SK ujice = (round + year )mod n

PK .. = ROUND +YEAR

3.4. Key Variation

Table 1 lists the relationship between multi-round of operation and variation in
the case of various matrix sizes:

Thus it can be seen that the multi-round operation of the private-key expands
the limited action scope to “infinite”. two-round of 8 x 8 matrix is equivalent to
the variation of 32 x 32 of the original CPK: 32°* = 1.4 x 10*%,

4. Basic Functions

4.1. Identifier Authentication

Identifier authentication is a new concept that is put forward by the logical
world [8]. Nowadays, identifier is separated from identity making the concept
clearer. In the physical world, the authenticity of a seal is ensured by engraved
real identifier. However, there is no physical medium in the logical world, so
how to ensure the authenticity of the identifier is the problem to be solved.

The identifier of the logical world is much more complex than the physical
world. The identifier claimed by the subject is a phone number when connect-
ing, the identifiers claimed by subject are IP addresses when sending packets and
so on. In the logical world, there are two methods to prove the authenticity of
identifier: One is the PKI certification system, in which the proof is implemented
by CA certificate, where the third party CA signs to the identifier with digital
signature standard DSS [9], therefore, the proof is valid only if the CA is proved
to be true. The other is CPK authentication system, in which the proof is imple-
mented by a separate identifier authentication protocol, the authentication is
proven by itself.

Identifier authentication code is consisted of check code and proof code.

Check code cis the product of random number & and generator G, where x

and y get through one-way function:
k*G=(x,y);(x+ y)2 mod 2% . ¢;
Proof code sis the product of the inverse of a random number & and the pri-

vate-key, if and only if there is a one-to-one mapping between the identifier and

the private-key:

k™'skipeymOdN —> 5
Table 1. Variation under different round.
Size Round W=1 Round W=2 Round W=3 Round W=14
4 x4 Not Recommended (4.3)>=1.8 x 10 (4.3)>=7.9 x10% (4.3)*=3.4x10%
8x8 (64% x 256)*=1.2 x 10* (1.2 x10*)2=1.4 x 10*8 (1.2 x 10*)* = 1.7 x 1072 Not Recommended
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The verification is the product of the inverse of the proof code sand the pub-
lic-key, if and only if there is a one-to-one mapping between the identifier and
the public-key:

sPK

[Alice] =kG ¢’

If c=c’, then the public and private keys are real, where the public-key is
calculated by the verifier himself from the claimed identifier, in turn, the au-
thenticity of the identifier is proved.

Identifier authentication is the basis of subject authentication and digital sig-
nature, but in many cases, identifier authentication is directly used as the subject
authentication. The expression of Identifier authentication can be simulated as
digital signature of object when object equal to zero (2 = 0), and the authentica-
tion code is marked with SIGg . (0)=(s,c), and the verification code is
marked with VER 5 e (0,5) =¢".

4.2. Identifier Password

Password is a common method of friend and foe identification, which is very
simple and effective. It is also widely used in information systems to establish
trust relation between peer entities trying to obtain subject authentication.
However, with the development of cyber warfare, password has become the
weakest ring. The trust established by password leads to trust-transfer, and the
trust-transfer leads to the right-transfer. For example, the password causes the
login success, and the successful login can obtain the right to access accounts or
files. The existing passwords are fixed, unable to identify or prevent replay at-
tack, vulnerable to DOS attack, and because the passwords are just meaningless
random strings, and having the same string is not enough to prove the authen-
ticity of subject. For this reason, some systems adopt multi-factor authentication
technique, and put forward a requirement of “never trust, always verify” [10].
However, it is conceivable that multi-factor authentication will not be efficient
and it will be difficult to be retained as evidence.

Identifier authentication is independent, and it also has the beforehand nature
that it is always carried out before the object authentication. The independence
and beforehand nature just has the characteristics that can block the trust trans-
fer by “one thing one proof”, and meets the password requirements of “evidence
first, always verify”. But for the replication attack, it only has the ability to iden-
tify, but does not have the ability to prevent. The identifier authentication code
is changing every time under the effect of random number %, and they can only
be the same if the authentication codes are duplicated. Therefore, the duplicated
codes can be identified. This is the traditional symmetric password can not do,
while the identifier authentication code can not only identify duplicates and but
also prevent replications. But the duplicated codes can only be found by com-
parison, and all used codes must be registered one by one.

If the identifier authentication code is used according to a date, the compari-

son range can be reduced to a day, and it is feasible to find replication within a
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day’s registration. The following takes the date 20201123 as an example to ex-
plain the method of constructing “Identifier password”:
The private key used for proof is the date added to the private key, the proof
code is:
K™ ((ski e + 20201123 modn > s,

[Alice]
The checking code is:
KG =(x,y);(x+ y)2 mod 2** — ¢

The public key used for verification is the public key plus 20201123 * G, and
the checking code is:
5" (PK e +20201123G ) = kG > ¢,

[Alice]

If c=c', the verification passes.

Passwords are proved on the spot, and the date of the password is automati-
cally provided by the terminal device. If the password is not copied on the same
day, the authentication will fail. If the verification is successful, then check the
replication, and records the passwords that passed authentication for the next
comparison.

The authentication of identifier passwords not only prove the authenticity of
the password code, but also prove the authenticity of the identifier claimed by
the subject. Identifier passwords are different from traditional passwords be-
cause they are automatically derived from identifier and do not require manual
input, so there is no need to remember. The password length is equal to the key
length used, suitable for access information control, remote signal authentica-
tion. Copy attack is the main means of DOS attack, identifier password is an ef-
fective way to defend against DOS attack.

4.3. Digital Signature

Digital signature is the proof of the authenticity of object by subject. Therefore, a
signature without a subject is not a digital signature, because there is no signer,
the accountability cannot be fulfilled; and a signature with a subject but not au-
thenticated, it’s not a digital signature either, because the subject can be coun-
terfeited and cannot be used as evidence. In PKI certification system, the signer
has a private-key and the verifier obtains the public-key from LDAP, which is
certified by a third-party CA, whereas a public key is proven to be someone’s, so
if the public- and private-keys are paired, the authenticity of the public key and
identifier,are proved, and it can be regarded as a digital signature If the
third-party CA’s authenticity can be certificated, However, if the third-party
CA’s authenticity cannot be certificated, it cannot be regarded as a real digital
signature.

While under the evidence based authentication logic, a signature can only be
established on the basis of identifier authentication. Because only the authentic-

ity of the identifier of subject has been proved, can it be qualified to provide au-
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thenticity proof for the object. Therefore, the proof of identifier authenticity
must be included in every signature. It needs the DSS of trust-based logic to be
interpreted in a new way of evidence-based logic.

Signature code consists of proof code and check code.

Check code cis the product of random number 4 and base point G to get

through one-way function variation:

kG =(x,y);(x+ y) mod 2o ¢

>

Proof code sis the sum of the identifier proof code and object proof code:

(k’lh +K s p ey ) modn — s

Where A the feature of an object. The signature function is marked by
SIGsk-alice (h) = (S, C)
The verification is the sum of identifier check code and object check code:

shG +s7'PK =kG >c’

[Alice]

Object verification code is the object 42 and G are multiplied, so that 2 and AG
form a public- and private-key pair. If €= C’, then the authenticity of identifier
and object is proved. Because the public-key used is calculated by the verifier
himself from the identifier claimed by the subject, it first proves the authenticity
of the identifier of subject, and then proves the authenticity of the object with
the verified identifier, so the signature is valid. The verification function is
marked by VER o e (h8)=c'.

There are three forms of object existence in digital signature: ontology, slave and
target. When the feature of object 4 is ontology, the signature is the proof of tracea-
bility evidence; when 4 is the feature of slave, the signature is the attribution evi-
dence; when 4 is the feature of a target, the signature is the responsibility evidence.

The characteristic of digital signature is that a signature proves the authentic-
ity of both the subject and the object simultaneously. Digital signature is used to
prove the authenticity of entities and of events. Where the authenticity of the
event is divided into the accept process and the adopt process, called ex-ant au-
thentication and ex-post authentication. In some cases, the two processes need
to be processed separately. For example, in communication, it is needed to verify
the validity of the communication before receiving data to prevent illegal access.
The object may be a composite entity, which can be signed individually or

signed only once for the composite entity, for example:

(K (v 0 )+ K5k JmOdn > s

[Alice]

Authentication system is an evidence-based proof system that integrates evi-
dence-showing and verification. Evidence provides the basis of verification.
Without evidence, verification has no basis. Therefore, the evidence-showing sys-
tem is the active side, and the verification system is the passive side. The perfection

of the authentication system depends on the completeness of the evidence-showing
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system. Digital signature is the core technology of the evidence-showing system

because most of the evidence is provided by digital signature.

4.4. Key Encryption

Key encryption protocol is as follows:
Suppose that Alice sends a encrypted data to Bob: Alice first selects a random

number rto calculate the data encryption key:

r+G =key

Encrypts the data with the key
E,, (data) = code

Alice calculates Bob’s public-key PK-BOB, and encrypts the data encrypting
key with the public-key:
r(PK-BOB)=p

Key encryption is marked with ENC,, 505 (key) = 3 . Alice sends (code, /) to
Bob.
Bob decrypts the key with his private-key:

ﬂ(sk-bob)’1 =r*G =key

Key decryption is marked with DEC_, (f)=key. Bob decrypts the data
with the key:

Dy, (code) = data .

key

Key management is the core issue of encryption system, the main task is to
create a network that can be closed or opened flexibly. Identifier-based keys
bring great convenience to key management, because the public-keys are calcu-
lated by the users, so the encrypted communication between any two points can
be realized on the public network, reducing the granularity of segmentation
from the LAN to the communicating two sides, without the need for additional
regional segmentation. However, when a closed secure network is needed, the
annual key yearl is set for LAN, so that the whole network can be connected
with the annual key Year, ensuring only to be connected within the private net-
work with annual key yearl. When the same encrypted message needs to be dis-
tributed to several people, it only needs to encrypt the key with the public key of
different people. Identifier-based keys in different service can naturally be classi-
fied according to different identifiers, no artificial classification of keys is re-
quired. No artificial classification of keys is required. Encryption on the public
network only needs to meets the requirement of turning secret files into public
files. Because data encryption keys are encrypted with public keys, they can also

be stored or sent publicly.

5. Summary

After 20 years of development, CPK is still the most simple system that can solve
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identifier authentication, identifier password, digital signature and key encryp-
tion. Where identifier authentication is the basis of digital signature, and only on
the basis of identifier authentication can a digital signature be constructed. Digi-
tal signature provides evidence of authenticity, traceability, attribution and re-
sponsibility, and is the core technology of maintaining Internet order. The sig-
nature system of CPK provides a technical basis for the creation of truth logic of
authentication [11], which sublimates the traditional authentication logic based
on trust to the logic based on evidence, and provides a technical basis for the
construction of a GAP universal authentication protocol [12], which elevates the
traditional multi-step proof protocol to one-step direct proof protocol.

In the physical world, most of the evidence is provided by seals, and in the
logical world, by digital signatures. Digital signature has incomparable advan-
tages over physical seal, and the emergence of two-dimensional code makes dig-
ital signature to be digital seal, which is universal in the physical world and the
logical world. Therefore, identifier authentication and digital signature will play
an important role not only in the logical world, but also in the physical world. It
will lead to a new situation where authentication techniques can be used in both
the physical and logical worlds.

The arrival of the quantum age raises new problems for the research of digital
currency, because the money issued now must still be valid in the quantum age.
Under the existing signature protocol, public-keys must be open to the verifier,
and public-keys cannot resist quantum exhaustion. Therefore, we can only seek
a new way that even a public key is broken, it does not have any significance,
therefore, CPK time type has been designed adopting one-time signature me-
chanism, which is easy to detect the crime using the cracked private-key.

Internet is a great invention, the common wealth of mankind and a platform
for the exchange of human wisdom. Maintaining order on the Internet is the
common responsibility of every user. Through the study of CPK, it is seemed to
have seen a bit of hope, and expected a common effort of colleagues to promote

the development of cyber security.
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