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Abstract 
Saudi Arabian banks are deeply concerned about how to effectively monitor 
and control security threats. In recent years, the country has taken several steps 
towards restructuring its organizational security and, consequently, protect-
ing financial institutions and their clients. However, there are still several 
challenges left to be addressed. Accordingly, this article aims to address this 
problem by proposing an abstract framework based on the National Institute 
of Standards and Technology (NIST) Cybersecurity Framework and Interna-
tional Organization for Standardization/International Electrotechnical Com-
mission (ISO/IEC 27001). The framework proposed in this paper considers 
the following factors involved in the security policy of Saudi banks: safety, 
Saudi information bank, operations and security of Saudi banks, Saudi banks’ 
supplier relationships, risk assessment, risk mitigation, monitoring and detec-
tion, incident response, Saudi banks’ business continuity, compliance, educa-
tion, and awareness about all factors contributing to the framework imple-
mentation. This way, the proposed framework provides a comprehensive, uni-
fied approach to managing bank security threats. Not only does the proposed 
framework provide effective guidance on how to identify, assess, and mitigate 
security threats, but it also instructs how to develop policy and procedure 
documents relating to security issues. 
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1. Introduction 

Nowadays, technology is pervasively used across a wide range of sectors such as 
business, government, and private communication. Technology has appeared as 
a two-edged sword; it has many benefits, on the one hand, and causes the preva-
lence of security threats on the other [1] [2]. Such threats could adversely affect 
the operations, reputation, and customers of an organization. The literature 
comprises a variety of approaches (including security models, frameworks, poli-
cies, procedures, and protocols) to minimize or avoid these risks. There are sev-
eral frameworks used by Saudi banks to assess and manage the cybersecurity risks 
they generally face. The NIST Cybersecurity Framework and ISO/IEC 27001 
Framework are two frameworks developed in this regard.  

In recent years, the National Institute of Standards and Technology (NIST) 
has established the NIST Cybersecurity Framework (NIST CSF) that permits gov-
ernments to evaluate the performance of cybersecurity risk administrations and 
recover them whenever required [3]. An active cybersecurity package is based on 
a series of rules, best performance, and standards developed by NIST to confirm 
its real execution and management [4]. NIST CSF comprises five core functions: 
identifying, protecting, detecting, responding, and recovering. By assessing cy-
bersecurity posture, identifying gaps, and developing plans, the framework 
guides an organization through the improvement of its security posture [5]. This 
framework also encourages organizations to create and implement cybersecurity 
strategies tailored to their own risks profiles and also to work in collaboration 
with other stakeholders to formulate cybersecurity strategies based on their own 
risk profiles [6] [7] NIST CSF helps organizations to successfully address threats 
in a holistic, systematic, and cost-effective manner by improving their overall 
cybersecurity posture and by addressing threats in a holistic, systematic, and 
cost-effective manner. The NIST CSF is shown in Figure 1. 

On the other hand, as an international standard, ISO/IEC 27001 has many 
capabilities, which include defining, implementing, running, monitoring, eva-
luating, reviewing, maintaining, and improving information security manage-
ment systems (ISMS) [8]. It is a standard that belongs to the ISO/IEC 27000 
family, which, in turn, is part of the ISO/IEC 27002 standard, described here as a 
code of practice for information security controls [8]. By adopting this standard, 
organizations can select appropriate and proportionate security controls to pro-
tect their information assets and give their stakeholders a sense of security [9]. 
The ISO/IEC 27001 framework is displayed in Figure 2. 

Accordingly, the aim of this study is to develop an abstraction framework for 
managing and controlling the threats posed to Saudi banks’ cybersecurity, based 
on NIST CSF and ISO/IEC 27001, using design science approach. Regarding the 
methodology, this study reviews the relevant literature extensively and analyses 
the existing frameworks and standards such as NIST CSF and ISO/IEC 27001. 
To validate the efficiency of this framework, a series of tests will be conducted 
with shareholders from the Saudi banking sector. At the end of the study, some  

https://doi.org/10.4236/jsea.2023.1612036


A. S. Alraddadi 
 

 

DOI: 10.4236/jsea.2023.1612036 697 Journal of Software Engineering and Applications 
 

 
Figure 1. NIST Cybersecurity framework [3]. 

 

 
Figure 2. ISO/IEC 27001: 2005 [8]. 
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recommendations will be made for improving the proposed framework. 
The rest of the article is organized as follows: Section 2 discusses the related 

work. Then, Section 3 explains the methodology used in this study. Next, Section 
4 presents the results and discussion. And, finally, Section 5 concludes the paper 
and offers recommendation for future works. 

The literature consists of several security models and frameworks that can be 
used to ensure that data are confidential, secure, and accessible. The topic of da-
ta integrity, confidentiality, and accessibility has attracted a lot of attention in 
the literature. In the literature, there are various models and frameworks devel-
oped for assessing construction risks, which generally address time, cost, quality, 
security (only physical aspects), safety, etc. [10]-[16]. Nevertheless, the literature 
lacks cybersecurity-related frameworks. Compared to other industries such as 
manufacturing, healthcare, and banking has been slow in becoming digitized. 
The purpose of this section is to briefly review the merits and limitations of re-
levant studies that have proposed frameworks, models, or methods and incor-
porated cybersecurity aspects into the construction industry, a topic directly re-
levant to the present study. For example, as a solution to the challenges asso-
ciated with cloud-based BIM data breaches, the authors in [17] provided a cy-
bersecurity framework comprising five main components: access control, data 
encryption, monitoring and detection, continuous training, and education. As a 
part of the BIM curriculum, researchers in [18] suggested that cybersecurity and 
blockchain be included as a part of the curriculum. Likewise, the authors in [19] 
have emphasized that to mitigate the risks associated with the digital built envi-
ronment, there is a need to develop innovative blockchain technologies. 

In two recent studies, it was found that traditional banks become more vul-
nerable to cyberattacks when they cooperate with fintech firms [20] [21] [22]. 
Another important factor contributing to the success of the digital transforma-
tion process is the growing use of mobile devices. According to a Bain & Com-
pany survey of digital clients from 22 countries, mobile banking apps grew 19% 
between 2013 and 2014, while computer-based banking services remained rela-
tively unchanged [23]. As a result of digitalization, businesses and organizations 
have been able to create a wide range of business models and structures [24]. 
The term “threat” refers to actions that may harm the assets of an organization. 
Cyberattacks damage software, hardware, and data. As part of its threat classifi-
cation system, Microsoft designed STRIDE [25].  

The authors in [26] stated that the banking industry is also affected by digita-
lization due to a lack of trust. The study found that trust is crucial to customers 
to commit to online relationship banking. The issue is that most banks still need 
to get prepared for their clients’ changing needs as they migrate to the Internet 
[27].  

The Saudi American Bank (SAMBA), Al-Rajhi Bank, Al-Ahli Bank (CNB), 
and Al-Riyadh Bank are Saudi Arabia’s top four banks [28]. Further, the au-
thors in [29] compared SAMBA with other Saudi banks, and found it, as an 
e-banking-based and internationally linked institute, to have a key strength that 
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most other Saudi banks lack.  
Meanwhile, there have been several digital forensic studies conducted to detect 

and investigate the threats and risks faced by organizations. By implementing 
digital forensics, organizations can better identify and respond to security inci-
dents, reduce risks, and improve the overall security posture of their organiza-
tion. For example, the authors in [5] [6] [30]-[55] suggested and established vari-
ous models, frames, and procedures to examine and discover cybercrime, data 
breaks, and other digital risks that may influence an organization’s security and 
reputation. 

During the past few years, Saudi Arabia has taken several steps towards streng-
thening its organizational security and, as a result, protecting the financial insti-
tutions as well as their clients. Despite this, there are still a number of issues that 
need to be addressed. Therefore, the purpose of this article is to address this 
problem by proposing an abstract framework that is based on the NIST Cyber-
security Framework as well as ISO/IEC 27001. 

2. Methodology 

This section provides an overview of the methodology used in this study to 
achieve the objective defined. The present study uses the design science ap-
proach [56] [57] to develop an abstraction framework applicable to managing 
and controlling the cyber threats that Saudi banks may face in their daily opera-
tions. A framework was developed to meet this objective, which is based upon 
NIST CSF and ISO/IEC 27001:2010. To understand the context and explore the 
existing solutions to this problem, the research process was started by reviewing 
the literature on both topics. A requirements analysis was also performed in this 
study to identify the cybersecurity threats most relevant to Saudi banks and the 
components that should be included in the framework. Afterwards, the frame-
work design and development process were carried out. This study developed an 
abstraction framework to enhance the cybersecurity status of Saudi banks in the 
future. The developed framework provides Saudi banks with the necessary 
guidance, structure, and tools to identify, assess, and mitigate cyber risks. This 
framework is also adaptable and applicable to other financial institutions in the 
region, assisting them with managing and controlling cybersecurity threats that 
may arise during their operations.  

Accordingly, Figure 3 illustrates the methodology that was applied to this 
study to conduct it. 

1) Identifying search protocols stage: in this stage, the author identifies the 
search protocols which are: 
- Assigning search keywords: in this step, we assign the keywords which gov-

ern the search in the search engines which are “NIST Cybersecurity Frame-
work, ISO/IEC 27001; Saudi banks”. The period of searching from 2015-2023. 

- Identifying search engines: in this step we identify five common search en-
gines which are IEEE explorer, Scopus, Web of Science, Springer Links, and 
Google Scholar.  
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Figure 3. Applied methodology. 
 

2) Gathering data stage: this stage includes three steps:  
- Gathering data: in this step we gather whole articles from the identified 

search engines. 
- Filtering data: in this step we filter the data based on these criteria: screening 

the title, abstract and conclusion. The relevant paper has included in this 
study. 

- Analysing data: in this step, the filtered data has been analysed carefully, the 
advantages, disadvantages, results, methodology and contributions.  

3) Developing stage: in this stage, the author develops and validates the ab-
straction framework for managing and controlling Saudi banks’ cybersecurity 
threats. It consists of two steps: 
- Developing the framework: in this step, the author gathers whole common 

processes from the analysed models and frameworks and develop the ab-
straction framework for managing and controlling Saudi banks’ cybersecurity 
threats. The proposed framework comprises 12 components each of which is 
explained in the following (see Figure 4): 

1) Security Policy for Saudi Banks: A secure data policy for Saudi banks is a 
document designed with the aim of protecting sensitive information, ensuring 
the completion of financial transitions, and maintaining overall data security. In 
the banking industry, each bank has its own security policy, a policy that differs 
from one bank to the next. 

2) Safety for Saudi banks: As a result of the execution of this procedure, Saudi 
banks can guarantee the security of their properties. The Saudi banking business 
implements several measures to guarantee the protection of their physical prop-
erties, workers, clients, and financial businesses. 

3) Saudi Information Bank: The procedure delivers full information about 
Saudi banks, containing their names, consultants, locations, websites, types of 
movement, licenses, etc.  

4) The Operations and Security of Saudi Banks: To accomplish this process, 
critical information needs to be identified about Saudi banks. This way, it will  
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Figure 4. The abstraction framework for managing and controlling Saudi banks’ cyber-
security threats. 
 
determine if adversaries’ intelligence is able to observe friendly actions and if 
adversaries can interpret information, they gather to serve their purposes. Then, 
the bank administrations can select measures which will be designed to reduce 
or eliminate the adversary exploitation of friendly critical information. 

5) Saudi Banks’ Supplier Relationships: Supplier relationships refer to the re-
lationships between Saudi banking companies and the suppliers of goods, mate-
rials, and services. Supplier contributions to success must be measured and im-
proved to achieve success. 

6) Risk Assessment: The Saudi Arabian bank at this stage assesses the security 
risks that may arise. An assessment of assets, threats, vulnerabilities, and poten-
tial impacts will be of crucial importance for the preparation. Thus, it is impera-
tive for the assets of the organization to be protected against the impact of secu-
rity risks. 

7) Risk Mitigation: Assessing risks and developing mitigation methods are 
part of a risk mitigation strategy. Implementing these strategies requires estab-
lishing policies and procedures, improving processes, and creating security con-
trols. Identifying and mitigating risks is key to security plans. These plans are 
developed and implemented to reduce the damage caused by security breaches 
in many ways. To mitigate risks, several security controls can be implemented by 
providing appropriate policies and procedures.  

8) Monitoring and Detection: Various tools and techniques, including artifi-
cial intelligence, are used by Saudi banks to monitor security incidents. The se-
curity of banks systems requires several tools and techniques. Security threats 
can be identified and prevented through the efficient use of artificial intelligence. 
This way, anomalies could be detected, threats could be identified, and real-time 
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monitoring would be possible. 
9) Incident Response: Maintaining a safe business environment requires a 

comprehensive incident response plan. By identifying incidents, containing them, 
eliminating them, and resuming them in a timely manner, this plan will enable 
an effective and timely response to incidents. To determine the best response to 
an incident, it is first necessary to identify it. Unauthorized access to the internal 
network and suspicious activity on customer accounts should be prevented. 
Banks must act quickly after discovering a security incident, and make sure it is 
contained and mitigated. The first step is to limit access to the compromised 
system. The affected area should be isolated, and the appropriate people in-
formed. 

10) Managed Business Continuity for Saudi Banks: Identifying, managing, and 
preventing potential threats continues to be a priority of the Saudi Arabian 
banking sector. Disaster resilience is also being developed in the region. Disas-
ters can be handled quickly with frameworks. As a result, the organization’s rep-
utation, brand, revenue generation ability, and ability to create value must be 
maintained. Maintaining high levels of effectiveness requires research and de-
velopment. 

11) Compliance: Compliance is required for regulated banks. The anti-money 
laundering regulations (AML) require tracking and reporting on compliance. A 
comprehensive system should integrate policies and procedures tailored to Saudi 
bank regulations for effective monitoring and reporting. All risks should be ad-
dressed in comprehensive policies and procedures. Customers need to be moni-
tored, suspicious activities be reported, and internal controls be implemented to 
minimize risk. 

12) Education and Awareness: Security risks and best practices, policies, and 
procedures are taught to Saudi banks’ employees to maintain the highest level of 
security. Nevertheless, the threat of cybercrime has exponentially increased. The 
growing number of cyberattacks in Saudi Arabia has prompted banks to train 
their staff on cybersecurity risks and best practices, policies, and procedures re-
lating to cyber-attacks. An effective security policy must be developed and main-
tained to ensure such training is implemented effectively. A bank’s asset security 
policy should summarize its process, controls, and objectives. Additionally, the 
document should contain information on how the bank’s employees are to be 
trained regarding the importance of maintaining security awareness, providing 
security training, and taking required steps in order to ensure that the bank’s 
data, systems, and networks are protected. It is also important to train your staff 
on security policies and best practices as part of the second step, which should be 
followed by an audit. As a result of this course, students will be able to identify 
potential security threats, understand the importance of strong passwords, and 
become familiar with some basic information security concepts. A Saudi bank 
can ensure that it is protected from cybercrime by providing its employees with 
ongoing training and education on cybersecurity. As far as this type of training 
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is concerned, it should be viewed as an investment in the bank’s reputation 
within the industry as well as in the safety and security of its customers and em-
ployees secure data policy for Saudi banks is a document designed with the aim 
of protecting sensitive information, ensuring the completion of financial transi-
tions, and maintaining overall data security. In the banking industry, each bank 
has its own security policy, a policy that differs from one bank to the next.  
- Validation step: This step delivers a validation process for the developed 

framework. To validate whether the proposed framework is comprehensive 
and logical, the validation process is required. Thus, frameworks and models 
should be authenticated before they can be used as a precise representation of 
the real application domain. The quality of a framework or model is deter-
mined by its ability to meet all the requirements during the course of its 
development [58]. A most-shared question asked when evolving a frame-
work/model is how it can be used in real world situations. There are several 
factors that must be taken into account when considering whether to choose 
a specific type of validation technique [59]. For example, the goal of the model 
should be determined according to the type of framework or model (e.g., 
agent-based models, semantic models and conceptual models, and mathe-
matical and statistical models). There are a number of validation techniques 
that can be used in the validation of a simulation model/framework (see Ta-
ble 1) such as Bootstrap Approach [60], Cross-validation [61], and Multis-
tage Validation [62]. The validity of these frameworks and models can only 
be verified if many samples of subjects are used to verify them and some 
comparison cycles are conducted, too. These methodologies for validation 
are not applicable to the present study due to the limited frameworks and 
models used, as well as the small sample size. Thus, the proposed framework 
will be validated by comparing it to other models [49], which do not require 
a large sample size to achieve validity. The blue color in Table 2 represents 
the validation method used in the current study. 

Therefore, to verify the completeness of the developed framework, ISO/IEC 
27001 Security Framework and NIST CSF were selected (see Table 2) for com-
parison purposes. The proposed Security Policy for Saudi Banks protocol in the 
developed framework covers the Information Security Policies protocol in the 
ISO/IEC 27001 Security Framework. In addition, the Human Resource Security 
protocol in the ISO/IEC 27001 Security Framework covers the Security Policy 
for Saudi Banks protocol. The Risk Mitigation protocol in the developed frame-
work covers two security protocols in the ISO/IEC 27001 Security Framework, 
i.e., access control and cryptography security controls. On the other hand, the 
Incident Response protocol in the developed framework covers three security 
protocols in the ISO/IEC 27001 Security Framework and NIST CSF, i.e., Security 
Incident Management, Respond, and Recover, respectively. 

The developed framework comprises a new protocol, i.e., Education and 
awareness security protocol, which is included in neither ISO/IEC 27001 
framework nor NIST CSF. Consequently, the developed framework could assist  
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Table 1. The existing validation techniques. 

ID Year Validation Technique Description 

1 1999 Machine-Aided [63] 
In this technique, the multi-graph  
machine is used for specific purposes. 

2 2004 
Leave-one-out cross 
Validation [64] 

This application is used to validate  
loss sensitive data, as well as the  
mathematical modeling purposes. 

3 2015 
Multistage Validation 
[62] 

The purpose of this technique is to be 
able to simulate various systems. 

4 2015 
Tracing/Traceability 
[62] 

This is a logical consistency checking 
technique that is used to evaluate the 
logical consistency of the  
framework/model against the  
domain model. 

5 2015 
Face Validity 
[62] 

This technique was developed to make 
sure the model or framework is  
complete, logical, and useful,  
which is why it is important. 

6 2005 
Cross-validation 
[61] 

It is a method for evaluating the  
accuracy of a model, which does not 
require any further examples to be  
examined prior to assessing the preci-
sion of the model. It is said to be also  
applicable to mathematical metamode-
ling. 

7 2021 
Comparison with 
other models 
[49] 

By comparing the domain model with 
the metamodel, its completeness,  
accuracy, and correctness could be  
determined. 

8 2006 
Bootstrap Approach 
[60] 

There are several advantages to  
bootstrapping over simulation in terms 
of computational efficiency. This  
software has been developed for the 
purpose of modeling simulations. 

9 2007 
Formal Ontology 
[65] 

This method uses ontological domains 
as a basis for its operation. During the 
course, a great deal of emphasis is  
placed on theories. 

10 2007 
Subjective Validation 
[66] 

The purpose of this method is to  
validate the framework, models, or me-
tamodels of analog circuits. 

11 2010 
Case Study 
[67] 

This technique is used to evaluate the 
processes through which metamodels  
are derived. 
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Table 2. Comparing the proposed framework with the ISO/IEC 27001 Security Protocols and NIST CSF. 

Developed 
Framework 

Components 

ISO/IEC 27001 Security Protocols NIST Cybersecurity 

Inform
ation Security policies 

O
rganizations of Inform

ation Security 

H
um

an Resource Security 

A
sset M

anagem
ent 

A
ccess C

ontrol 

C
ryptography 

Physical and Environm
ent Security 

O
perations Security 

C
om

m
unications Security 

System
 A

cquisition and M
aintenance 

Supplier Relationships 

Security Incident M
anagem

ent 

Business C
ontinuity m

anagem
ent 

C
om

pliance 

Identifying 

Protecting 

D
etecting 

Responding 

Recovering 

Security Policy 
for Saudi 
Banks 

                   

Safety for  
Saudi Banks 

                   

Saudi  
Information 
Bank 

                   

The  
Operations 
and Security  
of Saudi Banks 

                   

Saudi Banks’ 
Supplier  
Relationships 

                   

Risk  
Assessment 

                   

Risk  
Mitigation 

                   

Monitoring 
and Detection 

                   

Incident  
Response 

                   

Managed 
Business  
Continuity for 
Saudi Banks 

                   

Compliance                    

Education and 
Awareness 
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Saudi banks in developing specific security models, policies, protocols, processes, 
and procedures in line with their specific needs. 

3. Results and Discussion  

This study proposes an abstraction framework to be used by Saudi banks to 
identify, assess, and manage the security risks associated with bank investments 
in Saudi Arabia. The framework provides Saudi banks with a comprehensive set 
of tools, guidelines, and procedures for identifying, assessing, and managing se-
curity risks. The Saudi banks are advised to follow these high-level guidelines to 
reduce their risk exposure and to ensure the security of their customers’ data to 
minimize risk. As part of the first stage of the process of identifying and assess-
ing the security risks that Saudi banks face, the proposed framework identifies 
and assesses the possible security risks that the banks face. As a result, banking 
institutions can use this methodology to gain a better understanding of the cur-
rent risk environment in which they operate. This will enable them to take steps 
toward mitigating the risks they are exposed to. Further, it can identify any po-
tential weaknesses in a company’s workplace processes as well as potential 
threats to those workplace processes if they were to be identified. It is hoped that 
this framework will enable banks to determine where their resources should be 
allocated and what strategies they should adopt to mitigate the risk of future se-
curity breaches by determining where their resources should be allocated. 

In a nutshell, the proposed framework will enable banks, with the help of the 
framework, to develop their own security incident management standards that 
are well suited to the banks’ requirements, in line with the proposed framework. 
There is an important issue that banks should follow to ensure that adequate se-
curity measures are in place in order for them to be able to effectively respond to 
security threats. It is imperative that banks follow the guidelines outlined above 
to ensure that adequate security measures are in place. There are a few steps that 
need to be followed to achieve this goal. Several steps will need to be taken to 
prevent future data breaches from occurring in the future, such as developing 
policies regarding the notification of data breaches and responding to com-
plaints from customers to prevent such a situation from recurring in the future. 
Since the abstraction framework proposed in this paper allows banks to monitor 
and manage security risks continuously, banks will be able to monitor and man-
age security risks for a long time since the framework allows them to perform 
continuous monitoring and management of security risks for a long time. This 
security framework is a useful tool that banks can use to be able to continuously 
assess their security environment to make changes to it in accordance with how 
it evolves. Moreover, any potential threats or changes that may occur in the fu-
ture can be reviewed to determine whether any changes need to be made to the 
security plan in order to address any threats or changes that may occur in the 
future. Therefore, banks will be able to give their customers the peace of mind to 
know that they are always keeping up to date with the latest technological ad-
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vancements when it comes to their security operations. Thus, they can stay one 
step ahead of their competition by responding quickly to any emerging security 
issues, so that they can preserve their competitive advantage. 

There are numerous security frameworks today, but they are not as generic as 
our proposed framework. Despite the fact that their design may differ from one 
another, they are more universal in nature, meaning they are not tailored to 
meet the specific challenges that particular countries or regions encounter. 
Compared with the ISO 27000 series or the NIST 800-53 standards, these stan-
dards tend to provide a more granular approach to risk management. This is 
when compared to the ISO 27000 series or NIST 800-53 standards. These guide-
lines are based on broader international standards, such as ISO 27000 or NIST 
800-53, which are recognized around the world, and are based on broader inter-
national standards. Additionally, there’s a possibility that they may not contain 
the specificity and details that each country or region needs when dealing with 
their own unique security challenges and concerns when it comes to dealing 
with their own unique security challenges. In fact, it is a similar problem to what 
Saudi Arabia is facing at the moment. The purpose of this study is therefore to 
develop an abstraction framework to manage and control risks related to Saudi 
bank security in order to achieve a better level of risk management and control. 
Because it is tailored to the country’s and region’s specific needs, it provides a 
more detailed and comprehensive approach to risk management that is more 
comprehensive and detailed as a result of being tailored to its specific needs. As a 
result of the framework, not only can it offer greater refinement and customiza-
tion when it comes to risk management, but it can also offer greater granularity 
and customization when it comes to identifying and minimizing potential ha-
zards that may occur in the future. As a result, Saudi banks must provide inno-
vative programs aimed at educating their customers about security awareness. 
For them to be able to protect their employees against cyberattacks and cyber-
crime, they also need to ensure that they receive continuous training and educa-
tion to ensure that they are prepared for such events. It is highly recommended 
that Saudi banks consider this type of training as a long-term investment in the 
safety and security of both their customers and their employees over the long 
term. In the banking industry, this helps them maintain a well-deserved reputa-
tion for providing high-quality service. 

4. Conclusion 

This study developed an abstraction framework using the NIST Cybersecurity 
Framework and ISO/IEC 27001. The framework was aimed at managing and 
controlling the cyber threats Saudi banks are facing. Basically, the framework 
comprised 12 components, i.e., Saudi banks’ security policy, Saudi information 
bank, Saudi banks’ operations and security, Saudi banks’ supplier relationships, 
the risk assessment of Saudi banks, risk mitigation, monitoring and detection, 
incident response, securing the continuity of Saudi banks, ensuring compliance 
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with regulations, education, and awareness. The abstraction framework devel-
oped in this study helps Saudi banks manage security risks in a comprehensive, 
unified way. Furthermore, it offers guidance on how to identify, assess, and mi-
tigate security risks in a variety of environments. In future research, we will im-
plement the developed framework in a real-world situation to verify its effec-
tiveness. 
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