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Abstract 
We analyze the risks associated with teenagers’ online activities and the po-
tential migration of cyber threats originating from teenagers to their parents’ 
work-from-home (WFH) devices, even when defensive measures such as VPN 
are employed. Furthermore, we examine the serious implications these risks 
have on corporate security. Of particular concern, parents who work with con-
fidential corporate information, such as financial projections or product road-
maps, might find that their kids are targeted by hackers who seek an easier en-
try-point to home networks and eventually WFH devices. This paper is timely 
since there is a rising trend of hybrid work in white-collar professions, mixing 
traditional in-office work with WFH. The latter is increasingly done in split 
shifts, including work performed before breakfast or after dinner. While this 
shift offers numerous workforce advantages and helps teen-parent bonding, it 
also introduces a plethora of cybersecurity risks, especially when these devices 
and networks are shared with teenagers on home networks. We did a struc-
tured survey of 62 teens which confirms that risky online activity abounds, so 
the threat of risk migration onto corporate networks should not be ignored. 
We perform a migration risk assessment and identify which teen-origin risks 
are most likely to contaminate parents’ WFH devices. We evaluate 20 attack 
vectors and generate 60 risk ratings. We classify 29 as high risk, 8 as medium 
risk, 13 as low risk, and 10 as not relevant. We offer recommendations to mi-
tigate this new set of cyber risks. 
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1. Introduction 

Corporations have always been at risk from insecure networks and from a lack 
of cyber hygiene in their workforce [1]. This risk has risen in recent decades due 
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to the prevalence of remote work, which spikes after the recent pandemic, and is 
likely to continue to rise over the next decade [2]. 

A new underappreciated risk is that remote workers share a home network 
with their teenagers, and the latter have notoriously poor cyber hygiene. This 
paper focuses on a teen-origin risk scenario: increasing sophistication of hacking 
methods can migrate risks from teen devices to WFH devices. Although the use 
of VPNs by remote workers can safeguard corporate networks [3], we believe 
they are not adequate to prevent the aforementioned teen-origin risks. There is a 
specific risk that should be of particular concern to both parents and corpora-
tions: parents who work with confidential corporate information, such as finan-
cial projections or product roadmaps, might find that their kids are targeted by 
hackers who seek an easier entry-point to home networks and eventually their 
WFH devices. Although it is not widely prevalent yet, this risk is not negligible. 
As teens leave more digital footprints, it is likely they will increasingly become 
soft targets to gain access to their parents’ corporate devices. 

1.1. WFH Increases Teen-Parent Digital Interaction 

Although teens and parents have always occasionally interacted during the par-
ent’s workday, there has been a rise in such interaction. In the WFH era, hybrid 
work is more prevalent, and white-collar parents are more likely to intermix work 
and family activities, often splitting their workday into different periods, such as 
an hour of work before breakfast, a long workday broken up with a quick family 
lunch, and work again after dinner. 

In the last decade, there has been a dramatic shift in the way employees work, 
with remote work becoming more and more common. This change has been ac-
celerated by advancements in technology, global connectivity, and most impor-
tantly, the coronavirus pandemic, which forced organizations to adapt their op-
erations to keep their business alive [4]. As employees grow accustomed to the 
convenience of working from the comfort of their homes, the use of personal 
devices, such as desktops, laptops, smartphones, and tablets, for professional 
tasks has become increasingly prevalent. While this transition has been benefi-
cial in terms of flexibility, productivity, and work-life balance, it has also exposed 
corporations to more cybersecurity risks. 

One significant and often overlooked aspect of the remote work environment 
is the presence of teenagers within the household. With schools adopting digital 
learning platforms and remote learning opportunities, teenagers spend a consi-
derable amount of time online in activities on various internet-enabled devices 
[5]. However, the digital safety and online habits of teenagers significantly are 
far worse than those of their adult counterparts, making them susceptible to a 
range of cybersecurity threats. 

By examining the behavior and online habits of teenagers, the factors that 
contribute to their elevated exposure to cybersecurity risks can be explored [6]. 
Teenagers are inherently more susceptible to falling victim to social engineering 
tactics, impersonation, engaging in risky online behavior, and illegal content access, 
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all of which can lead to the compromise of remote work devices and networks. 
Teenager’s access to shared home Wi-Fi networks can serve as an attack vector 
on corporate devices, leading to data breaches, unauthorized access, backdoor 
access, and potentially jeopardizing lucrative and sensitive corporate informa-
tion [7]. 

The research also highlights the need for increased and adapted security meas-
ures on both personal and corporate devices. Weak security practices, such as 
redundant passwords or lack of software patching, can worsen the cybersecurity 
risks associated with teen users, increasing the potential for corporate exposure 
and exploitation [8]. 

1.2. Home Networks Host Both Safe and Unsafe Devices 

The interconnected nature of home networks also plays a critical role in ampli-
fying the cybersecurity risks associated with teen users. Unlike the traditional of-
fice environment, where corporate networks are separate from personal ones, 
remote work setups often, but not always, rely on the same shared Wi-Fi net-
works used by teenagers for their online activities. A security breach on a per-
sonal device could inadvertently provide an entry point for hackers to access 
corporate systems and sensitive data [9]. 

While some attention has been given to securing corporate devices and net-
works accessed by employees, the potential implications of teen users on corpo-
rate security have not been researched. Therefore, it is crucial to understand how 
the behaviors and practices of teenagers can inadvertently expose corporations 
to cyber threats. 

Adolescents, especially in their formative years, tend to be more socially active 
online and lack digital sophistication and maturity [10]. This makes them sus-
ceptible to falling prey to social engineering tactics, such as phishing scams and 
identity theft, which can lead to unauthorized access to work-related devices and 
sensitive corporate information. Moreover, the prevalence of risky online beha-
vior among teenagers, such as sharing personal information on social media, 
engaging in unsafe browsing habits, and downloading unverified applications, 
can introduce malware and other malicious software onto shared home net-
works. As these devices potentially coexist within the same network environ-
ment, corporate devices become vulnerable to attacks, potentially paving the way 
for data breaches and compromising organizational security [11]. 

Teenagers, like many users, may practice poor cybersecurity habits, such as 
using weak passwords, neglecting software updates, and failing to employ en-
cryption or multi-factor authentication. These vulnerabilities can significantly 
increase the potential for corporate exposure, as hackers can exploit the weakest 
link in the home network to infiltrate corporate resources. 

1.3. Assess Teen Risk to Corporate Devices 

We conducted a mixed methods survey with a variety of teens while respecting 
all applicable laws regarding contact with minors. A variety of questions were 
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asked regarding online habits and potential cybersecurity risks through negli-
gence and exposure. The data collected from this survey provided valuable in-
sights to decipher the prevalent cybersecurity risks and aid in formulating tar-
geted strategies to enhance their digital safety and awareness. 

To mitigate the risks arising from the presence of teen users in WFH envi-
ronments, it is imperative for corporations to implement robust security proto-
cols and proactive measures. Educating both teenagers and employees about the 
importance of cybersecurity best practices can foster a culture of vigilance and 
reduce the likelihood of falling victim to cyber threats. 

By recognizing and addressing the specific risks associated with teen behavior 
online, organizations can strengthen their defenses and protect their valuable 
assets. This research seeks to raise awareness about this critical issue, encourag-
ing stakeholders to prioritize cybersecurity education, employ appropriate secu-
rity measures, and adopt strategies that safeguard against potential breaches and 
ensure the confidentiality and integrity of corporate data in the ever-evolving 
landscape of remote work [12]. 

In conclusion, this research underlines the urgent need for heightened aware-
ness and proactive measures to address the cybersecurity risks arising from the 
presence of teenagers in WFH environments. Implementing robust security pro-
tocols, educating both teenagers and employees on cybersecurity best practices, 
and partitioning personal and corporate device usage are essential steps in safe-
guarding corporations against potential threats emanating from shared home 
networks. By understanding and addressing these risks, organizations can streng-
then their defenses and minimize the likelihood of breaches, ensuring the safety 
and confidentiality of their sensitive data in the growing field of remote work. 

2. Hypothesis 

Teen-origin risks can migrate to WFH devices and eventually put corporate net-
works at risk. Despite the use of safeguards like VPNs, teen cybersecurity vulnera-
bilities present significant risks to WFH devices due to the migration of risks from 
the teen’s to the parent’s device over home networks. The problem arises from a 
combination of factors, including teen’s limited awareness of cybersecurity risks, 
their inclination towards unsafe practices, and the lack of tailored education on 
safe online behavior. Despite some efforts to address the issue, our research 
contends that a comprehensive approach, encompassing targeted cybersecurity 
education for teens and the implementation of multi-layered security measures 
among corporations, is required to mitigate the risks effectively. The impact of 
this research extends beyond immediate risk reduction, fostering a more secure 
online environment and contributing to the creation of a cyber-aware generation 
capable of navigating the evolving cybersecurity landscape adeptly. 

3. Survey Results 

Quantitative and qualitative written surveys were used to survey 62 teens in the 
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age range of 14 - 18 years old. Teens were represented in a range of genders, so-
cioeconomic status, and technological literacy. Surveyees participated voluntari-
ly and provided personal information to provide credibility and ability for fol-
low-up questions. All personal information is kept confidential. The study de-
sign allowed for administering the survey without violating any laws or customs 
regarding the surveying of minors. Teens were asked closed and open-ended 
questions about their online behaviors and cybersecurity practices. Our survey 
was based on a structured questionnaire. Teens were contacted through social 
networking and interviewed on phone or in person. Their responses were rec-
orded and tabulated. If a question incorporated technical terminology, such as 
multi-factor authentication, additional information was imparted by the sur-
veyor to clarify the question. Those surveyors who provided outlier responses were 
then contacted for a follow-up qualitative review to uncover the underlying rea-
sons for their response and this information was useful in refining our afore-
mentioned hypothesis. 

The use of the surveys allows for the insight into specification of risks and 
quantification of vulnerabilities. The data collected through the survey can con-
tribute to broader cybersecurity research, enrich the understanding of cyberse-
curity risks among different demographics and shed light on potential emerging 
threats. 

Findings 

As shown in Figure 1, a significant amount of teens live in households with 
access to WFH devices. Teens living in a household with WFH devices might 
expose those devices to potential cybersecurity vulnerabilities [13]. Given the 
growing prevalence of remote work setups, shared device and home network 
usage with family members worsen the risk of unintentional data exposure and 
unauthorized access to sensitive information. 

Engaging in certain online activities carries inherent risks, including potential 
cybersecurity and legal concerns. For instance, accessing copyrighted content 

 

 

Figure 1. Teen’s parents working from home. 
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through illegal streaming or downloads may lead to legal consequences due to 
copyright infringement. Similarly, downloading files from unauthorized sources 
could inadvertently introduce malware, viruses, or malicious software onto the 
user’s device, jeopardizing its security and privacy. Additionally, clicking on for-
eign links, unknown texts, or emails poses a risk of falling prey to phishing at-
tacks, wherein malicious entities attempt to steal sensitive information or deploy 
harmful software. Interacting with advertisements could inadvertently expose 
users to drive-by downloads or redirect them to phishing sites, leaving their 
personal data vulnerable [14]. Public networks may also be breeding grounds for 
cybercriminals, exposing users to eavesdropping and data interception. As illu-
strated in Figure 2, almost all teens surveyed access public networks. Even down-
loading free games from unofficial sources can lead to the inadvertent installa-
tion of malware, thus compromising device integrity. Furthermore, typographi-
cal errors in URLs can inadvertently direct users to malicious websites posing as 
legitimate ones, facilitating data theft or malware installation. 

When drilling down the illegal access category, surveyors disclosed what 
forms of streaming and downloading they participated in. As shown in Figure 3, 
TV and sports streaming are common forms of illegal entertainment, which are 
accessed through disreputable and potentially malicious websites. Downloads are 
also potentially dangerous and are generally capable of delivering worse malware 
than attacks on a browser. 

As shown in Figure 4, the majority of teens use just a couple of passwords for 
all their online accounts. Reusing passwords across multiple accounts presents 
an array of potential risks that users should be aware of. One significant concern 
is that a security breach on one platform may lead to unauthorized access to 
other accounts using the same password [15]. Cybercriminals are increasingly 
adept at exploiting this vulnerability, employing automated tools to gain access 
to various online services once they have compromised a single set of login cre-
dentials. This practice, known as “credential stuffing”, puts users at heightened 
risk of identity theft, financial fraud, and privacy invasion. Furthermore, reusing 
passwords undermines the effectiveness of security measures such as two-factor 

 

 

Figure 2. Teen vulnerability exposure. 
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Figure 3. Illegal access of entertainment. 

 

 

Figure 4. Number of passwords used. 

 
authentication, rendering these additional layers of protection less effective against 
determined attackers. 

As illustrated in Figure 5, the majority of teens do not use antivirus on their 
personal computers. When antivirus is used, it is commonly a free antivirus, and 
rarely paid for. Not utilizing antivirus protection or relying solely on free antivi-
rus software introduces considerable cybersecurity risks that users should be 
cautious of. Without any antivirus, devices are left vulnerable to a wide range of 
malware, such as viruses, trojans, and ransomware, which can compromise sen-
sitive data and harm system integrity [16]. Cybercriminals constantly exploit such 
unprotected systems, seeking to gain unauthorized access, steal personal infor-
mation, or launch damaging cyberattacks. Moreover, opting for free antivirus 
solutions might provide basic protection but often lacks advanced features and 
timely updates that paid options offer. This limitation hinders the ability to detect 
and neutralize emerging threats effectively. As a result, users employing free an-
tivirus software may be more susceptible to evolving malware and targeted at-
tacks, potentially leading to severe consequences for both individuals and or-
ganizations. 
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Figure 5. Antivirus use. 
 
As presented in Figure 6, teens commonly accept friend requests from users 

with low numbers on mutual friends. This behavior exposes teens to potential 
social engineering attacks and privacy breaches [17]. Accepting requests from 
strangers or accounts with few mutual connections increases the likelihood of 
encountering fake profiles or malicious actors posing as friendly acquaintances. 
The percentage of teens who accept requests with no mutual relations are most 
vulnerable. These individuals may attempt to gather personal information or en-
gage in phishing attempts, exploiting the trusting nature of teenagers. Further-
more, accepting such requests can lead to inadvertent exposure of private posts 
and personal details to unknown individuals, compromising online safety. 

The variations in security levels among different internet browsers are a cru-
cial aspect that necessitates careful consideration. As shown in Figure 7, teens 
use a variety of browsers, with Safari and Chrome as the most common. Each 
browser employs distinct security features and protocols to safeguard users from 
online threats. While some browsers may prioritize enhanced privacy and pro-
tection, others might focus on user-friendly features, which could potentially 
compromise security. Browser developers continually release updates and patches 
to address emerging vulnerabilities, but the effectiveness of these measures can 
differ significantly across browsers [18]. Moreover, some browsers may have more 
robust security extensions or built-in protections against malware, phishing, and 
other cyber risks. Browsers like Chrome and Safari have generally reputable se-
curity, while other browsers like TOR allow for access to disreputable or dan-
gerous internet sites. 

As illustrated in Figure 8, almost all teens surveyed do not use any form of 
VPN. VPN usage can offer security benefits for users, particularly when access-
ing the internet from public Wi-Fi networks or attempting to protect their on-
line privacy [19]. The use of free VPNs comes with several notable downfalls. 
While they may appear appealing due to the absence of subscription fees, free 
VPN providers often have hidden costs. Some free VPNs might log and sell us-
er’s browsing data to advertisers or third parties, negating the very privacy they 
promise to protect [20]. The majority of teens surveyed use no VPN, indicating 
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Figure 6. Number of mutual friends required to accept friend requests. 
 

 

Figure 7. Internet browsers used. 
 

 

Figure 8. VPNs used. 
 

they are at risk when accessing public networks or unsecured websites [21]. 

4. Migration Risk Assessment 

For 20 unique attack vectors, the risk of migration of malware from a teen’s de-
vice over a home network onto a WFH device can be categorized into Low, Me-
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dium, and High risk categories. Different attacks are categorized into malware, 
social, distributed, parameter, and advanced. These 20 attack vectors are the 
most common and impactful attacks that are capable of exploiting this vulnera-
bility. While other attacks exist, such as War Driving, Evil Twin, or Vishing at-
tacks, the practical application of these attacks within the objectives of the re-
search is negligible. War Driving attacks in which an attacker drives past build-
ings with insecure networks were responsible for corporate data breaches in the 
past, such as the Forever 21 data breach in 2017, but are likely ineffective against 
WFH devices due to the network overlap existing with residential communities. 
Evil Twin attacks where a malicious network access point is planted within a 
trusted network are effective, but usually require a technologically advanced ma-
licious insider within a network, or in this case a household. While Vishing is a 
form of Phishing and is effective against employees, it requires a trained AI model 
to replicate the voice of employers which is a resource intensive operation un-
likely to be used to coerce a base-level employee, and thus not relevant to our 
concerns about teen-origin migration risk. 

The risk score is calculated based on the likelihood that a successful penetra-
tion by a given attack can fully compromise a user’s device, then be sent through 
TCP and UDP packets in data streams over a WPA2 home network and being 
met with a three-way handshake FIN/ACK packet on a WFH device, regardless 
of VPN use. For example, teens may download games or entertainment from 
free distributors and unknowingly infect their devices. Without any actions by 
the teen, a teen’s device infected with a worm can allow the worm to migrate to 
the home router. Thereafter it can travel over the home network onto a WFH 
device, infecting a corporation. A teen’s personal device infected with spyware 
could be used to capture network traffic and compromise a WFH device, cap-
turing corporate login information. When clicked, a link awarding a teen with 
money or any incentive can fully compromise any device. The teen may forward 
a compromised link to a WFH device, which in turn infects the corporation. A 
teen might purchase a used audio speaker or other auxiliary devices on eBay, 
unaware that it has corrupted firmware. When that device connects to WiFi it 
could exploit the home network and eventually the WFH devices. 

4.1. Malware 

Malware attacks refer to malicious activities in which cybercriminals use various 
forms of software or code to gain unauthorized access to systems, disrupt opera-
tions, steal sensitive information, or cause other harmful effects [22]. Malware is 
a broad term encompassing different types of malicious software, each with spe-
cific functionalities and objectives. Here are some common forms of malware at-
tacks: 

Trojans, being a staple attack vector, are a type of malware that cunningly mas-
querades as useful software. Teenagers, unaware of the risks, may inadvertently 
infect their devices when downloading games or entertainment from free dis-
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tributors. Additionally, in their quest for better performance, teens might tinker 
with the home router’s configuration settings, inadvertently compromising se-
curity and weakening firewalls. While WFH devices typically block downloads, 
the potential impact of a successful intrusion over the home network is immense 
and should not be underestimated. 

Worms rank among the most destructive forms of malware, capable of auto-
nomously traversing networks without user intervention. For example, if a teen’s 
device becomes infected with a worm, it can spread to the home router without 
requiring any actions from the user. From there, it can easily propagate across 
the home network and infiltrate a WFH device, potentially infecting an entire 
corporation. Despite corporate VPNs aiming to keep connections private, worms 
and viruses often find ways to breach security before the transport layer of the OSI 
model, posing a significant threat to organizational cybersecurity [23]. 

Adware is a frequently encountered but relatively low-impact form of mal-
ware. However, when a trojan is downloaded, it may activate adware, leading to 
the display of intrusive ads and increased device resource usage. WFH devices 
are typically configured to block adware, minimizing the risk. For example, in 
the pursuit of time-sensitive shopping deals, teenagers might act impulsively. 
For instance, they may come across a lightning deal offering a significant discount 
on a popular sneaker. To capitalize on the opportunity, they could forward the 
deal link to a parent for purchase. Unfortunately, if the parent happens to be 
working from home at that moment, opening the link on a WFH device could 
inadvertently compromise both the device and the corporate network. 

Spyware, a highly impactful malware, poses a significant challenge to detec-
tion. Operating stealthily in the background, it silently records and transmits all 
user input. If a keylogger is part of the spyware, it can clandestinely capture user-
names and passwords as they are typed. For example, when a teen’s personal de-
vice gets infected with spyware, it becomes a potential threat to the entire home 
network. The spyware could intercept network traffic, compromising a WFH 
device and gaining access to corporate login credentials. Although WFH devices 
are typically protected by VPNs, there are instances when the VPN may go of-
fline, leaving the device vulnerable to spyware that originated from a different 
device within the home network [24]. Vigilance and robust security measures 
are essential to defend against such threats effectively. 

Macro Viruses are a type of viruses that infect devices when viewing or editing 
text or photo documents. They are particularly prevalent in applications like 
Microsoft Word and Excel, where macros are commonly used. For example, 
while seeking homework or test answers innocently, a teen may open a seemingly 
harmless text document and unknowingly infect their device with a macro virus. 
Moreover, if a teen receives a fake email containing a document supposedly from 
their school, they might forward it to a parent’s WFH device. If the parent opens 
the document, the macro virus embedded within it will be triggered, potentially 
causing harm to the WFH device. Awareness of this threat and cautious han-
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dling of documents can help mitigate the risks posed by macro viruses. 
In Table 1 below, we summarize the above discussion and perform a complete 

malware risk assessment. 
 

Table 1. Malware risk assessment. 

ATTACK VECTOR TEEN’S DEVICE HOME NETWORK WFH DEVICE 

Trojans High N/A Medium 

Worms High High High 

Adware High N/A Low 

Spyware High High High 

Macro Virus Medium N/A High 

 

VECTOR WHAT HOW 

Trojans 
Trojans are a staple attack vector. Trojans 

are malware that disguises themself as  
useful software. 

Teens may download games or entertainment from free distributors and 
unknowingly infect their devices. To improve performance, the teen 

may also alter the home router’s configuration settings, which  
inadvertently downgrades security or weakens firewalls. WFH devices 

are commonly configured to block downloads, but the impact of a  
successful intrusion over the home network is immense. 

Worms 

Worms are one of the most destructive 
malware. Worms are able to travel over 
networks without any action by users on 

devices. 

Without any actions by the teen, a teen’s device infected with a worm 
can allow the worm to migrate to the home router. Thereafter it can 

travel over the home network onto a WFH device, infecting a  
corporation. While corporate VPNs attempt to keep connections mostly 
private, worms and viruses often are able to infiltrate systems before the 

transport layer of the OSI model. 

Adware 

Adware is a common malware and  
generally low impact. A downloaded trojan 
may run adware, displaying ads and using 

up device resources. WFH devices are 
commonly configured to block adware. 

A teen incentivized by a time-based shopping deal can act rashly. For 
example, a lightning deal on a hot sneaker at a deep discount. The link 

may be forwarded to a parent to purchase the product, and by chance, if 
the parent is on work hours, the link may be opened on a WFH device. 

This link can compromise the device and the corporate network. 

Spyware 

Spyware is a high-impact malware that is 
difficult to trace. Spyware may run in the 

background of a device, storing and  
transmitting all user input. A keylogger  

can capture usernames and passwords when 
typed in. 

A teen’s personal device infected with spyware could be used to capture 
network traffic and compromise a WFH device, capturing corporate 

login information. Although the WFH device is likely protected by the 
use of a VPN, sometimes the VPN can be offline and expose the device 

to spyware that originated on a different device within the home  
network. 

Macro  
Virus 

Macro Viruses are viruses that infect a  
device when viewing or editing a text or 

photo. Macro Viruses are most common in 
applications like Microsoft Word and Excel. 

A teen looking for homework or test answers may open up a text  
document and inadvertently infect his device. A teen may also receive a 
fake email with a document that appears to be from school and forward 
it to a parent’s WFH device, which will launch a macro virus when that 

document is opened. 
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4.2. Social Attacks 

Social attacks refer to deceptive tactics used by cybercriminals to manipulate in-
dividuals into divulging sensitive information, providing access to systems, or 
performing certain actions that benefit the attacker. These attacks exploit human 
psychology and trust to bypass technical security measures and gain unautho-
rized access to data, systems, or networks [25]. 

Unsecured public networks present a significant risk for malicious actors, of-
ten referred to as black hats. Data transmitted over such networks is unencrypted, 
making it vulnerable to sniffing and various Man-in-the-Middle (MITM) attacks, 
like session hijacking. WFH devices connected to public networks become high- 
risk, high-impact targets. To mitigate these risks, it is essential to connect only to 
password-protected WPA2 or WPA3 networks. For example, teens accessing 
public networks at school or cafes may unknowingly expose themselves to sniff-
ing and packet capture, potentially leading to data breaches or malware infections. 
Vulnerabilities exposed on public networks can extend to the home network, 
making WFH devices susceptible to attacks. Even when using Virtual Private Net-
work (VPN) tunneling for corporate network access, complete security cannot be 
guaranteed, creating a false sense of safety. In cases where VPN kill switches fail, 
WFH devices may be temporarily exposed to public network traffic, offering mali-
cious hackers the opportunity to intrude and establish back doors [26]. Careful 
network selection and reliable VPN solutions are crucial for maintaining cyber-
security while using public networks. 

Phishing remains highly effective, especially among users lacking cybersecuri-
ty awareness, with youth and teens being common targets. Despite efforts to edu-
cate WFH users about detecting phishing attempts, it still accounts for the majori-
ty of corporate breaches. For example, a seemingly innocent link promising 
money or incentives can fully compromise a teen’s device when clicked. If the 
teen unknowingly forwards the compromised link to a WFH device, it can then 
infect the entire corporation, creating a pathway for potential security breaches. 
Vigilance and continuous cybersecurity training are essential to combat this 
pervasive threat. 

Social Engineering is a wide-ranging term covering malicious actions that 
target humans instead of computers. Its potency lies in exploiting the weakest 
link in cybersecurity: humans themselves. Often, teens fall victim to catfishing, 
where they unknowingly share personal details, leaving them vulnerable to ex-
ploitation. Such exploits enable attackers to traverse networks and gain access to 
WFH devices. Remote workers, in particular, are susceptible to instructions from 
an attacker impersonating a superior, potentially leading to actions that under-
mine the security of their own corporation. Heightened awareness and educa-
tion on Social Engineering are essential to safeguard against these manipulative 
tactics. 

In Table 2 below, we summarize the above discussion and perform a complete 
social attacks risk assessment. 
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Table 2. Social attacks risk assessment. 

ATTACK VECTOR TEEN’S DEVICE HOME NETWORK WFH DEVICE 

Public Network High N/A Medium 

Phishing High N/A Medium 

Social Engineering High High High 

 
VECTOR WHAT HOW 

Public  
Network 

An unsecured public network is a ripe attack vector 
for black hats. Data in transit will be unencrypted, 
vulnerable to sniffing, and various MITM attacks 

like session hijacking. WFH devices on public  
networks will be high-risk, high-impact targets.  
Only join password-protected WPA2 or WPA3 

networks. 

A teen accessing a public network at school or at a cafe may 
inadvertently expose them to sniffing and packet  

capture. Vulnerability exposure can lead to infection, and 
WFH devices are susceptible once on a home network. WFH 

devices on public networks are susceptible as well. VPN 
tunneling to corporate network access is rarely foolproof and 
often gives a false sense of security. When VPN kill switches 

fail, WFH devices may be temporarily exposed to public 
network traffic, giving malicious hackers more than enough 

time to intrude and create back doors. 

Phishing 

Phishing is extremely successful with users  
uneducated about cybersecurity, and commonly 

targets youth and teens. WFH users may be  
educated to detect phishing attempts, yet  

phishing accounts for most corporate breaches. 

When clicked, a link awarding a teen with money or any 
incentive can fully compromise any device. The teen may 

forward a compromised link to a WFH device, which in turn 
infects the corporation. 

Social 
Engineering 

Social Engineering is a broad term that encompasses 
all malicious actions targeting humans rather than 

computers. Social Engineering can be extremely 
powerful and effective, as it exploits the weakest  

link in cyber security, humans. 

Commonly, teens are catfished into giving out personal  
details, allowing exploitation of a home network. This  

channel allows attackers to travel over the network to WFH 
devices. The malicious actor may then instruct remote 

workers to undermine their corporation by impersonating a 
superior. 

4.3. Distributed Attacks 

Distributed attacks are a type of cybersecurity threat in which multiple compro-
mised devices, often referred to as a botnet, work collectively to carry out an at-
tack. The distributed nature of these attacks makes them more challenging to 
defend against, as they leverage numerous resources and attack vectors simulta-
neously. 

Denial of Service (DoS) attacks, while uncommon, can cause significant dis-
ruptions to corporations. These attacks are usually not directed at individuals, but 
a compromised device belonging to an individual can be weaponized to launch a 
DoS attack against a network or a WFH device, ultimately affecting the entire 
corporation’s network. If a teen’s device on a home network becomes infected 
with common malware, it can easily spread through the router and infect a WFH 
device. In scenarios where the malicious actor’s objective is to bring down a cor-
poration rather than steal from it, they may opt for a DoS attack. Even if a VPN 
safeguards the connection between the WFH device and the corporate network, 
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the VPN itself can fall victim to a DoS attack. Spoofing outgoing VPN connec-
tions via session flood can overwhelm the VPN’s resource allocation, leading to 
potential service disruptions. Vigilance and strong cybersecurity measures are 
essential to protect against such attacks. 

Ransomware is an extremely profitable method of attack that involves cap-
turing sensitive information and demanding a ransom for its release. Even tee-
nagers are not immune to this threat. For example, embarrassing or illegal mes-
sages, photos, or videos may be seized and used as leverage for extortion. In some 
cases, victims are coerced into carrying out secretive actions, like compromising 
their employers, such as a teen being manipulated into downloading malware on 
a parent’s WFH device. Lucrative information is often transmitted through VPN 
tunnels, as users may falsely believe that VPNs provide complete security, un-
wittingly aiding black hat hackers in their data capture endeavors. Unfortunate-
ly, many corporations targeted by ransomware find themselves with little choice 
but to pay the exorbitant ransom demands to safeguard their sensitive informa-
tion. Vigilance, robust security measures, and proper education on cybersecurity 
are essential in combating this lucrative and damaging form of attack. 

A Watering Hole Attack involves a deceptive tactic where a commonly visited 
website suddenly becomes malicious or gets hijacked, leading to the infection of 
trusting users. Teens who frequent illegal movie streaming may come across a 
site that appears safe. However, teens may access the site and expose themselves 
to previously inactive malware. Once the user’s trust is established, the attackers 
exploit it to inject malware into the teen’s device. While WFH devices are some-
times configured to prevent Watering Hole Attacks, it’s worth noting that the 
attack vector may still originate from a website trusted by the corporation. Vi-
gilance and stringent security measures are crucial in defending against this 
stealthy and dangerous form of cyberattack. 

IoT Attacks involve the manipulation of household network devices such as 
thermostats and AI assistants to target other devices connected to the same net-
work. For instance, an unsuspecting teenager might acquire a second-hand au-
dio speaker or other auxiliary gadgets from an online marketplace like eBay, 
without realizing that these devices have been compromised with malicious 
firmware. Once these compromised devices join the WiFi network, they can be 
used to exploit vulnerabilities within the home network and potentially com-
promise WFH devices [27]. Despite the use of VPNs, it’s often challenging to 
prevent IoT attacks because the IoT devices have unrestricted access within the 
network using full credentials [28]. 

In Table 3 below, we summarize the above discussion and perform a complete 
distributed attacks risk assessment. 

4.4. Parameter Attacks 

Parameter attacks, also known as injection attacks, are a type of cybersecurity 
threat that exploits vulnerabilities in applications or systems where user-supplied  
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Table 3. Distributed attacks risk assessment. 

ATTACK VECTOR TEEN’S DEVICE HOME NETWORK WFH DEVICE 

Denial of Service Low High High 

Ransomware Medium N/A High 

Watering Hole Attack High N/A Medium 

IoT Attack Medium High Medium 

 
VECTOR WHAT HOW 

Denial of  
Service 

Denial of Service is an uncommon  
attack but can be disruptive to  

corporations. DOS is rarely used on 
individuals, but any individual’s device 
may be compromised with malware to 
perform a DOS against a network or a 

WFH device to bring down a  
corporation’s network. 

Any common malware infected on a home network through a teen’s 
device can spread through the router onto a WFH device. If the  

malicious actor’s goal is to bring down a corporation rather than steal 
from it, then a DOS attack can be performed. If a VPN guards the 

connection between the WFH device and the corporate network, the 
VPN itself can be a victim of DOS. Outgoing VPN connections can be 
spoofed via session flood, overloading the VPN’s resource allocation. 

Ransom-Ware 
Ransomware is a highly lucrative  

attack vector involving the capture  
of information for ransom. 

A teen’s embarrassing or illegal messages, photos, or videos may be 
captured and held for ransom. Victims may be coerced into  
performing clandestine acts, commonly compromising their  

employers, such as a teen being coerced into downloading malware on 
a parent’s WFH device. Lucrative information is often passed through 

VPN tunnels due to a false sense of security provided by VPNs,  
allowing for better data capture by black hats. Corporations victim to 
ransomware often have no choice but to pay the egregious ransom. 

Watering  
Hole Attack 

A Watering Hole Attack is a website 
commonly used that suddenly turns 
malicious or is hijacked, and trusting 

users are infected. 

Teens going to illegal movie streaming sites may trust one as it has 
never had malware. Once trust has been established, it is exploited to 

infect a user’s device with malware. WFH devices are sometimes  
configured to prevent WHA, but many times the attack vector is from 

a site trusted by the corporation. 

IoT Attack 

Internet of Things Attacks uses home 
network devices like thermostats 
or AI assistants to exploit devices  

connected to the network. 

A teen might purchase a used audio speaker or other auxiliary devices 
on eBay, unaware that it has corrupted firmware. When that device 

connects to WiFi it could exploit the home network and eventually the 
WFH devices. VPNs are many times unable to prevent IOT  

attacks due to IOT devices residing inside of the network with full 
credentialed access. 

 
data is not properly validated or sanitized before being processed. In these at-
tacks, malicious inputs are inserted into input fields or parameters, tricking the 
application into executing unintended commands or actions. The goal of para-
meter injection attacks is to manipulate the application's behavior to gain unau-
thorized access, extract sensitive information, or execute arbitrary code. 

SQL Injection is an attack primarily directed at websites or services, with indi-
viduals rarely being targeted. However, a WFH device infected with malware can 
become a conduit for SQL code injection into a corporate website or database, 
potentially leading to privilege escalation and exploitation. Once a WFH device 
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is compromised, it may grant remote access to a malicious actor, enabling them 
to inject false queries into a corporate parameter. This can be further exacer-
bated if the attacker gains access using the WFH user’s credentials, allowing for 
privilege escalation. However, it’s worth noting that this path of attack is highly 
improbable, so there’s no immediate need for significant concern. Nevertheless, 
it’s crucial to maintain robust cybersecurity practices and implement security 
measures to safeguard WFH devices and corporate networks against potential 
SQL Injection and other cyber threats. Prevention and vigilance remain key to 
maintaining a secure digital environment. 

Cross-Site Scripting (XSS), akin to SQL Injection, involves injecting malicious 
reference code into a parameter, primarily targeting corporate websites and da-
tabases, leading to insecure referencing of the user interface. Much like SQL In-
jection, an infected device on the network can open the door for a cross-browser 
directory traversal attack, potentially compromising a corporate device. The pres-
ence of appliance sprawl in corporate architecture can increase the vulnerability 
to XSS attacks, mainly due to insufficient patch management and application 
hardening. To bolster cybersecurity defenses, proactive measures such as regular 
patch updates and robust application hardening practices should be implemented 
across corporate networks. This will help mitigate the risks associated with XSS 
attacks and ensure a safer digital environment for both companies and their us-
ers. 

Credential Stuffing is a potent attack method wherein a list of usernames and 
passwords obtained from one platform is used to gain unauthorized access to 
another platform. This attack proves highly effective, especially after a single da-
ta breach that exposes user credentials. For example, a teen who unknowingly 
uses their parent’s username and password on a website with a known data leak 
could inadvertently compromise the parent’s corporate login. Many remote work-
ers fall into the habit of reusing the same password or a couple of passwords 
across multiple platforms, making them vulnerable to such attacks. As such, it’s 
essential for individuals to practice good password hygiene, employing unique 
and strong passwords for each platform to mitigate the risks associated with 
Credential Stuffing. 

A Brute Force attack is a method wherein random strings of characters are 
repeatedly input into parameters to gain unauthorized access. These attacks have 
low probabilities of success and are highly resourceintensive. While Brute Force 
attacks are not commonly employed against individuals, social engineering can 
be used to target a teen, granting access to their home network. Once inside, the 
attacker may proceed with a brute force attack on the corporate network’s login 
or capture login elements to execute an offline brute force attack, evading detec-
tion. VPNs or firewalls often struggle to thwart Brute Force attacks, as attackers 
exploit legitimate surfaces of applications or websites for their malicious intents. 
Comprehensive cybersecurity measures, including strong authentication proto-
cols and regular updates, are essential to safeguard against such attacks. 
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In Table 4 below, we summarize the above discussion and perform a complete 
parameter attacks risk assessment. 

4.5. Chain Attacks 

Chain attacks, also known as chained attacks, refer to cyber threats that involve 
the combination of multiple attack techniques or exploits in a coordinated 
manner to achieve a specific objective. These attacks are complex and sophisti-
cated, leveraging various vulnerabilities and attack vectors to evade detection 
and accomplish their goals. The term “chain” signifies the sequential execution 

 
Table 4. Parameter attacks risk assessment. 

ATTACK VECTOR TEEN’S DEVICE HOME NETWORK WFH DEVICE 

SQL Injection N/A N/A Low 

Cross-Site Scripting Low N/A Low 

Credential Stuffing High Low High 

Brute Force Attack Low Low Low 

 
VECTOR WHAT HOW 

SQL  
Injection 

SQL Injection is an attack targeted towards 
websites or services and rarely targets  

individuals. Malware on a WFH device may 
allow SQL code injection into a corporate  
website or database, allowing for privilege  

escalation and exploitation. 

An infected WFH device may allow remote access for a black hat 
to inject false queries into a corporate parameter, with the added 
bonus of privilege escalation from the WFH user’s credentials. 
However, this is an extremely unlikely path of attack hence we 

need not worry about it. 

Cross-Site 
Scripting 

Cross-Site Scripting, similar to SQL Injection, 
may inject malicious reference code into a 

parameter. Corporate websites and databases 
are targeted to allow for insecure referencing of 

a user interface. 

Similar attack methodology as SQL Injection. An infected  
device over the network may allow a cross-browser directory, 
compromising a corporate device. Teens accessing streaming 

websites with certain cookies enabled that run Javascript could 
allow for XSS attacks. Appliance sprawl in WFH corporate  
architecture can lead to XSS attacks due to a lack of patch  

management and application hardening. 

Credential 
Stuffing 

Credential Stuffing is an attack where a set of 
usernames and passwords is discovered on a 

platform, and those credentials are used to gain 
access to another platform. Credential Stuffing 

is highly effective for targeting users after a 
single data breach. 

A teen who uses a parent’s username and password on a website 
with a data leak may inadvertently compromise the parent’s  

corporate login, as many remote workers reuse just a single or a 
couple of passwords for all platforms. 

Brute Force 
Attack 

A Brute Force attack is an attack that inputs 
random strings of characters into parameters 
to attempt to gain access. Brute Force attacks 
have low probabilities of being successful and 

are extremely resource intensive. 

Although brute force attacks are not commonly used to target 
individuals, social engineering may be used on a teen to gain 

access into a home network, allowing the black hat to brute force 
attack the login to a corporate network or capture login elements 

and brute force attack offline to avoid detection. VPNs or  
firewalls struggle to stop brute force attacks as many brute force 

attacks are employed through a legitimate surface of an  
application or website. 
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of different attack stages, with each stage building upon the success of the pre-
vious one [29]. 

MITM attack has severe consequences as it enables a black hat to intercept, 
capture, and replay data exchanged between devices and networks. For instance, 
if teens access an illicit website, they could become a victim of a Man-in-the- 
Middle (MITM) attack. The attacker could then intrude on the home network 
and exploit a third-party VPN connecting the teen’s WFH device to a corporate 
database. Once inside, the attacker gains access to outgoing connections, allow-
ing them to capture or spoof data undetected. Vigilance in online activities and 
strong security measures are crucial in protecting against such dangerous MITM 
attacks. 

This form of attack specifically targets user devices during product transit, 
wherein malicious services are uploaded onto legitimate products through phys-
ical capture or insider involvement. Imagine a scenario where a teen purchases a 
phone from a third-party seller offering a tempting discount. Unfortunately, the 
phone comes pre-installed with malware that, upon connection to the home 
network, spreads to the WFH device. Additionally, the WFH device could be in-
tercepted while in transit, have spyware installed, and then be put back into transit. 
Such a supply chain attack may also occur at the software level, where corporate 
VPNs could be compromised before being implemented at client companies. As a 
result, VPN spyware or data capture could be covertly configured at the root level. 
To prevent and detect such attacks, heightened awareness, careful purchasing prac-
tices, and robust cybersecurity measures are crucial at both individual and cor-
porate levels. 

In Table 5 below, we summarize the above discussion and perform a complete 
chain attacks risk assessment. 

 
Table 5. Chain attacks risk assessment. 

ATTACK VECTOR TEEN’S DEVICE HOME NETWORK WFH DEVICE 

Man in the Middle High High High 

Supply Chain Attack Low High Low 

 
VECTOR WHAT HOW 

Man in the 
Middle 

This is a high-impact attack and 
allows a black hat to sniff, capture, 
and replay traffic between devices 

and networks. 

A teen accessing an illicit website may be a victim of MITM, which may  
intrude on the home network and gain access to a WFH device’s corporate 

connection through a third-party VPN connecting the WFH device to a  
corporate database. Once access has been gained, outgoing connections may 

be captured or spoofed. 

Supply Chain 
Attack 

This targets user devices while the 
products are in transit, and it  
uploads malicious services to  
legitimate products through  

physical capture or a malicious  
insider. 

A teen that buys a phone through a third-party seller that offers a lower price 
may inadvertently expose the home network to malware pre-installed on the 

device. The malware can spread over the network to a WFH device, or  
possibly a WFH device could be captured in transit, have spyware installed, 

then put back in transit. A supply chain attack could also occur at the software 
level. Corporate VPNs could be hijacked before implementation at client 

companies, and a form of VPN spyware or data capture could be configured  
at the root level. 
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4.6. Advanced Attacks 

Advanced attacks are highly sophisticated and stealthy cyberattacks carried out 
by skilled and well-funded adversaries, such as nation-state actors, organized 
cybercrime groups, or advanced hacking organizations. These attacks are cha-
racterized by their ability to remain undetected for extended periods, often span-
ning weeks, months, or even years, as the attackers meticulously plan and ex-
ecute their objectives. 

An Advanced Persistent Threat (APT) refers to a stealthy attacker that remains 
undetected within a network or device for an extended period. For instance, if a 
teen’s device gets infected and becomes part of an APT, it could serve as the start-
ing point for the attack, moving through the router to infiltrate the network. 
APTs typically target high-level entities and can traverse from a WFH device in-
to a company’s database, hiding within VPN tunnels or operating system rootkits. 
These APTs consistently gather sensitive company information while avoiding de-
tection. Even after seemingly remedying the APT, backdoors installed at the kernel 
level may allow for re-entry, creating an ongoing security challenge. Vigilance, 
sophisticated cybersecurity tools, and regular security audits are essential in de-
tecting and mitigating APTs to protect valuable company assets. 

A Zero Day Attack (ZDA) represents the most perilous form of cyber attack. 
It involves a completely novel attack that lacks any known patches or preventive 
measures. Some of the largest and most notorious cyber attacks in history fall 
under the category of ZDAs, with the potential to cripple nation-states or sabo-
tage critical infrastructure, like the infamous Stuxnet attack that targeted nuclear 
weapons centrifuges. A ZDA can manifest in various ways, making it extremely 
challenging to defend against. Large tech corporations are particularly vulnera-
ble targets for such attacks. The ramifications of a ZDA can be catastrophic, 
ranging from theft of critical intellectual property to the compromise of entire 
company databases. Due to their unpredictable nature and lack of preventive 
measures, ZDAs pose an ongoing and formidable threat to cybersecurity world-
wide. Proactive security measures, constant vigilance, and prompt responses are 
vital in minimizing the impact of these highly dangerous attacks. 

In Table 6 below, we summarize the above discussion and perform a complete 
advanced attacks risk assessment. 

5. Recommendations 

To enhance the online safety of a WFH environment where teens are present, a 
multifaceted approach is essential. This is particularly important when parents 
work with confidential corporate information, such as financial projections or 
product roadmaps. They might find that their kids are targeted by hackers who 
seek an easier entry-point to home networks and eventually their WFH devices. 

First and foremost, comprehensive cybersecurity education programs should 
be developed to equip teenagers with the knowledge and skills needed to protect 
themselves in the digital realm. These programs should prioritize topics such as 
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Table 6. Advanced attacks risk assessment. 

ATTACK VECTOR TEEN’S DEVICE HOME NETWORK WFH DEVICE 

Advanced Persistent Threat Low Low High 

Zero Day Attack High High High 

 
VECTOR WHAT HOW 

Advanced  
Persistent 

Threat 

An Advanced Persistent Threat is an  
attacker that exists in a network or device  
for an extended amount of time without  

detection. 

A teen’s infected device on a network can be the starting point 
for an APT and may travel over the router. An APT generally 
targets high-level targets and may travel from a WFH device 
into a company database, residing inside of VPN tunnels or 

through operating system rootkits which are consistently  
collecting company information while avoiding detection. Even 

when an APT has been seemingly remediated, backdoors  
installed at the kernel level by APTs often allow for re-entry. 

Zero Day  
Attack 

A Zero Day Attack is the most dangerous cyber 
attack. A ZDA is an original attack that has no 
known patch or prevention. The largest cyber 
attacks in history are ZDA. A ZDA can bring 
down nation-states or self-destruct nuclear 

weapons centrifuges, such as the well-known 
Stuxnet attack. 

On a home network that hosts both teen and parent devices,  
A ZDA can happen in almost any manner, and it is near  
impossible to defend against. Large tech corporations are  

prime targets of ZDAs. A ZDA can steal critical intellectual 
property or even the databases of companies. 

 
password best practices, and teach teens the importance of using strong, unique 
passwords for each online account. Encouraging the adoption of password 
managers can further enhance security by generating and securely storing com-
plex passwords [30]. 

Another critical aspect of safeguarding online activities is recognizing and 
avoiding phishing attempts. By educating teenagers about the telltale signs of 
phishing emails and malicious links, they can become more vigilant in their on-
line interactions. To further bolster data protection, the use of corporate VPNs 
or reputable VPN services with strong encryption should be promoted, especial-
ly when accessing work-related materials or using public Wi-Fi networks. VPNs 
create a secure tunnel for data transmission, shielding sensitive information 
from potential cyber threats. 

Moreover, staying vigilant against potential cybersecurity risks is paramount. 
Regularly updating the operating system, applications, and antivirus software on 
WFH devices ensures that known vulnerabilities are patched, making it more 
challenging for cybercriminals to exploit weaknesses. Caution should be exer-
cised with emails and links, especially those from unknown sources, to avoid 
falling victim to phishing and malware attacks. 

Teenagers should also be mindful of their online presence, avoiding over-
sharing personal information on social media platforms and other online spaces. 
Awareness of the risks associated with sharing sensitive details can protect them 
from identity theft and social engineering attempts. 

Promoting safe browsing habits is equally crucial. Discouraging the down-
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loading of apps from unofficial sources and encouraging the use of ad-blockers 
and avoiding suspicious websites helps reduce the likelihood of encountering 
malware and other cybersecurity threats. 

In the event of cyber incidents, regular device backups serve as a safety net, 
protecting against data loss and minimizing the potential impact of such inci-
dents. Encouraging teens to back up their important data regularly fosters a proac-
tive approach to cybersecurity. 

Beyond technical measures, fostering open communication and creating a sup-
portive environment for teenagers to discuss cybersecurity concerns is vital. By 
providing accessible resources and helplines, teens can seek assistance when fac-
ing potential threats or cyber-related issues. 

Through the collective implementation of these recommendations, teens can 
develop a strong cybersecurity mindset, enabling them to navigate the online 
world with increased safety and confidence. By empowering them with the know-
ledge and tools to protect their WFH devices, we can ensure that the younger gen-
eration engages responsibly in the digital landscape, safeguarding their personal 
data and minimizing cybersecurity risks. 

5.1. Implementation of Mitigations 

a) Device Segmentation and Network Isolation: Companies could implement 
strategies to segment and isolate home networks used for work from the ones 
used by teenagers. This could involve setting up separate network segments for 
work devices and personal devices. Access controls and firewall rules could be 
configured to limit communication between these segments, reducing the like-
lihood of risk migration. 

b) Employee Training and Awareness: Companies should provide comprehen-
sive cybersecurity training to employees, especially those who work with sensitive 
corporate information. This training should cover safe online practices for both 
work and personal use. Employees should be educated about the risks posed by 
their teenagers’ online activities and how these risks can affect corporate securi-
ty. 

c) Endpoint Security Solutions: Deploying advanced endpoint security solu-
tions on parent’s WFH devices can help detect and prevent potential threats ori-
ginating from teenagers’ online activities. These solutions could include advanced 
antivirus, anti-malware, and intrusion detection systems. 

d) Security Monitoring and Incident Response: Establishing continuous secu-
rity monitoring of both corporate networks and WFH devices can help identify 
any unusual activities or potential breaches. A well-defined incident response plan 
should be in place to address any security incidents promptly. 

5.2. Effects on Workflows 

a) Workflow Adjustments: The implementation of these mitigations might 
require employees to follow new protocols when accessing corporate resources 
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from home. They might need to log in through secure virtual environments or 
use company-provided devices with enhanced security configurations. 

b) Increased Security Awareness: Employees, especially those who are parents, 
will need to be more vigilant about their teenagers’ online activities. This heigh-
tened awareness might lead to more cautious internet usage at home and increased 
communication between employees and their children regarding safe online prac-
tices. 

c) Potential Productivity Impact: While implementing these measures is cru-
cial for security, there could be a short-term impact on productivity as employees 
adjust to new security protocols and systems. However, over time, these adjust-
ments should become part of the normal routine. 

d) Enhanced Work-Life Balance: The implementation of these mitigations 
could contribute to a healthier work-life balance for employees, as the clear se-
paration of work and personal network activities may reduce the stress of poten-
tial security breaches affecting both domains. 

6. Conclusions 

In conclusion, the expanding trend of remote work in corporations has led to a 
significant increase in the use of personal devices, introducing a multitude of 
cybersecurity risks, especially when shared with teenagers on home networks. 
This research has delved into the potential threats arising from teenagers’ online 
activities and their implications for WFH devices and corporate security, even in 
the presence of defensive measures like VPNs. The survey of 62 teens provides 
valuable insights into the prevalence of risky online behavior, emphasizing the 
need to address these risks to protect corporate networks from potential risk mi-
gration. 

The study underscores the importance of educating both teenagers and em-
ployees on cybersecurity best practices to foster a culture of vigilance and reduce 
the likelihood of falling victim to cyber threats. Furthermore, the interconnected 
nature of home networks, where personal and corporate devices share the same 
Wi-Fi, highlights the need for enhanced security measures on personal and cor-
porate devices. Robust passwords, regular software patching, and encryption are 
essential to fortify the defenses against potential breaches and unauthorized 
access. 

By recognizing and addressing the specific risks associated with teenagers’ 
behaviors online, organizations can strengthen their security posture, safeguard 
valuable assets, and maintain the confidentiality and integrity of corporate data 
in the evolving landscape of remote work. As corporations prioritize cybersecur-
ity education, implement proactive measures, and partition personal and corpo-
rate device usage, they can navigate the challenges presented by the presence of 
teenagers in WFH environments. The findings of this research serve as a call to 
action for stakeholders to address this critical issue, enhancing cybersecurity 
awareness and resilience to ensure a safe and secure digital ecosystem for remote 
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work operations. 
WFH parents who have access to sensitive corporate data, such as financial 

projections or product roadmaps, are particularly at risk of teen-origin risks. 
Such parents and their employers should take extra precautions to mitigate the 
migration of threats from teen devices to WFH devices. They should be vigilant 
about the risk that their teens might be targeted by hackers who seek an easier 
entry-point to home networks and eventually their WFH devices. 

This study makes a significant contribution to existing knowledge by ad-
dressing the evolving cybersecurity landscape in the context of teenagers’ online 
activities impacting parents’ work-from-home (WFH) devices. It sheds light on a 
novel risk migration phenomenon that has implications for corporate security. 
By analyzing the potential contamination of parents’ WFH devices with risks 
originating from their teenagers’ online behaviors, the study provides insights 
into an understudied area of cybersecurity. The research extends beyond tradi-
tional cyber threats and explores how personal online habits can inadvertently 
affect corporate networks, offering a new perspective on risk assessment and mi-
tigation. 

The practical significance of this study is twofold, both for the industry and 
academia. In the industry, the findings offer actionable insights for organizations 
grappling with the increasing trend of hybrid work models. The study’s recom-
mendations for implementing mitigation strategies provide a roadmap for com-
panies to safeguard their corporate networks while enabling employees to work 
from home effectively. Moreover, the study emphasizes the necessity of cyber-
security awareness among employees who are parents, fostering a safer digital 
environment for both personal and professional activities. For academia, the re-
search fills a gap in the understanding of risk migration and its intersection with 
the emerging hybrid work landscape. It establishes a foundation for further ex-
ploration and offers a framework for assessing and managing cyber risks that 
originate outside traditional threat vectors. In sum, this study contributes valua-
ble insights to enhance cybersecurity practices and underscores the imperative of 
adapting to evolving technological and work patterns. 
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