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Abstract 

An attacker has several options for breaking through an organization’s in-
formation security protections. Human factors are determined to be the source 
of some of the worst cyber-attacks every day in every business. The human 
method, often known as “social engineering”, is the hardest to cope with. This 
paper examines many types of social engineering. The aim of this study was 
to ascertain the level of awareness of social engineering, provide appropriate 
solutions to problems to reduce those engineering risks, and avoid obstacles 
that could prevent increasing awareness of the dangers of social engineer-
ing—Shaqra University (Kingdom of Saudi Arabia). A questionnaire was de-
veloped and surveyed 508 employees working at different organizations. The 
overall Cronbach’s alpha was 0.756, which very good value, the correlation 
coefficient between each of the items is statistically significant at 0.01 level. 
The study showed that 63.4% of the surveyed sample had no idea about social 
engineering. 67.3% of the total samples had no idea about social engineering 
threats. 42.1% have a weak knowledge of social engineering and only 7.5% of 
the sample had a good knowledge of social engineering. 64.7% of the male did 
not know what social engineering is. 68.0% of the administrators did not know 
what social engineering is. Employees who did not take courses showed statis-
tically significant differences. 
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1. Introduction 

The term social engineering has developed as a cause of concern in both virtual 
and actual cultures [1], as it is a method that is both harmful and effective for 
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attacking information systems [2]. Social engineering refers to the psychological 
manipulation of others into completing acts or disclosing secret information [3], 
access, or valuables [1] [2]. 

Information security is a fast-growing discipline. There are several different 
options now to protect hardware and software against external and internal threats 
to information systems [4], but there is little research on the soft elements or the 
human component in information security. It is a catch-all term for a wide va-
riety of malicious. 

Operations are carried out through human relationships [5]. During this time, 
social engineers make use of services and platforms that create the groundwork for 
more complex social engineering attacks in order to obtain admission into in-
formation systems and other places [6]. The use of communication technologies, 
technological advancements, and the internet in both private and public settings 
has made the problem significantly worse [7] [8]. It is possible to determine the 
level of depth of penetration in social engineering instances that involve social 
engineering in cybersecurity sectors using a variety of different methods [9]. in-
filtration areas in psychological manipulation from the perspective of cybersecuri-
ty [10], as well as usage of these methods with an analysis of results and gaps in 
work training to raise awareness in this aspect, as well as obstacles to promoting 
awareness of the seriousness of social engineering in information management 
and cybersecurity for cyber-hacking findings and analysis [10] [11]. Certain per-
sonnel will need access to the information, and they will be able to undermine the 
security of the information in some way, either purposefully or accidentally [12]. 
This is true even if the greatest possible technical solutions are in place to safe-
guard the information. The controlled compromise is the focus of this research, 
which is an attempt at social engineering and restricting the intentional and in-
advertent compromises of systems and data by minimizing the hazards provided 
by this manipulation. The managed compromise is at the heart of this study. 
Even if the best technical solutions are in place to protect the information, cer-
tain personnel will need access and will be able to undermine the security of the 
information, whether intentionally or unintentionally. 

Problem Statement 

With the increasing use of information systems in many organizations, the value 
of the data included in the systems has increased. Many organizations have de-
veloped electronic systems to serve many purposes such as e-learning systems, 
student registration systems, and other systems. The importance of these sys-
tems has been noted, especially during the COVID-19 pandemic, where online 
communication was the only way to communicate with students. Because of this 
importance, there have been many cyber security attacks targeting organizations. 
For example, the University of Calgary was targeted by a ransom ware attack, 
and they paid C$20,000 to avoid any data damage [13]. A current study showed 
that 85% of cybersecurity professionals in organizations are dissatisfied with the 
level of cybersecurity protection for their organizations [14]. The same report 
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indicated that social engineering attacks and lack of awareness are among the 
most important threats to organizations. Several studies have identified that or-
ganizations suffer from low levels of awareness of cybersecurity concepts [1]. This 
research addresses the issue of the low level of awareness of social engineering at-
tacks in organizations by investigating the role of prior knowledge about social 
engineering approaches in improving knowledge, practices, and skills related to 
cybersecurity in organizations. 

2. Literature Review 
2.1. Cybersecurity 

Data & Information systems (software, hardware and supporting infrastructure), 
data contents and the services they provide, are all protected from prohibited access, 
abuse or impurity through cybersecurity. This includes damage intentionally caused 
by the system operator as well as damage caused by error due to failure to follow 
security measures [15]. 

Cybersecurity defined as a set of implements, policies; secure concepts, Secu-
rity protection guidelines, activities, risk management techniques, training and 
assurance, best practices and technology that could be used to protect a compa-
ny’s digital assets from internal and external threats. Since it is a primary medium 
for terrorism, cybercrime is a huge threat to the economy, individual safety, and 
even the broader population. Business and government entities are not the only 
ones who need to be concerned about cybersecurity. It should be for everyone 
who uses digital devices such as computers, smartphones, tablets, and other sim-
ilar gadgets. Many minor details are stored on these devices, which digital thieves 
would love to acquire. What’s more, if hackers get access to your information, they 
can use you as bait to trick your friends or family into a digital scam. A breach of 
security can harm anything that is connected to the internet and utilized for 
communication or other reasons [15]. 

2.2. Social Engineering 

It is a threat that is used to deceive and manipulate users to obtain their infor-
mation and gain access to their computer. Malicious links or physical access to 
the machine is used to do this. Many firms may face significant difficulties whether 
they are unaware of what cybersecurity entails [16]. 

One of the most crucial parts of the fast-paced, ever-changing digital world is 
cyber security. The threats of it are hard to deny, so it is crucial to defend from 
them. 

The technique of persuading individuals to do actions or expose secret infor-
mation is known as social engineering. Trickery for the purposes of information 
collecting fraud, identity theft, or computer system access is what the phrase re-
fers to. Direct communication is used in social engineering attacks that incorpo-
rate interpersonal engagement (such as in person or by telephone or by email or 
by social media and internet). Social engineering is a common form of cyber-

https://doi.org/10.4236/jis.2022.134020


B. S. Almutairi, A. Alghamdi 
 

 

DOI: 10.4236/jis.2022.134020 366 Journal of Information Security 
 

crime [17]. The act of obtaining unauthorized access to a system or sensitive in-
formation, such as passwords, using trust and relationship building with others 
who have access to such information is referred to as social engineering. Only 
approximately 3% of malware tries to take advantage of a technological defect. 
The other 97% involves targeting users through social engineering [18]. A social 
engineer uses human psychology to exploit people for his or her own use [19]. 
Due to the COVID-19 outbreak, the number of people working remotely has 
grown melodramatically and there has been a corresponding threat in social en-
gineering attacks. Under such conditions, as employees adapt to unfamiliar work 
environments away from the office, new coronavirus-themed phishing scams are 
leveraging fear, hooking vulnerable people, and taking advantage of workplace 
disruption. Employers must ensure that their staff are aware of the dangers of 
social engineering and how to prevent them from being a victim, and to emphasize 
the need to adopt measures and tools, including policies and training programs, to 
mitigate the risk of social engineering attacks [20] [21]. 

Before social engineers make a move on a valued system, they would have to 
make the right preparations; otherwise, their operation would fail. First, they must 
gather information on their target. This enables them to identify specific flaws in 
their target. 

They will need to find a way to get close enough to attack once they have 
found an opening. This is usually done by invading your target and building re-
lationships. Once the social engineer has been allowed access to the target, it 
would not be long before he exploits it and walks away with it unsuspectedly. 
There are several articles, surveys, and publications on the human component and 
related topics. However, it is still a relatively untapped scientific topic. Most ar-
ticles and books lack a scientific foundation and do not provide a compre-
hensive overview, instead focusing on case studies or descriptions. However, 
these studies reveal that the human component may cause significant harm to 
businesses, not just financially, but also in terms of image, which in turn af-
fects the organization’s long-term goals and viability. Human behavior can be 
easily changed when they are exposed to certain words, feelings or visions 
[22]. 

2.3. Hackers and Social Engineers 

The terms “hacking” and “social engineering” are often used interchangeably. 
The motives and goals of both sorts of attackers are similar, and social engi-
neering approaches are used to acquire information in preparation for a hack-
ing operation. Social engineers are also called as “people hackers” since they 
are so similar. As a result, it is critical to understand who these (human) hack-
ers are [23]. Similarly, [24] stated that social engineering attacks include inter-
personal interactions through face-to-face, telephone, or electronic communica-
tion with the recipient to manipulate them into divulging a company’s confiden-
tial information. This argument aligns with [25]. Argument that social engineering 
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relies on human psychology to exploit peoples’ vulnerabilities for the attacker’s 
benefit. 

2.4. Prevention of Social Engineering Attacks 

Social engineering attacks are one of the hardest threats to defend against be-
cause they involve the human element, which quite unpredictable. However, 
some steps can be taken to reduce the risk of social engineering to a manageable 
level. Organization can mitigate the risk of social engineering with an active se-
curity culture throughout the organization that keeps on evolving as the threat 
landscape changes. Scholars recommend raising information security awareness 
and developing training programs for employees and members of organizations 
to teach them how to protect their own data and systems in order to prevent 
opportunistic attacks [2] [26]. 

3. Research Methodology 

A field cross-sectional survey (level of social engineering awareness) conducted 
in April 2022. Participants were selected from different Organizations, located at 
Riyadh City (KSA) [24]. The sample was divided into two groups. The first group 
contained participants who had knowledge of social engineering approaches, while 
the other group contained participants who had no prior knowledge of social 
engineering practices. 

By using the standard formula to calculate sample size, the calculated sample 
size was 509, while during data analysis the researcher found one respondent 
should be excluded [11], for that reason, the total respondent obtained was 508. 
Since no recent, accurate data were available, the prevalence taken at 50%, with a 
95% confidence interval and 5% marginal error. 

Organizations chosen based on the dependence of their business on informa-
tion technology and the risk level of a social engineering attack, and an equal 
percent employee obtained from each organization. Men and women partici-
pated equally. Forward and backward translation applied. In order to test the va-
lidity and reliability of the Arabic version, we administered the Arabic version. 
We then administered the English version to the same students; Cronbach’s al-
pha and confirmatory factor analysis applied to test the questionnaire. A ques-
tionnaire was developed by the researcher and then reviewed by a group of ex-
perts in the computer science department of Shaqra University. After passing the 
content validity phase, the questionnaire translated into Arabic by the research-
er, and an online version created through Google forms. The researchers ob-
tained ethical approval for this research from the Research Ethics Committee at 
Shaqra University in Saudi Arabia. In order to identify the level of awareness of 
social engineering attacks, the researcher made a scale for the level of social en-
gineering knowledge, as explained in Table 1 (Weak, moderate & good know-
ledge). 

The items grouped into four categories (i.e. knowledge, practices, solutions, 
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and education) to reflect various level of awareness. Data entry and analysis were 
conducted via SPSS (Statistical Package for the Social Sciences, IBM, and New 
York, NY) study carried out with IBM SPSS version 26. The questionnaire con-
sists of 27 items, and divided into three parts. The first part acts as a cover letter 
and a consent form for the questionnaire by providing information about the study 
and the research team. The second part collects the respondent’s demographic data 
including age, nationality, educational background, and gender. The third part 
contains statements designed to measure the awareness level of social engineer-
ing attacks in the organizational sector.  

Categorical variables expressed as frequency or proportion. Continuous variables 
expressed as median and interquartile range after testing the normality of the distri-
bution. The chi-square test used to determine the association between categorical va-
riables. The Pearson’s correlation test used for comparison of non-parametric data 
between groups as explained in Table 2. 

In order to measure the validity & Reliability of the scale, the researcher con-
ducted reliability test for the data, which showed a high degree of consistency of 
scale, Cronbach’s alpha values ranged between 0.707 and 0.763 as indicated in 
Table 3. 
 
Table 1. Level of awareness of social engineering. 

Awareness level Frequency Percent 

Weak knowledge 214 42.1% 

Moderate knowledge 256 50.4% 

Good knowledge 38 7.5% 

Total 508 100.0% 

 
Table 2. Pearson correlation for social engineering. 

Items Correlation 

10) Do you have knowledge of there an attack on your device? 0.567** 

11) Do you know how to deal with if there is an attack on your 
computer or a virus? 

0.640** 

12) Do you have knowledge about the cybercrime system? 0.604** 

18) Is the USB considered as transferor for the viruses? 0.436** 

20) Is there an anti-virus’s software in your device? 0.636** 

21) Are you updating your anti-virus software regularly? 0.720** 

23) Is the cost of the anti-virus program appropriate? 0.551** 

24) Are you updating your operating system usually? 0.549** 

25) Have you ever taken courses in Social Engineering? 0.459** 

26) Do you want to take some courses about Social Engineering? 0.406** 

**: Correlation is significant at the 0.01 level (2-tailed). 
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Table 3. Item-total statistics for social engineering. 

Item 
Total 

Correlation 
Cronbach’s 

Alpha 

10) Do you have knowledge of there an attack on your 
device? 

0.420 0.736 

11) Do you know how to deal with if there is an attack on 
your computer or a virus? 

0.503 0.724 

12) Do you have knowledge about the cybercrime system? 0.468 0.729 

18) Is the USB considered as transferor for the viruses? 0.303 0.751 

20) Is there an anti-virus’s software in your device? 0.507 0.723 

21) Are you updating your anti-virus software regularly? 0.605 0.707 

23) Is the cost of the anti-virus program appropriate? 0.392 0.741 

24) Are you updating your operating system usually? 0.414 0.737 

25) Have you ever taken courses in Social Engineering? 0.337 0.747 

26) Do you want to take some courses on Social 
Engineering? 

0.234 0.763 

4. Results 
Data Analysis 

The total number of participants in this study was 508, with a response rate of 
99%, including 382 (75.2%) male and 126 (24.8%) female as it illustrated in Ta-
ble 4. Most of the participants were aged 18 - 25 years old (29.7%). To verify the 
validity of the SPSS questionnaire, the correlation coefficients were calculated 
between each of the 10 questions, in which items 1 to 10 are the 10 questions in 
English language. 

According to the results Figure 1, 151 (29.7%) participants were considered 
to be of age group (18 - 25 years), while 145 (28.5%) were deemed to be aged 
26 - 35 years. In total, 75.2% of participants were reported to be male, in the 
21.3% for age groups of 46 and above, and only we found that 104 of the 
study sample members represent 20.5% of the study sample whose age is 36 - 
45 years. 

In addition, the result showed that 350 of the study sample members represent 
68.9% were employee. 60 of them represent 11.8% of the total study sample, 
were students, while only 57 of them represent 11.2% of the total sample of the 
study have other occupation. 

Prior Knowledge about Social Engineering 
Participants (two groups) were asked to indicate if they knew the meaning of 
“social engineering”. According to their responses, after that, the researcher 
compared all responses between these two groups to indicate whether there are 
significant differences between these two groups. It is found that 36.6% (186 
participants) had prior knowledge of social engineering approaches, while 63.4% 
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Table 4. Correlation between knowledge about social engineering & the demographic 
characteristics. 

Variable 

Do you know what 
social engineering 

P-Value 
No, I have 

no idea 
Yes, 
I do 

Age group 

18 - 25 years 89 (27.6%) 62 (33.3%) 

0.167 

26 - 35 years 90 (28.0%) 55 (29.6%) 

36 - 45 years 65 (20.2%) 39 (21.0%) 

46 and above 78 (24.2%) 30 (16.1%) 

Total 322 (100.0%) 186 (100.0%) 

Gender 

Male 247 (64.7%) 135 (35.3%) 

0.299 Female 75 (59.5%) 51 (40.5%) 

Total 322 (100.0%) 186 (100.0%) 

Occupation 

Student 41 (12.7%) 19 (10.2%) 

0.080 

Teacher 11 (3.4%) 7 (3.8%) 

Administrator 220 (68.3%) 130 (69.9%) 

Faculty member 9 (2.8%) 14 (7.5%) 

Other 41 (12.7%) 16 (8.6%) 

Total 322 (100.0%) 186 (100.0%) 

What are the 
usual purposes of 
using the internet 

Course registration 20 (6.2%) 14 (7.5%) 

0.504 

Paying school fees 4 (1.2%) 1 (0.5%) 

Shopping 16 (5.0%) 6 (3.2%) 

Chatting 29 (9.0%) 12 (6.5%) 

Any other purpose 82 (25.5%) 41 (22.0%) 

All of the above 171 (53.1%) 112 (60.2%) 

Total 322 (100.0%) 186 (100.0%) 

Do you know any 
type of social 

engineering threats 

No, I have no idea 308 (95.7%) 34 (18.3%) 

0.000** Yes, I do 14 (4.3%) 152 (81.7%) 

Total 322 (100.0%) 186 (100.0%) 

**: Correlation is significant at the 0.01 level (2-tailed). 
 
of them (322 participants) had no prior knowledge of social engineering applica-
tions as shown in Table 5. This study did not focus on specific social engineer-
ing attacks, but rather measures the level of awareness of these methods in gen-
eral and their impact on other cybersecurity practices. However, there was a spe-
cific question about common social engineering attacks, and 67.3% of respon-
dents indicated that they did not know about different types of social engineer-
ing attacks. 

https://doi.org/10.4236/jis.2022.134020


B. S. Almutairi, A. Alghamdi 
 

 

DOI: 10.4236/jis.2022.134020 371 Journal of Information Security 
 

 
Figure 1. Characteristics of the participants according to demographic variables; June 
2022. 
 
Table 5. Social engineering knowledge. 

Variable 
Frequency 
(N = 508) 

Percent 
(100%) 

Do you know what social 
engineering is? 

No, I have no idea 322 63.4% 

Yes, I do 186 36.6% 

Do you know any type of social 
engineering attack? 

No, I have no idea 342 67.3% 

Yes, I do 166 32.7% 

 
The results of the regression model showed that the regression model is statis-

tically highly significant as illustrated in Table 6, meaning that there is a statis-
tically significant relationship between Knowledge level & social engineering re-
lated practices, since the value of F of 556.475 and its significance value of 0.000 
which is less than 0.01. 

In addition, the results indicated that the explanatory variables explain a rate 
of 81.6% of the variance in social engineering approaches related practices, by 
looking at the coefficient of determination (R2), which is seem to be a very high 
percentage. 

The value of the standardized Beta, which explains the relationship between 
Knowledge level & social engineering approaches related practices, was 0.900 
with statistical significance, as it can be deduced from the value of T and the sig-
nificance associated with it. This means that: for every 0.900 increase of the know-
ledge level, which lead to increase of social engineering and information security 
knowledge by one unit. 
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The collected data tested using the one-sample t-test to examine the signific-
ance of prior knowledge of social engineering approaches on the level of aware-
ness of social engineering attacks. Presents the outcomes of the one-sample t-test 
analysis of the respondents’ answers, as it indicated in Table 7. 

The study sample indicated significant correlation between knowledge of so-
cial engineering & the social engineering attacks, which is highly significant, 
with a P-Value of 0.000. 

The data also tested the four social engineering subscales, using the ANOVA 
test, which shows the significance of responses in the fourth subscale (Need for 
education courses), based on the participants’ age groups. The results of the 
ANOVA test. 
 
Table 6. The relationship between knowledge level and social engineering approaches re-
lated practices. 

Depent. 
Variable 

Predict.: 
(Const.) 

R Square Stand B T value F value Sig. 

Knowledge 
level 

Knowl. 

0.816 

0.900 43.92 

556.48 0.000** 
Practices −0.017 −0.866 

Solutions −0.017 −0.847 

Courses 0.007 0.322 

**: Correlation is significant at the 0.01 level (2-tailed). 
 
Table 7. The relation between the knowledge of social engineering & the social engineer-
ing attacks; June 2022. 

Variable 

Do you know what 
social engineering is? 

P-Value 
No, I have 

no idea 
Yes, 
I do 

What are the usual 
purposes of using 

the internet 

Course registration 20 (6.2%) 14 (7.5%) 

0.504 

Paying school fees 4 (1.2%) 1 (0.5%) 

Shopping 16 (5.0%) 6 (3.2%) 

Chatting 29 (9.0%) 12 (6.5%) 

Any other purpose 82 (25.5%) 41 (22.0%) 

All of the above 171 (53.1%) 112 (60.2%) 

Total 322 (100.0%) 186 (100.0%) 

Do you know any 
type of social 

engineering threats 

No, I have no idea 308 (95.7%) 34 (18.3%) 

0.000** Yes, I do 14 (4.3%) 152 (81.7%) 

Total 322 (100.0%) 186 (100.0%) 

**: Correlation is significant at the 0.01 level (2-tailed). 
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The differences related to the age group 36 - 45 years that need for education 
courses as explained in Table 8. 

The results of the t-test based on the participants’ gender versus social engi-
neering awareness. The results showed significant differences related to the first 
subscale (Social engineering and information security knowledge), and the third 
subscales (Technical security solutions). As indicated in Table 9, the significant 
differences related to the female group. 

The results of the ANOVA Post-Hoc test based on the participants’ occupa-
tion versus social engineering awareness. The results showed significant differ-
ences related to the second subscale (Information security practices) with 
P-Value of (0.039*), and the fourth subscale (Need for education courses) with 
P-Value of (0.027*), as explained in Table 10. 

5. Discussion 

Since the aim of this search is to improve an understating of the levels of aware-
ness of social engineering approaches in organizations. The researcher con-
ducted this study based on the dependence of their business on information 
technology and the risk level of a social engineering attack. The researcher de-
veloped the questionnaire according to the social engineering knowledge, where  
 
Table 8. LSD-Post Hoc Tests ANOVA (age group) the study group (social engineering 
awareness); 2022. 

Dependent 
Variable 

(I) 
Select your 
age group 

(J) 
Select your 
age group 

Mean 
Difference 

(I-J) 
Sig. 

Need for 
education 

courses 
36 - 45 years 

18 - 25 years 0.085 0.031 

26 - 35 years 0.073 0.069 

46 and above 0.120* 0.005 

 
Table 9. T-test (gender) for the study group versus the (social engineering awareness), 
Saudi Arabia; 2022. 

Gender N Mean SD. F t Sig. 

Social engineering and 
information security 

knowledge 

Male 382 1.624 0.286 
0.345 −2.006 0.045* 

Female 126 1.683 0.276 

Information 
security practices 

Male 382 1.872 0.231 
7.303 0.435 0.664 

Female 126 1.862 0.191 

Technical 
security solutions 

Male 382 2.339 0.526 
4.147 −2.327 0.020* 

Female 126 2.462 0.485 

Need for 
education courses 

Male 382 1.390 0.300 
0.341 −1.829 0.068 

Female 126 1.448 0.340 

**: Correlation is significant at the 0.05 level (2-tailed). 
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Table 10. LSD-Post Hoc Tests ANOVA (occupation) the study group (social engineering 
awareness); 2022. 

Dependent 
Variable 

(I) 
Occupation 

(J) 
Occupation 

Mean 
Difference 

Sig. 

Information 
security practices 

Administrator 

Student 0.053 0.083 

Teacher 0.006 0.912 

Faculty member 0.101 0.033 

Other 0.068 0.031 

Need for 
education courses 

Faculty 
member 

Student 0.138 0.068 

Teacher 0.188 0.053 

Administrator 0.102 0.127 

Other 0.215* 0.005 

 
he worked on the development of a scale, through which, can evaluate the level 
of knowledge of social engineering. This scale expresses criteria 3 for good know-
ledge, 2 for moderate knowledge and 1 for poor knowledge.  

The majority 42.1% of the study sample expressed weak social engineering 
knowledge, compared to only 7.5% having good social engineering knowledge.  

From the researcher’s point of view, this is due to the society’s increasing de-
pendence on communication through electronic social media apps, which in turn 
is devoid of body language and tone of voice, which contributes to deliver the ac-
curate information to the recipient at a greater rate than receiving the same in-
formation through writing. 

And the researcher believes that this led to lack and weakness of social engi-
neering among members of society, as modern social media relies very heavily 
on communicating information in writing without enhancing it with body lan-
guage and tone of voice, which led to the difficulty in determining the level of 
validity, accuracy and security of the received information, which made it much 
easier to the hackers to exploiting Internet users in all its channels and forms. 

Most of those respondents, approximately two third of the study population 
did not have prior knowledge of social engineering approaches, as well as about 
three quarter did not know any type of social engineering threats, as a result, two 
third of the respondent are in need to take some courses about social engineer-
ing & comprehensive training is needed about social engineering attacks in the 
organizations, which is with the recommendations of [27] [28]. The results also 
show that there are disparities in information security awareness between users 
who have prior knowledge of social engineering techniques and those who have 
never heard of them. Examples include the capacity to recognize hacking and 
attacking indicators, the ability to deal with computer attacks, and an under-
standing of the importance of installing anti-virus software. These findings show 
that employees who are knowledgeable of information security and social engi-
neering techniques are better prepared to deal with social engineering threats. 
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Other researches, such as have found a link between awareness of social engi-
neering and defensive security practices [7]. 

When comparing the criteria of age, gender and occupation in terms of the 
level of maturity of cognitive awareness with the concept of social engineering, 
we find the following: We find that the age group from (26 to 35 years) and 
those older than (45 years old) are the most vulnerable, while the age group (18 
to 25 years old) is the most aware of the concept of social engineering. When 
comparing gender, we find that females are more aware than males of the con-
cept of social engineering. On the other hand, when comparing the job status 
with the extent of knowledge of social engineering, we find that the category of 
employees is the least aware of the concept of social engineering compared to the 
category of teachers, which is the highest awareness of the concept of social en-
gineering. 

When comparing the criteria of age, gender, and occupation in terms of the 
courses in Social Engineering ever taken with the concept of social engineering, 
we find the following: We find that there is no significant correlation between 
the age group & the Social Engineering courses taken. When comparing gender, 
we find that there is a strong significant correlation. The correlation related to 
male who has not taken courses before about social engineering P-Value (0.001**). 
In addition, when comparing the job status with the Social Engineering courses 
taken, we find that there is a strong significant correlation. The correlation re-
lated to employees who has not taken courses before about social engineering 
P-Value (0.001**). According to the study findings, employees should be obliged 
to attend initial training during orientation as well as periodic refresher train-
ings. This raises awareness by exposing users to commonly used social engineering 
strategies and behaviors. 

ANOVA test & t-test show a statistically significant difference according to 
participants’ variables, ages, gender, and occupations. As a result, the differences 
related to the age group 36 - 45 years that need for education courses. According 
to gender, the subscales (Social engineering and information security knowledge) 
& the subscale (Technical security solutions), showed a statistically significant re-
lationship between these subscales according to the significant differences re-
lated to the female’s group, i.e. females need social engineering and information 
security knowledge & technical security solutions. 

According to occupation, the subscales (Information security practices) & the 
subscale (Need for education courses), showed a statistically significant rela-
tionship between these subscales according to the significant differences related 
to the female’s group, i.e. Administrator are in need of Information security prac-
tices & faculty members are in Need for education courses. 

This could indicate that, regardless of members’ ages or jobs, a lack of know-
ledge exists in a variety of groups. This result is different from previous studies 
that referred to a difference in the awareness of information security among dif-
ferent ages [29], and the current study also showed that there are differences 
between groups regarding the use of technical security solutions such as virus 

https://doi.org/10.4236/jis.2022.134020


B. S. Almutairi, A. Alghamdi 
 

 

DOI: 10.4236/jis.2022.134020 376 Journal of Information Security 
 

software installation and update. On a regular basis, this confirms the extent of 
computer security skills among different age and occupational groups, as evi-
denced by [30]. According to the study findings’ of Conteh and Schmick (2016) 
[26], employees should be obligated to provide initial training during orientation 
in addition to periodic refresher trainings. This raises awareness by exposing us-
ers to commonly used social engineering strategies and behaviors. 

6. Limitation 

While research activities have been conducted in this study, they are still limited. 
The study is based on a self-report questionnaire that does not reflect the real 
situation. Thus, it is possible that the results will be conducted in a long-term 
cross-sectional study to compare the results of the current study with the ob-
served facts. 

7. Conclusion 

With the increase in social engineering attacks in recent years, the damage 
caused by these attacks has increased and affected or affected people in different 
ways. Cybersecurity is evolving to grow in development but people are now 
more exposed than ever before. The human factor is one of the main causes of 
social engineering attacks, so there is a need to improve the level of awareness of 
social engineering techniques and methods used in such attacks. Organizations 
can be offended by many social engineering attacks since they have different us-
ers of different age groups. This study attempted to identify the current levels of 
awareness of social engineering practices among various members of organiza-
tions in the Kingdom of Saudi Arabia. The findings and results of this study in-
dicate that members who have prior knowledge of social engineering methods 
have better knowledge of information security. This demonstrates the impor-
tance of awareness and training regarding social engineering techniques and 
homeland security practices. The results also indicate that there are differences 
between different age groups and occupations in terms of the use of technical 
security solutions. Based on this, organizations need to design specific training 
programs that take into account age, education level and the profession because 
each category has special requirements. As such, the facts point to the conclu-
sion that in the near future, social engineering will be the most prevalent offen-
sive vector in cybersecurity, and thus merits further study as it evolves in order 
to advise on good practices and measures for individuals and/or organizations. 
Future work could include designing a training program to raise awareness 
of social engineering approaches that meet the unique needs of different groups 
of people. Social engineering is increasing in both scaling and ruthless efficiency, 
because people are making the best feats. To summarize, the findings show that 
employees who are familiar with information security and social engineering are 
better prepared to deal with social engineering threats. Users who are familiar 
with the social engineering tactics of threat actors are more likely to follow secu-
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rity measures. These measures include a firewall, antivirus software, and updat-
ing operating systems regularly. The study also attempted to distinguish between 
different groups of participants according to their age and occupation. In short, 
investing in training and educational campaigns reduces social engineering at-
tacks, but we must definitely find a solution to overcome cybersecurity threats 
that are not yet posed. 
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