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1. Introduction

Cyclic lattices and ideal lattices were introduced by Micciancio in [1], Lyuba-
shevsky and Micciancio in [2] respectively, which play an efficient role in Ajtai’s
construction of a collision-resistant Hash function (see [3] and [4]) and in Gen-
try’s construction of fully homomorphic encryption (see [5]). Let R = Z[X] / <¢(X)>
be a quotient ring of the integer coefficients polynomials ring, Lyubashevsky and
Micciancio regarded an ideal lattice as the correspondence of an ideal of R, but
they don’t explain how to extend this definition to whole Euclidean space R".
Many researchers have presented some results in their works about cyclic lattices
and ideal lattices, however, none of them exhibit the relationship between cyclic
lattices and ideal lattices.

In this paper, we regard the cyclic lattices and ideal lattices as the correspon-

dences of finitely generated R-modules, so that we may show that ideal lattices
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are actually a special subclass of cyclic lattices, namely, cyclic integer lattices. In
fact, there is a one-to-one correspondence between cyclic lattices in R" and fi-
nitely generated R-modules (see Theorem 4.9 below). On the other hand, since R
is a Noether ring, each ideal of Ris a finitely generated R-module, so it is natural
and reasonable to regard ideal lattices as a special subclass of cyclic lattices (see
Corollary 4.11 below). It is worth noting that we use a more general rotation
matrix here, so our definition and results on cyclic lattices and ideal lattices are
more general forms. In application, we provide a cyclic lattice with an explicit and
countable upper bound for the smoothing parameter (see Theorem 5.5 below). It is
an open problem that is the shortest vector problem on cyclic lattice NP-hard (see

[1]). Our results may be viewed as substantial progress in this direction.

2. Discrete Subgroup in K

Let R be the real numbers field, Z be the integers ring and R" be Euclidean
space of which is an n-dimensional linear space over R with the Euclidean

norm |X| given by

1
|x|:(ixsz, where X' = (X, %,,+,X,) € R".
i=1

We use column vector notation for R" throughout this paper, and
X'= (Xl, Xyt X, ) is transpose of x, which is called row vector of R".
Definition 2.1 Let LcR" be a non-trivial additive subgroup, it is called a

discrete subgroup if there is a positive real number A >0 such that

min |x|> 1> 0. (2.1)

xel,x#0
As usual, a ball of center X, with radius & is defined by
b(XO,5)={X€ R"[|x—=%,| < 6}.
If Lis a discrete subgroup of R", then there are only finitely many vectors of

Llie in every ball b(0,5), thus we always find a vector « €L such that
a|= min |x|=1>0, aeL. (2.2)

xel,x=0

a is called one of shortest vector of L and A is called the minimum dis-
tance of L.

Let B= [ﬂl,ﬂz,---,ﬁm] e R™™ bea nxm dimensional matrix with
rank(B) =m<n, it means that f,/f,,--, B, are m linearly independent vec-
torsin R".Thelattice L(B) generated by Bis defined by

L(B)=2%4 ={Bx|xeZ"}, vx (23)

which is all linear combinations of f,,f3,,---, 8, over Z.If m=n, L(B) is
called a full-rank lattice.
It is a well-known conclusion that a discrete subgroup Zin R" is just a lat-

tice L(B). Firstly, we give a detail proof here by making use of the simultane-
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ous Diophantine approximation theory in real number field R (see [6] and
[7]).
Lemma 2.1 Let LcR" be a discrete subgroup, o, a,,--,@,, €L be m vec-

tors of L. Then «,,a,,-:-,a, are linearly independent over R, if and only if

m
which are linearly independent over Z .

Proof: If o,,c,, -, are linearly independent over R, trivially which are
linearly independent over Z . Suppose that ¢, a,, -, «,, are linearly independent
over Z ,we consider arbitrary linear combination over R. Let

ao +a,o, +--+aa, =0, va; e R. (2.4)

We should prove (2.4) is equivalent to a, =a, =---=a, =0, which implies
that ¢,,a,,-,a, arelinearly independent over R.

By Minkowski’s Third Theorem (see Theorem VII of [7]), for any sufficiently
large N >1, there are a positive integer q>1 and integers p,, p,, -, P, €Z
such that

1

max|ga, — p;|<N ", and 1< g<N. (2.5)

1<i<m

By (2.4), we have

|p1a1+ P, +--+ P,

m |

=|(aa,— )y + (0, = p, ) &, ++++ (G2, = Py ) 2 (2.6)
1
<mN ™ max g .

Let A be the minimum distance of Z, & >0 be any positive real number.

We select Nsuch that
N > max {(mj (mj max|ai|m}
ol A 1<i<m

It follows that mMN ™ < ¢ and

1
mN ™ max

1<i<m

ai|</1.

By (2.6) we have

|p1al+ p,a, +-- + pmam|</1.
Since po, + p,a, +:++ P&, €L, thus we have pa, + p,a, +---+ p,a,, =0,

1 .
and p,=p,=-=p,=0. By (2.5) we have q|ai|<ag forall 4, 1<i<m.

Since ¢ is sufficiently small positive number, we must have a =a, =---=a,=0.
We complete the proof of lemma.

o

Suppose that BeR™™ is an nxm-dimensional matrix and rank(B)=m,

B’ is the transpose of B. It is easy to verify
rank (B'B) = rank (B) = m = det(B'B) = 0,
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which implies that B'B is an invertible square matrix of mxm dimension,
here det(B'B) is the determinant of the matrix B'B. Since B'B is a positive
defined symmetric matrix, then there is an orthogonal matrix P e R™" such
that

P'B'BP =diag {6,,5,,-,5, | 2.7)

m

where &, >0 are the characteristic value of B'B,and diag{d,,5,, --,5,} isthe
diagonal matrix of mxm dimension.

Lemma 2.2 Suppose that BeR™™ with rank(B)=m, &,,6,,:-,5, are m
characteristic values of B'B, and Z(L(B)) is the minimum distance of lattice

L(B) , then we have
A(L(B))= min |BX>+/5, (2.8)

xeZ™ ,x#0

where S:min{61,52,---,5 }

m
Proof: Let A=B'B, by (2.7), there exists an orthogonal matrix P eR™"
such that

P'AP =diag{5,,8,, -5, }.
If xeZ", x#0,wehave
|BX| = X'Ax = x'P(P'AP)P'x
= (P'x) diag{5,,5,,--,6, } P’
> 5|PX[ =S|
Since xeZ™ and x#0,wehave |x° 21, it follows that

min |Bx| 2\/5|x| >5.

xeZ™ x£0

We have Lemma 2.2 immediately.
m

Another application of Lemma 2.2 is to give a countable upper bound for
smoothing parameter (see Theorem 5.5 below). Combining Lemma 2.1 and Lem-
ma 2.2, we show that the following assertion.

Theorem 2.3 Let L R" be a subset, then L is a discrete subgroup if and
only if there is an nxm dimensional matrix BeR™" with rank(B)=m
such that

L=L(B)={Bx|xez"}. (2.9)

Proof: If LcR" is a discrete subgroup, then L is a free Z -module. By
Lemma 2.1, we have rank,(L)=m<n.Let 8,5, B, bea Z -basis of L,
then

L:{izn;:aiﬂi | 3 eZ}.

Writing B= [ﬁl,ﬁz,---,ﬂm]nxm , then the rank of matrix Bis m, and
L={Bx|xeZ"}=L(B).
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Conversely, let L(B) be arbitrary lattice generated by B, obviously, L(B)
is an additive subgroup of R", by Lemma 2.2, L(B) is also a discrete sub-
group, we have Theorem 2.3 at once.

m

Corollary 2.4 Let LcR" be a lattice and G < L be an additive subgroup
of Z, then Gis a lattice of R".

Corollary 2.5 Let L = Z" be an additive subgroup, then L is a lattice of R".
These lattices are called integer lattices.

According to above Theorem 2.3, a lattice L(B) is equivalent to a discrete
subgroup of R".Suppose L=L(B) is a lattice with generated matrix B eR™",
and rank(B)=m, we write rank(L)=rank(B), and

d(L)=/det(B'B). (2.10)

In particular, if rank(L)=n is a full-rank lattice, then d(L)= |det(B)| as
usual. A sublattice N of L means a discrete additive subgroup of Z, the quotient
group is written by Z/ N and the cardinality of L/ Nis denoted by |Z/ M.

Lemma 2.6 Let L R" bealatticcand N c L be a sublattice. If
rank (N ) = rank (L), then the quotient group Z/N'is a finite group.

Proof: Let rank(L)=m,and L=L(B),where BeR™™ with rank(B)=m.
We define a mapping o from Lto Z" by o(Bx)=x. Clearly, o is an ad-
ditive group isomorphism, 0'( N ) cZ™ is a full-rank lattice of Z", and

L/N =Z"/c(N). It is a well-known result that

z" /o (N)[=d(o(N)).
It follows that
|L/N[=

Z"[o(N) =d(a(N)).

Lemma 2.6 follows.

Suppose that L, cR", L, cR" are two lattices of R", we define
L+L,={a+blael,,bel,}. Obviously, L +L, is an additive subgroup of
R", but generally speaking, L, +L, isnotalatticeof R" again.

Lemma2.7Let L, cR", L, cR" be two latticesof R".If
rank (L, NL,)=rank(L,) or rank(L NL,)=rank(L,), then L +L, isagaina
lattice of R".

Proof: To prove L +L, isalattice of R", by Theorem 2.3, it is sufficient to
prove L +L, isa discrete subgroup of R".Suppose that
rank (L, NL,)=rank(L,), for any xeL,, we define a distance function p(x)
by

p(x)=inf{x—y|ly=xyel,}.
Here the function inf(A) is the infimum of a set A. Since there are only finitely

many vectors in L, ﬂb(x,é) , where b(x,5) is any a ball of center x with ra-

dius O . Therefore, we have
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p(x)=min{lx-y|| y=xyel,|=4>0. (2.11)

On the other hand, if x, €L, X, €L and X —X, €L,, then there is y, €L,
such that X =X, +Y,,and we have p(X)=p(X,).It means that p(x) isde-
fined over the quotient group L, +L,/L, . Because we have the following group

isomorphic theorem
L+ L/l =L /LN,
By Lemma 2.6, it follows that

|L1+L2/L2|:|L1/L10L2|<°°-

In other words, L +L,/L, is also a finite group. Let X, X,,~:-,X, be the
representative elements of L, +L,/L, , we have

min |x—y|:minp(xi)2min{/1xl,/1 A }>0.

xely,yely xzy 1<i<k Xl T

Therefore, L +L, isa discrete subgroup of R", thusitis alattice of R" by
Theorem 2.3.

Remark 2.8 The condition rank (L, NL,)=rank(L,) or
rank (L, NL,)=rank(L,) in Lemma 2.7 seems to be necessary. As a counte-
rexample, we see the real line R, let L =7Z and L,= 27, then L +L, is
not a discrete subgroup of R,thus L +L, isnotalatticein R.Because
L+L, = {n +J2m|neZ,me Z} is dense in R by Dirichlet’s Theorem (see
Theorem I of [7]).

As a direct consequence, we have the following generalized form of Lemma
2.7.

Corollary 2.9 Let L, L,,---,L, be mlatticesof R" and

rank (L, L, NN Lm)=rank(Lj) for some 1< j<m.

Then L +L,+---+L, isalatticeof R".

Proof: Without loss of generality, we assume that
rank (L, N L, N---NL,) =rank(L,).
Let L+L,+---+L,,=L",then
L'+L,/L'=L,/L'NL,.

Since rank(L’ nL, ) = rank(Lm ) , by Lemma 2.7, we have
L'+L, =L +L +---+L, isalatticeof R" and the corollary follows.

3. Ideal Matrices

Let R[X] and Z[X] be the polynomials rings over R and Z with variable
xrespectively. Suppose that

¢(X):Xn_¢n71Xn_1_"'_¢1X_¢oEZ[X]' ¢ #0, (3.1)

is a polynomial with integer coefficients of which has no multiple roots in com-
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plex numbers field C. Let w,,W,,---,w, be the n different roots of ¢(X) in
C, the Vandermonde matrix V, is defined by

1 1 . 1
W,OW, - W
v, =| " |, and det(V, ) = 0. (3.2)
wtowgt wt

According to the given polynomial ¢(x), we define a rotation matrix
H=H, by

H = H, = Al ez (3.3)

¢n—1 nxn

where |, is the (n—1)x(n-1) unit matrix. Obviously, the characteristic
polynomial of His just ¢(x).

fo
. . fl n
We use column notation for vectors in R", for any f=|  |eR", the
fn—l
ideal matrix generated by vector fis defined by
HY(f)=[ f,HE HAf o HYHE ] e R™, (3.4)

which is a block matrix in terms of each column H*f (O <k< n—l) . Some-
times, £is called an input vector. It is easily seen that H” (f) isa more general
form of the classical circulant matrix (see [8]) and r-circulant matrix (see [9] and
[10]). In fact, if ¢(X): x" -1, then H*(f) is the ordinary circulant matrix
generated by £If ¢#(Xx)=x"—r,then H . (f) isthe r-circulant matrix.

By (3.4), it follows immediately that

H'(f+g)=H"(f)+H (g), andH" (1f)=AH"(f), VAeR. (3.5

Moreover, H" (f)=0 isa zero matrix if and only if f =0 isa zero vector,
thus one has H™(f)=H"(g) ifand onlyif f=g.Let M" be the set of all

ideal matrices, namely
M*={H"(f)|feR"}. (3.6)

We may regard H™ as a mapping from R" to M’ of which is a one to one
correspondence.

In [11], we have shown that some basic properties for ideal matrix, most of
them may be summarized as the following theorem.

Theorem 3.1 Suppose that ¢(X) € Z[X] is a fixed polynomial with no mul-
tiple roots in C, then for any two column vectors fand gin R", we have

) H(f)="fl,+fH++f_ H"

2) H(f)H (g)=H"(H"(f)g) and H"(f)H (g)=H"(g)H"(f);

3) HY(f)=V,*diag{f(w,), f(w,), -, f(w,)}V,;
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4) det(H" (f)) ( )

*

5) H ( ) is an invertible matrix if and only if (¢(X), f (X)) =1 in R[X].
where V, is the Vandermonde matrix given by (2.2), w,(1<i<n) are all

roots of #(x) in C, and diag{ f(w), f(w,), f(w, )} is the diagonal ma-
trix.

Proof: See Theorem 2 of [11].

a
Let e,e,, -, beunitvectorsof R",thatis

1 0 0

0 1 0

€= 1€, = .t 1€ =

0 0 1

It is easy to verify that
H'(e)=1, andH (g )=H"" 1<k<n. (3.7)

This means that the unit matrix |, and rotation matrices H*(1<k <n-1)
are all the ideal matrices.

Let ¢(Xx)R[x] and ¢(x)Z[x] be the principal ideals generated by ¢(x)
in R[x] and Z[X] respectively, we denote the quotient rings Rand R by

R=7Z[x]/#(x)Z[x], and R = R[x]/¢(x)R[x]. (3.8)
There is a one to one correspondence between R and R" given by
f0
-1 __npo t fl n
f(x)=fo+ fx++f x"eR—of=| | |eR".
fn—l
We denote this correspondence by ¢ that is
t(f(x))=fandt?(f)="f(x), vf(x)eR, and f eR". (3.9)

If we restrict ¢in the quotient ring R, then which gives a one to one corres-
pondence between Rand Z". First, we show that ¢is also a ring isomorphism.

Definition 3.2 For any two column vectors fand gin R", we define the ¢
-convolutional product f*g by f*g= H*( f ) g.
By Theorem 3.1, it is easy to see that

f*g=g*f, and H*(f*g):H*(f)H*(g). (3.10)
Lemma 3.3 For any two polynomials f(X) a ( ) in R, we have
t(f(x)g(x)= *(f)
Proof: Let g(X)=0,+0X+-+0,,X" " R, then
X9 (X) =690y + (9o + #1901 ) X+ +(Uop + 1100 s ) X"

It follows that
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t(xg(x))=Ht(g(x))=Hg. (3.11)
Hence, forany 0<k <n-1, we have
t(x“g(x))=H"t(g(x))=H"g, 0<k<n-1. (3.12)

Let f(x)=f,+ fix+-+f _x"" €R,by (i) of Theorem 3.1, we have
n-1 i n-1 i .
t(f(x)g(x))=2 fit(x'g(x)):z fH'g=H"(f)g.
i-0 i-0
The lemma follows.
o
Theorem 3.4 Under ¢ -convolutional product, R" is a commutative ring
with identity element e and Z" < R" is its subring. Moreover, we have the

following ring isomorphisms

*

R=R"=M", andR=Z"=M,,

where M” is the set of all ideal matrices given by (3.6), and M, is the set of
all integer ideal matrices.
Proof: Let f(X)eR and g(x)eR,then

t(f(x)+g(x))=f+g=t(f(x))+t(g(x)),
and
(1 (X)9(x) = H"(1)g = £ =t(f ())“t(s(x)

This means that ¢is a ring isomorphism. Since f*g=g*f and
e*g=H"(e)g=1,9=9,then R" isa commutative ring with € as the iden-
tity elements. Noting H *( f) is an integer matrix if and only if f €Z" is an in-
teger vector, the isomorphism of subrings follows immediately.

m

According to property (v) of Theorem 3.1, H™(f) is an invertible matrix
whenever ( f (X),¢(X)) =1 in R[X] , we show that the inverse of an ideal ma-
trix is again an ideal matrix.

Lemma3.5Let f(x)eR and ( (x ),¢(X)) 1 in R[X], then

(H(f)) " =H"(u),
where u (X) €R is the unique polynomial such that u (X) f (X) =1 (mod
(¢(x)))
Proof: By Lemma 3.3, we have u* f =¢, it follows that

H (uU)H"(f)=H"(e)=1,.

Thus we have (H*( )) =H ( ). It 1s worth to note that if H (f) is an
invertible integer matrix, then ( f is not an integer matrix in general.
o
Sometimes, the following lemma may be useful, especially, when we consider
an integer matrix.
Lemma 3.6 Let f (X) IS Z[X] and (f (X),¢(X)) =1 in Z[X], then we have
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(f(x).¢(x))=1 in R[x].

Proof: Let Q be the rational number field. Since (f(x),¢(x)):1 in
Z[X], then (f (X),¢(X))=l in Q[X]. We know that Q[X] is a principal
ideal domain, thus there are two polynomials a(x) and b(x) in Q[x] such
that

a(x) f(x)+b(x)g(x)=1.
This means that (f(x),¢(x)):l in R[X].

4. Cyclic Lattices and Ideal Lattices

As we know that cyclic code play a central role in algebraic coding theorem (see
Chapter 6 of [12]). In [11], we extended ordinary cyclic code to more general
forms, namely ¢ -cyclic codes. To obtain an analogous concept of ¢ -cyclic
code in R", we note that every rotation matrix A defines a linear transforma-
tionof R" by x— Hx.

Definition 4.1 A linear subspace C c R" is called a ¢ -cyclic subspace if
VaeC=HaeC.Alattice LcR" iscalleda ¢ -cyclic lattice if
Vael=Hael.

In other words, a ¢ -cyclic subspace Cis a linear subspace of R", of which is
closed under linear transformation H. A ¢ -cyclic lattice L is a lattice of R" of
which is closed under H.If ¢(x)=x" -1, then His the classical circulant matrix
and the corresponding cyclic lattice was first appeared in Micciancio [1], but he
do not discuss the further property for these lattices. To obtain the explicit alge-
braic construction of ¢ -cyclic lattice, we first show that there is a one to one
correspondence between ¢ -cyclic subspaces of R" and the ideals of R.

Lemma 4.2 Let tbe the correspondence between R and R" given by (3.9),
then a subset C cR" isa ¢ -cyclic subspace of R", if and onlyif t™ (C)c R
is an ideal.

Proof: We extend the correspondence ¢to subsets of R and R" by
C(x)c Ii—t%C:{Clc(X)eC(x)}cR”. (4.1)
Let C (X) c R be an ideal, it is clear that C c t(C (X)) is a linear subspace

of R". To prove Cisa ¢ -cyclic subspace, we note that if c¢(x)eC(x), then
by (3.11)

xc(x) e C(x) < Ht(c(x))=HceC.
Therefore, if C(X) is an ideal of R, then t(C(X)) =C isa ¢ -cyclic sub-

space of R". Conversely, if CcR" is a ¢ -cyclic subspace, then for any

k>1,wehave H*ceC whenever ceC, itimplies
ve(x)eC(x)= x“c(x)eC(x), 0<k<n-1,

which means that C(X) isanideal of R.We complete the proof.
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By above lemma, to find a ¢ -cyclic subspace in R", it is enough to find an
ideal of R. There are two trivial ideals C(x)=0 and C(x)= R, the corres-
ponding ¢ -cyclic subspace are C=0 and C=R". To find non-trivial ¢
-cyclic subspaces, we make use of the homomorphism theorems, which is a
standard technique in algebra. Let z be the natural homomorphism from
R[x] to R, kerz=¢(x)R[x]. We write ¢(x)R[x] by <¢(X)> Let N be
an ideal of R[X] satisfying

(#(x)) = N c R[x]—>R =R[x]/(4(x)). (4.2)

Since R[X] is a principal ideal domain, then N = <g (X)> is a principal
ideal generated by a monic polynomial g(x)e R[x]. It is easy to see that

<¢(x)>c<g(x)><:> a(x)1¢(x) inR[x].
It follows that all ideals Nsatisfying (4.2) are given by
{<¢(x)>| g(x)eR[x] is monic and g (x)]| ¢(x)}.
We writeby (g(x)) mod §(x), the imageof (g(x)) under z,ie.
(g(x)>m0d¢(x)=7z(<g(x)>).
It is easy to check
(g(x))modg(x)={a(x)g(x)|a(x) e R[x]and dega(x)+degg(x)<n}, (4.3)

more precisely, which is a representative elements set of <g(X)> mod ¢(X)

By homomorphism theorem in ring theory, all ideals of R given by
{(g (x))mod ¢(x)| g(x) € R[x] is monic and g ()| ¢(x)}. (4.4)

Let d be the number of monic divisors of ¢(x) in R[x], we have the fol-
lowing corollary.

Corollary 4.3 The number of ¢ -cyclic subspace of R" is d.

Next, we discuss ¢ -cyclic lattice, which is the geometric analogy of cyclic
code. The ¢ -cyclic subspace of R" maybe regarded as the algebraic analogy
of cyclic code. Let the quotient rings Rand R given by (3.8). A R-module is
an Abel group A such that there is an operator Ao € A for all AeR and
a e, satisfying 1-a =a and (44,)a =4 (Aa).Itis easy to see that R isa
R-module,if AcR and A isa R-module, then A is called a R-submodule of
R . All R-modules we discuss here are R-submodule of R .On the other hand, if
| c R, then 7is an ideal of R, if and only if 7is a R-module. Let « € R, the cyc-
lic R-module generated by « be defined by

Ra = {ia| <R}, (4.5)

If there are finitely many polynomials a,,a,, --,a, in R such that
A=Ra, +Ra, +---+Re,, then A is called a finitely generated R-module, which
isa R-submodule of R.

Now, if LcR" is a ¢ -cyclic lattice, geR", H*(g) is the ideal matrix
generated by vector g and L(H (g )) is the lattice generated by H™(g).Itis
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easy to show that any L( H” (9 )) isa ¢ -cyclic lattice and
L(H*(g)) c L, wheneverg e L, (4.6)

which implies that L(H*(g)> is the smallest ¢ -cyclic lattice of which con-
tains vector g Therefore, we call L(H* (g)) is a minimal ¢ -cyclic lattice in
R".

Lemma 4.4 There is a one to one correspondence between the minimal ¢ -cyclic

lattice in R" and the cyclic R-submodule in R, namely,
t(Rg(x))= L(H*(g)), forallg(x)eR
and
t’l(L(H*(g)))z Rg(x), forallg e R".
Proof: Let b(x)e R, by Lemma 3.3, we have
t(b(x)g(x))=H"(b)g=H"(g)beL(H"(9)).

and t(Rg(X))C L(H*(g)). Conversely, if aeL(H*(g)), and azH*(g)b
for some integer vector b, by Lemma 3.3 again, we have b(x)g(x)eRg(x),
and t(b(X)g(X)):a.This implies that L(H*(g))ct(Rg(X)),and

t(Ra(x))=L(H"(9)).

The lemma follows immediately.

Suppose L= L( BB ﬂm) is arbitrary ¢ -cyclic lattice, where
B=[A.5 Pn],, isthe generated matrix of Z. L may be expressed as the

sum of finitely many minimal ¢ -cyclic lattices, in fact, we have
L-L(R (AL ()L (B) @)

To state and prove our main results, first, we give a definition of prime spot in
R".

Definition 4.5 Let geR", and g(x)=t"(g)eR. If (g (x),¢(x))=1 in
R[], we call gis a prime spot of R".

By (v) of Theorem 3.1, g €R" is a prime spot if and only if H” (g) is an
invertible matrix, thus the minimal ¢ -cyclic lattice L(H : (9 )) generated by a
prime spot is a full-rank lattice.

Lemma 4.6 Let gand fbe two prime spots of R", then

L(H : (g)) + L( H(f )) is a full-rank ¢ -cyclic lattice.

Proof: According to Lemma 2.7, it is sufficient to show that
rank(L(H*(g))ﬂ L(H*( f ))) = rank(L(H*(g))) =n. (4.8)
In fact, we should prove in general
L(H"(g)-H" ())<= L(H"(g))NL(H"(f)). (4.9)

Since H” (g ) H” ( f ) is an invertible matrix, then
rank ( L ( H* (9 ) ‘H” ( f ))) =n, and (4.8) follows immediately.
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To prove (4.9), we note that
L(H™(g)-H"(f))=L(H"(g*)).
It follows that
rl(L(H*(g). H*(f)))= Rg (x) f (X).
It is easy to see that
Rf (x)g(x) = Rg(x)NRf (x).
Therefore, we have
L(H™(g)-H"(f))=t(Rg(x) f (x))= L(H (g))NL(H"(f)).

This is the proof of Lemma 4.6.
O

It is worth to note that (4.9) is true for more general case, do not need the

condition of prime spot.
Corollary 4.7 Let S, f3,, -+, 5, be arbitrary mvectorsin R", then we have

L(H* (B)H"(8,)-H(8,))
cL(H (A)NL(H (A)N-NL(H (8,)).

Proof: If f,,p,,:,, are integer vectors, then (4.10) is trivial. For the gen-
eral case, we write

L(H*(B)H"(B,)H (B,)=L(H (B*B**B,)),
where g *pf,*---*f, isthe ¢ -convolutional product, then

CH(L(H(B)H () H (B1))) = RA(X) B, (X)+ B (%)

(4.10)

Since
RB.(X) By (X):+ B (X) = R (X)NRB, (X)N---NRA, (X).
It follows that
L(H (B)H"(5,)H"(£,))
< L(H*(ﬁl))ﬂ L(H*(ﬂz))m"'ﬂL(H*(ﬁm))'

We have this corollary.

m
By Lemma 4.6, we also have the following assertion.
Corollary 4.8 Let f3,,5,,--, 8, be mprime spots of R", then
L(H*(ﬁl))+ L(H* (5, ))+---+ L(H* (B, )) is a full-rank ¢ -cyclic lattice.
Proof: It follows immediately from Corollary 2.9.
m

Our main result in this paper is to establish the following one to one corres-

pondence between ¢ -cyclic lattices in R" and finitely generated R-modules in

R.
Theorem 4.9 Let A =Re; (X)+Ra, (X)+:--+ R, (X) be a finitely generated
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R-modulein R,then t(A) isa ¢-cycliclatticein R". Conversely,if Lc R’
isa ¢-cyclic lattice in R", then t"l(L) is a finitely generated R-module in
R, that is a one to one correspondence.

Proof: If A is a finitely generated R-module, by Lemma 4.4, we have
t(A)=t(Rey (X)+-+Ra, (X))
=L(H" (o)) +L(H" () +-+L(H ().

The main difficult is to show that t(A) is a lattice of R", we require a sur-
gery to embed t(A) into a full-rank lattice. To do this, let (ai (X),¢(X)) =d, (x),
d;(x)eZ[x], and S (x)=¢(x)/d,(x), 1<i<m. Since ¢(x) has no mul-
tiple roots by assumption, then ( B (), ¢(X)) =1 in R[x].In other words, each
t(B(x))=/ isa prime spot. It is easy to verify Re; (x)<Rp (x)(1<i<m),

thus we have
t(A)c L(H*(ﬂl))+ L(H*(,Bz))+~~-+ L(H*(/}m)).

By Corollary 4.8 and Corollary 2.4, we have t(A) is ¢ -cyclic lattice. Con-
versely, if LcR" is a ¢ -cyclic lattice of R", and L=L(4,5,,--.5,), by
(4.7), we have

t* (L) =RA,(X)+RB, (X)+---+RB, (),

which is a finitely generated R-module in R . We complete the proof of Theo-
rem 4.9.
m

As we introduced in abstract, since R is a Noether ring, then | R is an
ideal if and only if 7 is a finitely generated R-module. On the other hand, if
| =R isan ideal, then t(1)cZ" is a discrete subgroup of Z", thus t(I) is
a lattice.

Definition 4.10 Let | « R be an ideal, t(l) is called the ¢ -ideal lattice.

Ideal lattice was first appeared in [2] (see Definition 3.1 of [2]). As a direct
consequences of Theorem 4.9, we have the following corollary.

Corollary 4.11 Let L cR" be a subset, then L is a ¢ -cyclic lattice if and
only if

L=L(H (B))+L(H" (B))++L(H (5,),

where S €R" and m<n. Furthermore, L is a ¢ -ideal lattice if and only if
every S €Z", 1<i<m.
Corollary 4.12 Suppose that ¢(x) is an irreducible polynomial in Z[X],
then any non-zero ideal 7of R defines a full-rank ¢ -ideal lattice t(1)cZ".
Proof: Let | =R beanon-zero ideal, then we have | =R, (X)+:--+Ra, (X),
where ;(x)eR and (g (x),4(x))=1.1It follows that

t(1)=L(H" () +L(H" () ++ L(H*(am)).

Since each ¢; is a prime spot, we have rank(t (1 )) =n by Corollary 4.8, and

the corollary follows at once.
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According to Definition 3.1 of [2], we have proved that any an ideal of R cor-
responding to a ¢ -ideal lattice, which just is a ¢ -cyclic integer lattice under
the more general rotation matrix H =H,. Cyclic lattice and ideal lattice were
introduced in [1] and [2] respectively to improve the space complexity of lattice
based cryptosystems. Ideal lattices allow to represent a lattice using only two po-
lynomials. Using such lattices, class lattice based cryptosystems can diminish
their space complexity from O( nz) to O(n). Ideal lattices also allow to acce-
lerate computations using the polynomial structure. The original structure of
Micciancio’s matrices uses the ordinary circulant matrices and allows for an in-
terpretation in terms of arithmetic in polynomial ring Z[x]/(x" -1). Lyuba-
shevsky and Micciancio [2] latter suggested to change the ring to Z[X] / <¢(X)>
with an irreducible ¢(x) over Z[x]. Our results here suggest to change the
ring to Z[X]/<¢(X)> with any a polynomial ¢(x). There are many works are
subsequent to Micciancio [1] and Lyubashevsky and Micciancio [2], such as
[13]-[19].

Example 4.13 It is interesting to find some examples of ¢ -cyclic lattices in
an algebraic number field K. Let QQ be rational number field, without loss of
generality, an algebraic number field K of degree n is just K =Q(w), where
w=w, isarootof ¢(x).Ifall Q(w,)cR (1<i<n),then Kis called a total-
ly real algebraic number field. Let O, be the ring of algebraic integers of K, and
| O, be an ideal, | 0. Since there is an integral basis {&,a,, -, ¢, } < |
such that

| =Zo,+Za, +--+7Za,.

We may regard every ideal of O, as alattice in Q", our assertion is that every
nonzero ideal of O, is corresponding to a full-rank ¢ -cyclic lattice of Q". To

see this example, let
n-1 .
Q[w]= {Zaiw' la e Q}.
i-0

It is known that K =Q[w], thus every aeK corresponds to a vector
aeQ" by

8
n-1 . a'l
a=Yyaw—">sa=|  [eQ"
i=0 :
an—l
If 1cO isanidealof Oy and | =Za +Za, +--+7Za,, let

B= [;1, Z,...’a_d € Q™", which is full-rank matrix. We have 7(1)=L(B) is
a full-rank lattice. It remains to show that z(1) isa ¢ -cyclic lattice, we only
prove thatif el = Ha_cez'(l). Suppose that @ €1, then wa el . It is easy
to verify that 7(w)=e, (see(3.7))and

r(wa)=z(w)*r(a)=Haez(l).

This means that 7(1) isa ¢ -cyclic lattice of Q", which is a full-rank lat-
tice.
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5. Smoothing Parameter

As application of the algebraic structure of ¢ -cyclic lattice, we show that an ex-
plicit upper bound of the smoothing parameter for the ¢ -cyclic lattices. Firstly,
we introduce some basic notations.

A Gauss function p, (X) in R" isgiven by
—nlx—cf? /s?
poe(x) =&/ (5.1)

where xeR", ceR" and s>0 is a positive real number. p, (x) is called

the Gauss function around original point ¢ with parameter s. It is easy to see that
P (X)dx =5"
Thus we may define a probability density function D (x) by
D, (X)=p. ( / an P (X)AX = py  ( (x)/s". (5.2)

Suppose LcR" is alattice, let

D, (L)=>.D,(X), oo (L)=D psc (). (5.3)

xel xel

The discrete Gauss distribution over L is a probability distribution D_

over L given by

DS,C(X) — pS,C(X).
D.o(L) pic(L)
If ¢c=0 is the zero vector of R" , we write p,(X)=p(X) ,
Pso(L)=p, (L), D,o(x)=D,(x) and D,,(L)=D,(L). Suppose that L is a

full-rank lattice and L is its dual lattice, we define the smoothing parameter

(5.4)

Dise (X) =

1, (L) of Lto be the smallest ssuch that p; (L*) <1+ ¢, more precisely,
n,(L)= mm{s s>0and py ( )<1+g} (5.5)

where ¢>0 is a positive number. Notice that p, (L*) is a continuous and
strictly decreasing function of s, thus the smoothing parameter 7, (L) isa con-
tinuous and strictly decreasing function of ¢.

Let L=L(f,pB, ., )=R" bea full-rank lattice with a basis £, 3,,*, B,
the fundamental region P(L) is given by

P(L):{iaiﬂi|0gai<1,1gign}. (5.6)

Suppose that Xand Y are two discrete random variables on R", the statistical

distance between X and Y over L is defined by

A(X.Y) Z|P ~P{Y =a}|. (5.7)

aeL

If Xand Y are continuous random variables with probability density function
T, and T, respectively, then A(X,Y) isdefined by

A(X,Y)zij

T,(2)-T,(z)|dz (5.8)
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The smoothing parameter was introduced by Micciancio and Regev in [20],
which plays an important role in the statistical information of lattices. An im-
portant property of smoothing parameter is for any lattice L=L(B) and any
& >0, the statistical distance between D, mod L and the uniform distribution
over the fundamental region P(L) isat most py (L(B)* ) / 2. More precisely,
for any £>0 and any s>7,(L(B)), the statistical distance is at most &/2,
namely

A(D, mod LU (P(L)))<7. (5.9)

Lemma 5.1 Let L cR" be a full-rank lattice, we have
7, (L)<n/2 (L), (5.10)

where L is the dual lattice of Z, and 4, ( L*) is the minimum distance of L.
Proof: See Lemma 3.2 of [20] [21].
m
Lemma 5.2 Suppose that L, and L, are two full-rank lattices in R", and

L, c L,, thenforany &>0, we have
7. (L) <n, (L) (5.11)

Proof: Let 7, (L,)=S5, we are to show that 7, (L,)<s. Since

pys (L) =1+¢, and Ze‘“z‘x‘z =l+e.

xely

It is easy to check that L, c L, it follows that

21,2 21,2
le=Y e™ M >3 emh

XELI xeLz
which implies
Py (5) <1+e,

and 7,(L,)<s=n,(L,), thus we have Lemma 5.2.
m
According to (3.4), the ideal matrix H (f) with input vector f eR" is
just the ordinary circulant matrix when ¢(X)=x"—1. Next lemma shows that

the transpose of a circulant matrix is still a circulant matrix. For any

go gn—l
gl n = gn—z P . . .
g=| . |[eR",wedenote = , which is called the conjugation of g

gn—l gO

%
Lemma 5.3 Let ¢(X)=X"—1, then forany ¢ = 9:1 eR", we have
gn—l
(H™(g)) =H"(HD). (5.12)
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Proof: Since ¢(X) =x"-1,then H = H, (see(3.3)) is an orthogonal matrix,
and we have H™'=H""=H'. We write H, = H'=H ™. The following identi-
ty is easy to verify

gH,
. g!H 2
H(g)=|"." |
gH;
It follows that

(H(9)) =[HG.H(Hg), - H"*(Hg)]=H"(H7),

and we have the lemma.
o

Lemma 5.4 Suppose that g € R" and the circulant matrix H*(g) is in-
vertible. Let A= (H*(g)) H"(g), then all characteristic values of A are given
2 2
flo(@)f Jo(e.) . Jo(4,)

by
}
where 0" =1(1<i<n) are the n-th roots of unity.
Proof: By Lemma 5.3 and (ii) of Theorem 3.1, we have

A=H'(Hg)H g=H"(H"(Hg)g)=H"(g"),

where g"=H" (Hg)g. Let g"(x)= tt (9") is the corresponding polynomial
of g". By (iii) of Theorem 3.1 all characteristic values of A4 are given by

{9"(6).9"(6,).-.9"(6,)}, 6" =1, 1<i<n. (5.13)
9
Let g= g:1 e R". It is easy to see that
(¢

n-1 n-1 n-1
g"(X) =29 +(Z giglijx"'"""(z 9i9n-1)-i j X" = |g (X)|2 ,
i i=0

i=0
where g ; =g, forall 1<i<n-1, then the lemma follows at once.
o
By definition 4.5, if g eR" is a prime spot, then there is a unique polynomi-
al u(X)e R such that u(x)g(x)zl (mod ¢(x) ). We define a new vector
T, and its corresponding polynomial T, (x) by

9
T, = HU, and T, (x) =t (H). (5.14)

If geZ" is an integer vector, then T, €Z" is also an integer vector, and
T, (x)eZ[x] is a polynomial with integer coefficients. Our main result on
smoothing parameter is the following theorem.

Theorem 5.5 Let ¢(X) =Xx"-1, LcR" bea full-rank ¢ -cyclic lattice, then

for any prime spots g € L, we have
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1. (L)< (min{[T, (6,).[T, (6], [T, ()

where 6" =11<i<n,and T (x) isgiven by (5.14).
Proof: Let g €L beaprime spot, by Lemma 5.2, we have

L(H*(g))cL:ng(L)snL,(L(H*(g))), Ve > 0. (5.16)

})71 , (5.15)

To estimate the smoothing parameter of L( H” (9 )) , the dual lattice of
L(H*(g)) is given by

L(H (9)) = L((H*(u))'j: L(H" (HT))=L(H"(T,)).

where u(x)e R and u(x)g(x)=1 (mod x"-1),and T, is given by (5.14).
Let A= (H ) (Tg )) H (Tg ) , by Lemma 5.4, all characteristic values of 4 are

(s @l @)f - fr, (8 .
By Lemma 2.2, the minimum distance 4, ( L ( H (g ))*) is bounded by
A(L(H*(g))*)Zmin“Tg(6’1)|,|Tg(92)|,~~-,|Tg(0n)

Now, Theorem 5.5 follows from Lemma 5.1 immediately.

}. (5.17)

o

Let L=L(B) be a full-rank lattice and B=[f,f,, -, 3,]. We denote by
B =[ﬂf,ﬁ;,-~,ﬁ:] the Gram-Schmidt orthogonal vectors {ﬁ,*} of the or-
dered basis B={f}.Itisa well-known conclusion that

A (L) =|B"| =min| 5],

1<i<n

which yields by Lemma 5.1 the following upper bound
-1
7, (L)<Vn|gg| (5.18)

where B, is the orthogonal basis of dual lattice L of L.

For a ¢ -cyclic lattice Z, we observe that the upper bound (5.17) is always
better than (5.18) by numerical testing, we give two examples here.

Example 5.6 Let n=3 and ¢(x)= x® 1, the rotation matrix His

0 01
H=|1 0 0]
010

We selecta ¢ -cyclic lattice L =L(B), where

111
B=0 1 1|
0 01

Since L =27°,thus Lisa ¢ -cyclic lattice. It is easy to check

3

|Bg|=min B

1<i<3
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0
On the other hand, we randomly find a prime spot g=|0 |eL and
1

g (X) x2. Since xg (X) =1 (mod Xx*-1), we have T, (X) =x?, it follows that
T, (6)] =[T, (&)| =T, (6,)] =1, and

1

1=\/§.

minfT, (9] <
Example 5.7 Let n=4 and ¢(X)= x* —1, the rotation matrix His
0 001
1000
H= .
0100
0010

We selecta ¢ -cyclic lattice L =L(B), where
1 1

B=

= I

1
01 1
00 1|
00 1

Since L =27, thus Lisa ¢ -cyclic lattice. It is easy to check

« a1
[Bo|=minls]=3
-2
1
On the other hand, we randomly find a prime spot g = 0 el and
0

g(x): X—2 . Since
(le _EXZ _EX_EJQ(X) =1mod x* -1,

we have

It follows that [T, (6,) =1,

min
1<i<4

Tg (‘9|)|7l ===

6. Conclusion

In this study, we show that ideal lattices are actually a special subclass of cyclic
lattices, and prove that there is a one-to-one correspondence between cyclic lat-
ticesin R" and finitely generated R-modules. Here, we use a more general ro-

tation matrix so that our definition and results on cyclic lattices and ideal lattices
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are more general forms. Finally, we give a more explicit and countable upper bound

for the smoothing parameter of cyclic lattices.
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