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Abstract

This paper extends the literature on the economics of sharing cybersecurity
information by and among profit-seeking firms by modeling the case where a
government agency or department publicly shares unclassified cyber threat
information with all organizations. In prior cybersecurity information shar-
ing models a common element was reciprocity—ie., firms receiving shared
information are also asked to share their private cybersecurity information
with all other firms (via an information sharing arrangement). In contrast,
sharing of unclassified cyber threat intelligence (CTI) by a government agen-
cy or department is not based on reciprocal sharing by the recipient organiza-
tions. After considering the government’s cost of preparing and disseminat-
ing CTI, as well as the benefits to the recipients of the CTI, we provide suffi-
cient conditions for sharing of CTT to result in an increase in social welfare.
Under a broad set of general conditions, sharing of CTI will increase social
welfare gross of the costs to the government agency or department sharing
the information. Thus, if the entity can keep the sharing costs low, sharing
cybersecurity information will result in an increase in net social welfare.

Keywords

Cyber Threat Intelligence, Economics of Information Sharing

1. Introduction

The Internet was still in its infancy when well-intentioned users became aware of
the presence of bad-intentioned users who saw the Internet as a means of vari-

ous kinds of theft or harassment. One means to help counter the threat of bad
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actors on the Internet is for the well-intentioned users to share information
concerning the presence of actual attacks, the nature of the attacks, methods to
identify the penetration of attackers before the attacks could be carried out, and
approaches to remediate successful attacks. Cyber Threat Intelligence (CTI) na-
turally became of interest to private for-profit and not-for-profit organizations
as well as to government entities. The 911 terrorist attacks, along with the reali-
zation that approximately 85% of the nation’s critical infrastructure are con-
trolled by the private sector, accelerated the United States federal government’s
interest in facilitating information sharing throughout the economy.!

The sharing of cybersecurity-related information by and among private sector
firms competing in a common market (via an Information Sharing Analysis
Center [ISAC] or other information-sharing organization) is hindered by
free-riding behavior and competition among the firms. In contrast, the sharing
of CTI by a government agency or department (hereafter the term agency will
often be used to refer to a government agency and/or department, such as the
National Security Agency [NSA] or the Department of Homeland Security
[DHS]) is not based on reciprocal sharing. Thus, in this latter setting, recipients
of an agency’s CTI are not considered to be free riding by accepting the agency’s
shared CTI. Furthermore, a government agency or department (e.g., NSA or
DHS) does not measure its performance by profits or shareholder value and
need not be concerned with a loss of profits to rival firms due to shared CTIL.
Hence, the incentive problems faced by private sector firms in considering shar-
ing cybersecurity information are not directly pertinent to the government
agency’s consideration of sharing CTI.> Consequently, the economics of sharing
CTI by government agencies requires a unique analysis.

Government agencies, in fulfilling their mission of securing the nation from
cyber threats, collect and analyze a large quantity of cyber threat information.
While a large portion of the collected cyber threat information is deemed as
classified or controlled unclassified information, a portion of the information is
unclassified and made publicly available. CTI may be classified if its disclosure
would damage U.S. national security. For example, information about a foreign
cyber threat may be classified if those facts could only be known using sensitive
methods that would be compromised by disclosure. CTI that is controlled un-
classified information is not classified, but the government believes should be
exempt from public disclosure under the Freedom of Information Act. For ex-
ample, if threat intelligence is associated with a particular intelligence agency it
may be sensitive but unclassified. The cost of collecting the cyber threat infor-
mation is sunk at the time of distributing the information. Once collected, the

CTI is designated as classified, controlled unclassified information, or unclassi-

'See, for example, [1].

*This paper’s focus is on the sharing of unclassified CTI. The sharing of classified CTI and controlled
unclassified information (including For Official Use Only) raises other incentive issues. Sales [2], for
example, notes that government agencies compete with other government agencies for policy influ-
ence and budget allocations giving rise to a free-rider problem in sharing (classified and controlled
unclassified information) CTI with other government agencies.
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fied for public consumption. The costs associated with determining which CTI
should be designated as unclassified for public consumption, and preparing that
CTI for dissemination to the public, are modest relative to the collection cost.
These classification costs, however, are still substantial due to an extensive
process associated with classifying, declassifying, or downgrading the classifica-
tion CTI as unclassified (Ze, the process involves many individuals at various
levels of the organization®). Furthermore, if one takes into consideration the
noise in such a process (as discussed by [4]), the ultimate costs could be quite
high.

Before classifying information as unclassified for public consumption, gov-
ernment agencies carefully consider both the potential societal benefits asso-
ciated with the wide dissemination of CTI as well as the possible costs.* The
principal benefit of wide dissemination of CTI is associated with potential in-
creased levels of cybersecurity and the savings in cybersecurity costs to the firms
receiving the CTI. The primary cost of sharing CTI is the cost associated with
the risk of malevolent actors using the publicly disseminated information to re-
fine their cyber-attack strategies. Assuming that government agencies classifica-
tion processes are effective in that they only publicly share CTI that provide in-
significant benefit to malevolent actors, shared CTT allows firms to obtain great-
er cybersecurity without increasing their investment in cybersecurity and may
also spur additional investments in cybersecurity.” Thus, by sharing unclassified
CTI with the public, there is an expected increase in the nation’s overall level of
cybersecurity and a corresponding expected increase in the protection of the na-
tion’s economic and national security.®

From the perspective of a government agency seeking to maximize social wel-
fare, they must consider expected losses from breaches that do not directly ac-
crue to the private sector firms (e.g., externality costs borne by consumers).
Hence, showing that information sharing would decrease the expected sum of
the costs of cybersecurity breaches and the costs of all firms’ cybersecurity in-
vestments (plus the agency's cost of preparation and dissemination of CTI)
would not be sufficient to show an increase in social welfare. In this paper, we
provide sufficient conditions for sharing of CTI by a government agency to re-
sult in an increase in the level of cybersecurity, and an increase in social welfare.

The remainder of this paper is organized as follows. In the second section of
the paper, we discuss the related literature. We present our model in section
three. Section four derives conditions under which expected social welfare is in-
creased by a government agency’s sharing of unclassified CTI. Section five dis-

cusses the implications of the findings from our analysis. We briefly summarize

*An overview of this process can be found in [3].

“Mohaisen et al. [5] discuss a range of risks associated information sharing.

°In our discussion of limitations in section six, we consider the case where malevolent actors receive
the shared CTIL.

SPresident Biden, as well as the last three Presidents of the United States (i.e., Presidents Bush, Ob-
ama, and Trump) have all been concerned with the growing importance of cybersecurity to the na-
tion’s economic and national security.
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our findings and conclusions, as well as discuss limitations, in section six.

2. Related Literature

The early economics literature concerned with information sharing examined
costs and benefits in the context of sharing information unrelated to cybersecur-
ity. For example, [6] [7] [8] [9] [10] examine the sharing of cost or demand in-
formation among rival firms.

The sharing of cybersecurity information only became an issue in the years
after the development of the Internet. Hence, economic analysis specifically re-
lated to sharing of cybersecurity information began early in this millennium.
The papers by Gordon et al [11] and Gal-Or and Ghose [12] were among the
first to specifically focus on the sharing of cybersecurity-related information
sharing. These two papers examine the incentives for firms to share cybersecuri-
ty information via an information-sharing organization such as an Information
Sharing Analysis Center (ISAC) and showed the potential gains to firms from
sharing. The analyses of both [11] and [12] show, however, that without the ap-
propriate incentives the free-rider problem may prevent the welfare benefits of
information sharing to be realized.

The literature on the economics of sharing cybersecurity information was
dormant for about ten years until a series of papers by Tosh et al [13], Naghiza-
deh and Liu [14], Ezhei and Ladani [15], and Tosh ef al [16] again focused on
the incentives for firms to share cybersecurity-related information via participa-
tion in an information-sharing organization. Mermoud et al [17] confirmed
behavioral issues associated with free-riding in the cybersecurity context. Their
study used a questionnaire survey of the 462 total membership of a Swiss ISAC
and attained a 62% response rate. More recently, [18] surveyed the cybersecurity
information sharing literature, built a model to examine value creation based on
the literature, and used a simulation to gain further insights.

The game-theoretic economics literature on cybersecurity information shar-
ing provides insights concerning what drives private sector firms to share infor-
mation and the associated welfare effects. This literature shows that information
sharing can substitute for cybersecurity investment. That is, a firm’s optimal in-
vestment in information security decreases as it receives information from
another firm or from an information-sharing organization. Moreover, the
game-theoretic literature highlights secondary and strategic ramifications of any
actions by considering how other players (i.e., attackers, competitors) will react
to the action. The implications of the above insights for the CTI sharing deci-
sions of a government agency or department (such as NSA or DHS) are, howev-
er, unclear at best. Utilizing a different stream of economics-based literature, the
paper by Gordon et al. [19] applies real options analysis to the sharing of cyber-
security-related information. This paper provides insight that is directly relevant
for a government agency or department. More specifically, to the extent that in-

formation shared reduces the risk associated with the receiving entity’s real op-
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tion to defer cybersecurity investments, the shared information has the potential
effect of motivating the receiving entity to accelerate investments in cybersecur-
ity. In other words, the sharing of CTI by a government agency may reduce the
receiving entities’ “wait” portion of the “wait and see” strategy for cybersecurity
investments.

Laube and Boéhme [20] perform an extensive survey of the theoretical and
empirical literature on sharing of information cybersecurity-related information.
One conclusion that they draw is that, in general, a firm’s economic incentives
lead them to share cybersecurity-related information to a lesser degree than is
optimal from a social welfare maximization perspective.

The papers reviewed above, apart from [19], focused on profit-maximizing
firms’ decisions to share information with rival firms directly or indirectly (via a
trade organization or an information-sharing organization). These papers mod-
eled a firm’s sharing decision according to the effect of the decision on the firm’s
profits. Firms seeking to maximize profits (or shareholder value) must consider
how sharing cybersecurity information with their competitors will affect their
position in the marketplace. For example, competitors seeking to increase their
market share may leak shared information to diminish the reputation of the firm
sharing information. However, as shown by [12], conditions may exist such that
firms with a strong competitive advantage in the marketplace have an incentive
to avoid sharing cybersecurity-related information. In contrast, a government
agency or department does not measure its performance by profits or share-
holder value. Thus, it need not be concerned with a loss of profits to rival firms.
Hence, the incentive problems faced by private sector firms in considering shar-
ing cybersecurity information are not directly pertinent to government agencies’
consideration of sharing CTIL.

The review paper by He et al [21] discusses the costs and benefits of informa-
tion sharing arrangements (e.g., ISACS) that involve government participa-
tion/sponsorship. In their Table I (p. 222), they list the types of costs, categorized
as being incurred as either prior to a cybersecurity attack or after an attack. In
their Table II (p. 223), they categorize benefits, all of which accrue to the entity
based on the type of information the entity has received and on whether such
information reduces the loss from breaches and the reduction of the entity’s
costs of defending against cyber-attacks. Looking at the summary of costs and
benefits given by [21], one notices that all of the benefits are received by the ent-
ity with no direct benefits reaped by the Government.

The Sales [2] paper is relevant to the current study because it indicates that
one should explicitly consider the government agency’s objective function and
how there may be a conflict (ie, a divergence of preferences) between the agen-
cy and individual decision-makers within the agency. In considering incentives
to share CTI in a government setting, one should consider separately the incen-
tives to share controlled unclassified information and unclassified CTI (i.e.,, CTI

made publicly available). Employing a logical narrative reflective of the articles
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found in law journals and making use of concepts from the economics of public
choice literature, [2] focuses implicitly on a government agency’s incentive to
share CTI that is controlled unclassified information and addresses the question
of why intelligence agencies are reluctant to share such information. The author
claims that public policy directives have not resulted in the desired increase in
information sharing because the policymakers have failed to consider “the iron
law of agency self-interest.” According to [2], agencies are interested in max-
imizing their influence over executive branch senior policymakers and in main-
taining or increasing their agency’s autonomy. By sharing information with
another agency, that agency may get credit for a substantial part of the work of
the agency that produced the information. This reduces the relative influence of
the government agency and, with a lag, can result in a decreased budget for the
agency (it also decreases the government agency’s incentive to produce valuable
threat information in the first place). Also, sharing information may result in
another government agency expanding its operations to the turf of the agency
producing the information, resulting in a loss of agency autonomy. Further-
more, institutional culture reinforces the idea that an individual analyst has
more to lose than to gain from sharing information. That is, the risk of hurting
an analyst’s career advancement due to sharing information may be greater than
the potential gain to an analyst’s career from sharing such information. Thus,
organizational problems lead many analysts to be excessively risk-averse to

sharing CTI that is controlled unclassified information.

3. The Model

Let us now turn our attention to the sharing of unclassified CTI and present a
model to investigate the welfare benefit of a government agency’s sharing of
such CTI. Consider an economy composed of n identical firms and a consumer
sector. Following [22], each firm wishes to protect a single information set by
weighing the expected benefits from investments in cybersecurity versus the
costs of the investment. Let x represent the firm’s monetary expenditures on cy-
bersecurity and Z, represent the firm’s loss if their information set is breached.
We assume the effectiveness of a firm’s cybersecurity expenditures in reducing
the probability of the firm’s information set being breached depends on the CTI
that the firm has received from the government agency or department.’

Assume that the quantity of (unclassified) CTI shared with all firms can be
represented by a non-negative real number denoted as y. Similar to the [11]
formulation, the probability that a firm’s information set is breached is
represented by the security breach probability function P(x,y), where Pis a
continuously twice differentiable function that decreases in the firm’s cyberse-
curity expenditures at a decreasing rate and, for positive levels of cybersecurity

expenditures, is non-increasing in the quantity of CT1 shared by the government

"This formulation is similar to that of [11], where cybersecurity information received was informa-
tion shared from by members of an information sharing organization.
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agency. Thatis, B (X,y)<0, P,(x,y)>0,and P,(x,y)<0,where
oP(x,y OP(x,Yy oP(x,y
=T (1) - LD and (1) - EU,

For a given amount of shared CTI, each firm selects the cybersecurity expend-

R(xy

iture level to minimize its total expected cybersecurity costs, which equals its
expected costs from breach plus the firm’s cybersecurity expenditures.® That is,

each firm selects x(y) as shown in Equation (1):
x(¥)={P(xy)L, +x}. M

Given the assumed properties of the security breach probability function, x(y)
uniquely minimizes the expression in brackets in Equation (1). Hence, as one
would naturally expect.

CTI sharing cannot leave any firm worse off.” That is:
P(x(y),y)L, +x(y)<P(x(0),0)L, +x(0). )

For the case where (2) holds as a strict Inequality, each firm’s expected total
cybersecurity costs (e, their expected losses from a breach plus their expendi-
tures on cybersecurity prevention) will be less when the CTI is provided than
when it is not. Since the welfare of each firm increases when their expected total
cybersecurity costs decrease, the welfare of all firms increases when the govern-
ment agency shares unclassified CTI. Yet, for this case, there are two reasons
why such sharing does not necessarily lead to an increase in total social welfare.
The first reason is that total social welfare is decreased by the cost to the gov-
ernment agency of classifying and disseminating unclassified CTI. Hence, if
those costs are sufficiently large, sharing unclassified CTI will cause total ex-
pected welfare to decline. The second reason that total social welfare may decline
as it is decreased by the externality costs of cybersecurity breaches that are borne
by consumers.'® These externality costs, while difficult to measure, can be sub-
stantial and include monetary and non-pecuniary costs consumers bear in deal-
ing with identity theft.

The total externality costs suffered by all consumers from a single cybersecur-
ity breach is denoted as L., so that the externality costs suffered from the ex-
pected number of cybersecurity breaches is n- P(x(y), y)- L,. For simplicity,
the government agency’s cost of classifying and disseminating unclassified y
units of CTI is assumed to be equal to c-y (Ze, cis the constant variable cost

of classifying and disseminating a unit of CTI). The government agency’s objec-

8For simplicity, we assume that the probability of a firm suffering a cybersecurity breach does not
depend on whether other firms suffer a breach. Since all firms are motivated to select the same level,
x(y), of cybersecurity expenditures, the probability of cybersecurity breaches occurring follow a bi-

nomial distribution with b(n, p) = b(n, P (x(y), y)) . Thus, the expected number of breaches in the

economy will be n- P(X(y), y) .

°This result (ie., Equation (2)) is formally proven in the Appendix as part of the proof of our first
proposition.

“For simplicity, we do not consider the externalities of a firm’s cybersecurity breach imposed on
other firms.
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tive, therefore, is viewed as the minimization of total expected social costs, de-
noted E[SC(y)], with respect to y; the quantity of information the agency
shares. The total expected value of social costs, E [SC ( y)] , can be written as:

E[SC(y)]=n{P(x(¥).¥)-L, +x(¥)+P(x(y).¥) - Lj+c-y. (3

where the term n[P(x(y), y)-L,+ X(y)] represents the sum of expected cy-
bersecurity costs for all n firms.

The government agency’s problem, therefore, is to select yto minimize
E[SC(y)]= n[P(x(y), y)-L, +x(y)]+n- P(x(y).y)-L+c-y. (4

Let L represent the sum of the losses of a cybersecurity breach to a firm and
the loss of a cybersecurity breach to all consumers, thatis L =L, +L,, then (4)

can be written as:
E[SC(y)]:n[P(x(y),y)~L+x(y)]+c~y. (5)

Having presented the basic model, we now examine the conditions under
which sharing CTI is beneficial. For CTI sharing to be beneficial, the expected
social costs with sharing must be less than the expected social costs without

sharing.

4. When Sharing CTI Is Beneficial

Sharing of unclassified CTI by a government agency or department influences
each firm’s marginal productivity of cybersecurity investments and, hence, the
firm’s level of cybersecurity investments, X(y). The level, y; of sharing of CTI
can have one of three effects on each firm’s selected level of cybersecurity in-
vestments and the resulting probability of a cybersecurity breach. Firstly, the
CTI shared could increase the firm’s marginal productivity of investments,
leading the firm to increase its cybersecurity investments and thereby causing
the probability of a cybersecurity breach to decrease. Secondly, the CTI shared
could have no effect on the firm’s marginal productivity of investments resulting
in the firm level of cybersecurity investments remaining the same. Even though
sharing would have no effect on the cybersecurity level of investment for this
case, the probability of a cybersecurity breach could decrease since, by having
received information on existing threats firms could employ their existing cy-
bersecurity assets more effectively. This is the underlying reasoning behind the
assumption that P(Xx,y) is non-increasing in y. Thirdly, the CTI shared could
substitute for some of each firm’s investment in cybersecurity (especially their
purchases of CTI from private firms) and cause each firm’s investment in cyber-
security to decline. However, the resulting change in the probability of a breach
would then be indeterminate and depend on the specific functional form of
P(X,y). Therefore, even when the government sharing of CTI leads to a decline
in each firm’s level of cybersecurity expenditures, the probability of cybersecuri-
ty breach could decline.

The following proposition shows that whenever CTI sharing leads to a reduc-
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tion in the probability of security breaches sharing CTI will increase social wel-
fare for sufficiently small sharing costs. That is the proposition provides a suffi-
cient condition for the sharing of CTI to meet the cost/benefit test. (The proofs
of propositions are shown in the Appendix.)

Proposition 1: Suppose sharing y >0 CTI leads firms to select x(y) such
that P(X(O),O) > P(X(y), y) . Then, for sufficiently small ¢>0,
E[SC(y)]<E[sC(0)].

While Proposition 1 gives a sufficient condition for CTI sharing to be welfare
enhancing, it remains to be shown that the conditions of the proposition do not
hold vacuously. To do so we consider two broad classes of security breach prob-
ability functions. The two broad classes of security breach probability functions
are natural modifications of the two classes specified in the Gordon-Loeb Model
[22], which are widely used in the literature (e.g., [23] [24] [25] [26] [27]). The
two classes of security breach probability functions in [22], modified to include

the CTT sharing variable, are given below:

P'(x,y):v/[ax(y+1)+1]ﬂ, (6)
where >0 and f =1 are productivity measures; and
P” (X, y) _ VaX(Y+1)+1, (7)

where o >0 isa productivity measure.

The following proposition shows that for security breach probability functions
belonging to either of the two broad classes specified in Equations (6) and (7), a
positive amount of shared CTI leads to a decrease in the probability of a breach
and hence to an increase is social welfare when sharing cost are sufficiently
small.

Proposition 2: For security breach probability function
P! (X, y) = V/ [ax( y+1) +1]ﬂ and security breach probability function
P" (x,y)=v*U""  sharing CTI by the government agency decreases the
probability of a security breach, ie, P' [x(y), y} <P! [X(O),O] and

p" [X(y), y] <P" [X(O),O] for y>0. Hence, for sufficiently small ¢>0,
CTI sharing by the government increases the expected social welfare.

Given that the breadth of the two classes of security breach probability func-
tions, P' and P", Proposition 2 provides some reassurance that when the
costs of providing CT1T are sufficiently small, social welfare is increased by shar-
ing of CTI".

Observation: Based on the first-order condition of minimizing the total ex-
pected cybersecurity costs P, (x,y)L+1=0, we have

Pi(X,y)Lox+P,(x,y)Ldy =0. Therefore, ox/dy=-P,(x,y)/P;(x,y)<0 if

and only if P, (x,y)>0.In other words, an organization will decrease its own

A third broad class of security breach probability functions is provided in footnote 18 of [22]. One
can easily demonstrate that Proposition 2 extends to security breach probability functions belonging
to this additional class (modified to include the sharing variable). Thus, for this third class, CTI
sharing leads to a reduction in the probability of a cybersecurity breach and an increase in social
welfare.
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cybersecurity investment if B, (X, y)> 0. For both
P'(xy)= v/[ax(y+1)+1]ﬂ ,and P"(xy)=v""""", B, (xy)>0. There-
fore, receiving CTI shared by the government agency reduces the organization’s

investment in cybersecurity, but increases the level of cybersecurity.

5. Implications

The model and the analysis presented in this paper demonstrate the positive role
agencies such as NSA can have in increasing social welfare by publicly sharing
CTI. ISACs and other cybersecurity information sharing organizations depend
on the reciprocal sharing of information by members of the sharing organiza-
tion, but this is not the case with sharing of information collected by a govern-
ment agency and distributed freely to the public. The benefits of sharing cyber-
security information by organizations such as an ISAC are dependent on the wil-
lingness of the organization’s members to share (at least some of) their privately
held cybersecurity information. To show the potential benefits of sharing by
such organizations, earlier papers either assumed that the organization’s mem-
bers would freely provide truthful cybersecurity information or assumed that
incentive systems could be provided to motivate the sharing while not specifying
the cost or feasibility of such an incentive system. In contrast, our analysis shows
that CTT sharing by government agencies or departments will be beneficial un-
der a wide range of general conditions without assuming that recipients of CTI
share any of their privately held cybersecurity information or that incentives
motivating such behavior could be provided. The sharing of cybersecurity in-
formation by government agencies or departments does not ask recipients to
take actions (e.g., sharing information about successful breaches) that could pos-
sibly hurt the organization in the marketplace via the recipient’s rivals. As a re-
sult, sharing CTI by government agencies or departments provides a large in-
formation sharing advantage relative to sharing organizations in terms of pro-
viding social welfare improvements.

Our analysis showed that for the broad classes of security probability func-
tions examined, sharing CTI will benefit society if the government agency can
keep their sharing costs sufficiently low. In our model, the shared CTI allowed
recipient organizations to achieve the level of cybersecurity they had without the
shared CTI at a reduced cost and will select cybersecurity investment levels that
result in a decrease in the probability of a security breach. Hence, sharing of CTI
should lead to an increase in social welfare gross of the government agency’s cost
of sharing the CTI. For these results to apply to government agents sharing CTI,
the CTI shared must have value to the recipients as a substitute for some of the

recipients’ costly cybersecurity activities.

6. Concluding Remarks

Two key features of information sharing by a government agency or department

distinguish the setting from the setting in which cybersecurity information is vo-
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luntarily provided by members of an information sharing organization and distri-
buted to its membership. The two features are: 1) the absence of a free-rider prob-
lem, and 2) the absence of competition in the marketplace of the information pro-
vider (the government agency or department) with the recipients of the shared in-
formation. Due to these differences, the analysis differs from the analyses of mem-
bership-based cybersecurity information sharing organizations (e.g., the ISACs).

In contrast to the two-way arrangements where sharing can only work if firms
are both providers and recipients of information, this paper examined the costs
and benefits of a one-way sharing arrangement. Specifically, we examined CTI
sharing in which a government agency or department is the provider of unclas-
sified CTI, and those receiving the CTT act only as information recipients. In this
context, the government agency balances cost and benefits in terms of the mini-
mization of expected social costs or equivalently maximizing expected social
welfare. Social costs consider the benefits derived by the information recipients
(e.g., firms and consumers) from the shared information, as well as the govern-
ment’s cost of producing and distributing CTI.

Earlier models of cybersecurity sharing (e.g., [11] [12]) looked only at the total
profits of the firms in the sharing organization. The analysis in this paper also
considers expected losses from cybersecurity breaches to consumers. Thus, in
the CTI context, a government agency’s sharing of CTI that benefits all firms is
neither a sufficient nor a necessary condition for the sharing of information to
be beneficial. The potential benefit to consumers, in the form of a reduction in
expected (externality) losses to consumers from reducing the probability of a
successful breach, need not be considered by information sharing organizations
focused solely on the welfare (ie., profits) of its members. In contrast, govern-
ment agencies like NSA or DHS should consider this externality in making the
decision regarding the sharing of CTI. That is, the reduction in the externality
cost is a benefit of sharing that adds weight to the benefit side of the cost/benefit
decision to share CTI.

In our model, where firms can always disregard the CTI information they re-
ceive, receiving CTI can only decrease or leave unchanged, a firm’s expected cy-
bersecurity costs (which equals their costs of cybersecurity investments plus
their expected losses from a cybersecurity breach). It is possible that after re-
ceiving CTI, it may be best for each firm to reduce their cybersecurity invest-
ments without increasing the probability of a cybersecurity breach. In that case,
total social costs decrease, provided that the government agency’s cost of pre-
paring and disseminating the CTTI is less than the combined cost savings in cy-
bersecurity investments by the firms receiving the CTI. Assuming the govern-
ment’s cost of preparing and disseminating the CTI is relatively low, an increase
in social welfare should occur.

Overall, our analysis showed that there are benefits of CTI sharing by gov-
ernment agencies and departments. By keeping the costs of sharing the CTI suf-

ficiently low, society will benefit from the sharing of CTI.
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While we believe our economic analysis of government sharing of CTI provides
new insights, the analysis is subject to limitations. Perhaps the most significant li-
mitation of our analysis is our assumption that the information being shared by a
government agency or department provide insignificant benefits to malevolent
actors. The potential use of CTI by malicious actors is considered by government
agencies and departments in their cost-value consideration between tipping off an
adversary compared with the strengthening of broad defense. As a result, in de-
ciding what and how to share information, government agencies and departments
sometimes decide that the information is too sensitive to release to the public at a
particular moment. In such a case, they limit distribution to a smaller, trusted
group. This is not to say, however, that screening by government agencies and de-
partments is perfect and that some information that is useful to malicious actors is
never publicly shared. When bad actors receive CTI, the probability of a breech
occurring may increase. In that case, shared CTI may have countervailing ef-
fects—decreasing the probability of a breach due to resulting increased defenses by
the good recipients of the CTI and increasing the probability of a breach due to
malevolent actions of the bad recipients. As long as the overall breach probability
decreases, sharing CTI would be welfare increasing for sufficiently low sharing
costs (Ze, the sufficient condition presented would remain valid).

As with all economic models, our results are sensitive to the assumptions un-
derlying our model. In order to show that our sufficient condition for sharing
CTI to be welfare increasing does not hold vacuously, we presented two general
classes of security breach probability functions such that positive amounts of
shared CTI lead to a decrease in the probability of a breach. It is an open ques-
tion as to how restrictive is the condition that positive amounts of shared CTI
lead to a decrease in the probability of a breach. More to the point, there may be
plausible security probability breach functions for which this condition does not
hold. More generally, the characteristics of security breach probability functions
are not observed and determining the nature of these functions remain open to
empirical research. In any case, the model and analysis presented should open
up avenues for further economic research into the sharing of CTI by govern-

ment agencies and departments.
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Appendix

Proof of Proposition 1:
Suppose P(X(O),O) > P(X(y), y). We need to show that there exists ¢>0

such that:
E[sc(y)]< E[sc(o)]] (A1)
From Equation (3), Inequality (A1) may be rewritten as
n{P(x(y),y)~Lp+x(y)+P(x(y),y)~Le}+c-y )
>n{P(x(0),0)-L, +x(0)+P(x(0),0)-L,}

By rearranging the terms in (A2), one can see that we need to show that for
sufficiently small ¢>0,

c<T (A3)
y

where
T =P(x(0),0)-L, +x(0)+P(x(0),0)-L,

~[P(x(¥).y)- Ly +x(y)+P(x(¥).y) L. ]

If T>0, then Inequality (A3) holds for sufficiently small ¢>0. Thus, to

complete the proof we need to show T >0. Again, rearranging terms, Equation

(A4)

(A4) can be written as:
T :[P(X(O),O)oLp +x(0)]—[P(x(y),y)~Lp +x(y)]
+[P(x(0),0)-L, —P(x(y),y)-L |

Given that the proposition assumes P(X(O),O) > P(x(y), y), the third term

(A5)

in brackets in (A5) is positive. Thus, to show that 7"is positive, we need only

show:
P(x(0),0)-L, +x(0) = P(x(y),y)-L, +x(y). (A6)
Since increasing the level of shared CTI is assumed to decrease or have no ef-
fect on the probability of cybersecurity breach (ie, P, (X( y), y) <0), we have:
P(x(0),0)-L, +x(0)=P(x(0),y)-L, +x(0), (A7)
and from the definition of x(y) as given in Equation (1), we have:

P(x(0),y)-L, +x(0) = P(x(y).y)-L, +x(y). (A8)

By combining Inequalities (A7) and (A8), we have demonstrated Inequality
(A6), thereby completing the proof.H

Proof of Proposition 2:

The first-order condition for xto solve the minimization specified in Equation

(1) is P (x,y)L+1=0. Thus, for = (x,y):+ the first-order

[ax(y+1)+1]ﬂ
condition yields:
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oP' (x, 1
y)__ vha(yx) 1 (A9)
X [ax(y+1)+1] L
Hence, we have
1
[LvBa(y+1)]pi-1
= , 10
x(y) (y+1) (10)
and
\"
P'[x(y).y]= T (A11)
[LvBa(y+1)]p
Thus, it follows that for y>0, P'[x(y),y]|<P'[x(0),0].
For P" (X, y) the first order condition yields:
1
W:a(yﬂ)lnlnwv““y*”+1 :—%. (A12)
Hence, we have
-1
In In{ y+1)vLIn Inv}
a
x(y)= (A13)

a(y+1)Ininv

and

| i

p [x(y),y]:v Ininv . (A14)
Consequently, for y>0, P"[x(y),y]<P"[x(0),0]. Hence, by Proposi-
tion 1, we have that for sufficiently small ¢>0, E[SC(y)]|<E[SC(0)].m
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