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Abstract

It is necessary to confirm the personal data factors and the rules of verifica-
tion before conducting personal data detection. So that the detection method
can be written in the subsequent implementation of the automatic detection
tool. This paper will conduct experiments on common personal data factor
rules, including domestic personal identity numbers and credit card numbers
with checksums. We use ChatGPT to test the accuracy of identifying personal
information like ID card identification numbers or credit card numbers. And
then use personal data correlation to reduce the time for personal data identi-
fication. Although the number of personal information factors found has de-
creased, it has had a better effect on the actual manual personal data identifi-
cation. The result shows that it saves about 45% of the calculation time, and
the execution efficiency of the accuracy is also improved with the original
method by about 22%, which is about 2.2 times higher than the general me-
thod. Therefore, the method proposed in this paper can accurately and effec-
tively find out the leftover personal information in the enterprise.
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1. Introduction

1.1. Disclosures of Personal Data

The authors have observed that a lot of personal data breach incidents have oc-
curred in recent years in governmental departments, enterprises, and sole pro-
prietorships [1]. What will happen if the names, mobile phones, addresses, pho-

tos, credit card numbers, medical information, and other personal information
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of ordinary people are accidentally leaked on the Internet [2]? If these data fall
into the hands of malicious persons, they can be used to carry out criminal activ-
ities, such as tracking the victim’s work habits, children’s schooling status,
friendship behavior, bank and stock market transactions, and so on, and then
carrying out counterfeiting, tracking, and threatening victims with equal pay-
ments [3].

According to the latest survey data, in January 2022, the number of online
frauds reached a peak of nearly 19,000 in the past six months. With the launch of
Netflix, Disney+, and others, many phishing scams involving fake streaming au-
dio-visual platforms have appeared on the Internet [4]. By falsely claiming that
there is a problem with the account that needs urgent remediation via messages
such as there is a problem with payment information, Account has been locked,
someone has hacked into your account, your account will be deleted, your ac-
count has been deleted, new login, and so on. The public is induced to enter
phishing websites that resemble the official streaming audio-visual platform, al-
lowing thieves to steal the account number and credit card information asso-
ciated with the account [5].

Congratulations on getting a new mobile phone! What will happen if you
press like and add an ID card identification number? There are other messages
that unsuspecting users may click on, causing their personal information to be
leaked unknowingly. When a user follows the instructions on the fraudulent fan
page, their communication software’s account (which may include name, mobile
phone number, email, gender, company, job title, location, and graduate school)
[6] may be leaked together, and then this information may be used as a prof-
it-making tool and sold to other businesses. Consequently, the communication

software receives unsolicited commercial advertisements.

1.2. Impact of Personal Data Leakage

Another common fraudulent method involves telephone fraud [7]. Based on the
information leaked from communication applications on mobile [8], the fraud-
sters will investigate an individual’s net worth, age, graduate school, circle of
friends, and other details to determine whether it is worth defrauding them.
Then, the user might receive an unfamiliar call from someone claiming to have
legitimate business with them. For a parent of a teenager, the fraudster may say,
I am your child’s school teacher. If the user is a salesperson, they might be de-
ceived by being told, I am interested in purchasing products from you. As crim-
inals become increasingly adept at tailoring their scams to individuals by using
their personal data, the best way to protect oneself is to avoid disclosing too
much private information [9].

In banking [10], property insurance, life insurance, investment credit, securi-
ties, and other industries in the financial industry, the loss of personal data lea-
kage is often more serious than system abnormality. If many customers of a sin-
gle bank suffer credit card losses, other bank customers may think that their

bank information has been stolen from the bank itself [11]. Consequently, to
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avoid their credit card information being stolen, they will suspend the bank’s
credit card [12] and transfer their money to other banks that pay more attention
to information security. Thus, the bank can lose the trust and business of exist-
ing customers and enterprises when many of its clients become victims of online
fraud.

2. Research of Personal Data

2.1. Personal Data Legacy Case

The first step in protecting personal data is to understand how many data files
are kept in the organization. Basically, the source of personal data can be divided
into two categories: the personal data of personnel within the organization and
the system on the external service. User profile. These two types of personal in-
formation may appear on the organization’s information system or computers.
The author has studied hundreds of cases of personal information import and
testing services in financial, life insurance, government, and medical institutions,
and the complete list is in the information.

The supervisor entrusts an employee with the handling of employee travel in-
surance matters, which include the names, ID card identification number, dates
of birth, and other information of all colleagues, but after the processing is com-
pleted, the files are still stored in employee travel insurance Information.xlsx on
the desktop. If this information is accidentally leaked, all colleagues’ names, ID
card identification number, date of birth, and other information will be leaked.
Along with this basic information, fraudsters can use the mobile phone numbers
of employees to trade with the commonly used credit card bank [13]. It is easy to

pass the first checkpoint of the bank phone review [14].

2.2. Challenges with Manually

It is not easy to find personal data owned by the organization [15]. Paper data
may be manually read, but accessing digital data without violating the personal
information law by mistake is a major challenge to be faced next. Auditors often
use rules of thumb to search for keywords, such as customer information, state-
ment, list, ID card identification number, and other keywords, but this method
can only search for file names, and it is impossible to search for the rules of per-
sonal information. For example, we found a file with the words ID card identifi-
cation number, which may be a bank’s credit card signing template, but the con-
tent of the file does not contain real personal information and does not violate
personal information. Therefore, simply searching for keywords is not enough to
prevent personal data leakage.

Many organizations manually fill out the report of personal information.
However, even if the paper inventory is manually filled out, it is not guaranteed
that there are no personal information files. Employees may still maintain some
of this information on their systems. However, most companies simply fill in the

option of none (which means there is zero personal information) on the inven-
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tory report to avoid explaining and tracking the follow-up process to identify in-
dividual information with auditors.

Personal data inventory can be manually self-reported or automatically counted
using certain tools. If manual inventory is easy, each colleague writes his own
report freely without personal data files, and through the auxiliary detection of
tools, it is easier to find some personal data files that may have been accidentally
leaked. However, when the number of files that need to be manually counted
exceeds 50 or the file list or the number of folders exceeds 15 or more, employees

may inadvertently fill in incorrect information.

3. Discussion on ChatGPT’s Personal Data Detection
3.1. About ChatGPT

ChatGPT [16] is an advanced artificial intelligence technology launched by the
American artificial intelligence research laboratory OpenAl at the end of No-
vember 2022. ChatGPT learns and internalizes through the training of a large
amount of data, so it has a huge amount of knowledge and the same human-like
language ability. However, occasionally the answer may be inaccurate, but it is
indeed a great technological innovation to be able to get a complete text reply
through such a simple input command. A month after launch, more than 1 mil-
lion people used it, and the number of users exceeded 100 million in January
2023. ChatGPT is currently able to handle some tasks because ChatGPT has
good language skills, such as replying to letters, handling overcomes, translating,
writing lyrics, sorting out text points, correcting grammatical errors, even writ-
ing stories, and writing website code. However, it should be noted that ChatGPT
was trained with data before 2021. In general, if you ask ChatGPT about things
after 2022, it will not know anything.

The author also conducted related research on ChatGPT’s personal data de-
tection. I wish that ChatGPT could correctly detect the characteristics of person-
al data. Personal data may exist in physical paper or electronic files. This chapter
focuses on the text detection of electronic documents and does not consider the

use of ChatGPT in images [17], sounds [18], or videos.

3.2. Factor of Personal Information

There are many types of personal information. Therefore, personal information
is easy to understand literally, but because of the complexity of society, some
personal data is not directly named; it is disclosed to identify a specific person,
which infringes on personal privacy. Therefore, when the law is revised, personal
information such as a nickname or artist name that can directly or indirectly
identify the personal data will be required. Personal information can also be
used to indirectly identify the individual’s information, such as the address of
the floor of the resident, the job title of the CEO of a company, or medical in-
formation such as the ward of the patient. This information may allow interested

parties to indirectly find relevant information.
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After analysis and research, there are three types, including identity numbers,
credit card numbers, and email addresses, that contain the verified number of
rules. Regional rules include phone, mobile, address, and other personal data
factors. The results of this experiment are to ask the ChatGPT whether the sam-
ples are accurate or not. Therefore, after reviewing the above personal informa-
tion rules, this study only uses identity numbers and credit card numbers to
provide ChatGPT for detection.

3.3. Detection Results of ChatGPT

We generated 20 real ID card identification numbers and credit card numbers
for testing data. The identity number adopted the identification rules of the
country where the author belongs, which included the first character codes of
different regions. 20 credit card numbers were used, including the types of VISA,
Mastercard, JCB, and American Express cards. These 20 samples are the testing
data for the ChatGPT. The scoring board for these three questions is as follows:
Table 1.

First of all, let’s ask the ChatGPT about the description of identity number
rules, which contains verification codes, but the presentation of the results is not
precise enough. The verification of 20 real data points is also completely unre-
cognizable.

Looking at the above testing results, we found that ChatGPT can answer any
question, but if the question includes the verification of the check code, it is easy
to cause the misjudgment or non-answer of ChatGPT, as shown in Table 2. The
author also asked ChatGPT about the tax number of enterprises, the number of
vehicle registration plates, and the motherboard numbers of computers. The re-
sult shows that the description of each question is barely correct. It may be in-
complete or incorrect information on the internet that leads to the mistakes in
the description. So that the verified code of rules cannot be well known by the

CHATGP and the real samples can’t be analyzed correctly.

4. Experimentation and Discussion
4.1. Improved the Detection Accuracy

If there are still a lot of mistakes after using the methods described in the previous

Table 1. Scoring board for the three questions.

Question 1 Question 2 Question 3 Sum of Points
About the verified About the rules for 20 samples to Sum of points by
numbers verifying numbers verified Question 1 - 3
0 - 3 points 0 - 3 points 0 - 4 points 0 - 10 points
0: Can’t answer 0: Can’t answer .
) ) Each sample is 0 - 3: Poor
1: Totally mistakes 1: Totally mistakes .
worth 0.5 points 4 - 6: Good

2: Few mistakes
3: Exactly correct

2: Few mistakes
3: Exactly correct

if it is correct 7 - 10: Excellent
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Table 2. Scoring of the five items.

. . Question 2 Question 3
Question Question 1 Sum of
It ® iption) (Rules of (20 Samples Point
ems escription oints
P Verify Code)  to be verified)
Identity number 2 3 0 5
Credit card number 1 1 0 2
Tax number of enterprises 1 0 0 1
Number of Vehicles
. . 1 0 0 1
registration plate
Motherboard number
1 0 0 1

of computers

section to apply the detecting, the accuracy can be improved by using the me-
thods described in this section.
* Method 1: Individual factor intersection

File A, for instance, just has 12 names and 8 addresses, with no further identi-
fying information. File A will be designated as the critical risk in rule 1 because
there are more than ten names of personal information components in the file,
as mentioned in the risk rule table of ideas in the preceding chapter. Even if
there are less than ten addresses, the first risk condition is still satisfied. This
type of situation typically occurs in lengthy PDF documents. The reason for this
is because it is quite simple for mixed texts to lead to incorrect conclusions.

However, if we enhance the judging method of the personal information fac-
tor and switch to intersection (as shown in Figure 1), the 12 names and eight
addresses will only meet the high risk of risk rule 2, meaning that there is a very
high probability of name misjudgment in the file and the real data may only
have eight items of personal information. Accordingly, the system’s misjudg-
ment may be greatly decreased by the confluence of data factors.

Passport and residency certificate numbers were among the criteria used in
the follow-up. The passport number was especially problematic because there
was no clear check code or set of rules to follow when evaluating it. The number
on a person’s residence certificate, on the other hand, functions similarly to that
on an identity card in that it includes a check code to validate the most recent
digital formulae, making it less prone to error in judgment. It’s important to
treat five high-risk files on a computer differently than it would treat five thou-
sand files containing sensitive personal information. Mistakes can be eliminated
manually one by one in a computer with five personal data files, but a computer
with five thousand personal data files cannot. Thus, correct regulations will de-
crease file-related mistakes.

* Method 2: The personal information correlation factor

The writers helped out with various agencies and their testing of private in-

formation; they discovered that the way certain pieces of data are presented de-

pends on the specific circumstances. One such linkage of personal information is
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the appearance of 20 characters before or after the name in the ID card identify-
ing number.

Rules such as “mobile must appear in the first 20 characters before or after the
name” and “address must appear in the first 20 characters before or after the
mobile” are examples of those that apply. All of these guidelines for detecting
and bettering the accuracy of personal in-formation detection are based on the
correlation between the preceding and subsequent characters. Figure 2 is an
example of a diagram for thinking about the context of your personal data be-
fore and after a correlation keyword.

Some auditors and government organizations agree with this concept because
some pieces of personal data are only significant when placed in the context of a
larger whole. This is the reason when we fill out an application form, we often
provide our personal factors in the following order: name, ID card identification
number, phone, mobile, e-mail address, address, credit card number, etc.
Therefore, the frequency with which certain pieces of private data occur depends
on the context in which they are used. That’s why it’s important to take into ac-
count the contextual connection of personal information variables when making

risk-level assessments; it’'ll boost the precision of your PI detection.

Risk Level \'\\l—qﬁm\x Regular Name 1D. Telephone | Mobile Address Email | Credit Card
Rule 1 (Critical) i10: 10 10 10
Rule 2 (High) 5 5 dsh: 5

. 12 TName
Before : 2
. And
Fit Any Factors r
8 T Address
Rxsk;;v‘el\*’—--—f"i“?:h Regular Name ID. | Telephone | Mobile | Address | Email | Credit Card
Rule 1 (Critical) | And 10 10 10 10
Rue2Gi | A [{5 3] 5 {5} 5

Figure 1. Table of risk rules enhanced by intersection.

EX1 © My name is Jason and my mobile is 0955600700.

EX2 : My mobile is 0955600700 and I'm Jason.

Figure 2. The personal information correlation factor.

4.2. Experimental Results

The experiment used 500 sensitive documents by using the ID card identifica-
tion number as the main analysis index and the name and address as the aux-
iliary personal information factors of the ID card identification number. Me-
thods 1 and 2 in the previous section for comparative analysis a complete,

workable scan is complete when at least one ID card identification number is
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detected. Method 1: When the identity card, name, and address must appear at
the same time within one document, the result can only be considered personal
information. Method 2: When an ID card identification number appears, at the
same time, the first and last 100 characters must also include the name or ad-

dress, and the result is considered personal information.

4.3. Preliminary Judgment of Accuracy

The statistical results are shown in Table 3 below. It took about 66 minutes for
the full scan to find 84 ID card identification numbers in 500 sensitive docu-
ments; method 1 took 59 minutes to find 49 ID card identification numbers; and
method 2 took 24 minutes to find 56 ID card identification numbers.

The accuracy is 1 based on the number 84. Method 1 and Method 2 were 0.58
(49/84) and 0.67 (56/84) respectively. The weight value calculated by the pre-
vious research method is C squared/D, and the weight value of method 2 is 0.22
higher than the original method.

Since there are a total of 500 files in the samples, the ID card identification
number rule has a verify code and has passed the check code formula; therefore,
it is first determined that all ID card identification numbers have been found.
The result shows only 84 entries of all ID card identification numbers appearing
in 500 files. The results of this experiment are helpful for the rapid prediction of
the future. For example, how long does it take for ChatGPT to detect 10 ID card
identification numbers? According to the above experimental results, the origi-
nal method takes 7.85 (66/84 * 10) minutes, method 1 takes 12.04 (59/49 * 10)
minutes, and method 2 only takes 4.28 (24/56 * 10) minutes, which can save
about 45% (1 — (4.28/7.85)) of the time efficiency compared with the original
method. In other words, with the same accuracy, Method 2 can provide correct
personal information in only 55% (4.28/7.85) of the detection time. This un-
doubtedly makes a significant contribution to the large amount of data gathered

for research.

Table 3. Table of experimental result.

Number  Executing .. Percentage Efficiency
. . Precision . .
of I. D. Time (min) (C) = (A)/84 of Time of Weight
(A) (B) (D) =(B)/66  (C)* (C)/(D)
Full Scan 84 66 1.00 1.00 1.00
Method 1 49 59 0.58 0.89 0.38
Method 2 56 24 0.67 0.36 1.22

5. Conclusions

Recently, in the technology industry, worker job-hopping occurred where work-
ers carried company knowledge and know-how to a new company; it happens all
the time. For important internal business secrets, it is necessary to discuss them

in detail from the perspectives of personnel, time, land, and objects. It is impor-
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tant to distinguish who can know the company’s business secrets and confiden-
tial documents, how detailed the information can be, when it is a suitable time to
get the data, and where the information will be stored and monitored. Further,
what information cannot be disclosed to the external the lifeblood of an enter-
prise is these important personal data files and confidential documents. Even if
100% prevention of file leakage cannot be achieved, at least reduce the probabil-
ity of data leakage as much as possible. Relevant control procedures must be
done within the enterprise, including the retention, place on files, backup, file
transfer in and out of personal data files and confidential files, etc., to protect
important assets of the company and avoid huge losses after data leakage. No-
wadays, personal data leakage incidents are emerging one after another, which
not only causes panic among the public but also proves that both individuals and
companies should better understand and implement the mechanisms of personal
data protection.

In view of this, in order to prevent personal data leaks, it is necessary to
strengthen the computer’s personal data protection mechanism. In order to pre-
vent these issues, the company can regularly conduct personal data protection
education and training for employees [19]. Thus, personal data scanning on
computers, websites, and databases also helps. Smart personal data encryption
will greatly reduce the risk of personal data leakage due to employee negligence
or system program loopholes. Therefore, prone to negligence and incorrectness
in paper filling, more and more enterprises and organizations use automated
personal data inventory tools to carry out the final computer personal data in-

ventory and supplement manual inventory.
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