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Abstract

User authentication is critical to the security of any information system. The
traditional text-based passwords and even biometric systems based on face
and fingerprint validation suffer from various drawbacks. Voice-based au-
thentication systems have emerged as an effective alternative method. Within
the user authentication systems, the server-side voice authentication systems
added advantages. The purpose of this paper is to present an innovative ap-
proach to the use of voice verification for user authentication. This paper de-
scribes a new framework for the implementation of server-side voice authen-
tication, ensuring that only the users who are authenticated and validated can
access the system. In addition to providing enhanced security and a more
pleasant user experience, this technology has potential applications in a wide
range of fields.
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1. Introduction

Authentication of users is a critical component of information security, as it en-
sures that only authorized individuals can access sensitive data and systems [1].
Traditionally, authentication has relied on knowledge-based (passwords) or
possession-based (tokens) mechanisms. These methods, however, are increa-
singly vulnerable to attacks such as phishing and brute force [2]. The use of
biometric authentication has emerged as an effective and convenient alternative
to traditional authentication methods [3]. The use of voice authentication has

gained traction due to its non-invasive nature, ease of use, and widespread
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availability of microphones in devices [4]. The purpose of voice authentication is
to identify and verify a particular individual based on their unique vocal charac-
teristics, thereby making it nearly impossible to impersonate or fabricate [5].
Figure 1 summarizes the traditional and biometric methods in use for user au-
thentication.

The purpose of this paper is to present an innovative approach to the use of
voice biometrics for user authentication. The current literature on user authen-
tication through voice biometrics is reviewed in this paper. The importance of
server-side voice authentication and its use cases are discussed. Thereafter, a
new framework is proposed for the implementation of the server-side voice au-

thentication system. The advantages of the proposed system are also discussed.

2. Literature Review

This section captures the existing literature on the user authentication methods.
This review does not amount to a systematic and exhaustive review of the litera-
ture on the subject [6]. This paper adopts the narrative approach to the review of
literature [7] for exploring the current knowledge that informs the author in the
ongoing research in the field of user authentication. The findings of the review
are utilized in preparing and presenting the innovative approach to implement-

ing a server-side voice verification for enhanced user authentication.

2.1. Existing Solutions for User Authentication

The traditional methods used for user authentication suffered from many issues
and inefficiencies. These issues included having to correctly remember multiple
passwords and user ids and susceptibility to duplication and misuse [8]. Biome-
tric based authentication systems came up in response to the issues faced by the

traditional methods. Face recognition, fingerprints, iris recognition, and hand

| Authentication Methods |

| Traditional | | Biometrics |
Knowledge-based Object / Possession-based Physiological Behavioral
(What the user knows?) (What the user has?) (What the user is?) (What the user does?)
i Authenticati
Texwbased | | RO | vty | | s (OnDevie
Finger print
password (Patierns ! Images) Card) ger p Server based)
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alphanumeric
password Hand geometry
—— (Palm print/ Vein
or Stroke geometry)
Figure 1. Authentication methods.
DOI: 10.4236/jcc.2023.115010 138 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2023.115010

D.R. Chandran et al.

geometry were some of the biometrics adopted for user verification.

Biometrics like face and fingerprint are capable of providing strong security at
the device level. However, these biometrics are not suitable for all the situations.
There are occasions when hand-free access to their devices would be beneficial
to the users. Accessing a locked device while driving a vehicle is an apt example.
Methods like PIN or use of biometrics like face and fingerprint may not be suit-
able for accessing a device while one is driving a vehicle. Attempting to access a
device by using the touchscreen or placing the face in front of a camera could be
both inconvenient and dangerous under such circumstances. Many other similar
situations also exist where a user would find hand-free access to their devices
beneficial and convenient [9]. Table 1 contains a comparison of traditional au-
thentication methods and the voice authentication method.

An alternative that can address the above drawbacks of other authentication

systems is voice authentication. Voice authentication allows the user to access

Table 1. A comparison of traditional authentication methods and voice authentication.

Metrics Traditional authentication Voice authentication
Authentication Factor Single-factor authentication Single or multi-factor authentication
Moderate High
Usability (Ease of use) . 8 .
Easy to use but not always user-friendly Easy to use and user-friendly
High
. Low . . . -
Security Difficult to fake or replicate voice characteristics,

Vulnerable to password cracking or object theft . .
protection from voice spoofing attacks

High
Advanced algorithms ensure accuracy. False
Acceptance Rate below 1 in 50,000

A Low
ccurac
¥ Can be prone to errors or forgotten passwords

High

L

Spoofing Detection . ow . Advanced algorithms can detect and protect from
Passwords or objects can be easily spoofed

voice spoofing attacks

L
ow High

Convenience Requires remembering and entering passwords, . . . R .
Convenient as it only requires a user’s voice

carrying objects or possession

Low Moderate
Cost . . . . . . 1
Relatively inexpensive to implement Requires specialized technology and software
L High
User Acceptance . . ow . & .
Due to inconvenience and complexity Due to easy and convenient use
Moderate High
Reliabilit
cHabtily Can be affected by human errors Consistent and reliable
L
: o o . High
Privacy Can be compromised if the password is shared or .
L. Voice samples can be kept encrypted
the object is lost or stolen
Moderate High
Adoption Widely adopted and understood, but becoming  Increasingly adopted, but still not as widely used as
increasingly outdated in terms of security traditional methods
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User Collection of
voice samples
from user

the secured devices without diverting the focus of attention. It only requires
speaking a short instruction such as “Hey Device, Play the music.” The added ad-
vantage of voice authentication is that it allows the instructions to act in a dual ca-
pacity of commands for execution and ensuring security. This dual role is possible
because the execution command itself is processed for voice authentication as well.

Another advantage of voice authentication is that unlike other security me-
thods, it doesn’t require any special sensors or equipment to capture the biome-
tric. Voice authentication can be adopted even with low end devices. There is no
hardware costs involved in adopting voice authentication. The existing devices
can be easily configured to use voice authentication for security unlock. The
voice authentication also provides a suitable alternative for situations where
camera or fingerprint scanner might not work due to conditions like inadequate

light or wet fingers etc. [9].

2.2.Voice Authentication Process

A comparison of the voice authentication method with other traditional and
biometric methods clearly establishes the advantages of adopting the voice-based
system for user authentication. The steps involved in the voice authentication

process are detailed in this section.

2.2.1. Voice Recording and Storage

The voice authentication process begins with the collection of voice samples
from users during the registration and enrolment process. Users are typically
asked to provide a set of phrases, ensuring consistency, and reducing environ-
mental influences on the quality of voice samples [10]. Figure 2 contains the
process of user registration and enrollment process. The system records and ex-
tracts the voice signatures from the samples and creates a unique voiceprint.
These voiceprints are then stored securely in the system and used as a reference
for future authentication attempts. As a result, it is very important that these
voiceprints are maintained confidentially and with integrity to avoid the risk of

unauthorized access and fraud [11].

2.2.2. Feature Extraction and Comparison

To get access to a system, users must give a sample of their voice as part of an
authentication process. Using advanced signal processing methods and machine
learning algorithms [13], the system then pulls out important features from the
voice sample, such as pitch, frequency, and formants. Using the extracted features,

If the voice template matches
(Similarity score is above the

threshold),system grants
E é g / access to)th)(,e userg
_)|||||||||| |||||||||| —> o1
-||-|||| \Q If the voice template does

not matches (Similarity
score is below the threshold),

Features of voice Creation of a Co_mpa_rlston ‘(’j‘"th Istolret_d system denies access to
signature extraction unique voiceprint voiceprint and calculation the user
from the voice sample of similarity score

Figure 2. Voice authentication User Registration and Enrollment process—Model Training [12].
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the voice sample is then compared with the stored reference voiceprints, calcu-
lating a similarity score that reflects the degree of correspondence between the

two samples [14].

2.2.3. Decision-Making Process

Based on the uploaded voice samples, the system calculates a similarity score,
which lets it figure out if a particular input belongs to the claimed user. To dis-
tinguish between genuine and imposter attempts, a threshold value is set. Users
get access to the system only if the system determines their similarity score as
above the set threshold. If the score is lower than the threshold, the system de-
nies access, potentially triggering additional safeguards or alerts [4]. To balance
security and usability, threshold values need to be tuned to minimize both false

acceptances and false rejections. Figure 3 captures the decision-making process.

2.2.4. Voice Authentication Scheme

According to a white paper published by ID R&D [9], there are two types of
methods for authenticating the unique voiceprint of a user. These are text-de-
pendent and text-independent methods. The first type of method uses pre-de-
fined messages for voice analysis and authentication. The second type of method
is text-independent and can use any words or sentences spoken by the user for
voice authentication.

One essential requirement of a robust voice authentication system is an effec-
tive protection against voice spoofing attacks. ID R&D [9] identified the spoof-
ing attacks under the following categories:

Text-to-Speech attacks: Text to speech attack is carried out by generating
synthesized voice and using it to overcome the authentication system.

Voice Conversion attacks: Voice conversion attack uses a software tool for
converting a message or phrase in person’s voice into that of another person’s
voice to present it to the authentication system.

Replay attacks: Replays attacks merely record the user’s voice or text and then
play it through a speaker to gain access to the device.

Mixed attacks: Mixed attacks use a combination of one or more of the above
methods to attack a voice authentication system.

To ensure the robustness of a voice authentication system, there must be ef-
fective defense against spoofing attacks. There are algorithms available to ensure

protection against voice spoofing attacks.

M
(S i — T
oA N0

User Collection of Features of voice Creation of a Storage of voiceprint in
voice samples  signature extraction unique voiceprint model database for future
from user from the voice sample use by voice authentication

system for verification

Figure 3. Voice authentication Decision-making Process—Model Inferencing [12].
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Wake-Up Word and Command

|

Common Deep Neural Network Processing

Text-Independent

Speaker
Recognition

By combining the authentication system and anti-spoofing algorithms it is
possible to attain high accuracy levels. Industry claims that it is feasible to
achieve a false acceptance rate of less than 1 is 50,000, spoofing acceptance rate
of less than 3%, and false rejection rate at below 10% by adopting a combination
of user verification and anti-spoofing methods [9]. Use of Common Deep Neur-
al Network processing allows the authentication systems to extract the identify-
ing features of voices for authenticating the text-dependent, text-independent,
and anti-spoofing systems from the same network. Figure 4 contains a scheme

of voice authentication.

2.3. Importance of Server-Side Verification

To maintain the integrity and security of authentication systems, server-side ve-
rification is essential. A centralized, controlled, and monitored authentication
process can be achieved by validating user credentials on the server side, which
reduces the risk of unauthorized access [15]. Further, server-side verification al-
lows users to authenticate continuously as well as implement advanced security
measures, such as multi-factor authentication and risk-based authentication, al-

lowing for continuous authentication and enhanced security [16].

2.4. Ensuring Authenticated and Validated User Access

Steps involved in ensuring access to only the authenticated and validated users

are detailed in this section.

2.4.1. Registration and Enrolment
During enrollment and registration, a user’s account is set up and their biome-
tric data collected for authentication. This process is essential for ensuring the

accuracy and security of the authentication system. Reference [17] recommended

Accept Authentication
Voice
Biometric
Fusion
Text-Dependent Authentication Score
Speaker VB anfl A-8 =
Recognition Fusion
Anti-Spoofing Score Reject Authentication

Figure 4. Voice authentication scheme [9].
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that the registration and enrollment process must involve multiple factors of
authentication. These factors could be what user knows (password, PIN), user
has (smart card, token), or user is (biometric). This can prevent spoofing or
other forms of fraud. It is vital to gather and securely store biometric data to en-
sure the user’s privacy. According to [18], an access restricted secure environ-
ment is recommended for storing biometric data. Use of secure protocols and
channels of communication for any transmission of biometric data is also im-

perative to ensure the integrity of the data.

2.4.2. Continuous Authentication and Monitoring

The continuous authentication and monitoring serve the purpose of continually
verifying the user’s identity to ensure that the user remains authorized to access
the system or data. This is crucial to preventing unauthorized access or data
breaches. Continuous authentication can use multiple authentication factors, in-
cluding biometric data and location data, to establish and maintain a user’s
identity [19]. As a result, spoofing or other forms of fraud may be detected and
prevented. The use of machine learning algorithms is also effective in detecting
anomalies or suspicious behavior that could indicate a security threat. As de-
scribed by [19], machine learning is useful for analyzing the user behavior to
identify deviations from normal trends, which can then trigger additional au-

thentication checks or alerts to security personnel.

2.4.3. Managing False Positives and Negatives

Achieving accuracy and usability requires managing false positives and negatives
in the authentication system. A false positive occurs when an authorized user is
denied access, whereas a false negative occurs when an unauthorized user is
granted access [20].

Adaptive authentication, which emphasizes the balance between security and
usability, may be used to manage false positives and negatives [21]. Additionally,
feedback mechanisms can improve the accuracy of the authentication system
over time. It is possible to improve accuracy by using feedback from users and
reduce false positives and negatives by adjusting based on feedback from users
[22].

2.4.4. Digital Signature Certificate (DSC) for Added Security
A digital signature certificate (DSC) can be used as another factor of authentica-
tion during the enrollment and registration process. A DSC is a digital certificate
that contains information about the identity of the signer, which can be verified
using public key infrastructure (PKI). By using a DSC, the user can prove their
identity and authenticate the information they are providing during the registra-
tion process.

In addition, a DSC ensures the integrity and authenticity of biometric and lo-
cation data along with timestamp transmitted over a network. The DSC is useful
to digitally sign the biometric data, which assures that the data is not tampered

with or altered during transmission. Furthermore, a DSC is useful to securely
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store and protect biometric data that is collected during the registration. The
DSC can be used to encrypt and digitally sign the data, which provides confiden-
tiality, integrity, and non-repudiation. Only authorized users with the correct
public key can access the biometric data. This ensures the security of the private
information of a user.

Overall, a DSC can be used to increase integrity and security during the
enrolment and registration process. A DSC can also secure biometric data and

protect the privacy during its transmission.

2.5. Use Cases and Applications

There are many domains and sectors where server-side user authentication can
play an effective role. Some of the representative use cases are discussed in this
section.

Figure 5 below contains an infographic of the domains and sectors that can
potentially make use of server-side voice authentication for enhancing their effi-

cacy and user experience.

2.5.1. Banking and Financial Services
Banks and financial services can greatly benefit from voice authentication by
improving security and the customer experience. With voice authentication,

bank accounts, trading platforms, and other financial services can be protected

Kiosks & Displays

'\ commands.
¢ Audio feedback for user

* User authentication and
identification via voice.

¢ Hands-free kiosk navigation

through authenticated voice o &

actions using custom TTS.

Defense
% 3 * Secure access control to
defense facilities,
vehicles, and equipment
through authenticated
voice commands.

* Situational awareness

through voice-activated
alerts and commands.

Industry 4.0, Logistics & Supply Chain

* Pick-by-Voice solution with
authenticated headsets for
Ad4 @accurate and secure order picking.

‘m -* Assisted maintenance, repair, and

operations (MRO) with voice-
V' guided workflows.

* Authenticated voice recognition

Healthcare

« Authenticated voice
commands for medical
devices and to access
sensitive patient
information.

« Voice instructions for
healthcare professionals.

* Monitoring patient
health and technical data

for property access and secure
facilities.

Field Services & Maintenance (MRO)

* Mobile application with
voice inputs for field services
and maintenance.

@ * Voice assistant to guide
maintenance and repair
operations or quality controls
* Streamlined data entry and

Server-side voice
authentication

with authenticated feponing through voice
voice. mputs.
Banking Gaming, AR,VR & Metaverse
* Authenticated voice * Quick player login
commands for system using
accessing bank authenticated voice.
accounts, trading * In-game voice
platforms and other commands.
financial services. (L[] * Text-to-speech voices
Customer instructions for gaming
using Text-to-Speech instructions.
voices.
Figure 5. An infographic of the potential industries that can benefit from server-side voice authentication.
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against unauthorized access by replacing password-based systems and enhancing
multi-factor authentication [23]. The use of voice authentication can also stream-
line the customer service experience by providing secure, efficient, and conve-

nient access to telephone-based support [24].

2.5.2. Healthcare

Voice authentication systems are useful in healthcare settings to make sure that
only authorized people can have access to protected information of the patients.
A healthcare provider can improve patient privacy and comply with relevant
data protection regulations by implementing voice authentication in electronic
health records (EHRs) and telemedicine platforms, such as those covered by the
Health Insurance Portability and Accountability Act (HIPAA) [25].

2.5.3. E-Commerce and Retail

Voice authentication is useful to make e-commerce and retail stores safer. It can
also improve the customer experience. The risk of fraudulent transactions can be
reduced by the Businesses. They can also protect their systems against identity
thefts through voice authentication [26]. This is in addition to making shopping
easy and safe. Also, voice authentication makes it easier for chatbots and virtual

assistants to help customers in a smooth way [27].

2.5.4. Enterprise and Government Services

Enterprises and governments can utilize voice authentication to protect sensitive
data and systems. Data breaches can be prevented, and security enhanced by im-
plementing voice authentication for employee logins and remote access [28].
Additionally, voice authentication can be used by government agencies to verify
citizens’ identities when they access online services, including submitting tax re-

turns, filing benefit claims, and registering to vote [29].

3. Implementing Server-Side Voice Authentication

A review of the existing literature showed the advantages and use cases of a
server-side voice authentication system. To successfully integrate server-side voice
authentication into existing infrastructure, the implementation process must be
carefully planned and evaluated to ensure compatibility with existing authenti-
cation mechanisms. This paper now presents a new framework for implement-
ing a server-side voice authentication system and integrating it with the existing
systems. Figure 6 captures a high-level architecture flow diagram for the sug-

gested server-side voice authentication system.

3.1. Choosing the Right Voice Authentication Technology

In choosing voice authentication technology [30] many factors play critical roles.
These factors include accuracy, scalability, ease of use, and cost. There are many
commercial and open-source solutions in the market, and each has its pros and
cons. Organizations need to weigh these options based on their specific needs,

compliance needs, and available resources [31]. It is also important to think
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requested service server grants the access
to user for the requested
service

Figure 6. High-level architecture flow diagram for server-side voice authentication.

about the technology’s ongoing maintenance and support to make sure that it

can keep up with emerging threats.

3.2. Integration with Existing Systems

Before attempting the integration, a comprehensive assessment of the current
systems is necessary to identify potential bottlenecks and to determine the parts
that need to be upgraded [21]. All relevant stakeholders such as IT administra-
tors, security experts, and end users are to be involved in the process of deci-
sion-making to ensure seamless integration and adoption [23]. The steps in-
volved in integration of a server-side voice authentication system with the exist-

ing system are captured in Figure 7 below.

3.3. Addressing Privacy and Security Concerns

It is imperative to address privacy and security concerns when implementing
server-side voice authentication. Voiceprints should be encrypted and stored
securely by organizations to ensure their confidentiality and integrity [11]. A
strict access control mechanism and audit trail should be implemented to ensure
that only authorized personnel and applications have access to voiceprints [32].
Regulations like the General Data Protection Regulation (GDPR) and the Cali-
fornia Consumer Privacy Act (CCPA) are to be taken into consideration while
handling voice data [33] [34].

4. Conclusion and Future Directions

Server-side voice authentication can enhance security and user experience in a
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Figure 7. Steps to integrate server-side voice authentication.

variety of applications and industries. Using advanced technologies, digital cer-
tificates, and location data, organizations can implement robust and context-
aware authentication systems that effectively protect against unauthorized access
and security threats. Research and development are still needed to address pri-
vacy concerns, address demographic factors, and counter sophisticated attacks.
Voice authentication systems can be further strengthened by incorporating
continuous authentication and adaptive security measures. Voice authentication
technology is always evolving, so organizations need to remain vigilant and
proactive in addressing these challenges while ensuring that they work equally
across diverse user populations. Hence, server-side voice authentication holds
great promise for improving security and user experience in an increasingly
connected world. With the adoption of right practices and addressing of the
challenges, organizations can provide secure and seamless access to their systems

and services through voice authentication.
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