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Abstract

The cyberspace has simultaneously presented opportunities and challenges
alike for personal data security and privacy, as well as the process of research
and learning. Moreover, information such as academic data, research data,
personal data, proprietary knowledge, complex equipment designs and blue-
prints for yet to be patented products has all become extremely susceptible to
Cybersecurity attacks. This research will investigate factors that affect that may
have an influence on perceived ease of use of Cybersecurity, the influence of
perceived ease of use on the attitude towards using Cybersecurity, the influ-
ence of attitude towards using Cybersecurity on the actual use of Cybersecur-
ity and the influences of job positions on perceived ease of use of Cybersecur-
ity and on the attitude towards using Cybersecurity and on the actual use of
Cybersecurity. A model was constructed to investigate eight hypotheses that
are related to the investigation. An online questionnaire was constructed to
collect data and results showed that hypotheses 1 to 7 influence were signifi-
cant. However, hypothesis 8 turned out to be insignificant and no influence
was found between job positions and the actual use of Cybersecurity.
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1. Introduction

Cybersecurity has become an integral component of internet-connected systems
in as far as the protection of such systems is concerned. Cybersecurity provides a
proactive approach towards the mitigation of cyber attacks on academic data

and personal information, which result in data breaches and identity theft [1]. In
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June 2019, the Australian National University was a victim of cyber-attack, tar-
geted for its payroll and personal information dating back to nineteen years. As
such, Cybersecurity is a risk management function in any given organization. Its
main objective is to design, develop, and maintain the confidentiality of data, inte-
grity, as well as the availability of data to the right users [2] [3]. More specifical-
ly, Cybersecurity includes elements of network security and a reliable incident
response plan. Common cyber related threats to academic data and personal in-
formation data centers include ransomware, phishing, social engineering, and
malware. Consequently, a comprehensive Cybersecurity policy covering infor-
mation security, operational security, network security, disaster recovery plan-
ning and application security is crucial for the two categories of data centers.

Additionally, the policies and coverage areas of Cybersecurity must be cogni-
zant of the fact that the data security risks are continually evolving. Therefore,
Cybersecurity policies are most suitable if they are adaptive and proactive. Some
of the remarkable products available off shelf providing essential Internet secu-
rity include MacAfee, Cisco, Kaspersky’s, and Trend Micro. Educational institu-
tions have also engaged qualified professionals in the field to advise and monitor
the safety and security of their data and networks. Among the notable employees
include titles such as chief information security officer, security engineers, secu-
rity analysts, and security architects [4].

Cybersecurity awareness on the other hand is an essential Cybersecurity meas-
ure that involves spreading public awareness and empowering the people using
the systems. Awareness in this field involves being mindful of threat reaction
plans, defensive procedures, as well as attack red flags that non-technical em-
ployees can use to safeguard themselves and the institution’s resources from cy-
ber-attacks. Most institutions harboring academic and personal data have a have
fully-fledged digital platform, as well as Cybersecurity toolkits for managing the
security of student records and payroll. The most common of the Cybersecurity
toolkit include secure wireless networks, encryption tools, digital certificates, safe
browsing tools, data disposal protocols, 2-step verifications for personal login
details, as well as checklists for lost devices.

Web-based training against cyber attacks, both in-house and custom-made,
should be prioritized and made available to employees and students within edu-
cational institutions [5]. This paper comprehensively evaluates the Cybersecurity
risks facing academic and personal data in the context of educational institu-
tions. It also emphasizes the importance of the TAM model, which includes in-
creasing the awareness of Cybersecurity, its attainability as well as its implemen-
tation [5]. Eight hypotheses were developed to investigate the different influ-
ences on the proposed model. This makes this study a very important study es-
pecially in the emerging technologies of the cyber space.

2. Literature Review

2.1. Cybersecurity Background

Technology has resulted in the proliferation of information through different
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arrays, including academia, smart cities and manufacturing automation. This
spread has resulted in opportunistic changes such as an increased quality of life,
effective service delivery and an increase in the number of clients that can be ef-
fectively served [6]. For instance, through the automation of most of the aca-
demic document management systems and learner material delivery, one in-
structor can comprehensively manage and assess large numbers of learners per
class, in contrast to the smaller numbers generated by a manual system. On the
other hand, the deployment and proliferation of Information and Communica-
tions Technology (ICT) has resulted in significant challenges to data security.
The demanding matter of privacy when choosing a technology platform to adopt
as an institution remains paramount, in addition to the consent of the platform
owners to the option chosen [7] [8] [9]. Social media platforms including Face-
book, Twitter, Instagram and Google among others have had challenges in the
compliance of privacy and data security laws of other countries in the European
Union as well as Australia [10] [11] [12]. While there are remarkable benefits to
the adoption of robust technological solutions in academic fronts as well as per-
sonal life, privacy threats initiated by pirates and hackers fraudulently accessing
otherwise private data as a result of the Internet connectivity of ICT remain a
significant drawback [13].

Modern society significantly depends on technology in most of its facets.
More often than not, ICT based devices are interdependent, which suggest that
despite one party being robust and proactive in securing data, failure of other
devices to abide by privacy laws holds a negative effect on the rest [14]. Conse-
quently, there are concerns about the process of authorizing the government a
role in the protection of data through legislation and eventually institutions,
which imply that governments may unlawfully access the private data of its citi-
zens for surveillance means and political gain [15].

Traditionally, Cybersecurity has been largely associated with the software ele-
ments of ICT devices, however, recent findings have demonstrated otherwise.
Huawei Technologies have demonstrated that at the point of manufacturing, hard-
ware may be made to illegitimately and clandestinely transmit data to the man-
ufacturer [16]. The transmission of such data results in surveillance and data
breach, and governments as well as private institutions should strive to ensure
the safety and integrity of their data [17].

As stated by experts and policy makers, the frequency and severity of cyber
attacks is anticipated to continue rising and venturing into areas that were not
prime targets in the past, such as academic data. Personal data has always been
targeted by hackers because of the value attached to it by marketing institutions

and the field of social engineering [18].

2.2. Cybersecurity Attacks on Academic Data

Academic data has become a prime target for cyber-attacks owing to the invalu-

able user information, computing resources, instrument designs, proprietary com-
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pounds, personal communications, and patient data for schools offering referral
hospital services [19] [20]. Most of the information is accessible to devices that
are connected to the World Wide Web via the Internet. As such, it is imperative
that the developers of such websites must have sufficient experience to mitigate
the chances of having a “poorly written code, open ports or digital entry points”
[21]. This would compromise the operating system and computer hardware of
the institutions. According to Perkel [22] and Kent [23], cyber-attacks are varied
and may come from unlikely sources such as the “installation of programs in-
tended to co-opt system resources to keystroke loggers and scanning software
designed to purloin user information and passwords” (p. 1261).

Research data has become the new front for cyber-attacks alongside a range
conflicting interests between researchers and the information security experts.
On the one hand, information security experts advocate for a system that is cen-
tralized in an attempt to enhance monitoring and system administration aspects
such as limiting access and monitoring the traffic to such storage systems [24].
On the contrary, the ethos of researchers is that such data should be readily
available to students, fellow researchers, and collaborators [25]. Fortunately, ad-
vances in security solutions have, to an extent, enabled academic data to be ma-
naged in an unconstrained manner [26] [27]. Similarly, hackers have developed
their skills in proliferating such systems. As a result, the Cybersecurity advances
to academic data can be viewed as a continuously evolving phenomenon that
will continue in perpetuity [23].

Drive-by hackers rank the highest amongst the reported number of attempted
cyber-attacks on educational networks. In most instances, the drive-by hackers
are professionals in the organized crime industry or in some instances State ac-
tors whose intentions largely remain unknown. Universities continue to report a
rising number of attacks and data breaches according to EDUCAUSE [23] [28]
[29]. EDUCAUSE is a non-profit organization established by higher education
IT professionals and as such provides some of the most credible data on Cyber-
security incidences in relation to the academic sector [30] [31]. Besides, the or-
ganization has transformed to providing invaluable insights relating to policy
and best practices when securing research data. Despite the remarkable contri-
bution of such organizations, some challenges remain prominent such as un-
derfunding and researcher independence [32].

Researcher independence presents the largest challenge to the implementation
of security policies on academic data, more specifically research related data.
Cybersecurity and information systems management largely fall under the ad-
ministrative field. Researcher needs may not conform to the procedural nature
of Cybersecurity protocols already in place for universities and other academic
institutions. For instance, the nature of the researcher’s work demands installing
of certain software programs; collaborating with colleagues from different parts
of the world in addition to developing and deploying tools that are designed for
both private and public consumption [33]. The degree of such instances varies

between the works of different researchers, and thus may result in the exposure
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of an institution’s networks to unauthorized access and manipulation [22] (p.
1261).

Despite improvements in technology such as the invention of virtual ma-
chines that allow all users to practically log on to a central computer that can be
managed by the information security experts, breaches are still occurring. The
benefits remain that that despite any attack, a properly managed central com-
puter can be rolled back in a matter of seconds. Therefore, Cybersecurity shifted
its focus beyond mitigating cyber-attacks; to acknowledging that they are in-
evitable and consequently new policies are being created to ensure that data is
always available [34] [35]. Cloud computing solutions have immensely contri-
buted to immediate data recovery as well as backup integrity since they are mostly
managed by highly specialized professionals using state of the art equipment and
in most cases anonymous locations [25]. Virtual machines and cloud computing
solutions including isolated architectures helps in reducing the chances of a cy-
ber-attack more effectively in addition to the professional security provided, con-
tinuous monitoring, auto backup and restoration protocols [36].

2.3. Cybersecurity Attacks on Personal Information

At present, society is, more than ever, facing a myriad of sophisticated security
risks in cyberspace as a result of the evolution of malicious cyber-attacks [37]
[38] [39] [40]. According to Li, et al, [41] employees should be knowledgeable
of the information security policies and procedures within the corporations they
work in, as a means to competently manage Cybersecurity tasks. Moreover, giv-
en an individual’s extensive use of technological devices, from smart homes,
smartphones, and personal computers to using credit cards to purchase from e-
commerce websites, awareness should be prioritized in order to mitigate cyber-
attacks on personal information [41] [42] [43].

Social engineering has increasingly become the most frequent threat to indi-
vidual users in the cyberspace. Human hacking largely involves using immoral
means to gain access to individuals’ credentials such as passwords, credit card
details and bank accounts and using them to gain access to secure networks.
Among the well documented approaches that hackers employ to access confi-
dential user information through the “manipulation of people’s tendency to
trust, or baiting them as they try to follow their curiosities and desires” [44] [45].
Despite the high levels of awareness among consumers regarding the dangers of
the cyberspace to personal information, some individuals still fall prey to the
hacker’s tricks. For instance, a 2013 TNS Global for Hannon study on email us-
er’s vigilance revealed that more than thirty percent of users tend to open an
email with the full knowledge that the contents could be harmful and malicious
[44] (p. 32).

The struggle that hackers go through to access personal data leads to the ques-
tion of the motivation behind such attacks. According to a 2012 study by Chi-
tery, et al. [46], “to evaluate the variables of cause and identifying the susceptible

members of an organization, financial gain, access to proprietary information,
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competitive advantage, revenge, fun, and other unspecified reasons ranked the
highest” [47]. On the other hand, the most likely entities to fall prey for cy-
ber-attacks targeting personal information include new employees, IT profes-
sionals, clients, partners and contractors, and top-level management. The tech-
niques used in this case include “emails with internal URLs, emails with external
URLSs, beacon documents, and forms to obtain credentials” [22].

Given the extent of the damage caused by attacks on personal information,
preventive measures against the attacks are the best course of action to be taken
to mitigate such attacks. In contrast to industrial or institutional scales, it is un-
likely that individuals would have backups for their data or recovery measures.
Moreover, the data targeted is unlikely to be salvaged once the breach has taken
place [48] [49]. Audits and compliance can also minimize the chances of cy-
ber-attacks on personal information by having technical teams review network
logs, revalidating employee credentials, and reviewing desktop security configu-
ration regularly. In addition to audits, technical procedures can also be imple-
mented to protect personal data within an enterprise. For instance, all external
facing services should have firewalls, virtual private networks, intrusion preven-
tion systems, and intrusion detection systems installed in a bid to provide layers
of defense and data protection against fraudsters on the internet [50] [51] [52]
[53]. Other measures include the provision of a well-documented security policy
as well as physical guidance to protect physical assets associated with personal
data [54].

3. Hypotheses and Research Framework

Based on the previously deliberated literature and our research objectives of fill-
ing the gaps, the following hypotheses were constructed:

H1. Awareness of Cybersecurity has a significant influence on perceived ease
of use of Cybersecurity.

H2. Attitudes towards Cybersecurity have a significant influence on perceived
ease of use of Cybersecurity.

H3. Knowledge about Cybersecurity has a significant influence on perceived
ease of use of Cybersecurity.

H4. Perceived ease of use of Cybersecurity has a significant influence on atti-
tude towards using Cybersecurity.

HS5. Attitude towards using Cybersecurity have a significant influence on ac-
tual use of Cybersecurity.

H6. Job positions have a moderator role influence on perceived ease of use of
Cybersecurity.

H?7. Job positions have a moderator role significant influence on attitude to-
wards using Cybersecurity.

HS8. Job positions have a moderator role influence on actual use of Cyberse-
curity.

The proposed research model (see Figure 1) is constructed to determine the mo-

derator’s role of education and Job position between TAM constructs. Therefore,
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Figure 1. Research model.

eight hypotheses were established, and research models were expressed as shown
in Figure 1.

4. Result Analysis
4.1. Demographic Profile and Data Collection

An online questionnaire was distributed to Academic staff in Yanbu branch at
Taibah University asking them to answer the questionnaire. An overall of 112
respondents, of which 90 accomplished questionnaires ensuing in a response
rate of about (80%) were investigated after two weeks of distributing the ques-
tionnaires data. The respondent’s Jobs profile were as follows: faculty of com-
puter science (88%), faculty of business (5%), faculty of science (4%), and (3%)
employed in the faculty of engineering.

Amongst the respondents, 8% had a master’s degree, 92% had a PhD degree,
22% had less than five years of academic experience, whereas (70%) had aca-
demic experience ranging between 5 - 10 years, and 8% of respondents had more
than 10 years of academic experience.

The questionnaire encompassed three sections: The first section measured the
demographic analysis of the respondents’ employees: gender, age, position, and
educational level. The second section measured TAM model determined by
awareness of Cybersecurity; attitude towards Cybersecurity; knowledge about
Cybersecurity; perceived ease of use Cybersecurity; attitude towards using Cy-
bersecurity; and actual use of Cybersecurity. Last, the third section measured the

Job position as a mediator. All questionnaire items measured using the five-
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point Likert scale ranging from “strongly disagree” to “strongly agree”.

4.2. PLS Path Modeling

This article deployed Smart PLS 3 software for analysis. The software uses the
Partial Least Structural Equation Modeling (PLS-SEM) technique [54]. The au-
thor used 5000 subsamples to get significant values of path coefficients and fac-
tors loading according to Hair Jr. ef al, [50]. Smart PLS have some of the advan-
tages over other tools. For instance, Smart PLS better realizes the regression es-
timation. It is essential to estimate measurement model (outer model) and struc-
tural model (inner model) in PLS-SEM. Fornell and Larcker [43] summarized the
measurement model must have an adequate level of validity and reliability be-
fore testing the model structure. Construct reliability appraised by calculating
the internal consistency, whereas the average value extracted (AVE) and the
composite reliability were assessed using Cronbach’s alpha. The results illu-
strated an acceptable level of consistency, as validity results were above the rec-
ommended cut-off value of (0.70) as demonstrated in Cronbach’s alpha values of
each construct (see Table 1).

The analysis in Table 1 illustrated the actual use construct R2 = 0.398 which
indicated that the size of the explanatory power of this form was low but enough;
whereas the regression of attitude towards using Cybersecurity = 0.864 which
indicated that the size of the explanatory power of this form was high; also as il-
lustrated in Table 1. The R2 of Cybersecurity ease of use was 0.674. Hence, the
above constructs were statistically significant. Table 2 reveals that all constructs
fulfills latent constructs correlations ranging from 0.448 to 0.887, which are be-
low the threshold of 0.90 [47]. Above results satisfy the discriminant validity.

As shown in Table 3 and Figure 2 the path coefficient (beta) value for all hy-
potheses 1; 2; 3; 4; 5; 6; 7 ranges from 0.207 to 0.85 and T test ranges from 2.042
to 4.324 significant and thus support hypotheses 1; 2; 3; 4; 5; 6; 7. Unexpectedly,
HS8 is negative and not significant; path coefficient (beta) —252; T test —1.287; P
value 0.234, and thus does not support hypothesis H8.

Table 1. Reliability and validity results.

Composite Cronbachs
AVE Relial;ility R Square Alpha
Job 0.710964 0.879733 0.791708
Actual use 0.839816 0.912932 0.398045 0.809451
Attitude 0.475189 0.782652 0.633675
Attitude using 0.504196 0.798668 0.864086 0.664109
Awareness 0.582231 0.844607 0.746319
Ease of Use 0.401083 0.817893 0.674458 0.746466
Knowledge 0.607841 0.821674 0.670050
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Figure 2. PLS results.

Table 2. Latent constructs correlations.

Job Actual use Attitude Attitude using
Job 1.000000
Actual use 0.520076 1.000000
Attitude 0.476786 0.626368 1.000000
Attitude using 0.887505 0.621995 0.580996 1.000000
Awareness 0.448984 0.645107 0.694776 0.463624
Ease of Use 0.554895 0.834780 0.722727 0.671034
Knowledge 0.358299 0.538601 0.675882 0.503419
Table 3. Direct effects.

Items Path coefficient T statistics P values Result
H1 0.207 2.042 0.015 accept
H2 0.281 2.514 0.014 accept
H3 0.281 2.496 0.042 accept
H4 0.242 2.100 0.092 accept
H5 0.850 4.324 0.000 accept
Hé6 0.228 2.132 0.034 accept
H7 0.773 3.991 0.000 accept
HS -0.252 -1.287 0.234 rejected

5. Conclusion

This research investigated factors that affect that may have an influence on per-

ceived ease of use of Cybersecurity, the influence of perceived ease of use on the
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attitude towards using Cybersecurity, the influence of attitude towards using Cy-
bersecurity on the actual use of Cybersecurity and the influences of job positions
on perceived ease of use of Cybersecurity and on the attitude towards using Cy-
bersecurity and on the actual use of Cybersecurity. It was found that awareness
of cybersecurity, attitude of cybersecurity and knowledge of cybersecurity have a
significant impact on perceived ease of use of cybersecurity. Moreover, it was
shown that perceived ease of use has a significant impact on attitude towards
using Cybersecurity. Furthermore, attitude towards using Cybersecurity has a sig-
nificant impact on actual use of Cybersecurity. Job Satisfaction was found to have
a moderator role influence on perceived ease of use of Cybersecurity and on the
attitude towards using Cybersecurity. However, it was found that job positions

have no influence on actual use of Cybersecurity.
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