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Abstract

This paper constructed and studied a nonresident computer virus model with
age structure and two delays effects. The non-negativity and boundedness of
the solution of the model have been discussed, and then gave the basic rege-
neration number, and obtained the conditions for the existence and the sta-
bility of the virus-free equilibrium and the computer virus equilibrium. Theo-
retical analysis shows the conditions under which the model undergoes Hopf
bifurcation in three different cases. The numerical examples are provided to
demonstrate the theoretical results.
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1. Introduction

With the rapid development of computer network technology, computer risks
such as hackers, viruses, phishing emails, and other threats to information secu-
rity are becoming increasingly serious. Computer viruses may damage computer
data, occupy computer space and memory resources, damage computer hard-
ware and software, and are known as the “biggest hidden danger of the 21st
century”. Understand the essence and characteristics of computer virus trans-
mission, strengthen research on network risk prevention strategies, and ensure
information security. Therefore, understanding the nature and characteristics of
the spread of computer viruses and strengthening research on network risk pre-
vention strategies can help ensure network information security.

There is a high similarity between the transmission process of viruses in the
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network and the spread of diseases within the population [1]. It leads to more
and more scholars constructing computer virus transmission dynamics models
based on epidemic compartment models such as SIR models [2], SIRS models [3]
[4] [5] [6], SLBS models [7] [8], and then meanwhile a variety of computer virus
models have also been built [9]-[15]. In recent years, more experts and scholars
have begun to focus their attention on nonresident computer viruses that do not
execute themselves from or in computer memory [16] [17] [18]. In [16], the au-
thors constructed the following nonresident computer virus SLAS epidemiolog-

ical model in the network:

de—(:)=b—y,S(t)—ﬂIS(f)L(f)—ﬂzS(f)A(f)+71L(’)+72A(f)’
SO 50100+ A0 A0 r () ~( v+ 7)1, )
d‘Z—Et)zoclL(t)—(y3 +a,+7,)A(t).

where S(7) represents the numbers of the uninfected computer having no
immunity in § class at time 4 L(¢) represents the numbers of infected com-
puters in which viruses are not yet loaded in their memory (latent computers,
for short) in L class at time  A(r) represents the numbers of infected com-
puters in which viruses are located in memory (infectious computers, for short)
in A class at time ¢ and g, is the rate of the uninfected computers disconnects
from the network. And then, give the following assumptions. First, all newly ac-
cessed computers are virus-free. Second, all viruses staying in computers are
nonresident. Third, users of latent computers cannot perceive the existence of
virus, so latent computers cannot get cured.

The model (1) divides the overall process of virus transmission in a computer
into three stages. However, combined with the actual situation, we found that
the virus in the latent class into the memory at different times, will lead to its
transformation into the infection rate is also different. At the same time, the
time of virus infection is different, and the time of computer cure is different.
Therefore, based on the above analysis, we make improvements to the model
and carry out a specific analysis of the model below.

In fact, nonresident viruses in the latent class of computers are loaded into
memory after a period of time before they become infected. Therefore, we use
the piecewise function «,(a) to characterize the rate at which a nonresident
virus in a latent computer is loaded into memory to become an infection class

computer, that is,

o, a>r,

a‘(a):{o a<r, @)

where o, (a)e L} ((0,+oo),R), o, >0, a is the length of time the computer
stays in the latent compartment, and 7, is the minimum time when the latent

computers in L class enters in A class. Correspondingly, the outflow of the latent
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computers in Equation (1) can be rewritten by the partial differential equation
as
6L(t,a) N GL(t,a)
ot Oa

=—(y2+a1(a)+yl)L(t,a), t>0,a>0, (3)

with L(7,a) is the density of the latent computers with the latent age a at
time £ u, is the rate of the latent computers disconnects from the network,
and y, isthe recovery rate of latent computers returns to S class.

In addition, it takes time for the infected computers in A class to be cured and
become the uninfected computers in § class. Therefore, we use the piecewise
function y,(b) to characterize the recovery rate of the infected computers,
that is,
b>r,,
b<rt,,

72 (b)= {gz )
where ,(b)e L7 ((0,+%),R), »,>0, brefers to the length of time the nonre-
sident virus is in the infection compartment, and 7, the maximum time for an
infected computer in A class to be cured of being the uninfected computers in §
class. Correspondingly, the outflow of the infected computers in the Equation (1)
also can be rewritten by the partial differential equation as

0A(1,D) . 0A(t,b)

ot ob

= (1, +a, +7,(b)) A1), 120,620, (5)

where A(#,b) is the density of the infected computers with the immunity age b
attime ¢ 4, is the rate of the infected computers disconnects from the network,
a, is the rate of return of infected computers in A class to latent computers in L
class.

Therefore, we have constructed the computer virus epidemic model with age
structure and two delays effects as follows. Where infection age and immunity
age refers to the time the computer spent in the infected class compartment and
the recovery class compartment, respectively, and is a class age rather than the

actual age.

B A0S0, Lea)da— g5 ()]

dr
+n[ L(t.a)da+ [y, (b) A(t,b)db,
BL(t,a) N GL(t,a)

“A(t,b)db

=—( +a(a)+7)L(t.a),

ot Oa (6)
0A(t,b) 0A(1.b)
o + b (/134-052-1-72(]3))14(1‘,5),

L(,0)=BS(1)[ " L(t.a)da+ B,S(¢) [ A(.b)db+a, [~ A(t,b)db, >0,

A(t,0)=[" e (a)L(t,a)da, 120,

where the initial condition

S(0)=8,>0,L(0,)=L,(-)e L, (0,4%0), 4(0,-) = 4, (-) € L, (0, +0).
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Here, A is the external computers are accessed to the Internet at positive
constant number, f,, f, arethe nonresident virus transmission rate, It’s worth
noting that z <min{zu,,u,} .

The overall construction of this paper is as follows. In section 2, we study the
non-negativity and the boundedness of the solution of the system. In section 3,
we investigate the existence of all the feasible equilibria, including the virus-free
equilibrium £, and the computer virus equilibrium P£.. In section 4, we ex-
plore the local stability of the virus-free equilibrium £, and the local stability of
the computer virus equilibrium £, when 7, =7, =0.In section 5, we study the
existence of Hopf bifurcation of the system under three different cases, which are
1) 7,>0 and 7,=0,2) 7,=0 and 7, >0, and 3) 7, =7, >0, respectively.

In section 6, we present some numerical examples and conclusions.

2. Preliminaries

In this section, we focus on the non-negativity and consistent boundedness of
the system(6) solution under any non-negative initial value condition.

Theorem 11If ¢=(S,.L,(-),4,(-))€R, x L, (0,+0)x L, (0,4), then the so-
lution of the system (6) is non-negative for all 7>0, and it is ultimately
bounded for tlarge enough.

Proof For any S,,4,(-)eR, xL,, assume that S(¢), A(z,b) remains non-
negative for 7>0. Suppose the assumption does not hold, then the continuity
of the solution of the system (6) concerning the initial value shows that the fol-
lowing two cases may occur:

1) There exists a £, >0 such that S(r)>0 and 4(z,b)>0 for r€[0,),
A(1,,6)>0, S(4)=0 and S'(#)<0;

2) There exists a t, >0 such that S(¢)>0 and A(1,b)>0 for t€[0,1,),

O0A(t,b
S(t,)>0, A(t,,b)=0 and % <0;

t=t,
For case 1), by using of the second and fourth equation of system (6), we can
get
L(tI -a 0)efj§(#2+a‘(€)+”)d0 a<t,
L(sa)= [ (m+ar(0)n)d0
Ly(a—t)e ™" a0 , a>t.
Since S(#—a)>0, and A(f,—a,b)>0, we can obtain L(f,a)>0. And
then, the first equation of system (6) implies that

dSt +o0 +o0
% =A+7]J'0 L(tl,a)da+f0 7,(b) A(1,,b)db >0,

=1

which contradicts with  S'(7,)<0.
Similarly, for case 2), from the third equation of the system (6) it follows that
0A(tb)|  04(,.b)

a | ob

t=t)

_(/13 o, ty, (b))A(tzab):O’
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0A(1,b)

which also contradicts with <0. So the assumption is valid.

t=t,
Based on the above analysis, for any nonnegative initial values S, >0,
A,(-) =0, the solution of the system (6) is guaranteed to be S(¢)>0, A4(¢,5)>0,
always for all #>0. We directly integrate the second equation in system (6)

along the characteristic line yields that
L(t - a,O)efJ‘t"(”zml(e)W')dg, a<t,

L(t,a)=
( a) LO(a—t)e_f‘j”(mml(g)m)dgs ast.

It is clear that L(r,a) remains nonnegative for any >0 when S(7)>0,
A(t,p)20 and L,(-)e L, (0,+).

Next, we prove the boundedness of solution of system (6). To this end, we
denote L (¢) :J.(:wL(t,a)da , and A(t)= J.:OA(t,b)db , which represents the
total number of the latent computers and the infectious computers at time ¢, re-
spectively. Suppose that alirEOL(t,a) =0, and blirEoA(t,b) =0. It is well known
these assumptions are in line with practical biological significance, as the lifes-

pan of computers is limited. Then,

d(S(¢)+L(r)+A(r))

dr
=A—uS(t)- wL(t)- s A(t)- BS(t)L(t)- BS(t)A(t) -, A(2)
- lim L(t,a)+L(1,0) = [," & () L (t,a)da lim A(1,b)+ 4(1,0)
SA—uS(t)— L (t)— i A(2)

It implies that limsup(S(t) +L(t)+ Z(t)) <A That is, the set

t—>+0 H

r= {(S,L,A) eR, x L, ((0,+0),R)x L, ((0,4e),R):

+0 +o0 A
S(t)+] " L(t,a)da+], A(r,b)dbs;}

is positively invariant with respect to system (6). [

3. The Existence of the Equilibria

In this section can be divided into two main parts, in the first part, we prove the
existence of the virus-free equilibrium of the system (6); in the second part, we
prove the existence of the computer virus equilibrium and also give an explicit

expression for the basic reproduction number of the system (6).
First, a direct calculation shows that there always exists virus-free equilibrium

A
P,(S,,0,0) of the system (6), where S, =—.

H

Next, in the second part, in order to obtain the existence of the system (6)
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computer virus equilibrium P, (S*,L* (a),A* (b)) , we need to determine the ex-

istence of nonnegative solutions to the following system of equations.
A— 1S — ﬁlSI a)da—p,S[, " A(b)db+y,[ " L(a)da
+[ 77 (b) A(b)db =0,

Dy ) 7)), o

dA(b
#Z_(ﬁ%"'az"'%(b))/l(b)’
0)=4S[ " L(a)da+ 5,S[ " A(b)db+a, [ A(b)db,

0=.[0 alaLada

The second of Equation (7) implies that
L(a)=L(0)e ilaralorml, 8)

Further from the combination of the third and fifth equations of the system of

Equation (7) we can obtain
A(b)=e D29 [ g (4) L (a)da

=L (0) eijg(”ﬁaﬁh(‘g))dg -[OM a (a)e*fg(hz +a1(6)+71)d9da.

)

Substituting Equation (8) and Equation (9) into the forth equation in Equa-
tion (7), we get
M (7,
s M) 0
Mz(flsrz) MRy (TI’TZ)

with
MI(TUTZ)
40 (P tay+y,(9))d9 +oo — [ty +ay (0)+7,)dO
:l_azj‘o e Jo (k3 +az+72(9)) de‘o al(a)e Io (k2 +en (6)+1) da
a2ey2r2 Ol e ~(mtn)n
Hs+0, 7y, ﬂz"’al +71
M, (TI,Z'Z)
_ ﬁZJ' —j'o w+ay+s( )d&dbj'oﬂo o, (a)efjg(yrra](@)wl)dﬂda

+ﬁ1J‘ —jo y2+al(€)+7])d9da

=1-

(22831 Vox2) —(ﬂ2+71)71
:ﬁlx ° +:32X ° %° 5
Hyto+7, Mo, +y, W,+at+y,
AM, (7,7
Ry(eey) = M)
H M1(71772)

Substituting Equation (8), Equation (9) and Equation (10), into the first equa-

tion in Equation (7), we get

_A-mS _ mS )
L(O)_M3(rl,r2) M}(T“B)(Ro(u ,)-1)
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with

a7y ~(m+n)n 7272 ~(3+72)72
7€ A a,e L 7ae

Bro+y tot+y | ista,ty, /13"'0‘2"'72

M, (7,,7,)=1-

It is clear that R, (z,,7,)>1 and M;(z,,7,)>0 canensure L(0)>0. That

is, system (6) exists the computer virus equilibrium £, (S*,L* (a),A (b)) , where
A

S*_MRO(TDTZ)’L*(O) M3(T1,T2)(RO(T“T2) 1)’

L.(a)=L (O)C—Ié(uz+al(s)+y] )de’

A (b) - (O)e—fg(u3+az+yz(9))d9I*w a, (a)effé‘(uzw(@)m)dada'

0
Theorem 2. For the system (6), there always exists the virus-free equilibrium
R, and when R, (7,7,)>1 and M,(z,,7,)>0, it exists the computer virus

equilibrium Z..

4. The Stability of the Equilibria

In this section, we focus on the stability of the virus-free equilibrium F, and

the computer virus equilibrium P. of the system (6).

4.1. The Stability of the Virus-Free Equilibrium

Theorem 3. When R, (7,,7,)<1, the virus-free equilibrium £, of the sys-
tem (6) is locally asymptotically stable, and P, is unstable when R, (z,,7,)>1.
Proof. By linearizing system (6) at virus-free equilibrium £, we can obtain

the characteristic equation as follows:

(ﬂ, + /,[1 )l:l ﬂls j l+ﬂ2+al(0)+;/1)d6da
(11)
—(ﬁzSo +a, )J'O“O e‘Jg(Muﬁaz +72(\9))d3dbj'(;r°0 o (a)e—jg(i+;¢2+al('9)+71)d.9da:| -0.

Obviously, 4, =—g, isa root of Equation (11). And, the remaining characte-
ristic roots of the characteristic Equation (11) must satisfy the following equa-
tion:

( —1- 'BISJ‘ —jo /1+;12+a1(9)+71)d9da

b
_(ﬁzSO +a, )JO e—jﬂ(l+y3+a2+;/2 de‘ a, (Cl Jo(A+m+a (0)+7 de (12)
=0.
When ZAeRR, it is clear that A (2)=0 is a continuous strictly monotoni-

cally increasing real-valued function on 1, and satisfies
A (0)=M,(7,.7,)(1-Ry (7,,7,)).  lim A, (2)=1.

It implies that A, (A4)=0 has at least one positive real root when R,(7,,7,)>1,
thatis, F, is unstable. Obviously, A, (1)=0 does not have a positive real root
when R, (7,,7,)<1. We assert that A (1)=0 also does not have the complex
roots with the real part greater than 0. Otherwise, suppose A =a +i/3 (a>0) is
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an arbitrary complex root of A, (4)=0. Therefore,
=[a,(Z)|=A(@)=4,(0)
:M] (T],Tz)(l_m(fprz)) > 09
which is clearly contradictory. That is, the real parts of the roots of A,(1)=0
all are less than 0.
In summary, when R,(z,,7,)<1, the virus-free equilibrium F, is locally
asymptotically stable.

4.2. The Stability of the Computer Virus Equilibrium

In this subsection, we discuss stability of the computer virus equilibrium £ of
system (6) in the case where R, (z,,7,)>1 and M;(z,,7,)>0.
By direct calculation, we can obtain the characteristic equation of system (6)

at P. asfollows:
F(A1.7,) =2+ 4,(7,,1,) A + 4 (7,,7,) A+ 4, (7,,7,)
+B,(7,,7,)e ) (€ (1,,1,) A+ Cy (7,,7,))e " (13)
-0,
where
4, (7,7,) = y1+ﬂlj L( da+,82f A (b)db+ u, + o, +,
- BSe™ +u, +a, + 7,
A (207,) (,,Hﬁlj L(a)da+ B[ A (b )[,uz+a,+;/l—ﬂ,S*e“‘”
+y3+a2+7/2]+(,u2+a1+;/1—ﬁlS*eaIT‘)(y3+a2+y2)
(ﬁlj L(a)da+B,]" 4.(b )db)(ﬂlS*—yl)e“‘”

4 (r.7,) = (Mwlj L(a)da+ B[ A.(b )(y2+a1+71—,81S*e"1")
(y+a,+7,)+ (1 +a, +7,) (ﬁlj L.( da+ﬂ2f A.(b )
x(BS. =y, )e™,

B, (1,,7,) = —aypye ol ( Bl L(a)da+ [ 4, (b)db),

C(51,52) == (S, +ary ) 0
Cy(7,.7,) =~ 3, 5.6 (o +n)a -a,a, /2 (mn)n
(M+/31I L.( da+ﬁ2j A (b )

Theorem 4. Suppose R, (0,0)>1, and M,(0,0)>0. Then the computer vi-
rus equilibrium P. of the system (6) is locally asymptotically stable.
Proof. When 1, =7, =0, Equation (13) can be rewritten as

f(2.0,0)= 4"+ 4,(0,0)4° +(4,(0,0)+C,(0,0)) 4
+4,(0,0)+ B,(0,0)+C,(0,0)
=0.
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At this time,
a,a,
ﬂz+0‘1+71—m
Lo+ =BS.=m+o+y, - '3306 S
ﬂ]"' 2™
Hta,+y,
1 1
= X x| a,a, B, + B +a, + > 0.
P Ba, a7, [12ﬂ1 b 1(:”2 1 71)]
1
Ht+a,+7y,

It is clear that 4,(0,0)>0.
Next,

4,(0,0)+C,(0,0)
(Af L.(a)da+p,[ " 4.(b y%+aﬁjg+%+n)
+,u2(,u2+a1+7/,—,BIS*+,L13+052+}/2)>0,
4,(0,0)+ B, (0,0)+C,(0,0)
(,Blj L.( da+ﬂ2f A.(b db)[y2(y3+a2+7/2)+al,u2}
>0,

where

o o, 1 +o, +y
A* b db: 171 X 3 2 2
I ( ) ﬂz(ﬂ3+a2+72)+alﬂ3 ﬁl+L

x(Ry (0,0)-1).
Furthermore,
(4,(0,0)+C,(0,0)) 4, (0,0)—(4,(0,0) + B,(0,0)+ C, (0,0))
(ﬂlj L da"'ﬂzf A* ) (ﬂ2+al+ﬂ3+a2+72)

(ﬂlj L.(a da+/32 A (b )db)[(y2+al+}/l -BS.+ 1
+a2+;/2)(2y2+a1+y3+a2+y2)+yl(y2+a1+y3+a2+72)
—al,u3—,u2(,u3+a2+72)]+y2(,u2+a1+yl—/)’1S*+,u3+a2+72)
X(ty + o+ 9, = BSe+ 1+, + 7, + 14y

>0.

The Rausch-Helwitz criterion implies that the real part of the roots of
/(2,0,0)=0 are all negative. It implies that the computer virus equilibrium

state P. of the system (6) is locally asymptotically stable.
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5. Hopf Bifurcation

In this section, we will explore the dynamic behaviors of system (6) in three dif-
ferent cases, including 1) 7, >0, 7,=0;2) 7,=0, 7, >0;and3)
7, =7, =7 >0, respectively. When an unstable computer virus equilibrium oc-
curs in the system (6), at this point F. bifurcates and thus changes from unsta-
ble to stable. In other words, the system transitions from one stable state to
another with periodic oscillations.

Case.1 In the case where 7, >0,and 7, =0.

We will use the method in Section 2 of [19] to discuss the existence of Hopf
bifurcation. To this end, Equation (13) can be rewritten as

P(A4,7)+0(41)e " =0. (14)
where
P(2,7)=2"+4,(2,,0)2” + 4 (7,,0) A+ 4,(7,,0),
0(24,7,)=C(7,,0) A+ C,y(7,,0) + B, (7,,0),
and the following hypotheses need to be justified:

1) P(0,7,)+0(0,7,)#0;
2) Plio,7,)+0(iw,7,)#0;

3) limsupﬂ%‘ |A| > o, Re 1> 0} <1, V7, eR,;
4) F(a),fl):|P(ia),z'l )|2 —|Q(z'a),rl )|2;
5) Each positive roots @(z,) of F(w,7,)=0 is continuous and differentia-

blein 7, whenever it exists.

The rigorous calculations can help us obtain
(0 Tl)+Q(0 71)
= [ﬂ e (1, + a7, )+ Py ) JMS* (Ry(7,.0) —1) >0,
P(io,7,)+0(io,1,)
=-4,(7,,0)0’ +ia)[A1 (7,,0)+C (7,,0) - a)z]
+4,(7,,0)+ B, (7,,0) + C, (7,,0) # 0,

|Q )| _m| C,(7,,0)2+C, (7,,0) + B, (,,0) |
Wﬁw|P A,7, | HPOO|/13+A (7,,0)2% + 4,(7,,0) A+ 4,(7,,0) |

It is clear that the above conditions 1), 2), and 3) are satisfied. Since
|P(ia),2'1 )|2 =o'+ [AZZ (7,,0)—24, (TI,O)} o'
+[ 4 (1,,0) 24, (7,,0) 4, (7,,0) | @ + 4 (,.0),
0(i0,7,)|" = C?(7,,0)@” +(B, (7,,0)+ G, (7,,0))
we can get
F(o,7)= 0 +(4 (7,,0)=24,(7,,0)) 0" +( 4 (7,,0) =24, (7,,0) 4,(7,.,0)

(15)
= C(1,.0))@ + 42 (2,,0) = (B, (7,,0) + G, (1,.0)) .

DOI: 10.4236/jamp.2023.118149

2327 Journal of Applied Mathematics and Physics


https://doi.org/10.4236/jamp.2023.118149

Y.Y.Dangetal.

It means that condition 4) holds. Furthermore, since both 4,(z,,0)(i=0,1,2),
B,(7,,0) and C,(7,,0)(=0,1) are continuous differentiable functions with
respect to 7, the implicit function theorem ensures condition 5) also satis-
fied.

Let A=iw(w>0) bea pureimaginary root of Equation (14), then

—iw’ — 4, (2'1,0)0)2 + 4, (TI,O)ia)+ A4, (TI,O)

(16)
+[C,(7,,0)iw+C,(7,,0) + B, (z,,0) |[cos wz, —isinwz, ] =0.
And then, let ® =", then Equation (15) can be rewritten as
Q(®):=®3+‘]2(Tl)®2+Q1(71)®+‘10(71)’ (17)

where
0, (7,) =43 (7,,0)=24,(7,,0
q,(r,) =4’ (7,,0)-24,(z,,0) 4,(7,,0) - C (,,0),
40 (7,) = 42 (7,,0)~ (B, (2,,0) + C, (7,,0)) ",

and M,(7,,0)>0 ensures g,(7,)>0 holds. Since the existence of pure im-
aginary root of Equation (15) is equivalent to the existence of the positive root of
Equation (17), we first discuss the existence of the positive root of Q(©)=0.

Let Q'(©)=30"+2q,(7;)®+¢,(7,).On the one hand, if ¢;(7,)-3¢,(7,)<0,
then Q'(®)=0 has no real root; on the other hand, if ¢; (7,)—=3¢,(7,)>0, then
Q'(®)=0 at least has one real root, in which ©, is a bigger root. Therefore,
the following lemma gives the existence of the positive root of Q(®)=0.

Lemma 5. 1) If ¢;(7,)-3¢,(7,)<0, then Q(®)=0 has no positive root; 2)
if ¢;(7,)-3¢,(7,)20,and ©,<0, then Q(®)=0 has no positive root; 3) if
4 (1,)-3¢,(7,)=0, ©,>0, and Q(®,)>0, then O(®)=0 has no positive
root; 4) if ¢;(7,)-3¢,(7,)=0, ©,>0, and Q(®,)<0, then Q(®)=0 has
the positive roots.

If Equation (17) has no positive roots, then the stability of the computer virus
equilibrium P. does not change as 7, increases. Conversely, if there exists the
positive root in Equation (17), the stability of the computer virus equilibrium £
may change when 7, reaches some critical value 7, . At this point, Hopf bifur-
cation may appear in the system. In summary, we have the following conclusions:

Theorem 6. Suppose than R, (7,,0)>1, M;(7,,0)>0,and 7, >0 hold. 1)
If ¢;(7,)-3q,(7,)<0, then the computer virus equilibrium P. of system (6) is
locally asymptotically stable; 2) if g5 (7,)-3¢,(7,)=0, and ©,<0, then the
computer virus equilibrium £, of system (6) is locally asymptotically stable; 3)
if ¢5(r;)-3¢,(r,)=0, ©,>0,and Q(®,)>0, then the computer virus equi-
librium A of system (6) is locally asymptotically stable.

Next, we judge the Hopf bifurcation of the system. If Q(©)=0 has a posi-
tive root, then the stability of the computer virus equilibrium £ may change
when 7, passes through some specific values. Let us consider whether the
stability of the positive equilibrium changes when Q(®)=0 has one positive

root. In the case where Q(©)=0 has two positive roots, the analysis is simi-
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lar.

Let ©. be the positive root of Q(®)=0, thatis, ®(7.)=+/©. Iisthe posi-
tive real root of F(,7,)=0. Then, we define a set by

2={r,>0:4;(7,)-3¢,(7,)20,0,>0,0(,)<0}.
That is, for 7, €%, there exists w=w(7,)>0 suchthat F(w,7,)=0.
Separating the real part and the imaginary part from Equation (16)
~o’ + 4,(1,,0) 0 =(B,(,,0) + G, (7,,0))sin w7, - C, (7,,0) wcos o,
4, (11,0)0)2 -4, (11,0) = (BO (11,0) +C, (11,0))cosa)z'1 +C (TI,O)a)cosa)rl.
Let 0(7,)e(0,2n] (7, €2) bea solution of the following equations:

C (z,,0)0" +[ 4, (7,,0)(By (7,,0)+ C, (,,0)) - 4,(7,,0)C,(7,,0) ] &

0s0(ri) = C2(7,,0)@ +(B, (7,,0)+ C, (7,,0))’
A (5,0)(By(7.0)+ Gy (7,,0)) ’
C?(2,,0)@” +(B,(7,,0)+Cy (7,,0))’
sind(e,) = [4,(2,,0)(B, (7,,0)+ Cy (7,,0)) = 4, (7,,0) G (7,,0) |

C?(2,,0)@* +(B,(7,,0)+Cy (7,,0))’
. [ 4,(,,0)C,(,,0)- B, (7,,0) - C, (,,0) |’
C?(7,,0)@* +(B,(7,,0)+Cy (7,,0))’

We conclude that w(z,)z, =6(7,)+2nn. Hence, o.=w(7.) (@.>0) is a
purely imaginary root of Equation (14) if and only if 7, is a zero of C, (7))
for some ne N, which is defined by
0(z,)+2nn

o(r)

Theorem 2.2 in [19] implies that the following lemma is true.

Lemma 7. ([19]): Assume that @(z,) is a positive real root of F(w,7,)=0
for 7, €X,and atsome 7,,€X,

Cn(‘r,):rl— , 7,€X,nelN.

C,(7,.)=0, for somen eN.

Then a pair of simple conjugate pure imaginary roots A, (.)=+io(7.), and
A_(7.)=—iw(7.) of the characteristic Equation (14) exists at 7 =7, which
crosses the imaginary axis from left to right if H(z,)>0 and crosses the im-

aginary axis from right to left if (z,.)<0, where

A=io(7ys) }

= sign {Fa: (a)(rl* ), 7y )} sign{

dRe(l)

dr,

H(7.)= sign{

¢, (n)

7

T =T% }
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dRe(/l)

dr,

liw(rl*)}

dcC, (z’l)

T

H(z’l*) = sign{

]
T =Tp*

that means the transversality condition holds. So a Hopf bifurcation occurs

= sign{Q’((B* )} Sign{

when O'(©.)#0 and 7, =7, and the following conclusion is obtained ac-
cording to the Hopf bifurcation theorem.

Theorem 8. Suppose R, (z,,0)>1, M,(7,,0)>0,and Q'(®)=0.If
4 (7,)-3¢,(7,)=0, ©,>0, and Q(©,)<0, then the network virus equili-
brium P of system (6) is locally asymptotically stable for 7, €[0,7,.), and the
system (6) undergoes a Hopf bifurcation at the network virus equilibrium £
when 7, =7,..

Case.2 In the case where 7,=0, 7,>0.

When 7,=0 and 7, >0, using the same approach to prove the stability
analysis of the computer virus equilibrium P and the occurrence of Hopf bi-

furcation as 7, increases. To this end, Equation (13) can be rewritten as

P(A,7,)+0(4,7,)e " =0. (18)
where
P(A,1) =2+ 4,(0,7,) 2> +(4,(0,7,)+C,(0.7,)) A
+4,(0,7,)+ B, (0,7),
Q(/I,TI):BO (0,1‘2),
and then
0, (7,)=4 (O’Tz)_z(Al (0,7,)+C (0572))’

4,(7,)=(4(0,2,)+C,(0,7,)) ~24,(0,7,)(4(0.7,) + G, (0.7,)),
4 (7,)=(4,(0.7,)+ C, (0,7,)) — B (0,1,).

Unlike in case 1, there exists ¢,(7,)<0 which means that Q(®)=0 hasa
positive real root, and the system (6) also generates a Hopf bifurcation. In sum-
mary, we have the following conclusions:

Theorem 9. Suppose than R, (0,7,)>1, M,(0,7,)>0,and 7z, >0 hold. 1)
If ¢ (12)—3q, (72) <0, then the computer virus equilibrium P£. of system (6)
is locally asymptotically stable; 2) if g5 (7,)-34¢,(7,)=0,and ©, <0, then the
computer virus equilibrium P of system (6) is locally asymptotically stable; 3)
if ¢;(7,)-3¢,(z,)20, ©,>0,and Q(®,)>0, then the computer virus equi-
librium B of system (6) is locally asymptotically stable.

And the following conclusion is about the Hopf bifurcation.

Theorem 10. Suppose R,(0,7,)>1, M,(0,7,)>0 and 7,>0 holds. If
9,(7,)<0,0r ¢,(z,)>0, ¢5(7,)-3¢,(7,)=0, ®,>0,and O(®,)<0, then
the computer virus equilibrium £ of system (6) is locally asymptotically stable

for 7, €[0,7,.), and the system (6) undergoes a Hopf bifurcation at the com-
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puter virus equilibrium £ when 7, =7,..
Case.3 In the case where 7,=7,=7>0.

The characteristic Equation (13) is rewritten as the transcendental equation

D(A,7)=PB(A7)+B(A,1)e ™ + P (A,7)e™" =0, (19)

where 7eR,,and
B(A,7)=2"+4,(7) A + 4 (1) A+ 4, (),
R (/1,1) =C (z’)/l +C, (r),
R(27)=5,(7).
When B (4,7)(/=0,1,2) are independent of the delay 7 . Following Section
2in [20], we need to justify the following hypotheses:
1) deg( 2 (4, r))Zmax{deg(F{ (/I,r)) deg(P, (4, z’))}
2) P(0,7)+PR(0,7)+F(0,7)=0;
3) The polynomials P (4,7),/=0,1,2 have no common factor;

o sl RO B
4) lim Sup[|3)(/1,f)|+|1)0(/1,7)| <13

2|0
5 P(iw,7)#0, [=0,1,2;
6) For any weR,, at least one of |E (ia),r)| , 1=0,1,2 tends to +oo as
T—>—00.
The conditions 1) and 3) apparently established. Through a tedious manipula-
tion, we can derive that
P, (O,T)+Pl(0,r)+f{)(0,r) =4, (T)+BO(T)+ G, (z')
=|:(,U3 ta, +72)(,U2 ta,+7 _7lealr)

—alef("ﬁ")r(aze”1+ye e )J(ﬂlj L.(a da+/32j A.(b )

#0,

(|R(42)| IPZ(M)IJ
|
s%“%z[lfzml*lw,al

y [| C (z)A+Cy(7) |]

reiz0( |20+ 4, (2) A2 + 4, (2) A+ 4, (7)|

|A]>+0

+ lim [| 3 B"(T) |J
e |22+ 4, () 22 + 4, (7) A+ 4, (7))
=0<1,
B (io,7)=-ie’ - 4,(7) @ + 4 (7)io+ 4,(z)#0
R (io,7)=C (7)io+C,(7) =0,
P, (io,7) =B, (7)#0,
which implies that the above conditions 2), 4) and 5) are satisfied. Noting that

|R) (ia),r)|2 =0+ (Az2 (r) -24 (1))0)4 + (A12 (r) —24, (T)A2 (z’))a)z + Ag (T),
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I (W)r = C(r) 0 +C2 (1),

B, (i.7) = B (<)
|:0!1}/€(u2+71) (s raz)e (/)’1_[ L.( da+ﬁzj A (b )T

When 7 — -0, we can get |P2 (ia),r)| — +o0. Obviously, 6) also satisfies

In the following, we search the points 7€ R, such that 1=iw(w>0) isa

zero of Equation (19). Let
P,(iw,7)

B (io,7)

R(io,7)

Po(ia),f), aZ(a)’T):

a(o,7)=

Then, (iew,7) iszero of Equation (19), if and only if

D(w,7)=l+a (0,7)e™ +a,(0,r)e ™ =0. (20)

Suppose that (iw,7) is the zero of Equation (19), Then the 3 parts 1
72" on the right side of the above equation must

a(w,7)e™, and a,(o,7)e
be connected and form a triangle in the complex plane, as shown in Figure 1

Therefore, we can obtain the feasible region of (@,z) in the following lemma
Lemma 11. For R,(7,7)>1, and M;(z,7)>0 holds, the feasible region

Q for (w,7),such that1, |a1(a),r)| and |a2(a),r)| create a triangle, is

Q={(w.7)eR, xR, :H, >0,H, <0}

where
H, =0 + F(2)a + Fy (1) + F, (t)o + F, (1),

P —F,(t)o+F, (1),

at the same time

N, (z) = N, (r) + 22 gl 272,

V2

Proof. We let | F(io,7) | T)o+ N, ( |P i z')|
First |P /1,r| |Pl(/11'| |P /Iz')| is equlvalentto

+F (7)o’ + (7)o’ + F (r) o+ £y (7) 0.
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Figure 1. Triangle formed by 1, al(a),r)e”’“’,

a, (@, 7)™
Second, for |['B (ﬂ,,Z')|+|P2 (l,r)|2|P] (l,r)|. The result of inequality is con-

sistent with the above equation. Third, |P, (l,r)| +|P2 (ﬂ,r)| > |P0 (/I,z')| is equiv-

alent to
o’ +F(r)o' +F, (1)’ - F, (t)o+ F, () <0.

Therefore, we can get the feasible region Q.
Once again, we consider two possible scenarios:
1) If ]m(a1 (w,7)e™" ) >0, we can get

arg(a1 (o,7)e" ) =n-6,(w,7), arg(at2 (o,7)e™* ) =6,(w,7)-m,

where

6, (w,7)=arccos

1+ |a1 (a),z')|2 —|a2 (a),z')|2 ]

2|aI (a),r)|

0, (w,7)=arccos

2 az(a),r)|

1+ |a2 (a),r)|2 —|a1 (a),r)|2 J

Then, we can get

arg(al (a),r))—a)r+2nn =n-6,(w,7), nelk,
and
1
T =;[arg(al (a),r))+91 (o,7)+(2n —l)nJ, neZ.

2) If Im(al(w,r)e’i“’f)<0, then we can get the triangular formed by 1,

—ioT —iw2t

a, (co,r)e , and az(a),r)e is the mirror image of the one in Figure 1

about the real axis. Therefore, we obtain

arg(al (a),r))—a)r+2nn =n+6 (w,7), nel,
and

T zé[arg(a1 (a),r)) -6, (o,7)+(2n —l)nJ, nel.

We denote by [, the interval of @ for the feasible region Q. Now, for

DOI: 10.4236/jamp.2023.118149 2333 Journal of Applied Mathematics and Physics


https://doi.org/10.4236/jamp.2023.118149

Y.Y.Dangetal.

fixed wel, and neZ,we can introduce the functions of 7,say S;:/, >R,

as
i = _l -_—
S (a),r)—r [arg(al(a),r))+(2n 1)7t_+ Hl(a),r)} nez. (21)

For the above equation, if zero exists, it can be denoted as T (a)),i =12,--.
So, the corresponding value of 27. When @ takes the values throughout the

interval [

®?

then we get the curve
C:= {(a),f"i (a))) wel,,S; (ao,z:ii (a))) = 0}
on (2, which will later determine the shape of the crossing curves

T={(#(0),2¢" (0)) R, xR, |0e],}|

on (z,27)-plane.

Lemma 12. The characteristic Equation (19) admits a pair of conjugate roots
tiw,, for (7,2r)=(27.,27.)eT . Denote by A*(7)=a(r,27)+iw(zr,27) the
pair of conjugate complex roots of (19) in some neighborhood of (z.,27.), such
that «(z.,27.)=0 and o(z.,2n.)=w.. If §(z,20.)>0, then A, (7,27)
cross the imaginary axis from left to right, as (7,27) passes through the cross-
ing curve to the region on the right. While if &(z.,27.)<0, then A (7,27)
cross the imaginary axis from left to right, as (z,27) passes through the cross-

ing curve to the region on the left, where

8(z.,2t.) = —Re{[PO*T +Pe ™+ (P;T —iwP, )e’i“’*zr* J[Ee“‘“* + P }}

with B =p(io.,7.), P,::?(ia)*,r*), 1=0,1,2.
T

Comprehensive analysis of the above, then we have the following result.

Theorem 13. Suppose that R, (z,z)>1 and M,(z,z)>0 holds.If 7€[0,z.),
then the computer virus equilibrium P, of the system (6) is locally asymptoti-
cally stable, and the system (6) undergoes a Hopf bifurcation at the computer

virus equilibrium £ when r=rz,.

6. The Numerical Simulations and Conclusions

A computer virus epidemic model with age structure and two delays effects are
constructed and studied in this paper. In contrast to traditional computer virus
models, we take into account not only the spreading ability of latent computers,
but also the healing ability of infected computers. That is, the models considered
in this paper are more realistic. There are fewer studies on computer virus mod-
els for time lag and age systems, and in contrast to the existing ones, this paper
proposes specific defenses through basic regenerative number analysis.
Theoretical analysis shows that the solution of the system (6) is non negative and
bounded, the system only has the virus-free equilibrium F, when R, (7,,7,)<1,
which is locally asymptotically stable, and except the virus-free equilibrium, there

is also an the computer virus equilibrium P when R,(z,,7,)>1 and
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M,(z,,7,) >0, which is locally asymptotically stable for 7, =7, =0. We also
have discussed the existence of Hopf bifurcation under three different cases,
whicharel) 7,>0 and 7,=0,2) 7,=0 and 7,>0,and3) 7,=7,=7>0,
respectively. In the following, we will use Matlab to verify the dynamic behaviors
of the system (6), which includes the stability of the computer virus equilibrium
P. and the Hopf bifurcations under some cases.

In the cases where 7, >0 and 7, =0. Firstly,let A=0.5, £ =0.1, 5, =0.1,
7, =0.0001, y,=0.1, g =0.0001, g, =0.12, 1, =0.001, o, =0.01,
a,=0.1,and 7, =2.then we can obtain R,(z,,0)=41.8524>1,
M,(7,,0)=0.9416>0, g5 (7,)—3¢,(7,)=—-0.0038 <0 . Figure 2 displays that the
solution of the system (6) will converge to the computer virus equilibrium £
as ttends to infinity for different initial value conditions.

And then, we take A=05, £ =0.008, g,=0.1, y,=0.1, y, =0.0001,
#,=001, x,=015, =001, =001, @,=0.001, and 7,=2. then
Ry (7,,0)=12.1031>1, M,(7,,0)=0.6053>0, ¢;(7,)—3¢,(7;)=0.0132>0,
0, =-0.0054 < 0. Figure 3(a) displays the computer virus equilibrium £ grad-
ually tends to stabilize as ¢ tends to infinity. However, when we take A=0.2,
£, =0.008, B,=0.1, y,=0.1, ,=0.0001, g =0.001, w, =0.15,

1, =0.001, &, =0.01, @, =0.01,and 7,=2,then R,(z,,0)=8.7446>1,
M;,(7,,0)=0.5848>0, ¢;(7,)—3¢,(7,)=0.0002>0, ©,=0.0007>0,and
Q(G)Z):5.1673><1078 >0 . Similarly, we can see the computer equilibrium £
keeps stability in Figure 3(b).

Therefore, under these conditions of Theorem 6, the system also does not
have periodic behavior regardless of the change in the delay 7. Further, the
distribution of infected individuals at the computer virus equilibrium P, L.(a)
is shown in Figure 4(a), corresponding to the situation in Figure 3(b), and the
distribution of immunization age and time, and the distribution of infection age

and infection time L(z,a) is shown in Figure 4(b).

50 T T T T T T T T 1.6
i =13 | oy ——-A1=0.1
; —-—-12=30 14F ——-p2=10/ |
‘ —-—-L3=40 \ ——-A3=15
40} . 4
| 12t
s 1 \
i\ 1} \
30r X 1 |
(W N
S50 1 <08F/ N\ O\
A i \ \.\
Ly 1 / N
A 061 W
15 N Y
\ V\ \. \~
\ ‘\“\ 041 =, \'\\\
100~ NN A NON
L N 7 ~o N
5F el \4;;?;?;.14,2;“ ] 02 i el
0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90
t t
(a) The latent computers (b) The infected computers in which viruses are located
in memory

Figure 2. The stability of the computer virus equilibrium P when ¢; (7,)—3¢,(7,)<0.
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Figure 3. The stability of the computer virus equilibrium P. when g¢; (7,)-3¢,(7,)>0.
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Figure 4. The distributions of latent individuals when P, is asymptotically stable under R, (7,,0)>1.

Finally, choosing A=16.8, £, =0.04, £, =0.0001, » =0.1, y,=8.1,
4, =0.0003, ,=009, #,=0012, =10, @,=0.001, and 7,=0.1, we
can get R, (7,,0)=598.2678>1, M;(z,,0)=0.0245>0,
4 (7,)—3¢,(7,)=3327.2594>0, ©,=27.1586>0,and O(©,)=-4861.8883<0.
Figure 5 shows that the system (6) experiences the Hopf bifurcation.

In the cases where 7,=0 and 7,>0. Firstly, let A=05, g =01,
B, =0.1, »=0.0001, y,=0.1, g =0.0001, x4, =0.12, & =0.001,
@, =001, a,=0.1, and 7, =2. then we can obtain R,(0,7,)=42.5704>1,
M,(0,7,)=0.9252>0, q;(7,)—3q,(r,)=-0.0012. Figure 6 displays that the
solution of the system (6) will converge to the computer virus equilibrium £
as ttends to infinity for different initial value conditions.

And then, we take A=0.5, £ =0.008, 3,=0.1, y,=0.1, y,=0.0001,
#,=0.01, g, =0.15, 1;,=0.01, o, =0.01, a,=0.001,and 7, =2.then
R, (0,7,)=18.9326>1, M,(0,7,)=0.6116>0, ¢;(7,)-3¢,(7,)=0.0334>0,
0, =-0.0057 <0. Figure 7(a) displays the computer virus equilibrium £
gradually tends to stabilize as ¢ tends to infinity. However, when we take A =0.2,
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B,=0.008, B, =0.1,

% =01, 7,=0.0001, 2 =0.001, u, =0.15,

4, =0.001, @ =001, a,=001, and 7,=2. then R,(0,7,)=14.3084>1,
M,(0.7,)=0.5773>0, ¢2(,)—3¢,(,)=0.0043>0, ©,=0.0011>0,
0(0,)=2.8030x10" > 0. Similarly, we can see the computer equilibrium P,

keeps stability in Figure 7(b).

Next, choosing A=6.8, £ =02, 3,=04, =3, y,=2.1,
4, =0.007395, u, =05, w,=0.5, =10, a,=94, and 7,=0.1. we can
get R,(0,7,)=146.5118072>1, M,(0,7,)=0.0138>0, and
q,(7,) =-79605.2596 < 0. Figure 8 shows that the system (6) experiences the
Hopf bifurcation. Finally, choosing A =9.9, £ =0.045, S, =0.0001,
7,=0.1, y,=10.1, £ =0.0003, x, =0.1, £,=0.002, ¢ =92, a,=0.001,
and 7,=0.1, we canget R, (0,7,)=158.8810>1, M,(0,7,)=0.0486>0,
¢ (7,)-3q¢,(7,)=13375.6150>0, ©,=85059>0,and Q(©,)=-80.0660<0.
Figure 9 shows that the system (6) experiences the Hopf bifurcation.
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Figure 5. The Hopf bifurcation around the computer virus equilibrium P. for 7, >0 and 7,=0.
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In the cases where 7, =7, =7 >0. Firstly, we illustrate the stability of the com-
puter virus equilibrium F. when wg¢/, .Let A=9.8, £ =0.05, £, =0.0001,
7, =01, y,=12.1, 24,=0.0003, p, =0.09, 1, =0.01, o =10,and
a, =0.001. Then we can obtain R, (z,7)=436.6949>1, M,(7,7)=0.0121>0
when 7 =2. Figure 10 illustrates the computer virus equilibrium P. gradually
tends to stabilize as ¢ increases. Secondly, we discuss the stability of the network
virus equilibrium P, when wel,. Let A=28, f=0.05, f, =0.0001,
7, =004, y,=2.1, 1,=0.0003, w,=02, 1,=001, ¢ =10, a,=0.5, and
7=0.1, then we can obtain R, (7,7)=160.4551>1, and M,(7,7)=0.0351>0.
Figure 11 illustrates the system (6) experiences the Hopf bifurcation.

In the case where 7, >0, 7,>0,and 7, #7,.Let A=8.5,and g =0.0001.
Taking 7, =0.1, and 7, =0.2, then we can obtain R,(7,,7,)=1142.3502>1,
and M,(z,,7,)=0.0125>0. Figure 12 displays that the system (6) still under-
goes the Hopf bifurcation.
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Figure 12. The Hopf bifurcation around the computer virus equilibrium F. for 7, #7,.

In order to completely control the spread of computer viruses in the network,
it is necessary to control the basic regeneration number R, (7,,z,) when it is
less than 1, which means that the spread of computer viruses can be controlled
when virus-free equilibrium exists. Based on the basic regeneration number
R, (7,,7,) in the previous theoretical analysis, it is known that it is related to
both delays 7, and z,.That R,(z,,7,) isa strictly monotonically increasing
with respect to 7,. This indicates that the increase of 7, will have an impact
on the stability of the system, so in order to control the spread of computer vi-
ruses, the range of values of 7, should be as small as possible, which means
that the impact on the system is small at the same time. Therefore, we can ef-
fectively control the spread of computer viruses by reducing the recovery time
of computer systems after infection. By adding age structure and two delays to
the system, it is more suitable for the actual virus propagation in the computer
in reality, which also provides effective measures for computer virus preven-
tion.

The emergence of the Hopf bifurcation of the system (6) implies that when
both factors, age structure and delay, are introduced together into the nonresi-
dent computer virus SLAS model, it leads to destabilization of the system, fol-
lowed by the phenomenon of stability switching in the system. In other words,
this would disrupt the threshold of dynamic behavior, while allowing the spread
of the virus to get out of control.

The limitation of this paper is that it does not discuss the global stability of
virus-free equilibrium P. when R, >1. In addition, this paper does not de-
termine the dynamical behavior of the system as the two delays 7, and 7, in-
creases. We will continue to discuss these aspects in the future. At the same time,
the spread of viruses in the computer and the infection process is more detailed,
which is conducive to the subsequent study of computer virus propagation mod-

el, in which case the proposed control strategy will be more effective.
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