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Abstract

A secured and scalable Peer-to-Peer (P2P) energy trading platform can facili-
tate the integration of renewable energy and thus contribute to building sus-
tainable energy infrastructure. The decentralized architecture of blockchain
makes it a befitting candidate to actualize an efficient P2P energy trading
market. However, for a sustainable and dynamic blockchain-based P2P energy
trading platform, few critical aspects such as security, privacy and scalability
need to be addressed with high priority. This paper proposes a block-
chain-based solution for energy trading among the consumers which ensures
the systems’ security, protects users’ privacy, and improves the overall scalabil-
ity. More specifically, we develop a multilayered semi-permissioned block-
chain-based platform to facilitate energy transactions. The practical byzantine
fault tolerant algorithm is employed as the underlying consensus for verifica-
tion and validation of transactions which ensures the system’s tolerance
against internal error and malicious attacks. Additionally, we introduce the
idea of quality of transaction (QoT)—a reward system for the participants of
the network that eventually helps determine the participant’s eligibility for
future transactions. The resiliency of the framework against the transaction
malleability attack is demonstrated with two uses cases. Finally, a qualitative
analysis is presented to indicate the system’s usefulness in improving the
overall security, privacy, and scalability of the network.

Keywords

Blockchain, Peer-to-Peer Energy Trading, Distributed Energy Resources,
Consensus

1. Introduction

The adoption of distributed energy resources (DERs) is increasingly being pro-
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moted worldwide to address the ongoing energy crisis as well as to reduce the
dependency on fossil fuels for energy generation [1]. Accordingly, with the rise
of the DERs, the microgeneration of renewable energy is also increasing. As a
result, consumers are nowadays also gaining the capability to generate energy
and thus, transforming into prosumers. However, these prosumers need to be
motivated to maintain the continuity of generation as well as to facilitate the in-
tegration of renewable energy into the power grid. Prosumers can trade energy
among each other to incentivize themselves and earn revenue. Moreover, this
potential to trade among each other unfolds a research prospect that can even-
tually increase renewable energy generation capacity. The sporadic generation of
renewable energy can cause grid instability that can be addressed by an efficient
P2P energy trading platform. The balance between demand and generation of
energy can be achieved, and thus a self-sustainable energy infrastructure can be
built with the help of a comprehensive P2P platform. Therefore, a P2P trading
platform can be an effective solution for DER integration [2] considering the fi-
nancial interest of the prosumers as well as the practical viability for implemen-
tation.

The decentralized landscape of DER completely matches the underlying dis-
tributed infrastructure of blockchain [3]. Moreover, blockchain maintains in-
formation transparency and symmetry through shared and immutable ledgers,
which are distributed among the participants [4]. An underlying consensus al-
gorithm protects the network to ensure trusted, or trust-less collaboration
among the participants [5]. The distributed architecture, secured transaction
capability, and transparency in information sharing make it an ideal candidate
for realizing a P2P energy trading platform in smart grid. A blockchain-based
platform was developed and implemented on the Alternating Direction Method
of Multipliers algorithm [6]. Reference [7] developed a proof-of-work (PoW)
based blockchain for enabling cloud based manufacturing services. An energy
trading framework using a Bitcoin-based payment system and PoW [8] consen-
sus algorithm was developed in [9]. Reference [10] developed an auction me-
chanism for energy trading market using the Ethereum blockchain which was
also backed by PoW consensus. However, in PoW, consensus among the net-
work participants is achieved by solving complex cryptographic puzzles which in
turn requires high computation power and more bandwidth. Reference [11]
proposed blockchain-based platform using the principles of proof-of-stake (PoS)
[12] consensus. However, PoS based blockchain becomes more centralized with
the increase of the network participants, resulting in making the system vulnera-
ble to a single point of failure (SPoF) attack. A private blockchain was developed
by [13] where a digital currency named NRGcoin was introduced and prosumers
were encouraged to insert their locally generated energy into the grid. The
low-voltage distribution system operator (DSO) was responsible for determining
the value of the NRGcoin based on the smart meter data of the prosumers. Intui-

tively, this method can be exposed to SPoF attack and potentially compromise

DOI: 10.4236/ijcns.2022.157008

95 Int. J. Communications, Network and System Sciences


https://doi.org/10.4236/ijcns.2022.157008

I. Zaman et al.

the privacy of the prosumers. A private blockchain-based framework was intro-

duced by [14] using Redundant Byzantine Fault Tolerant (RBFT) consensus

method [15] where energy is crowdsourced in a trading marketplace. However, a

private blockchain is managed by a central authority that can be vulnerable to

SPoF attacks.

Blockchain is increasingly being adopted by the grid and utilities to facilitate
energy trading among their consumers through pilot projects. A pilot project
named Brooklyn Microgrid was launched by LO3 Energy [16] where an energy
marketplace was developed to facilitate trading of solar energy among the net-
work participants. Another company named Power Ledger [17] conducts several
pilot projects to provide P2P energy trading platform to their consumers who
have solar energy generation facility.

Although the feasibility of blockchain for P2P energy trading is proved by the
contemporary solutions and the pilot projects, blockchain has some inherent li-
mitations that are crucial for a successful energy transaction. The underlying
structure of blockchain varies depending on different consensus mechanisms,
and the implementation of these algorithms is problem-specific [18]. The most
commonly used consensus algorithms for blockchain are PoW and PoS due to
their favorable outcomes in various applications, including financial transac-
tions. However, applying these algorithms require few assumptions which po-
tentially limit a generalized blockchain-based implementation for P2P energy
trading. PoW and PoS are applied to develop public blockchains where users are
completely anonymous (e.g., Bitcoin, Ethereum, etc.). However, complete ano-
nymity in case of an energy infrastructure can potentially cause privacy violation
of the prosumers [19]. On the other hand, a private blockchain can be a better
alternative. However, a private blockchain is more centralized than a public
blockchain which makes the system vulnerable to attackers [20]. When deciding
on a comprehensive platform for P2P energy trading, the following aspects need
to be considered:

* Security: As a crucial commodity, energy infrastructure must be secured
from potential malicious attacks. Moreover, in P2P energy trading, the
end-users (prosumers) carry out the energy transactions instead of skilled
system engineers. This can initiate internal errors that may extend to system
failure. Therefore, a fault-tolerant energy trading platform is necessary that is
resilient from external attacks as well as operational failures.

*  Privacy: One of the key features of blockchain is the transparency of infor-
mation among its participants. In a public blockchain, these participant’s
identities are anonymous, and in a private blockchain, the identities are ma-
naged by a central authority. In a P2P energy trading scenario, the complete
anonymity of the prosumers may lead to privacy violations since all the net-
work participants share the smart meter data. Therefore, a platform that can
automatically control the anonymity of the prosumers is necessary to avoid a

potential privacy breach.
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* Scalability: Blockchain-based on PoW requires high computation power to
validate transactions, which makes the system energy inefficient and limits its
scalability. Therefore, a scalable P2P energy trading platform is necessary to
integrate a large number of prosumers and execute transactions at a high
rate.

In this paper, we present a multilayered semi-permissioned blockchain-based
P2P energy trading platform considering the aforementioned aspects for a sus-
tainable P2P energy market. The term “semi-permissioned” refers to the fact
that identity of a new prosumer is managed by a trusted authority in the primary
stage to perform the verification task. However, no trusted authority is required
during the transaction validation process. Practical Byzantine Fault Tolerant
(PBFT) [21] is used as the underlying consensus protocol to implement the
blockchain network. Additionally, a reward system—Q-score, is introduced to
measure the quality of a transaction (QoT) that eventually helps determine a
prosumer’s eligibility to participate in future transactions. Part of the work was
presented in our conference paper [22], and this paper extends the work with
specific implementation and technical details for developing the platform from
scratch and to conduct use case studies.

The rest of the paper is structured as follows: Section 2 presents the proposed
framework, including a brief background of the consensus mechanism and a de-
tailed explanation of various framework components. In Section 3, we present
the implementation details of the blockchain-based framework. The resiliency of
the proposed framework against the transaction malleability attack is demon-
strated with two use cases in Section 4. In Section 5, a qualitative analysis is pre-
sented to indicate the system’s usefulness in improving the security, privacy, and

scalability of the network. Finally, Section 6 concludes the article.

2. Proposed Framework

The proposed framework employs the PBFT consensus method to realize a
blockchain-based solution for verification of new prosumers and validation of
transactions. The smart meters of the network participants are used as nodes in
the network to implement the PBFT consensus. We present a brief background
of the PBFT consensus in the next subsection. The overall system can be viewed
as a multilayered structure where each layer is responsible for different tasks.
The tasks include initiating transaction, generating smart contract, implement-
ing consensus algorithm, transferring data in terms of distributed ledger and
control signal, and performing electronic fund and energy transfer. The later
subsection describes the structure of the proposed framework along with a de-

tailed explanation of each of the components of the framework.

2.1. PBFT Consensus

Figure 1 illustrates the mechanism of PBFT consensus. This consensus has three

types of nodes: client, leader, and replica nodes. The client node invokes the

DOI: 10.4236/ijcns.2022.157008

97 Int. J. Communications, Network and System Sciences


https://doi.org/10.4236/ijcns.2022.157008

I. Zaman et al.

request Epre-prepareé prepare commit reply

SENEEEENEENNENN

Figure 1. PBFT consensus mechanism.

transaction request. The leader node is responsible for verifying the request and
encapsulating the transactions into blocks. All the other nodes in the network
except the client and the leader node are called replica nodes. The whole con-
sensus is achieved through several stages. The first stage is the request stage,
where the client node, C, sends a request type message to the leader to initiate a
transaction. In the pre-prepare stage, the leader receives the request from the
client and broadcasts a pre-prepare type message to all the replica nodes. The
replica nodes check the validity of the message through a public key signature. In
the prepare stage, each replica node multicasts a prepare type message to all oth-
er replica nodes (including the leader node) and adds both the pre-prepare and
prepare messages to its local log. A node accepts and adds the prepare message
to its log only when the information matches the pre-prepare message. After the
prepare stage, the commit stage starts where all replica nodes multicast a commit
type message among each other. The validation process of the messages is the
same as that of the previous stage. The last stage of the consensus is the reply
stage, where all nodes send a reply type message to the client. The client waits for
a minimum of £+ 1 valid replies from different nodes before finally accepting
the result of the operation. Here, frepresents the maximum number of nodes
that may be faulty. This makes the consensus more fault-tolerant because the
system remains operational even if there is fnumber of faulty nodes when the

client receives at least one more than fvalid messages.

2.2. Architecture of the Proposed Framework

Figure 2 illustrates the multilayered structure of the framework. The communi-
cation and negotiation on a transaction between two prosumers take place in the
application layer. Also, transactions are initialized at this stage. Upon initializa-
tion of a transaction, a smart contract is generated, which is validated and ex-
ecuted in the blockchain layer. Ledgers of all the network participants are shared
in the network layer. The physical layer is responsible for energy transfer. We
consider the grid to be bi-directional with net metering arrangements [23] to fa-
cilitate energy trading. A two-stage blockchain-based framework is proposed in
this paper. The verification of a new prosumer takes place in the first stage, and
the second stage is used transaction validation. Additionally, the quality of a
transaction is measured by a reward value-Q-score, to rate a participant in a

transaction. The overall structure of the framework is demonstrated in Figure 3.
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Figure 2. Multilayer model for energy trading.
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Figure 3. Framework components.
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2.2.1. Verification of New Prosumers

To include a new prosumer in the network, the identity of the new prosumer
must be verified. This verification is not necessary in the case of public block-
chains since the participants are anonymous. However, in private blockchains, a
trusted third party is required to manage the identity of the prosumers and to
perform the verification. The requirement of a third party is avoided in [24] by
implementing “Certificate of Existence”. However, this assumes that the smart
meters populate key pairs and act as the certification authority. The proposed
framework uses the network’s consensus among the existing prosumers to per-
form the verification. The idea is to verify a new prosumer with the help of the
existing participants instead of a certified authority.

Verification of a new prosumer to join the network is performed by a set of
verifier nodes. Each n ode represents the smart meter of each household. Clus-
tered sampling method is used to select the verifier nodes. Verifier nodes are the
prosumers of the network that voluntarily offer their reputation (Q-score) at
stake to obtain the eligibility for validating nodes or creating new blocks and
earn credits in the form of Q-scores. Upon selection of the verifier nodes, the
reputations of these members become visible to the network. X509 certificates
are used to verify new nodes. Additionally, the verifier set is changed after veri-
fying a new node. A leader node creates a new entry to the block and includes

the identity of the new node in the entry. A leader node |, at / time instant t;

is determined by the following:
L =[(t —t))/a|%n (1)

where t, isthe time instant of the first block, a is the time interval between two
blocks, and 7 is the total number of nodes at /" time. A new leader is selected for
each verification according to Equation (1). The complete workflow of the veri-
fication is presented in Figure 4. At first, a leader node receives the joining re-
quest, creates a verification request, adds the request to a block, or creates a new
block depending on the block’s current size. At this stage, the leader node only
accepts a request when the identity of the new node matches with identity pro-
vided by the certified authority. The leader node then sends the request to the
other replica nodes in the verifier set. The replica nodes verify the following
conditions:

Condition I: The block was generated from the leader at t;.

Condition 2: No other blocks have been generated from the same leader at t;.

If the both the conditions are passed, the replica nodes then send the request
to the leader node. Finally, the leader node executes the request and adds the

new node to the network.

2.2.2. Validation of Transactions
Once the prosumer initiates a transaction, a smart contract is generated and is
validated by the other prosumers of the network. The generated smart contract

determines a prosumer’s role in a transaction as a seller or buyer. Each node
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Figure 4. Verification of new prosumer.

contains a ledger that enlists two data types: 1) Transaction log and 2) State. All
the transactions can be tracked by Transaction log which is an immutable data
type. State is a key-value pair which is versioned and contains energy and wallet
data. Information stored in the state data types can be added but not removed or
edited. The information in states includes the energy and wallet amount, smart
meter ID, etc. The validation workflow is presented in Figure 5. There are three
sub-stages in transaction validation process:

Preparation stage: A transaction is initiated based on the agreement of two
prosumers. Clustered sampling method is used to determine the set of validator
nodes and a leader is selected using Equation (1) from the validator peers. The
leader node acts as an intermediate or relay node for a transaction. For each

transaction validation task, a new cluster is selected, and the leader is also altered,
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Figure 5. Validation of transaction.

making the process less susceptible to SPoF attacks. A smart contract is invoked
for each transaction initiation. The smart contract consists of transaction related
information, Ze., available energy, energy price, smart meter IDs of the partici-

pating nodes such as seller, buyer, leader, and validator nodes.
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Execution Stage: At the execution stage, the leader node receives the transac-
tion request and the energy amount, updates its energy and wallet information
as per the smart contract and sends the transaction request to the replica nodes
for validation. The validator nodes check the following conditions:

Condition I: The energy information of seller and leader are updated accord-
ing to the smart contract.

Condition 2. The wallet amounts of buyers and leader are updated according
to the smart contract.

The transaction reaches the final stage provided that both the conditions are
passed, and the ledger is updated temporarily. Here, the term “temporarily”
means that only the validator nodes and the leader update their ledger, whereas
the other network member’s ledger is not updated yet.

Final Stage: In this stage, the leader node relays the energy received in the ex-
ecution stage to the buyer and updates the wallet information accordingly. The
newly updated ledger is also shared with the validator nodes to check the fol-
lowing conditions:

Condition 3: The energy amounts of buyer and leader are updated according
to the smart contract.

Condition 4. The wallet amounts of seller and leader are updated according to
the smart contract.

The transaction is complete when both the condition pass and the ledger are
updated permanently. Here, the term “permanently” refers to the fact that all the
network members now have the updated version of the ledger that includes the

transaction details.

2.2.3. Quality of Transaction (QoT)

A reward point is assigned to the corresponding nodes upon completion of each
transaction. This variable is denoted as Q-score. Q-score serves as a tool to de-
termine the quality of a transaction and rate the participants involved in a
transaction. A successful transaction results in a positive Q-score for the seller
and buyer of that particular transaction. The corresponding leader, verifier
nodes, and validator nodes involved in a successful transaction are also rewarded
with positive Q-scores. Contrarily, one of the two cases occurs when a transac-
tion is declined. Either the seller fails to deliver the energy, or the buyer fails to
pay the price according to the smart contract. When the seller is at fault, a nega-
tive Q-score is assigned to penalize the seller and vice versa when the buyer is at

fault. The total Q-score in /* transaction is determined by:

(Q—score)(i) =V + Ly + f (x(i),a) ()
where,
Yoy = Vi " Xo)
Loy = Loy * Xy
and
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(S+B)*x°> if x>0
f(x,a)=qa*S*x° if x<0&a=+1
a*B*x® if x<0&a=-1

where, Xi) is the Q-score of /' transaction and Xi) € R. S and B are the
Q-scores of seller and buyer, respectively. L(i) and v, are the Q-scores of the
leader and verifier/validator nodes, respectively. « 1is a signed coefficient to
represent the quality of the /" transaction when a transaction is declined.
o =+1, when the seller fails to deliver the energy and « =-1, when the buyer
fails to pay the price. The total Q-score of a transaction is added to the ledger
and is shared among all the participating nodes. The Q-score determines the fu-
ture trading capability of a node. More specifically, a higher Q-score of a node
ensures the credibility of the corresponding prosumer for future transactions. In
contrast, a lower Q-score affects the likeliness of the corresponding prosumer’s

future transactions.

3. Implementation

This section presents the implementation details of the blockchain framework.
Hyperledger Composer framework [25] has been used to implement the block-
chain network. The first step in developing the blockchain network is to define
the network components. Network components include participants, assets, and
trade. In the case of participants, a class is declared to define the attributes re-
lated to a participant. These attributes are Participant ID, Contact, and Partici-
pant Type (Buyer/Seller/Verifier/Validator, etc.) In the P2P energy trading sce-
nario, energy can be considered an asset. Therefore, an energy class is defined to
include the attributes related to energy, such as the amount of energy, energy
availability, energy source type, energy generation time stamps, etc. are defined
under energy class. Another component is trade, for which the class is declared
as orgframework peer2peer.trade. The attributes from the energy and partici-
pants class are imported in this class. The attributes of this class are tradeID and
energy route (origin and destination smart meterID). Additionally, transactions
are defined in this class along with the event that is emitted from the transac-
tions. Figure 6 shows different attributes of the participants, energy, and trade
classes. These codes are written in Hyperledger Composer modeling language,
which is an object-oriented language for defining the domain model of a busi-
ness network application. After defining the components, Hyperledger compos-
er playground is used as a web-based application to simulate and test different
scenarios. The playground provides a user interface for a business network’s
configuration, deployment, and testing. This application is uploaded or deployed
in the Hyperledger composer playground for simulation. Using playground, new
participants are added to the network. When a participant is added to the net-
work, a participant ID is automatically generated, and other attributes such as
smart meter id, name, address, email, etc., are provided. Also, the type of the

participant is specified, such as buyer, seller, verifier, leader, validator, etc.
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(a)

rg. framework.peer2peer.energy 9 namespace org.framework.peer2peer.trade

racketId { 1 imp org.fram rk.peer2peer.energy.Energy
amework. peer2peer.participant.p2pParticipant

identified by tradeld {

(b) ()

Figure 6. Defining attributes of (a) Participants, (b) Assets, and (c) Trades.

()

(b) (c)

Figure 7. (a) Buyer, (b) Seller and (c) Validation peers on playground.

Figure 7 shows the assigned buyer, seller, and validators in playground. Energy
is added as assets in the network which requires specifying the attributes related
to energy assets, such as the amount of energy, energy source id, availability, etc.
Also, attributes such as energy packetID and Time Stamps are auto generated. In
the case of trade, tradeID and timestamps are auto generated. However, the
trade route that includes origin and destination are specified. From the energy
class, the energy id for trading is imported. Also, the participants relevant to this
trade are specified by their respective IDs. The submit transaction option in the
playground allows creating and executing a transaction based on the smart con-
tract developed in JavaScript. The smart contract contains the logic for executing
a transaction. The composer library functions are used in this script. Addition-
ally, functions are developed to implement and execute the transaction scena-
rios. Below are some of the functions that have been used to execute a transac-
tion:
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createTrade()—This function takes trade id and route as input argument. It
checks the availability of the energy amount in a transaction.

generateTradeld()—This function is used to generate the tradeID and time-
stamps.

AssignEnegy()—This function creates a transaction and updates the energy,

participant, and trade information after a transaction.

4. Use Cases

In this section, two possible attack scenarios are presented to demonstrate the
resiliency of the proposed framework against potential transaction malleability
attack. The first scenario represents a malicious seller who violates the smart
contract by not delivering the agreed amount of energy but intends to receive
the price of the energy. The second scenario portrays a malicious buyer who vi-
olates the smart contract by not paying the price of the agreed amount of energy
but intends to receive the energy. Our proposed framework is able to detect the
fraudulent party in both cases and decline the transaction. Figure 8(a) and Fig-
ure 8(b) illustrate the two attack scenarios and describes how the malicious par-
ty is identified and the transaction is declined.

Malicious Seller Scenario: In this scenario, an attacker representing himself
as a seller initiates a transaction with a genuine buyer. This scenario depicts a
potential system failure or a malicious attack that can lead to double-spending.
In this scenario, the attacker manages to change the transaction details in the
smart contract. More specifically, the attacker may change the energy value in
the generated smart contract. The intention is to make the buyer believe that the
transaction was unsuccessful and motivate the buyer to send the money again.
The attacker sends out the altered transaction before the original transaction,
and the transaction gets declined naturally. The buyer then sends the money
again to ensure integrity which causes double spending for the buyer. In the
proposed framework, the leader receives a smart contract that includes the al-
tered energy value and sends the transaction request to the replica nodes after
temporarily updating his ledger. However, since the change in the energy

amount of the seller does not match with the received smart contract, the validation
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Figure 8. (a) Malicious seller scenario, (b) Malicious buyer scenario.
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peers send out the reply messages to the buyer indicating the mismatch in the
ledger. Since most of the buyer’s reply messages indicate the mismatch, the
transaction is declined at the execution stage. Here, the leader’s role prevents the
double spending of the buyer.

Malicious Buyer Scenario: In this case, an attacker representing himself as a
buyer may also initiate a transaction with a genuine seller. This is another case of
a transaction malleability attack where the attacker manages to change the
amount of energy in the generated smart contract. In a transaction malleability
attack, the attacker broadcasts the changed transaction before the original trans-
action. The intention is to cause the double spending of the seller. Since the
wrong transaction is sent out before the original transaction, the transaction is
declined, and the seller sends the energy again, which causes double spending
for the seller. However, in the case of the proposed framework, at first, the leader
receives the smart contract, including the changed amount, and sends out the
transaction request to the replica nodes by temporarily updating his ledger.
However, the validation peer’s ledger for this transaction does not match that of
the seller or leader. The replica nodes then send the reply messages to the buyer
indicating the mismatch in the ledger. Since the majority of the reply messages
received by the buyer indicate the mismatch, the transaction is declined at the
execution stage. Here, the leader’s role prevents the double spending of the sel-

ler.

5. Security, Privacy and Scalability

In this section, we present a qualitative analysis of the security, privacy and sca-

lability issues pertaining to an energy trading platform.

5.1. Security

In a blockchain network, all the transactions and ledgers are protected by certif-
icates to ensure security. A trusted central authority is responsible for these cer-
tificates in a private blockchain. As an initiative to make the system less centra-
lized, the proposed framework utilizes the idea of a two-stage blockchain. We
considered the following common attack vectors for a qualitative analysis of the
proposed framework:

Denial-of-service (DoS) attacks. A DoS attack typically involves a simulta-
neous occurrence of a large number of transactions in a network to occupy the
network resources i.e., bandwidth with an aim to obstruct the normal operation
or to delay the transactions. The proposed framework prevents this attack by 1)
using different verifier nodes for different verification tasks, 2) using different
validator nodes for different validations tasks, 3) assigning different roles among
the network participants, and 4) Using Q-score to rate the transactions as well as
the participating nodes.

51% attack. PoW-based blockchain can be compromised by gaining 51%

computation power of the whole network. More specifically, if an attacker pos-
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sesses 51% computation power of the network, then the network is compro-
mised. However, an attacker is required to gain control over 51% of the nodes to
initiate such attacks in the proposed framework. Intuitively, an attacker can
realize 51% computation capability even from one node. Thus, the system is
more resilient against 51% attack since the possibility of compromising 51% of
the nodes is very low comparing to the possibility of gaining 51% computation

power.

5.2. Privacy

In a private blockchain, the identities of the participants are verified by a trusted
certification authority. Therefore, a private blockchain is vulnerable to SPoF at-
tacks. Moreover, the privacy of the users is compromised to the certification au-
thority. On the other hand, no identity verification is required in a public
blockchain. However, privacy can be violated in a public blockchain by identify-
ing the activity pattern of a particular participant. Therefore, an appropriate
identity verification method is important for a privacy sensitive application such
as energy trading. The proposed framework preserves the privacy of its prosu-
mers by implementing different stages for verification and validation. In the ve-
rification stage, the identity of the new node is readable to only the verifier node,
which is protected by X509 certificates. During the validation stage, instead of
the identities, only the Q-scores of the corresponding prosumers are shared in
the ledger.

5.3. Scalability

For a sustainable blockchain based marketplace, a scalable network is necessary
to accommodate a large number of participants and transactions. In PoW, each
transaction validation requires resource intensive mining which potentially lim-
its the large-scale implementation of a blockchain network. However, in the
proposed framework, both the verification and validation stage involve only a
number of nodes selected using a clustered sampling method. Also, recall that, in
this framework, only the leader is responsible for executing a transaction, whe-
reas other replica nodes are responsible for validation or verification tasks. This
avoids the requirement of resource-consuming computations for transaction va-

lidation tasks and consequently improves the system’s overall scalability.

6. Conclusion

This paper proposes a semi-permissioned blockchain-based P2P energy trading
platform. PBFT consensus algorithm is employed as the underlying consensus for
new prosumer verification and transaction validation. The decoupling of verifica-
tion and validation tasks makes preserves the privacy of the participants. The
overall scalability of the system is improved by avoiding the resource-consuming
validation process. The alteration of the verifier and validator nodes increases

the overall resiliency of the platform and enhances the system’s privacy. The
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future scope of this work involves implementing the proposed platform in an

islanded microgrid for comprehensive performance comparison against state-of-

the-art solutions.
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