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Abstract

This paper presents a novel onboard system called In-Flight Awareness
Augmentation System (IFA2S) to improve flight safety. IFA®S is designed to
semi-automatically (with human supervision) avoid hazards and accidents
due to either internal or external causal factors. The requirements were de-
fined in an innovative way using Systems-Theoretic Process Analysis (STPA)
method and applied next to model the system. IFA?S increases aircraft
awareness regarding both itself and its environment and, at the same time,
recognizes platform and operational constraints to act in accordance to pre-
defined decision algorithms. Results are presented through simulations and
flight tests using state machines designed to allow the adoption of appropriate
actions for the identified hazards. The different decision algorithms are eva-
luated over as many as possible hazard situations by simulations conducted
with software Labview and XPlane flight simulator. Flight tests are performed
in a small fixed wing aircraft and make use of a limited version IFA?S, par-
tially attending identified requirements. Results support the conclusion that
IFA?S is capable of improving flight safety.

Keywords

Unmanned Aerial Vehicles, Air Safety, Systems-Theoretic Process Analysis,
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1. Introduction

Unmanned Aerial Vehicles (UAVs) are becoming more robust in terms of
processing power, autopilot (AP), embedded sensors and flight time, which le-

verage the use of such aerial robots in real world applications for agriculture,
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transportation, logistics and surveillance scenarios. However, the current level of
autonomy and decision making available in the UAV can be enhanced by em-
ploying computer systems that lead the level of autonomy for UAVs changes
from a ground control system, with a human pilot in charge, to a fully auto-
nomous flight.

The development of systems for UAV, focused on autonomous decisions ca-
pabilities, is challenging since it is expected a chance of failure less than the ac-
cepted for general aviation. The high accident rates presented by Unmanned
Aerial Vehicles (UAV) have given rise to debate about the risks involved in their
operation. It is recognized that the UAV operators shall be aware of the external
and internal conditions (surrounding environment and health system, respec-
tively). The complexity and the number of technical and subjective factors in-
volved in the control of an UAV create conditions where the pilot does not act in
a timely manner or does it wrongly.

This paper approaches this matter giving more autonomy and perceptions to
the aircraft via both a new onboard system named In-Flight Awareness Aug-
mentation System (IFA’S) and its reference model In-Flight Awareness (IFA).
The purpose of this work differs from other literature approaches since it em-
phasizes the concept of Situational Awareness (SA). The objective of this paper
is to propose a novel autonomous decision-taker onboard the aircraft to improve
flight safety. The general idea is to make the UAV more conscious (situational
awareness increase) about its subsystems conditions (internal health), flight pro-
file, intruders presence (other aircrafts), and surrounding conditions (ground
and meteorological), keeping pilots on the ground as system managers.

This paper is organized as follows: Section 2 presents a literature review re-
garding aspects related to this work and Section 3 begins the development of
IFA?S from the definition of its requirements using the STPA method. IFA con-
cepts and the methodology used to model IFAZS are described in Section 4. Sec-
tion 5 reports simulations where the IFA2S model is built using Labview soft-
ware and stressed under some critical situations previously identified using
XPlane flight simulator. Section 6 presents flight tests results using an IFAS sys-
tem developed for a small fixed wing aircraft. The conclusions follow in Section
7.

2. Related Work

Nowadays, the technologies embedded on UAVs are more robust in terms of
processing power, autopilot (AP), embedded sensors and flight time, which have
leveraged the application of such aircraft to many real world scenarios in agri-
culture, transportation, logistics, surveillance, among others [1] [2] [3] [4]. The
wide area of applications imposes to address the chance of failure for UAV's sys-
tems that must be less than the accepted for general aviation [5] [6]. Neverthe-
less, since the pilots are not inside the aircraft to have their sensorial means

available, only the data presented in a display are at hand [7] [8]. As highlighted
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by [1] and [9], the flexibility provided by the autonomy increase exposes the
platform to degradation in the system performance due to environmental varia-
bility and distributed decision making (human x electronics). Thus, a plat-
form-centric SA is proposed, instead of relying on human pilots’ perceptions as
in [10]. The paper also innovates since IFA*S design is completely based on Sys-
tems-Theoretic Process Analysis (STPA) method [11] [12], aiming to allow the
system to act as soon as it identifies a situation that potentially leads to an acci-
dent.

This paper describes a process similar to that found in articles [13] and [14] to
achieve SA in dynamic systems. At level 1, data from internal and external
sources are collected; in level 2, an algorithm uses this data to define the current
situation; and in level 3, the system acts accordingly to achieve a desired situa-
tion, the concept of Situational Awareness (SA), given by [10]: “the perception of
the elements in the environment within a volume of time and space, the com-
prehension of their meaning, and the projection of their status in the near fu-
ture’. Information is a key factor on SA and most of the literature considers the
operator’s perception about the current situation. The authors in [15] consider
elements such as the status of the aircraft systems, climate conditions, the payl-
oad condition, and knowledge of the operator on both the platform capabilities
and dynamic aspects involved (level 1). The importance of data processing is
highlighted in [16] [17] and it may come from different sources and emphasize a
proper decision-making process to manage successfully crises situations (level
2). The authors in (1) state that operators’ SA depends on data availability and
their understanding based on the context in order to design actions in the future
for a semi-autonomous mode (level 3). In this work, IFA2S controls aircraft un-
der pilot’s supervision.

Being a main concern in aviation, IFA also covers aspects related to avoiding
air collisions, generally called Sense and Avoidance (S&A). Although [18] con-
siders the pilot on the ground as responsible for both detecting and keeping safe
distances from other aircraft, many authors evaluate ways for the platform to
prevent this kind of accident autonomously. A number of different approaches
are possible: passive as in [19]; active as in [20]; using data links as [21]; and us-
ing ADS-B as in [22].

Besides surrounding air traffic, IFA also avoids ground proximity and fly over
certain areas, such as populated and sensitive (military, nuclear etc.). Some situ-
ations during the flight may obligate the aircraft to change the route previously
planned. Most of the literature considers only external sources for designing a
new route, such as [23] and [24]. In addition to external sources, IFA also con-
siders that some internal resources can be used. For example, critical conditions
may obligate an emergency landing, such as an imminent failure in an internal
system, where an internal re-planning algorithm can define an emergency land-
ing route as proposed in [25] [26].

Systems-Theoretic Accident Model and Processes (STAMP) is defined by [27]
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as “a new type of accident model based on systems theory rather than the tradi-
tional analytic reduction and reliability theory”. STPA is a hazard analysis tech-
nique based on STAMP and defined by [27] as “a new hazard analysis technique
based on systems thinking and a new model of accident causation based on sys-
tems theory rather than reliability theory”. STPA general description and use-
fulness in designing safer complex software-intensive systems may be found in
[28]. As demonstrated by [29], STPA can be used as a method for establishing
safety operations for UAVs with less than 150 kg (light UAVs) instead of tradi-
tional hazard analysis. [29] uses STPA having the control structure defined with
a human pilot-centered approach and a certified aircraft. The authors in [30]
and [31] made use of STPA during design as a method to develop a safer system

in some particular applications as it will be done in this paper.

3. IFA2S Requirements Definition
Using STPA Analytical Method

In this section, requirements for the development of IFA’S are defined using the
STPA method. This method was chosen since it is considered ideal for ensuring
that the new system will take into account several aspects potentially involved in
an aerial accident, such as safety limits, aircraft components (health), meteorol-
ogy, and environment (surrounding air traffic; cities and restricted areas on the
route). In order to identify accidents and hazards in the operation of a UAV, the
system is considered as composed by the aircraft, control station on the ground,
a communication link between them both, and humans to control the aircraft
and its payload. This work only considers collisions as an accident: Al. Collision
with People on the ground; and A2. Collision with either another aircraft or with
objects or property on the ground. The identified hazards that may cause these
accidents are presented in Table 1.

Accidents and hazards related to UAV operation allow the definition of IFA%S
requirements. A control structure for operation of the aircraft is presented in
Figure 1, where control actions are represented by top-down vertical arrows and
feedbacks are represented by vertical arrows in bottom-up direction. This struc-
ture allows the understanding of the flow of information and different aspects
that may influence the flight. Mission commanders may provide the pilot with
guidelines regarding the mission and pilot provides feedback regarding both

mission and aircraft status. The pilot receives information using displays and

Table 1. Identified hazards.

H1  UAV infringes separation limits from another aircraft.

H2  UAV exceeds the flight envelope, such as speed and roll angle.

H3  UAV exceeds the operation envelope, such as vertical and horizontal limits.

H4  UAV fly over populated or sensible areas, such as military, nuclear plant, forest with fire.

H5  UAV is unable to continue flying due to internal health or weather.
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Figure 1. UAV control structure.

may act changing flight parameters or aborting the flight if an emergency occurs
using control station interface. Orders are sent to aircraft by the station using
some sort of radio link and telemetry is received to update aircraft health status.
Inside the aircraft, the autopilot commands navigation in accordance with or-
ders entering via radio system and eventual directives from other aircraft sys-
tems, such as direction change order from the S&A system. The autopilot con-
trols the aircraft by changing actuators position and engine power. External in-
fluences may come from geography, aircraft in the proximity, meteorology, and
traffic control. In accordance with the STPA method, hazards and the control
structure create contexts and allow the identification of possible unsafe control
actions.

The next step using STPA method is to identify scenarios and causal factors to
understand how unsafe control action can arise. In this step, causal factors lead-
ing to hazards are identified by a scenario. In Figure 2, potential causal factors
that can lead to hazards are highlighted in red and inadequate operation may
come from hardware, software, human command, as well as a result of the inte-
raction of any of these elements.

A fictitious scenario is presented as an example. Let’s suppose the aircraft
speed increases during a flight in order to accomplish mission schedule and, at a
certain point, the UAV is close to its speed’s upper limit, above which a struc-

tural damage may result. Looking at the display, the human pilot notices the
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Figure 2. Control loop to identify the causal factors in hazards.

situation and commands an engine power decrease; nevertheless, the aircraft
speed becomes even higher than top limit. Some causal factors could be: 1) Due
to a bad design of the control station, the pilot ordered an increase in the speed
instead of a decrease, as desired; 2) The command sent by the pilot was correct,
but the order arrived too late in the engine actuator; 3) There was a loss in the
radio link between the control station and the aircraft; and 4) There was a too
long delay for the pilot to notice that the aircraft speed was close to its top limit.

Once identified scenarios and causal factors, requirements for IFA%S could be
established. These requirements are used to define the new system and ideally
keep the aircraft away from hazards. For each scenario and causal factor mapped,
a new feature is added to IFA’S.

4. IFAZS Modeling

IFA is the general framework for the design of the onboard system IFA®S. The
IFA?®S can be designed in many different ways, in accordance with requirements
established with STPA and restrictions and objectives of a particular situation
and aircraft. IFA dimensions provide data input to the decision algorithms: time,
airworthiness, flight conditions, and information from the rest of the world.
Time is an important dimension since an event has different meanings based on
the moment it occurs. Airworthiness is defined as the safety in the operation of
an aircraft and has some components: certification, manufacture, and mainten-
ance. Flight conditions refer to the aircraft route: weather conditions, local air
traffic, and overflown terrain. The information from the rest of the world can
provide data that may affect the flight, such as a new political border, a volcano
explosion, or a fire in the woods. Moreover, depending on specific situations,
additional sensors may be integrated into the UAV to provide IFA’S with rele-

vant information to assure flight safety.
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IFA?S system acts as a supervisor and communicates with the autopilot or di-
rectly to emergency actuators depending on the circumstances. In order to mod-
el flight safety improvement due to IFAZS, it is necessary to consider that the li-
kelihood of hazards depends on the operational conditions as well as the con-
centration of humans and buildings on the ground. Useful models are described
in [32] for establishing safety levels and consider collisions on the ground and in
the air. These models evaluate material and human consequences in specific op-
erational situations. For the purpose of this work, the model in [32] is modified
in two different ways: 1) a range of values is considered for UAV reliability, in-
stead of a single one; and 2) only one UAV is considered and it has a IFA®S sys-
tem onboard.

It is usual to verify that small UAVs do not have reliability figures established
for some or most of their components and parts and uncertainty may be classi-
fied as epistemic in this case. This work uses Dempster-Shafer theory, [33] [34],
as proposed in [35] to deal with these epistemic uncertainties for evaluating air-
craft failure rate A. Instead of using precise figures, a reliable function is used to
assess inaccurate data of components when evaluating flight conditions as in H5,
Table 1. This approach provides a range of values for the UAV reliability. The

expected ratio of collision Fcadapted from [32] is given in Equation (1).
Fc = po¢colvrel (1_ €ita,air ) > (1

where: p,: Aircraft total density (aircraft number/mission volume); ¢, : Total
collision area; V, : Relative speed between the UAV and intruder; ¢, ., : proba-
bility to avoid collision with intruder when IFA?S is onboard.

Whereas the IFA®S introduce mitigation mechanisms, the collision rate with
people and buildings may change by different ways, depending on the probabili-
), either

a populated or a prohibited area and land in cruise flight conditions (€, g, )> 2

ty of what is avoided: catastrophic failure due to an internal system (¢, ;

catastrophic failure due to meteorology (¢ ), or loss of control due to lack of

ifa,met

communication link (¢, . ). For simplicity, all factors are considered identical

ifa, fc
and equal to €, , . In this case, collision rates become:
4
Fop =20, Ap, (16 ) > )
4
pr » =20 AL (1_ €ifa,g ) > (3)

where: 03, 0p Respectively, buildings and pedestrians density in the area
(items/m?); A: Failure rate for a single UAV (failures/hour), derived from its FTA;
Armp Arms: Respectively, lethal areas for pedestrians and buildings in emergency
landings; F ,: Collision rate due to collisions of the UAV with people; F ,:
Collision rate due to collisions of the UAV with human constructions.

Equations (4) and (5) present the rate of collisions with people and buildings
due to a collision of the UAV with another aircraft in the air. The total rate of
collision with persons and buildings can then be described as found in Equations

(6) and (7). Figure 3 presents the fatality rate change due to IFA?S. In this figure,
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as € g

accident with a person on the ground drops noticeably. Curves refer to people

varies from zero (no IFA®S onboard) to one, the probability of a fatal

concentration per area unit.

Far,p = Fcap ALVp (4)
Far,b = FchALVb (5)
Fo=Fao+Fp (6)
F=FantFus (7)

Following sections describe situations identified by STPA as potential causes
for hazards and the methodology used to deal with them.

1) Air Collision, H1

Monitoring nearby aircraft requires a system to identify their position, speed,
and bearing and an algorithm that allows an opportune diversion. For the purpose
of this study, it was considered UAV has the means to identify nearby traffic.

Let r,, (t) and 1, (t) respectively represent the position of the UAV and
the intruder in the two dimensional space as functions of time # A route conflict
occurs if the distance between them becomes smaller than a value 1, asin (8)

and there is a too small vertical separation V.
Nay (t) ~ Mt (t)” < i (8)

For simplicity, I, was calculated for horizontal distance and an additional

requirement was considered for vertical separation. Horizontal distance is cal-
culated using Haversine formula, (9) and (10), where ¢, and A, are the lati-

tude and longitude of the intruder, ¢, and A, are the latitude and longitude

10"

102 =

—
<
S

Fatality rate with people

_
<
S

T T T T T T T T

——Human Conc.=1e-6
Human Conc.=1e-4
Human Conc.=1e-2
—Human Conc.=le-1

FERRRTIT BRI BRI BT RTE T SRRt

Ll

107 =
108 I | | | | 1 1 1 ]
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€ifag
Figure 3. ¢, alters the fatality rate differently with changes in human concentration on the ground, 1 =5
x 1073,
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of the UAV, and Ris earth’s radius (6371 km).
i = 2Rsin™(T) )

2

In the case I, and Vv, areboth smaller than established limits, UAV iden-
tifies whether the intruder is on either the left or on the right side in relation to
its current heading and performs maneuver accordingly.

2) Bad Weather, H2, H3

Meteorology is a major cause of air accidents and the lack of pilot onboard
makes the situation even more complicated because of the need for additional
monitoring. The strategy for the identification of turbulence presence was to es-
tablish limits for dimensions most impacted by its effects: vertical altitude and
roll angle variations. Measurements were performed on the variable & (either
vertical speed, h, or roll angle, ¢) and verified if 20 consecutive standard dev-
iation measurements, N, are above a certain level, N™. Number of samples
was determined empirically during simulations, taking into account the capabil-
ity of the system for identifying turbulences efficiently, avoiding both false alarms

and aircraft dangerous attitudes as defined in (11) and (12).

o= ) e -uf =[5 ZRel) an

> Ny™ = Alert
m:J{z—lo)zfi(a—ﬂgf{ = Al )

< N™ = Not Alert

Turbulence was modeled with zero average white Gaussian noise over both
amplitude A (t) and phase 6 (t) for each perturbation input in Equation
(13). For the purpose of this work, an increase in ¢ corresponds to a turbulence

augmentation applied to the jzA individual control surface input u;.

2nkt

u :Zk:l’m'M Ak(t)sin((?j+9k (t)) (13)

where M represents the number of available frequencies and 7 is the excitation
time.

3) Low Altitude Auto Recovery, H3

Low altitude auto-recovery is performed as soon as the altitude of the aircraft

is lower than a certain limit d,;,. This limit is established considering aircraft

lim
performance and terrain characteristics. Let h_.. be a minimum acceptable dis-
tance from the ground, y ,; be the aircraft performance variable, and v, be
the terrain altitude, all positive integers, then d

im 18 given in (14).

dIim = hmin +Wprf +‘//ter (14)

4) Avoiding Overflight of Forbidden Areas, H4

Avoiding overflight of forbidden areas may obligate a new route to be set. The
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motivation for avoiding flying over some areas arises from the recognition that
UAV must not cross regions with either high population density or sensitive fa-
cilities, such as nuclear plants and military bases. This is a realistic scenario for
UAV and we have a non-convex path planning problem with stay in and stay
out areas as described in [36] using a mixed integer programming model.

For automatic rerouting, a greedy heuristic (GH) is applied as described in
(16). The distance from forbidden areas was determined using Equations (15)
and (16).

Let’s set points A and B as the line limits of an area border, v, the vector
from A to aircraft, v, the vector from B to aircraft, W the vector from A to B,
and 6, and 6, the v, and v, angles in relation to W, respectively. If
6, <90° and 6, >90°, the distance d from aircraft to closest point P on the

area border may be found.

v, W =|v,||w|cos 6, (15)
V, -W =|v,[|w|cos 6, (16)
d- |w v, | a”)

v

When d was smaller than a limit, I;,, the GH was used to determine a new
route using (18), whose elements are described in Section 5. Figure 4 presents an
example of a route determined using (18).

fitness = f,, + L + Torang + fia + T, (18)

5) Emergency Landings, H4, H5
Emergency landings also demand reroute, since it requires a safe place to land.

Informations:
Best:Fitness = 412.7 Time (K) =6 Time (T) =77 LandLocal (Z) =b
Atual:Fitness = 558.2 Time (K) =6 Time (T) = 77 LandLocal (Z) =b
Legend [l b r
-9598 m -4799 m 0m 4799 m 9598 m
4799 mi
Om
-4799 m

Figure 4. GH determines avoiding some regions on the ground and choosing bonus re-
gions (bn).
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In this case, the genetic algorithm (GA) proposed in [25] [26] was used for
emergency landings with fitness function given in Equation (19). This approach
deals with uncertainty for aircraft position, so a variance of 10 m is set in its co-
variance.

fitness = f , + f Curves

+ fL¢n + f + forang + Fvio + fV, (19)

Lop

where 4,, ¢,,and ¢, are areas, respectively, not navigable (n), navigable with
penalty (p) and navigable with bonus (b). The set Z,; has regions /= {n, p, b};
C,; is the cost of land in area ¢, ; A is the likelihood of the UAV violate area
$,5 U, is the control set; ¢ is the angular variation of the UAV at time ¢ on
the xaxis; X, isthe position at instant # Kis navigation time that shall be smaller
than a limit 7.

Equation (20) defines reward in case of landing in bonus set regions. Equation
(21) defines punishment in case of landing in penalizing regions. Equation (22)
penalizes landing or flight of the aircraft on non-navigable areas. Equation (23)
prioritizes routes that avoid making unnecessary curves. Equation (24) gives
more chances to routes with smaller distances from bonus set regions. Equation
(25) prevents routes where the UAV cannot fly over, even if it allows reaching a
bonus set region. If there is a problem in the battery, (26) is added to the fitness
function to reduce the flight duration. Details about all these functions are re-
ported in [25] [26].

fL¢b = _C¢b Z?fl P (Xk € Z;ﬁb) (20)
fLgp =C¢ngp(xk eZ,;p) 21)
fL¢n = C¢n maX(O’l_A - P(AtK:O /\‘f:rl‘ X & Z;Ién )) (22)

1
fCurves = (|_J ’ Z:tK:()"ut ” ’ |gt| (23)

Smax|
forang = IowerDist(gK,Z;b) (24)
C,, if v -V, >0
f. _ ¢b K min (25)
el {0, otherwise
K-T
f, = Cp2 ™, if vy —v,, >0 (26)
0, otherwise

6) Failure in Aircraft Systems, H5

In this study, only three systems were elected to serve as case study for the de-
velopment of concepts and the state machine: Low battery voltage; High battery
temperature; and High current in the avionics system. The actions triggered can
be returned to base, emergency landing, or parachute opening (Figure 5). IFA%S
decisions depend on the measured values and the limits established by the oper-

ator using his/her interface (Figure 6).
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5. Simulation Results Using LabView and XPlane

Given the complexity of UAV operations and the difficulty to establish satisfac-
tory formats and algorithms for embedded systems, the simulation environment
allows testing ideas while complying with requirements. IFA%S was codified us-
ing Labview, Figure 6, and flights using XPlane simulator. GH method was im-
plemented in C, using SCADE Suite® and GA in java; both were external codes
called by Labview software.

A state machine was created to allow IFA®S solutions assessment, Figure 5.
During the flight, IFA®S system remains in state “/d/e” until an event leads to a
state change. These events may be generated in XPlane due to flight conditions,
e.g., bad weather, or within the Labview such as failure in the aircraft battery for
example, since it is not easy to engender this kind of occurrence inside XPlane.
The interface created, Figure 6, enables the user to force events to occur in a
controlled way and to verify the results of the algorithms under analysis. As an
example of how different events may have similar effects and be misunderstood
by the system, in a test of reactions to low altitude (when the aircraft shall in-

crease its altitude as fast as possible), the system interpreted these fast variations
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Figure 5. State machine implemented at Labview for IFA”S assessment.
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Figure 6. Labview interface used to control and monitor IFA%S behavior.

in the vertical speed as turbulence. Misinterpretations may lead to wrong deci-
sions.

1) Failure in Aircraft Systems

XPlane does not allow the creation of failure in aircraft systems, thus they are
engendered within the Labview event generator, Figure 6. The tests in simulated
flight, Figure 7, are consistent with the logic adopted by the state machine and a
total of 20 experiments were accomplished varying limits to verify states change

D«

and behavior. The state machine acted as expected (“Idle’, “Return Home’, or
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Figure 7. A failure on aircraft systems may cause return to Base (square green point),
followed by a descending loiter pattern (blue line). Operators may resume action and
send UAYV to resume the original mission route (green lines).

“Loiter’) and all were successfully handled by IFA?S. The operator could cancel
the return to base action at any moment and, in this case, the original mission
was resumed.

The command “Return Home’ causes the aircraft to navigate to the coordi-
nates of the base. Once the aircraft reaches a distance of 2 km of the base coor-
dinates, state is changed to “Loifer” and a descending circular flight is started
until 1000 ft (305 m) altitude from the ground. In this situation, the aircraft
stops descending and maintains altitude until there is the command “Abort Loi-
ter” by the operator, available in the “Event Generator’ window. The operator
can always cancel automatic actions during operation.

2) Air Collision

Monitoring nearby aircraft requires a system to identify their position, speed,
and bearing and action an algorithm that allows an opportune diversion. For
testing this functionality inside the state machine, simulated aircraft were
created in the operation area, called intruders, and a collision course was set to
verify if the intended course change was capable of avoiding mishap in time.

Once the test was selected, the UAV headed directly to the nearest intruder
aircraft. As the intruder aircraft cross both vertical and horizontal limits, an alert
is displayed to the operator and the aircraft changes its route autonomously. The
limits set forth in this simulation were 5 km to change route (red alert), 10 km to
yellow alert, and 152 m for vertical clearance. Once the intruder was outside the
emergency limits, the UAV resumed its original mission.

In general, the algorithm used to avoid collisions in flight worked as expected,
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being able to avoid an excessive proximity between aircraft. Out of 10 experi-
ments, starting maneuver when closer than 5 km, the minimum distance found
was 2.2 + 0.4 km, Table 2.

3) Bad Weather

The identification of atmospheric turbulence autonomously requires a better
understanding of its effects on the aircraft. It mainly causes random variations in
the roll angle and vertical axis. Variations in the vertical axis are changes in the
climb rate (h) and not pitch angle. XPlane has its own interfaces to control tur-
bulence conditions in the longitudinal and transverse axes independently. Only
roll angle was considered in (13) and the measured XPlane’s turbulence spec-
trum presented only one harmonic component (M = 1).

Measurements were made using one-hour flights at each turbulence level,
starting with no atmospheric instability (named WO0) and increasing it gradually
(W1, W2, and W3). In other words, the state W0 means no turbulence was al-
lowed during the flight and it was at its maximum level at W3 with two equally
spaced intermediate stages (W1 and W2). Table 3 shows the time in minutes
needed to trigger an action from IFAZS in different situations.

Figure 8 shows the appearance of a minimum threshold as turbulence is in-
creased for climb rate measurement, a similar figure was found for vertical

speed. Since real world conditions do not separate both axes and aim to reduce

Table 2. Results for avoiding collisions in flight.

Intruder relative position UAV-Intruder minimum distance (km) Maneuver time (s)
Right 2.2 32
Right 2.5 36
Right 1.8 27
Right 2.1 32
Left 1.7 26
Left 2.8 40
Left 2.1 32
Average 2.2 32
Standard Deviation 0.4 5

Table 3. Time (min) to adverse atmospheric condition identification using minimum
limits variations of the standard deviation (o) of both vertical speed and roll angle.

Vert speed o (m/s)

Roll
0o 500 1000 1500
(degrees)
Wi W2 W3 WI W2 W3 WI W2 W3
0.015 51 7 3 51 27 5 ; 31 44
0.020 ; 7 4 ; ; 19 ; ; 44
0.025 ; 14 4 ) ) 19 ; ; 44
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Figure 8. Standard deviation of the roll angle in two one-hour flights in turbulent conditions levels WO (black) and W3

(red).

false alarm rate, a new instrument was incorporated at the Labview operator in-
terface, named “turbulence meter”, to count the number of times certain limits
were surpassed in both axes.

Actions depend on the number of occurrences at the “turbulence meter”. The
first limit defines that the weather conditions are bad and makes the aircraft go
back home. The second limit provokes an emergency landing. A third limit de-
fines the situation as “too dangerous” and the aircraft opens the parachute.

Another result for these flight tests was to realize that the aircraft was much
more sensitive to roll angle than to vertical variation. The control system limited
the roll angle in 40 degrees, but weather instabilities triggered higher values, de-
pending on its intensity. If the aircraft roll angle was greater than the limit of 60
degrees, the state “Abnormal Attitude’ was triggered and lasted on average for 1
- 2 seconds for stabilizing position (zero degrees for roll, yaw, and pitch angles).
A total of 20 controlled tests were performed successfully. All attempts to use the
level W4 resulted in the state “Abort Flight” with consequent parachute opening.
Whereas flight tests did not identify W0 and W1 as threats to safety, the system
was considered as sufficient turbulent flight to return to base those classified as
W2 and W3.

4) Low Altitude Auto Recovery

The altitude recovery mode abandons the ongoing mission and puts the air-
craft in the attitude recovery mode (1 - 2 seconds for stabilizing position: zero
degrees for roll, yaw, and pitch angles) and the aircraft starts an upward flight
with maximum power applied to the engine. A constant verification of altitude
in relation to the ground is performed during the flight in the states “Id/e’,
“Back Homeé”, and “Loiter” and, if the altitude is less than 1500 ft (457 m), (14),
“Low Altitude” state was enabled in order to avoid a catastrophic collision with
the ground. Out of 18 experiments, IFA*S was capable of starting to recover alti-
tude after 67 + 45 ft, as may be noticed in Figure 9. In future work a more com-

plex model to avoid obstacles may be developed, such as used by [37] [38].
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5) Avoid Overflight of Forbidden Area

The solution to avoid overflight of a prohibited area was described in Section
4—4). by incorporating in IFA®S the GH implemented in C code as re-routing
planner, Figure 10. We are proposing a path planning for non-convex scenarios,
which was dealt with by [25] [26] [36]. Ten tests were pursued and the aircraft

250 500 750 1000 1250 1500 1750 2000 2250 2500 2750 3000 3250
Tempo (s)

Figure 9. The state “A/f” was triggered whenever the aircraft altitude was smaller than 1500 ft (457 m).
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Figure 10. Automatic route deviation to avoid flying over a forbidden zone during simu-
lation using XPlane flight simulator and Labview.
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avoided the overflight in 8 attempts. In both unsuccessful simulations, although
the aircraft avoided flying over the forbidden area, it penetrated + 2 km into its
limits as part of the maneuver. Despite the small depth of penetration, the air-
craft traveled a distance around 7 km before leaving the area.

The test to avoid overflight of the forbidden zone started when the aircraft was
closer than 10 km to the area’s borders. In this case, a new route was generated.
Once the aircraft was farther than 15 km, it resumed navigation and the alert
lights were turned off by IFAZS.

6) Emergency Landing

In the event of a failure, opening of the parachute is an option to avoid a cata-
strophic crash on the ground, but it may result in damage or even total loss of
the aircraft. One option to parachute opening is the aircraft to seek a place where
the chances of an automatic landing can be accomplished with minimal chances
of damage to people, property, or itself. This feature has been incorporated into
the IFA®S as an alternative in specific situations using the GA to plan a route for
emergency landing as described on Section 4—5).

Two thousand simulations were carried out in ten different situations and the
algorithm was capable of creating a new path in 3 s by reaching the final way-
point in less than 3 min. A test was considered successful when the final way-
point was within an appropriate zone for emergency landing. In Table 4, it may
be noticed that the aircraft bearing influenced the results obtained due to posi-
tion in relation to the zones surrounding it. The best situation is the one in
which there was only one attractive field and no need to curve to avoid a forbid-
den zone. In the worst case scenario, test number 10, the aircraft was too close
and heading directly to a zone where it was not supposed to overfly. Figure 11
shows an example of a solution provided by the GA.

7) Abnormal Attitude

This state was used to correct excessive roll and pitch angles. The maximum

Table 4. GA simulation results varying aircraft heading.

Bearing o o
Test # Successes . A

(degrees) X axis (m) y axis (m)

1 270 100% 5 5

2 227 100% 6 8

3 270 59% 103 59

4 270 71% 95 125

5 73 79% 64 14

6 358 80% 65 18

7 335 84% 339 32

8 176 95% 12 14

9 101 87% 70 49

10 118 14% - -
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Figure 11. Example of emergency landing route calculated by the GA used by Labview to control flight inside XPlane,

initial aircraft bearing equals 350 degrees.

angles defined at the control system were +40 degrees for roll and £10 degrees
for pitch, however the presence of disturbing elements may cause values that
exceed this limit and eventually trigger a loss of control state.

Once IFA®S, in states “Idle”, “Back Home”, or “Loiter”, identifies a roll angle
greater than 60 degrees, the state machine enters in the state “AbA4” for abnor-
mal attitude correction. Once the excessive angle is within limits, the original
state is restored. If the roll angle is greater than 85 degrees or the pitch angle is
greater than 50 degrees, the flight is aborted and the parachute opens.

Atmospheric turbulence was the most common origin for exceeding roll an-
gle, which simulations and flights proved to be more sensible to turbulences
than the pitch angle. In all tests, IFA®S has performed accordingly to the state
machine and avoided loss of control or opened parachute.

8) Abort Flight

Prompt flight termination is done by parachute landing, after a controlled
motor stop. This action is intended to put the plane down in a close proximity
with the previously intended flight path, avoiding excessive low altitude flight
and minimizing the energy on the ground impact. This procedure reduces risks

related to personnel injury, ground installations damage, aircraft damage, and
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mission sensor loss. This functionality was engendered in the simulations by us-
ing a window at the operator’s interface.

Figure 12 shows an example of a flight termination due to meteorological
conditions. During flight tests, vertical climb rate exceeded the established limit
of 10 m/s and the parachute was opened. In this case, the aircraft did not have an
IFA?S and the operator did not notice the situation. The red circle indicates the

moment when the parachute opened.

6. Flight Experiments

1) System Description

The implementation of a complete IFA®S in small UAVs depends on the
available payload, electrical power, empty space, and cost restrictions. This is the
case of Tiriba®, Figure 13, a small UAV jointly developed by the company AGX
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Figure 12. Climb rate variation during flight tests using an aircraft without IFA%S onboard. The operator did not
notice the weather turbulence and parachute opened when the limit of 10 m/s was exceeded (red circle).

Figure 13. The UAV Tiriba® was used in flight tests.
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Technology and University of Sao Paulo (USP). Tiriba is a hand-launched plane
with wingspan of 2.2 m, electric engine, cruise speed of 110 km/h, maximum
take-off weight of 4.5 kg, and endurance of 30 min.

Implementing IFA features in a small plane such as Tiriba is not an easy task
since allowances are tight in space, electric power, weight, and cost. It is a first
attempt and due to these limitations, IFA?S was only partially implemented in
Tiriba to test possible solutions aiming to comply with some few safety require-
ments. Simulations using the Labview software as well as a gradual implementa-
tion in small planes allow a progressive maturation aiming the development of a
more complete system. Moreover, in order to avoid an additional controller
on-board, IFA’S was implemented as part of the autopilot software, running in
the same hardware. This approach has some advantages: savings in power con-
sumption, space, weight, and cost; easier system integration; and shared use of
the available sensors. Some disadvantages are: no replicated sources for data va-
lidation and hardware have a single point of failure for both autopilot and IFA®S.

Table 5 correlates the IFA’S implementation for Tiriba with IFA dimensions

Table 5. IFA Dimensions x Implementation x Requirements.

IFA Dimension Tiriba Implementation

& Actions

Developed Hazard

Inferred by sensing abnormal flight atitudes:
- Max wing banking H2
- Max & Min climb rate H2

Flight Conditions Or other abnormal flight conditions:

- Max & Min speed H2
- Max & Min altitude H3
- Max crosstrack error (inability to follow the programmed path) H5

- Sensor failure
- General hardware fault (electronics)
- Nonsense data from sensors
- Dead engine
Airworthness - Faulty communication with the ground station H5
- Low Battery
- Processor failure
- Software watchdog timer expiration

- Software fault preventing heartbeat generation

- Send a warning to the ground station in dangerous situations H2, H3, H5
Actions - Abort mission and return home when there is still flight conditions H5
- Terminate the flight promptly (emergency parachute landing) H5
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and hazards identified by STPA, Table 1. All sensed data come from the autopilot
Sensors.

Tiriba’s fault tree analysis shows it has no redundant systems of any nature.
Particularly, faults in actuators (such as servomechanisms) are indirectly de-
tected through the sensing of abnormal flight attitudes. These abnormal atti-
tudes can, otherwise, be related to severe weather conditions, such as strong
winds. In such cases, it is difficult to evaluate if the flight must be terminated or
not. In Tiribas” implementation, flight is always promptly terminated, favoring
safety over mission accomplishment. Better sensing and better decision algo-
rithms can avoid unnecessary flight termination.

In order to avoid the single point of failure represented by the autopilot
hardware, there is an analog, high-reliability electronic board that controls the
engine and the parachute. This board acts as a watchdog timer, receiving a
heartbeat signal from the IFAS software. If for some reason the board stops re-
ceiving the heartbeat signal, it stops the engine and deploys the parachute. The
same action is taken in the case of a complete power failure, since it is triggered by
a spring/solenoid mechanism that must remain powered to keep normal flight
operation. Figure 14 depicts a state machine of the watchdog board operation.

2) Results

Table 6 presents some practical results from the first 100 flights using the pre-
liminary IFA®S version onboard Tiriba. Being a preliminary attempt, instead of
using a separated board, IFA*S algorithms were stored inside the autopilot pro-
cessor. This situation is far from being ideal since a failure in this processor shall
cause a loss not only in the autopilot but also in its supervisor (IFA%S). Albeit
this configuration shall be changed in the next trials, it allowed aircraft recovery
as well as both the evaluation of this awareness improvement in flight safety and
clues to make better decision mechanisms.

Responses to adverse conditions presented in Table 6 show interesting aspects
of this setup. In a total of 100 flights, it may be seen two basic different cases:

aircraft without and with IFA?S. Additionally, when this supervisory system was

Init

Mechanical fault or Power
failure

Activation

IFA

Heartbeat
Mechanical fault or
Power failure or
Timeout >0.2s

Figure 14. State machine of the watchdog board operation.
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Table 6. Summary of occurrences from the Tiriba’s first 100 flights.

Before IFA%S
Flights performed successfully 20
Flights with loss of control: Lack of memory for dynamic allocation 4

Post IFA?S (occurrences with parachute opening)

Flights performed successfully 56
Opening Parachute due to loss of control: Lack of memory for dynamic allocation 2
Excessive roll angle (Adverse weather conditions) 3
Climb rate too low
Power outage 2
Descending air stream 1
ffﬁzsn Descent rate too high
Assisted pilot mode doing too abrupt maneuvers 4
Accidental parachute deployment 2
Improper switching from automatic to assisted mode
Glitch in radio control used 4
Aircraft structural failure 2
Post IFA?S (occurrences without parachute opening)
IFA’S Action: Back home 6

onboard, two situations were examined: when the parachute was released and
when it was not. Out of 100, 76 flights presented no problem, 20 before the in-
corporation of IFA?S, and 56 after. Before IFA?S, 4 losses were due to a bad
memory management (lack of memory for dynamic allocation). After IFA®S,
there was no damage to equipment and it was capable of identifying threatening
situations and acting accordingly. What is important in the second case is that
not only the aircraft was preserved but also the risk of harming someone on the
ground or damaging a building was avoided.

The daily experience using Tiriba has revealed some important conclusions.
First of all, the IFA®S has avoided plane loss in many dangerous situations rang-
ing from battery faults, servomechanisms faults, structural faults, sensor faults,
strong winds, and software bugs. On the other hand, it has terminated flight in
conditions where the plane could recover itself and return to normal flight.
These conditions include strong wind gusts as well as abnormal climb rates due
to thermal ascending or descending airflow. Nevertheless, it is not easy to dis-
criminate if this abnormal behavior has its origins in the atmosphere or on a
broken servomechanism. Improvements in decision algorithms and sensors will
reduce these cases, but tradeoffs between flight safety and the mission accom-

plishment shall remain.

7. Conclusion

The recognition that flight safety is the main barrier to the acceptance of UAVs
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into airspace has driven the efforts for the development of means to increase its
autonomy in risky situations. The development of the IFA2S system proved to
be capable of avoiding accidents and hazards, via the increase of aircraft aware-
ness and proper algorithms, based on both simulations and flight tests results.
The safety requirements were properly defined by using STPA and proved to be
satisfactory for the development of IFA%S. STPA and the concepts regarding IFA
model become possible to assure that IFA2S is able to monitor internal and ex-
ternal information, processes them, and acts in accordance with some technical
and operational parameters. The simulations used a state machine created inside
Labview to act as IFA®S pursuing simulated flights inside XPlane flight simula-
tor. The results obtained from the flight tests, using a preliminary IFA*S onboard
the UAV Tiriba, proved successful to improve capabilities to avoid some ha-
zardous situations. Overall, the results met the objective of avoiding the critical
situations identified and decreased the risks identified as safety requirements by
STPA. The current main limitations of IFA’S are the need for more flights in real
world scenarios to validate the system performance. Once IFA?S is employed,
e.g. to accomplish missions in precision agriculture or surveillance scenarios, it
will be possible to add improvement in the current state machine developed.
Thus, as future work, it will involve improvements in the state machine for flight

tests and more complex decision algorithms.
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