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Abstract 
Suffice to say that long-established businesses have their own challenges. 
Furthermore, accurate systematic methods and tools for managing risks in 
the context of industry 4.0 are lacking or less efficient, spreading unrealistic 
awareness of risk (or situational awareness) in various domains where risk 
management is needed. Conventional methods have their own limits and 
might not identify all aspects that influence system safety. Once traditional 
industry challenges are combined with emerging risks along with new sys-
temic and organizational risks as well as cognitive and motivational biases in 
human logic, there will be the necessity of building thorough Asset Manage-
ment and Decision Support approaches accounting both for conventional and 
emerging risk safety management. Hence, innovative, and efficient ap-
proaches that can investigate issues from a broad systemic perspective to 
support asset management practitioners to deal with those threats associated 
with the complexity of socio-technical systems are of interest. On these 
grounds, this paper focuses on identifying and analyzing components of risk 
management approaches especially for new emerging safety risks within in-
dustry 4.0 (emerging technology-related risks), as well as the rising of ex-
treme, rare, and disruptive events, at a time of continued uncertainty in the 
global economy, in conjunction with the highly insecure political situation 
caused by recent armed conflicts (for e.g., Russia vs Ukraine), and the coro-
navirus disease pandemic (COVID-19) that might create fatal disturbance of 
the performance of organizations. We opt for the relatively new methods that 
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have been developed based on system theories, viz. the Functional Resonance 
Analysis Method (FRAM), the System-Theoretic Accident Model and Pro- 
cesses (STAMP, System Theoretic Process Analysis (STPA)) and the global 
risk-informed decision-making approach (RIDM) in asset management as the 
best suited approach for this research. We first discuss the benefits of these 
methods then outline the possibility of combining them to conduct high-level 
risk management and decision-making framework. Further research would 
validate their efficiency and practicality. Therefore, future research initiatives 
will be devoted to conducting case studies in order to obtain more accurate 
data. 
 

Keywords 
Asset Management Strategy, Enterprise Risk Management, Occupational  
Safety and Health, Resilience, Industry 4.0, Risk-Informed Decision-Making,  
Functional Resonance Analysis Method, System-Theoretic Accident Model  
and Processes 

 

1. Introduction 

Escalating complexity of socio-technical systems along with emerging technolo-
gy-related risks (new and unknown risks) denote an outstanding challenge for 
conventional system safety approaches. The rising complexity of socio-technical 
systems inevitably leads to a rise in emerging risks (Leveson, 2016). The effects 
of these risks in asset management should be studied considering the organiza-
tion’s external and internal context involving human performance and so-
cio-economic as well as socio-cultural considerations. Figure 1 describes cha-
racteristics of an organization’s environment. 

Internal Environment—Level of technological systems: the organization may 
successfully and efficiently predict, and control aspects associated foremostly 
with random uncertainties. Internal Environment—enterprise level: for this lev-
el, workforce and physical assets of the organization might be managed eco-
nomically and efficiently. The organizational operations may possibly be carried 
out effectively. However, organization might encounter some difficulties to 
closely control its internal environment at the enterprise level, for instance, its 
structure, composition, and ways of doing business. External Environment: at  

 

 
Figure 1. Depiction of the external and internal environment of an organization. 
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this level, the organization encounters mainly aleatory uncertainties and epis-
temic uncertainties1. The external environment of an organization is extremely 
complex and cannot be neither accurately predicted, controlled, nor effectively 
influenced. It is colored by numerous elements such as “the cultural, social, po-
litical, legal, regulatory, financial, technological, economic, natural, and compet-
itive environment, whether international, national, regional, or local” (International 
Organization for Standardization, 2009). 

The major challenges for the most widely used conventional analysis tech-
niques of safety risks (for e.g., Failure Modes and Effects Analysis (FMEA), Fault 
Tree Analysis (FTA), Hazard and Operability Analysis (HAZOP), Event Tree 
Analysis (ETA), Bowtie analysis, etc.) are the rising complexity of socio-technical 
systems driven by industry 4.0 which inevitably leads to a rise in emerging risks. 
These tools assume that accidents are caused by component failures or are ran-
dom events happening simultaneously accidentally but no explanation of why 
they arose (i.e., caused by sequence of failures of events, linear accident causa-
tion models (focusing on linear sequence of events) like in the Swiss Cheese 
model by Reason (1997) or in the Heinrich’s domino theory (Heinrich et al., 
1980) rather than accidents occurring from interactions among nonbroken 
components, for e.g., system design deficiency). Most of these methods were in-
troduced since before the 80 s, nevertheless technology is changing drastically 
our habits of life and thinking. These traditional methods have serious limita-
tions inherent to their applicability to contemporary socio-technical systems due 
to the rising complexity of those systems we are attempting to construct. Con-
ventional approaches to coping with complexity alone are not enough, do not 
represent a sufficient basis for an integrated assessment, and are error-prone and 
laborious (Klim et al., 2011; Mahajan et al., 2017). Attempting to impose modern 
technology and contemporary degrees of complexity into obsolete methods 
might not be successful. New tools are required for the new problems. Nonethe-
less, it is worth emphasizing that traditional analysis techniques of safety risks 
should not be discredited but should be extended and enhanced. They perform 
best on mechanical elements or hardware. Though, they have serious limitations 
on for e.g., human operators, organizational and social considerations, software 
program-related aspects, etc. (Leveson, 2016; Underwood et al., 2013). On these 
arguments, both practitioners and scholars have been interested in relatively new 
advanced methods based on system theories, namely the Functional Resonance 
Analysis Method (FRAM) Hollnagel (2012) and the System-Theoretic Accident 
Model and Processes (STAMP—System Theoretic Process Analysis (STPA)) 
(Leveson, 2016), as well as the Risk-Informed Decision-Making Approach 
(RIDM) processes (Dezfuli et al., 2010c; Gaha et al., 2021; Komljenovic et al., 

 

 

1“Uncertainty is an intrinsic part of decisions about the prospective behavior of a complex system 
over long periods of time. (…). The principal challenge of safety assessment is to translate the results 
of an uncertain calculation, (…), to the needs of the decision maker, who must ultimately make a 
binary (yes or no) decision whether the system meets the performance objectives” (Kozak, 2017). 
“An epistemic uncertainty refers to the deficiencies by a lack of knowledge or information” (Bi, 
2017). Aleatory uncertainty occurs when an event arises randomly (Komljenovic et al., 2016). 
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2016; Zio et al., 2012). 
On these grounds, this research paper focus on developing a high-level risk 

management and decision-making framework, which is a triplet combining the 
FRAM, the STAMP-STPA and the RIDM, processes as part of an overall AM 
process. This methodology aspires to identify and assess, as well as manage those 
new emerging technology-related risks and unknown risks in asset management. 
It also seeks to established favorable conditions in Asset Management (AM) to 
deal with the rising of extreme, rare, and disruptive events that might create fatal 
disturbance of the performance of organizations. The outcome might provide 
insights into the system from the perspective of Enterprise Risk Management 
(ERM) and Occupational Safety and Health (OS&H) constraints and require-
ments. We consider that this approach might help enterprises in becoming fur-
ther resilient and robust given the increasing current shift of industries towards 
a larger use of digital technologies which has given rise to changing and complex 
environments along with new emerging risk related to OS&H and ERM. 

The remainder of this paper is structured as follows: Section 2 encapsulates 
the literature review in AM, resilience and uncertainty at the times of COVID-19 
Pandemic and global inflation as well as the rising of extreme, rare, and disrup-
tive events. It also reviews the concept of industry 4.0/5.0, risk management, the 
FRAM, the STAMP and the RIDM. Section 3 describes the proposed approach 
for characterizing system safety risks in AM which is a high-level risk manage-
ment framework combining the FRAM, the STAMP-STPA and the RIDM 
processes as part of an overall asset management process. Section 4 provides a 
discussion of the key findings. Finally, Section 5 concludes the study, outlines 
gaps, and provides new research directions as a starting point for upcoming tar-
gets for this research 

2. Literature Review 

This literature review involves various spheres of knowledge, namely asset man-
agement, industry 4.0 as well as Industry 5.0, risks and risk management, the 
FRAM and the STAMP. It provides the reader with an overview of key relevant 
background knowledge of this subject matter. 

2.1. Asset Management 

This section provides a summary of the literature review in physical asset man-
agement (AM) defined as “coordinated activity of an organization to realize val-
ue from assets” (International Organization for Standardization, 2014). It focus-
es on identifying and analyzing components of AM models and challenges. 
• Asset Management Models 

Strategy for managing asset involves a variety of interacting and mutually de-
pendent activities at different levels of the organization (such as strategic, organ-
ization-wide, project, product, process, etc.). This is supposed to be strongly as-
sociated with the organization’s strategic planning (IAM, 2015; International 
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Organization for Standardization, 2014). Both practitioners and scholars will 
have to operate complex socio-technical systems along with decision-making 
processes at all stages of the organizational strategy. The process of managing 
these socio-technical systems should align with different levels of organizational 
strategy (corporate, business, and functional-level strategy). The latter are cha-
racterized by unpredictability affecting the dimensions of resilience such as or-
ganizational, technical/technological, operational, social, economic, financial, 
reputational, and business model (Roshani et al., 2014; Woods, 2015). These 
complex socio-technical systems “are made up of a panoply of complex and un-
certain technological objects including capital investment, definition of re-
quirements, acquisition, installation, and commissioning and decommissioning 
of assets (O & M), shutdown and outage strategies, life cycle value realization”. 
Furthermore, the context of aging assets which obliges organizations to cope 
with dependability challenges, viz. reliability, availability, maintainability of as-
sets, coupled with Occupational Safety and Health (OS&H) constraints and re-
quirements as well as Enterprise Risk Management (ERM) as mentioned by 
(Komljenovic et al., 2016). Consequently, organizations have significant con-
straints as well as requirements to decrease equipment malfunctions or failures 
causing high-level expectations from maintenance (Baglee et al., 2016; Brown et 
al., 2014). For example, Komljenovic (2018) indicate that power utilities “should 
manage the replacement of huge parts of their assets as they reach the end of 
their lifecycle, become obsolete due to technological changes or because of tran-
sition to more efficient and carbon-free power alternatives”. 

Various economic models have been developed throughout the last decades to 
support AM decision makers and practitioners in various sectors. Those leading 
models relevant to this subject matter of interest are enumerated below (Table 
1). The Institute of Asset Management (IAM) has developed a conceptual asset 
management model involving the six groups of themes (see Figure 2) primarily 
issued by the Global Forum on Maintenance and Asset Management (GFMAM), 
namely (i) strategy and planning, (ii) asset management decision-making, (iii) 
lifecycle delivery, (iv) asset information, (v) organization and people, and (vi) 
risk and review (GFMAM, 2014; IAM, 2015). These are contained in the IAM 
Asset Management—An Anatomy, a framework made up of 39 subjects that de-
tail the AM activities within an organization and aligned with the principles of 
ISO 55000 series of standards for evaluating asset management maturity. 

The reader is referred to Diop et al. (2021) and their bibliographic references 
for more details on AM for those unfamiliar with these models. 
• Resilience, System Complexity, and Asset Management Uncertainty at 

the Times of COVID-19 Pandemic and Global Inflation as well as the 
Rising of Extreme, Rare, and Disruptive Events 

The complexity of the system caused by the interaction among the arrival of new 
complex technologies, strategic planning, operational excellence, supply-chain 
management, regulatory compliance, financial management, health and safety  
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Table 1. Relevant models developed in AM (Source: own representation). 

Model Designation Source 

PAS 55 Publicly Available Specification for the optimal management of 
physical assets. 

British Standard Institute (BSI) (2002, 2004, 
2008). 

ISO 55000 Asset management—Overview, principles and terminology. International Organization for Standardization, 
ISO (2014). 

ISO 55001 Asset management—Management systems—Requirements. International Organization for Standardization, 
ISO (2014). 

ISO 55002 Asset management—Management systems—Guidelines for the 
application of ISO 55001. 

International Organization for Standardization, 
ISO (2018). 

ISO 55010 Guidance on the alignment of financial and non-financial 
functions in asset management. 

International Organization for Standardization, 
ISO (2019). 

GFMAM The Global Forum on Maintenance & Asset Management, 
GFMAM Landscape of subjects. 

The Global Forum on Maintenance & Asset 
Management, GFMAM (2014). 

IAM The IAM Asset Management—An Anatomy. The Institute of Asset Management (IAM) 
(2015). 

CIGRE International Council on Large Electric Systems (Conseil 
international des grands réseaux électriques, CIGRÉ) decision 
making decision making processus. 

International Council on Large Electric 
Systems (Conseil international des grands 
réseaux électriques, CIGRÉ) (1921). 

AMBoK Asset Management Body of Knowledge (AMBoK). Australian Asset Management Council 
(AM-Council) (2014). 

EFNMS-Bok European Federation of National Maintenance Societies (EFNMS) 
Conceptual Model. 

The European Asset Management Committee, 
EAMC (2018). 

RIDM The Risk-Informed Decision-Making (RIDM) process. The National Aeronautics and Space 
Administration, NASA and the US Nuclear 
Regulatory Commission (2010). 

RIAM/ 
NAM 

Risk-Informed Asset Management process (RIAM)  
Nuclear Asset Management process (NAM). 

Electric Power Research Institute (EPRI, 2002). 

 
requirements, etc., is the source of uncertainty and non-linearity in contempo-
rary socio-technical systems. Hence, the challenges would be Resilience engi-
neering (i.e., continuity of operations, business continuity to deliver important 
services in the time of ever-growing uncertainty, complexity, non-linearity, emer-
gence, interdependencies, threats and opportunities, etc.). In the electrical and 
nuclear power industry design and operation, such as power generation and 
transmission as well as distribution, asset management and risk management play 
a pivotal role in the performance of assets. Electrical utilities management which 
are considered as capital-intensive assets and Complex Adaptive Systems (CAS) of 
systems need to get ready for numerous and complex emerging technology-related 
risks due to the rising in frequency and severity of extreme, rare, and disruptive 
events that might seriously disturb the performance of organizations. 

Likewise, faced with the severe international competition and the volatility of 
global markets, as well as the deep global insecurity of all kinds combined with  
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Figure 2. Conceptual AM model. Source: (IAM, 2015). 

 
complexity in modern socio-technical systems, managing asset turns out to be 
challenging. Organizations deal with dreaded risks and uncertainties of all types 
that can affect organizational objectives, along with meaningful impacts on 
technical and technological systems and human operator activities. Most of these 
new kinds of risks are emerging, “known-unknown” and “unknown-unknown” 
(for e.g., the fight against network security and computer crime, terrorist attacks, 
climate change, natural disasters, etc.) enabling propitious conditions for the 
rising of extreme, rare, and disruptive events that might badly disturb the per-
formance of organizations (Komljenovic et al., 2016). For instance, asset deci-
sion-makers and stakeholders grapple with effects of the severe socio-economic 
inflation of prices and impacts on the global economy. The unstable global eco-
nomic context combined with the highly insecure political context inflected by 
the recent conflict between Russia and Ukraine, along with the coronavirus dis-
ease pandemic (COVID-19) are compelling asset decision-makers to revise their 
economic asset management models to cope with these challenges and uncer-
tainty that can affect substantial business investment decisions and elevate costs 
of commodity as well as the price of doing business. 

In such a strong complex environment of Asset Management (AM), extreme, 
rare, and disruptive events might arise because of aleatory uncertainties and/or 
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epistemic uncertainties, for e.g., major lack of expertise or awareness upon the 
characteristics of the phenomena under examination. Scientists recommend that 
modern organizations should be studied as Complex Adaptive Systems (CAS)2 
using the techniques of complex systems theory (complexity theory) which was 
built to cope with complex systems (Checkland, 1981; Farmer, 2012; Komlje-
novic et al., 2016). The capabilities of the concept of Complex system gover-
nance (CSG) might be leveraged by the field of AM to coping with complexity in 
CAS (Katina et al., 2021); Keating et al., 2022)). This idea involves a framework 
for the enhancement of system performance over design and execution, along 
with evolution of essential metasystem functions (Katina et al., 2021). Therefore, 
we argue that it is needed to develop a holistic AM strategy capable to consider 
key factors and components as well as complexity and risks. Numerous chal-
lenging questions in this subject matter are still calling for specific answers, 
mainly, Enterprise Risk Management (ERM) and Occupational Safety and 
Health (OS & H) constraints and requirements. This subject matter is in line 
with Theme 3 of the Hydro-Québec Asset Management Chair (“Modelling the 
risks of extreme events and external factors in complex asset management, Ob-
jective: Developing a global methodology for modelling the impact of extreme or 
rare events and external factors on the asset management strategy”) for the pur-
pose of electrical utilities management such as transmission and distribution 
which are considered as capital-intensive assets and CAS of systems (Abdul-Nour 
et al., 2021). Let us take the example of Hydro-Quebec company which have sig-
nificant asset portfolios, “in every step of the chain of production, electrical utili-
ties must know the condition, location and availability of their assets to maxim-
ize productivity, reduce service interruptions and ensure the safety of operations 
and users” (Abdul-Nour et al., 2021). The latter suggest a resilience management 
framework and decision-making under risk and uncertainty (using either (i) 
traditional risk management or (ii) management under uncertainty or resilience 
management) designed for CAS as depicted in Figure 4. The idea of resilience is 
a famous approach proposed for managing risk and uncertainties assessment to 
examine the ability of a system to adapt and produce successful outcomes in a 
daily basis. Hollnagel (2013) described the concept of resilience as “the intrinsic 
ability of a system to adjust its functioning prior to, during, or following changes 
and disturbances, so that it can sustain required operations under both expected 
and unexpected conditions”. 

In the same vein, Komljenovic (2021) recommended a “resilience-based ap-
proach in engineering asset management (AM) at times of major, large-scale 
disruptions and instabilities”. Figure 3 depicts the general concept of resilience. 
It involves four segments: 1) Planning—this segment prepares and anticipates  

 

 

2“A Complex Adaptive System is a system that is complex in that it is a dynamic network of interac-
tions, but the behavior of the ensemble may not be predictable according to the behavior of the 
components. It is adaptive in that the individual and collective behavior mutate and self-organize 
corresponding to the change-initiating micro-event or collection of events” (Anish & Gupta, 2010; 
Miller et al., 2009; Mitleton-Kelly, 2003). 
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Figure 3. General concept of resilience Source: Komljenovic (2021). 

 

 
Figure 4. Depiction of the steps in the decision-making under risk, uncertainty, and resilience frame-
work. Source: (Abdul-Nour et al., 2021). 
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the appearance of an undesirable event; 2) Absorption—absorbs the amount of 
damage of performance while an adverse event arises, 3) Recovery—recovers the 
performance after an adverse event arises. The duration to fully recovery subse-
quent to an adverse event is much longer if the magnitude of performance loss is 
greater or the necessary resources to recover the loss are not available. Various 
recovery shapes are likely. 4) Adaptation—collects information and develops 
experiences on the undesirable event and persist improving the level of resi-
lience. The latter involves a continuous improvement and adjustment, and im-
plicates four core properties namely: (i) Robustness (the ability to absorb a 
shock, to withstand critical functions, to survive after an adverse event: i.e. ab-
sorbing and adapting), (ii) Redundancy, (iii) Resourcefulness (the ability to plan 
for and make ready to withstand a disruption), and (iv) Rapid recovery (the abil-
ity to quickly return to operation efficiently after an accident) (Hickford et al., 
2018). 

In the same vein, the draft of the International Organization for Standardiza-
tion (2018b): Guidance for managing emerging risks to enhance resilience, as 
well as the CEN (2013): Managing Emerging Technology-related Risks provide 
foresights and insights about the issue of new emerging risks to improve resi-
lience. 

Likewise, the WEC (2022) proposes a joined methodology for managing 
emerging risk, namely the “Dynamic Resilience Framework” (as shown in Ap-
pendix D) which focuses on (i) extreme weather, (ii) cyber risks and (iii) 
geo-spatial analysis for managing those risks. These might contribute to creating 
capacity and capabilities and get ready for emerging risks such as the rising oc-
currence and seriousness of extreme weather events, and cyber security risks and 
data integration issues. For instance, the “Dynamic Resilience to extreme weath-
er” stand as a blueprint for developing resilience to extreme weather issues and 
provides foresights and insights about the issue of new emerging risks to im-
prove resilience (WEC, 2022), for e.g., (i) Fort McMurray fire (Alberta, Canada, 
2016): 590,000 hectares damaged, 88,000 people displaced, 2400 residences 
ruined, oil and gas operations threatened, 1% crash in GDP); (ii) California’s 
wildfires (California, USA, 2017 & 2018): more than 150 deaths, over 14,000 
residences destroyed, over $20 billion economic shortfalls; (iii) Quebec Ice 
Storm (Quebec, Canada, January 1998): 110 mm, 24,000 poles, 900 steel towers 
and 3000 km of lines damaged, power shortage of 1,393,000 clients, $1.656 bil-
lion to recovers the losses. (iv) Wind-Storm (France, December 1999): windstorms 
speeds of 118 km/h - 180 km/h, power shortage of 3.45 million customers, (v) 
Snow-Storm (Veneto, Italy, October 2018): hurricane-force winds speeds of 90 
km/h and gusts of 200 km/h, 5000 MW gap in power supply”. 

Katina et al. (2021) remarks a deficiency of clarity of situational awareness in 
environments and conditions where contemporary socio-technical systems per-
form. These include high-level of complexity, opacity, profound uncertainties, 
etc. In order to enable sustainable business continuity, the WEC (2022) recom-
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mend improving the resilience to particular events and systemic changes by 
“situational awareness of the different types of risks preparedness for future de-
velopments”. 

Numerous studies have been interested in this relatively young concept of AM 
and its various tools for the development of novel efficient models with the in-
tention of enhancing the organization’s value-chain. The search of the online 
database Scopus to systematically retrieve scientific analysis of studies that in-
cluded the term “asset management” in the article title, abstract or keywords, 
published at any time, yields 13,998 papers. This metric assumes that the num-
ber of papers published on this subject matter is substantially high, which sug-
gests that this research area is of interest in various subject areas. Figure 5 de-
picts the asset management number of publications by subject areas. 

2.2. Industry 4.0/5.0 Challenges 

The fourth industrial revolution (a.k.a. industry 4.0) or industry of the future is 
an initiative from the German government aiming at stimulating the competi-
tiveness and productivity of the manufacturing industry (Blanchet, 2014). In 
2006, the German government presented its “High-Tech Strategy” at the Ha-
nover Fair, the world’s largest industrial technology fair. For the first time, In-
dustry 4.0 was mentioned in connection with the advent of an industrial revolu-
tion. In 2011, at the same Hanover Fair, three representatives from business, 
politics, and science show how the paradigm shift based on cyber-physical sys-
tems, new business models will take place in the coming decades (Kagermann et 
al., 2011). This expert group led by Dr Kagermann and Dr Wolfgang Wahlster 
from the German Research Center for Artificial Intelligence as well as Dr 
Wolf-Dieter Lukas from the Federal Ministry of Research and Education pre-
sented the results of work on Industry 4.0. Their publication describes three 
main axes around which the characteristics of industrial manufacturing engi-
neering of the future revolve, namely (i) high degree of product customization 
with flexible production, (ii) involvement of customers and business partners in 
design and value creation processes, (iii) relationship between production and 
quality services to create hybrid products. 

Looking back over the past few years, the concept of industry 4.0 has devel-
oped rapidly and became a worldwide adopted term in the technologically ad-
vanced countries. The concept symbolizes a new method of organizing and con-
trolling the industry value chain through processes and intelligent networking of 
machines. it refers to the link between the virtual world and the real-world using 
industry 4.0 platform. automation and exchange of massive data (big data) as 
well as ubiquitous computing solutions in manufacturing technologies such as 
internet of things (IoT), cyber-physical systems (CPS), cloud computing (Cloud) 
and cognitive computing (CC) define the current trend of the concept of Industry 
4.0 with the arrival of Smart-Factory (Erboz, 2017). CPSs such as smart machines 
form the basis of Industry 4.0. These modern control systems are characterized by  
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Figure 5. Depiction of the asset management number of publications by subject areas. Source: own representation. 
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connectivity via the IoT. They integrate Embedded Software Systems and have 
an Internet Protocol address (IP address) to communicate with the systems. 

Industry 4.0 does not arise from a digital divide like the three previous revolu-
tions, viz. (i) mechanization of production through the steam engine and water 
at the 18th century, (ii) mass production (Henry Ford) and creation of the as-
sembly line through electricity at the 19th century, (iii) automation of production 
through information technology and electronics in the 20th century. Figure 6 
depicts these four industrial revolutions since the 18th century up to now. 

In a world characterized by prospects for digital prosperity, the arrival of the 
new era of industry 4.0 influences organizations in various domains. It involves 
cutting-edge technologies which are capable to capture, optimize and deploy 
massive data (big data). Technologies such as IoT, artificial intelligence (AI), 
CPS, and cloud computing communicate, interact, and adjust continuously 
(Boston-Consulting-Group, 2020). Figure 7 depicts the nine technologies driv-
ing industry 4.0. For instance, the IoT is radically changing the decision-making 
processes in the design and manufacture of products. Statistical studies on the 
connectivity of objects around the world estimate a range of 50 to 200 billion  

 

 
Figure 6. Depiction of the four industrial revolutions. Source: own representation based on uk.rs-online.com and kuka.com, im-
ages: istockphoto.com. 
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Figure 7. The nine technologies driving industry 4.0. Source: own representation based 
on (Boston-Consulting-Group, 2020). 

 
connected objects in 2020 far exceeding the number of cellphones (European- 
Asset-Management-Committee, 2017). In the same vein, the International Data 
Corporation (IDC), publisher of American magazines specializing in computer 
technologies estimates an increase in global spending regarding IoT from 656 
billion to 1.7 trillion dollars between 2014 and 2020, leading to a growth of digi-
tal devices and solutions. For more details about this concept and its numerous 
technologies, the reader is referred to the paper by Diop et al. (2021) and Diop et 
al. (2019) and their bibliographic references. 

Industry 4.0 has been shaping the future of organizations provoking over-
whelming changes in the way of doing business. The shift to more and more 
digital systems will be inexorably escorted by a multitude of new challenges and 
emerging risks associated with Occupational Safety and Health (OS&H) con-
straints and requirements as well as Enterprise Risk Management (ERM), for in-
stance, major cyber attacks, interconnectivity of digital technologies as well as 
interoperability of systems, reengineering and standardization of processes, 
products, and services, as well as acquisition and storage of massive data (big 
data), digital governance, maintenance, and talents (workforce) acquisition, 
training and their retention in the workplace. Decision-makers who fully com-
prehend these shifts and the benefits associated with numerical technologies will 
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be best prepared to tackle the various challenges related to industry 4.0. There-
fore, there is no need to reinvent the wheel every time, but each company might 
need to adapt its specific economic model that is potentially more suitable in this 
context of digitalization (European-Asset-Management-Committee, 2017). 

The fifth industrial revolution (a.k.a. Industry 5.0) is an initiative from the 
European Commission (EC), the executive branch of the European Union (EU) 
(Breque et al., 2021). The EC announced the idea of industry 5.0 at the tenth an-
niversary of industry 4.0 introduction. According to the EC, this concept stands 
for a complement to the concept of industry 4.0 through supporting research 
and enablers of innovation to be used for the transition to a sustainable, hu-
man-centric and resilient industry (i.e., placing the comfort and safety of people 
at the center of the manufacturing process, realizing societal objectives and so-
cial fairness beyond jobs and growth, delivering resilience of prosperity, res-
pecting the boundaries of our planet) (Breque et al., 2021). That is trying to cap-
ture the value of industry 4.0 tools while employing environmentally friendly 
processes at every stage in the production chain and placing the well-being of the 
employees at the centre of the manufacturing process. Figure 8 illustrates the 
core values of industry 5.0, namely (i) human-centric, (ii) sustainable and (iii) 
resilient, complementing industry 4.0. In other words, industry 5.0 is considered 
to be value-driven while industry 4.0 is deemed to be technology-driven (Xu et 
al., 2021). These fundamental principles move the spotlight away from the 
shareholder value to the stakeholder value as well as strengthen the responsibili-
ty of industry to society (see Figure 39: Society 5.0 for Sustainable Development 
Goals (SDGs) contained in Appendix C). The EC has identified six enabling 
technologies in Industry 5.0 (see Table 2) (Müller, 2020). 

 

 
Figure 8. Core values of industry 5.0 complementing industry 4.0. Source: own representation. 
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Table 2. Industry 5.0 six enabling technologies (Source: own representation based on the EC). 

Rank Enabling technologies Attributes Technologies properties 

1 Individualized 
human-machine 
interaction. 

o designing a human-centric 
environment (i.e., human has a 
leading role); 

o strengthening human (empowering 
human operator, improving human 
operator’s conditions, up-skilling 
human operator); 

o combining human innovation and 
technologies capabilities; 

o transferring knowledge from humans 
to robots; 

o adjusting robot’s behaviors based on 
the needs of worker. 

For e.g., the subsequent tools might assist humans in 
physical and cognitive tasks: 
- multi-lingual speech/gesture recognition; 
- tracking technologies for mental health and anxiety 

of workers; 
- collaborative robots to assist humans; 
- augmented reality technologies; 
- virtual reality technologies mainly for training; 
- exoskeletons; 
- safety equipment; 
- Artificial Intelligence to support the human brain for 

decision making. 

2 Bio-inspired 
technologies and smart 
materials. 

o inspired from the concept of 
biological transformation; 

o integrating sensors into materials; 
o improving materials features; 
o recycling materials. 

For e.g.: 
- Self-healing or self-repairing; 
- Lightweight; 
- Recyclable; 
- Raw material generation from waste; 
- Integration of living materials; 
- Embedded sensor technologies and biosensors; 
- Adaptive/responsive ergonomics and surface 

properties; 
- Materials with intrinsic traceability. 

3 Digital Twins and 
simulation. 

o modelling the entire systems; 
o optimizing production; 
o examining products; 
o testing processes; 
o identifying potential hazards and 

consequences (assessing risks). 

For e.g.: 
- Digital twins of products and processes; 
- Virtual simulation and testing of products and 

processes (e.g., for human-centricity, working and 
operational safety); 

- Multi-scale dynamic modelling and simulation; 
- Simulation and measurement of environmental and 

social impact; 
- Cyber-physical systems and digital twins of entire 

systems; 
- Planned maintenance. 

4 Data transmission, 
storage, and analysis 
technologies. 

o processing data securely (data 
acquisition, transmission, storage and 
analysis); 

o implementing energy-efficient 
solutions; 

o ensuring system interoperability. 

For e.g.: 
- Networked sensors; 
- Data and system interoperability; 
- Scalable, multi-level cyber security; 
- Cyber security/safe cloud IT-infrastructure; 
- Big data management; 
- Traceability (e.g., data origin and fulfillment of 

specifications); 
- Data processing for learning processes; 
- Edge computing. 

5 Artificial Intelligence. o providing intelligence to machines 
(machine learning, deep learning, 
etc.)a. 

For e.g.: 
- Causality-based and not only correlation-based 

artificial intelligence; 
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Continued 

  o advanced analysis and 
problem-solving in complex and 
dynamic systems. 

- Show relations and network effects outside of 
correlations; 

- Ability to respond to new or unexpected conditions 
without human support; 

- Swarm intelligence; 
- Brain-machine interfaces; 
- Individual, person-centric Artificial Intelligence; 
- Informed deep learning (expert knowledge combined 

with Artificial Intelligence); 
- Skill matching of humans and tasks; 
- Secure and energy-efficient Artificial Intelligence 
Ability to handle and find correlations among complex, 
interrelated data of different origin and scales in 
dynamic systems within a system of systems. 

6 Technologies for 
energy efficiency, 
renewables, storage and 
autonomy. 

o energy-efficient solutions; 
o achieving emission neutrality; 
o enabling the shift towards a circular 

economy. 

For e.g.: 
- Integration of renewable energy sources; 
- Support of Hydrogen and Power-to-X technologies; 
- Smart dust and energy-autonomous sensors; 
- Low energy data transmission and data analysis. 

a“Deep learning is a subset of machine learning, and machine learning is a subset of AI” (wiki.pathmind.com). 
 

The search of the online database Scopus to systematically retrieve scientific 
analysis of studies that included the term “industry 4.0” in the article title, ab-
stract or keywords, published at any time, yields 22,150 papers. This metric as-
sumes that the number of papers published on this subject matter is substantially 
high, which suggests that this research area is of interest in various subject areas. 
Figure 9 depicts the industry 4.0 number of publications by subject areas. 

2.3. Defining Risk and Risk Management Process 

• Risk and Risk Management Process 
This section provides the reader with an overview of key relevant background 

aspects of the concept of risk and risk management (RM) process in asset man-
agement (AM) at all levels of the organization. International Organization for 
Standardization (2009, 2018a) standards define risk management (RM) as 
“coordinated activities to direct and control an organization with regard to risk”. 
Its objective is to help achieve goals, create/protect value, enhance performance, 
and promotes innovation. Risk is expressed as “an effect of uncertainty on objec-
tives”3 (International Organization for Standardization, 2018a). It is frequently 
stated in term of “potential events and consequences, or a combination of these” 
or “a combination of the consequences of an event (including changes in  

 

 

3Effect is a deviation from the expected. It can be positive, negative or both, and can address, create, 
or result in opportunities and threats. Objectives can have different aspects (such as financial, health 
and safety, and environmental goals) and can apply at different levels (such as strategic, organiza-
tion-wide, project, product, and process). Uncertainty is the state, even partial, of deficiency of in-
formation related to, understanding or knowledge of an event, its consequence, or likelihood” 
(International Organization for Standardization, 2009, 2018a). 
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Figure 9. Depiction of the industry 4.0 number of publications by subject areas. Source: own representation. 
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circumstances) and the associated likelihood of occurrence” (International Or-
ganization for Standardization, 2009). In the same vein, NASA procedural re-
quirement NPR 8000.4 articulates risk as a triplet, namely the scenario(s), the li-
kelihood(s), and the consequence(s) (Dezfuli et al., 2010c). The latter require-
ment (NPR 8000.4) specifies that describing risk in this way enables to differen-
tiate “high-probability, low consequence outcomes from low-probability, high 
consequence outcomes”, as well as the approach to “proactive RM controls”. The 
process of managing risk is based on a triplet, viz. the principles, the framework 
and the process as shown in Figure 10. 
• The principles allow an organization to communicate the value of the RM 

process and its objective to deal with the effects of uncertainty on its objec-
tives. The principles deliver guidance on the attributes of efficient and effec-
tive RM. Figure 11 outlines these principles that an effective RM should in-
corporate. 

Value creation and protection: RM should create value, for e.g., occupational 
safety and health (OS&H) constraints and requirements, the overall organiza-
tion’s management, performance criteria, and business continuity management 
(BCM), financial performance, legal and regulatory requirements, environment 
protection, impact of climate changes, etc. Integrated: RM should be integrated 
with other processes of an organization, for instance, it should be part of all 
projects and the duties of management. It should be part of decision-making to 
help make informed options and prioritize activities. Structured and Compre-
hensive: RM should be structured and comprehensive; it should guarantee that 
the outcomes are comparable and consistent. Customized: RM should be custo-
mized; it should be aligned with the external and internal context of an organiza-
tion associated with its goals. Inclusive: RM should be inclusive; to ensure that RM 
remains pertinent and up to date, stakeholders and decision makers should be ap-
propriately involved at all levels of the organization. Dynamic: RM should be dy-
namic; since external and internal context of an organization might change, along 
with events that arise everyday; it should be iterative and responsive to change as 
well as emerging risks. It should explicitly address uncertainty, for e.g., uncertain-
ty on aspects of decision-making, and in what way it may be considered. Best 
Available Information: RM process should be based on the best available past, 
present, and future information for e.g., data sources such as subject matter  

 

 
Figure 10. Depiction of the Principles, Framework and Process. Source: own representa-
tion based on International Organization for Standardization (2018a). 
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Figure 11. Depiction of the principles. Source: own representation based on International 
Organization for Standardization (2018a). 

 
expert opinion or judgement, forecasts, feedback, etc. Human and cultural fac-
tors: RM should consider human behavior and culture impact on all aspects and 
level of organization’s RM. Continual improvement: RM should be persistently 
enhanced through learning and skill. 
• The RM framework objective is to support the governance of the organiza-

tion (decision-makers, management, stakeholders) to develop and implement 
effective RM into major activities and functions. The development of this 
tool requires a leadership and commitment. It involves a set of five compo-
nents as shown in Figure 12, viz. integration, design, implementation, evalu-
ation, and improvement of RM throughout the organization. 

The governance of the organization should make sure that RM is included in-
to all major activities and functions and aligned with organizational strategy as 
well as goals and culture (“leadership and commitment”). As organizational 
structures are subject to their complexity, objectives and operations, the process 
of managing risk should be tailored to the company’s needs and culture; on top 
of being dynamic and iterative (“integration of RM into an organization”). The 
“design” component encompasses: (i) understanding the organization and its 
context, (ii) articulating risk management commitment, (iii) assigning organiza-
tional roles, authorities, responsibilities, and accountabilities, (iv) allocating  
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Figure 12. Depiction of the Framework. Source: own representation based on Interna-
tional Organization for Standardization (2018a). 

 
resources, (v) establishing communication and consultation. To design then im-
plement effective RM into major activities and functions throughout the organi-
zation, the governance should implement the RM framework including planning 
(time and resources), classifying decision types and responsibilities, revising de-
cision-making processes when applicable, seizing changes in external and inter-
nal contexts, etc. (“implementation”). To effectively evaluate the RM framework 
(“evaluation”), a twofold process is needed encompassing (i) key indicators to 
screen and measure the RM framework performance and its execution plan, (ii) 
an appraisal of the ability and relevance of the RM framework to support attain-
ing the organizational objectives. The “improvement” component involves con-
tinually adjusting as well as enhancing the RM framework to deal with changes 
in addition to increasing the organizational value. 
• The process of managing risk should be an integral part of the organization’s 

management and decision-making process. It should be incorporated into 
the organization’s structure, operations, and processes. The RM process en-
compasses a collection of guidelines and procedures, as well as practices sys-
tematically applied to the organization’s RM activities. These consist of 
communication and consultation, establishing the scope, context and criteria, 
risk assessment (risk identification, risk analysis and risk evaluation), risk 

https://doi.org/10.4236/ajibm.2022.127071


I. Diop et al. 
 

 

DOI: 10.4236/ajibm.2022.127071 1307 American Journal of Industrial and Business Management 
 

treatment, monitoring and reviewing the risk, recording, and reporting the 
risk. This process is iterative in practice and can be utilized at the various lev-
el of the organization, for e.g., strategic, operational, project. It is depicted in 
Figure 13. 

The International Organization for Standardization (2018b) (draft) Guidance 
for managing emerging risks to enhance resilience (Note: still under develop-
ment, publication expected for April 2023.), as well as the CEN (2013): Manag-
ing Emerging Technology-related Risks provides new elements associated with 
both the issue of new emerging technology-related risks (“known-unknown” 
and “unknown-unknown”) and the concept of resilience which might cause the 
biggest challenges to business continuity and resilience as well as Enterprise Risk 
Management (ERM) and Occupational Safety and Health (OS&H) constraints 
and requirements. The International Organization for Standardization (2018b)  

 

 
Figure 13. Depiction of the Process (Source: own representation based on International Organization for 
Standardization (2018a)). 
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should be used as a complementary tool to International Organization for Stan-
dardization (2009, 2018a). This will allow to manage with confidence both 
known risks (ISO 31000) and emerging technology-related risks (ISO 31050). 

The search of the online database Scopus to systematically retrieve scientific 
analysis of studies that included the term “risk management” in the article title, 
abstract or keywords, published at any time, yields 137,120 papers. This metric 
assumes that the number of papers published on this subject matter is substan-
tially high, which suggests that this research area is of interest in various subject 
areas. Figure 14 depicts the risk management number of publications by subject 
areas. 

2.4. The Functional Resonance Analysis Method, the  
System-Theoretic Accident Model and Processes and the 
Risk-Informed Decision-Making 

This section provides the reader with an overview of key relevant background 
aspects of the concepts of the FRAM and the STAMP-STPA as well as the RIDM 
processes followed by the suggested model for characterizing system safety risks 
in AM. 

2.4.1. The Functional Resonance Analysis Method 
The Functional Resonance Analysis Method (FRAM) is a quite new performance 
assessment method for accident investigation and risk assessment. The FRAM is 
consistent with the philosophy of the resilience engineering and reflects the 
“Safety II” concept rather than “Safety I” concept (Hollnagel, 2012, 2014). The 
“Safety I” concept which is a conventional hazard analysis method, such as Fail-
ure Mode and Effects Analysis (FMEA) and Hazard and Operability (HAZOP), 
puts the spotlights on what might goes wrong (that is, how an element may fail). 
FMEA and HAZOP are bottom-up approaches for risk analysis (Sun et al., 
2022). The HAZOP studied risks from the point of view of design and operation 
deviations. The FMEA method identifies probable failure modes and effects, es-
tablishes the potential causes of each failure, then recommends actions to elimi-
nate the hazards. The “Safety II” concept focuses on what goes right (that is, 
identify the mandatory functions for the system to achieve its purpose). In other 
words, Hollnagel (2012) mentioned that this method concentrates on “the na-
ture of everyday activities rather than on the nature of failures”. Figure 15 shows 
the significance of the FRAM and STAMP processes among various approaches 
for characterizing system safety risks in term of the level of coupling (loose or 
tight) described as the interaction and dependencies among the functions of the 
system and their manageability (tractable or intractable). It reveals that FRAM 
and STAMP are meant for highly intractable systems with tight couplings (see 
quarter number 2). Several socio-technical systems are intractable, consequently 
the work conditions never fully match what has been specified or recommended. 

The FRAM concept was established for the benefit of “going behind human 
error and beyond the failure concept” by modelling the required functions for 
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everyday performance to be successful. At the early stages in 2004, the FRAM idea 
was motivated by the limitations of deterministic and probabilistic approaches 

 

 
Figure 14. Depiction of the risk management number of publications by subject areas. Source: own representation. 
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Figure 15. Characterization of system safety investigation methods. Source: Hollnagel et 
al. (2008b). 

 
to understand complex systems’ comportment, based on the Stochastic Reson-
ance Theory in Physics (Hollnagel, 2004). The pioneers have implemented the 
FRAM process as a systemic functional approach for accident investigation and 
safety assessment in complex socio-technical systems (Hollnagel, 2004; Hollna-
gel et al., 2008a; Hollnagel et al., 2008b). These days, the FRAM is adopted to 
model complex and dynamic socio-technical systems to capture not only why 
things sometimes end up going wrong but also succeed (Hollnagel, 2012). 
Hence, the FRAM method supports decision-makers to assess activities in com-
plex and dynamic socio-technical systems in term of the system’s functions as 
well as complex dependencies and interactions among functions. Therefore, the 
system’s functions and performance can be studied to understand where per-
formance variability might arise before spreading all over the system. Sun et al. 
(2022) stated that the socio-technical system must have appropriate resilience to 
withstand the disturbance and absorb the performance variability of its 
sub-systems and procedures. The later point out that the main causes of the 
performance variability are attributable to human operator and technology 
along with hidden conditions, as mentioned by Huang et al. (2022): “The coupl-
ing and interactions among human errors, mechanical failures, terrible envi-
ronment, and organization factor might cause the system state change, and cause 
the variability during the operation processes of the system”. 

Since the FRAM was developed in 2004, there is a growing appeal in using the 
FRAM approach for the assessment of activities in complex and dynamic so-
cio-technical systems, in other words Complex Adaptive Systems (CAS). The 
method is used in numerous high-risk domains such Maritime Transportation, 
Air Traffic Management Safety Assessment, Maritime Mining, Nuclear Power, 
Aircraft De-icing, Health Care, Railway Traffic, etc. (for example: Aguilera et al., 
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2016; Anvarifar et al., 2017; Costantino et al., 2018; De Carvalho, 2011; França et 
al., 2019; Gao et al., 2019; Hollnagel, 2012, 2014; Hollnagel, 2018; Hollnagel et 
al., 2012; Hounsgaard, 2016; Slater et al., 2022). The reader is referred to Diop et 
al. (2022) and their bibliographic references for more details on the FRAM 
theory for those unfamiliar with it. These authors have conducted a comprehen-
sive bibliometric literature review of the FRAM concept aimed at assessing per-
formance variability in complex and dynamic socio-technical systems. The au-
thors additionally provide a comparison between the FRAM method and various 
assessment methods. 
• The FRAM Methodology 
The FRAM process is structured around four fundamental principles as follows 

Hollnagel (2012): (i) the principle of equivalence of success and failure, (ii) the 
principle of approximate adjustments, (iii) the principle of emergence, and (iv) the 
principle of functional resonance. The subsequent figures outline each of them. 

Step 0 defines the purpose of the analysis: either (i) how things take place pros-
pectively (that is, Risk Assessment) for the purpose of describing or explaining a 
system (for e.g., Rosa et al., 2015) or (ii) how things take place retrospectively 

 

 
Figure 16. Depiction of the FRAM principle of equivalence of success and failure. 

 

 
Figure 17. Depiction of the FRAM principle of approximate adjustments. 
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Figure 18. Depiction of the FRAM principle of emergence. 

 

 
Figure 19. Depiction of the FRAM principle of functional resonance. 

 
(that is, accident investigation) for the purpose of investigating potential causes 
of the accident and draw the appropriate conclusions (for e.g., De Carvalho 
(2011); Herrera et al. (2010)). 

Figure 20 describes the four core steps of the FRAM approach. 
Step 1 identifies, explains then categorized the set of functions4 that are re-

 

 

4“In the FRAM, a function represents the means that are necessary to achieve a goal. More generally, 
a function refers to the activities—or set of activities—that are required to produce a certain out-
come. A function describes what people—individually or collectively—have to do in order to achieve 
a specific aim. A function can also refer to what an organization does: for example, the function of 
an emergency room is to treat incoming patients. A function can finally refer to what a technological 
system does either by itself (an automated function) or in collaboration with one or more humans 
(an interactive function or co-agency)” (Hollnagel, 2016). 

https://doi.org/10.4236/ajibm.2022.127071


I. Diop et al. 
 

 

DOI: 10.4236/ajibm.2022.127071 1313 American Journal of Industrial and Business Management 
 

quired for the system to operate properly. This set of functions together forms 
the set of activities being investigated and the potential couplings among func-
tions. These functions can be achieved by humans, machines or both human and 
machine in cooperation. In the FRAM, functions are characterized by a hexagon 
with six aspects, viz. input (I), output (O), preconditions (P), resources (R), time 
(T), control (C) applied to formulate each functional module. Figure 21 depicts 
the representation of a function in FRAM. The primary purpose of the FRAM 
concept is to figure out the function resonance sources through the analysis of 
these aspects of a function with respect to the coupling among the functions 
(Hollnagel, 2012; Sun et al., 2022). As a result, activities are identified, explained, 
and categorized in term of how they are achieved daily rather than how they are 
imagined. This enables decision-makers to further improve insight of how varia-
bility might arise and spread all over the functions. The latter are regarded as ei-
ther (i) “foreground”, that is functions whose variability could affect the outcome 
of the appraisal, or (ii) “background”, which is functions that are quite stable and 
have less impact on the outcome of the appraisal. The coupling among functional 
modules is described as the interaction and dependencies among functional  

 

 
Figure 20. Depiction of the Main steps of the FRAM approach. Source: own representation based on Hollnagel (2012). 
 

 
Figure 21. Depiction of a function in FRAM. Source: own representation based on Hollnagel (2012). 
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modules. On the one hand, functional module that arises before another one is 
called an “upstream functional module”. On the other hand, a function that 
arises after another one is called a “downstream functional module”. The potential 
variability assessment facilitates to understand how “upstream functional module” 
variations affect “downstream functional modules” by up-down coupling. 

Step 2 identifies potential performance variabilities of the set of functions to 
establish the variation in the functional output rather than the change in the 
function itself. “An instantiation describes the up-down couplings that existed or 
may exist for a given scenario or a set of conditions, and thus represents a reali-
zation of the model” (Hollnagel, 2012). This supports to establish how each in-
dividual function can be affected by internal variability (endogenous) or external 
variability (exogenous). 

Step 3 concentrates on the aggregation variability by characterizing the func-
tional resonance from the physical perspective. This phase helps identify func-
tions that might face potential variability, as well as grasp in what way the effect 
might disseminate all over the system. When the functions are coupled, the in-
teraction and dependencies among them appear clear and evident. Hypotheti-
cally, upstream functions might have an abnormal vibration then create a per-
formance variability which might spread all over the downstream functions then 
trigger abnormal vibration of the downstream functions producing a functional 
resonance (Hollnagel, 2014; Sun et al., 2022). Consequently, an accident might 
arise once the functional resonance intensity goes beyond a critical tolerance in 
terms of risk of accident. 

Step 4 outlines the outcome of the analysis then determines safety constraints. 
It aims at managing and adjusting performance variability as well as encourag-
ing successful results rather than only focusing on unsuccessful results. Safety 
measures might enable effective actions to be carried out. In agreement with the 
four basic principles of the FRAM, two further solutions are proposed by the 
FRAM, viz. monitoring (performance indicators) and dampening along with the 
deep-rooted practices such as eliminating or reducing the risks at the source if 
known, protection, safety prevention (barriers or defense), etc. Hence, the re-
sponse is to manage performance variability by dampening the variability with 
the intention of reducing the effects of functional resonance. 

2.4.2. The System-Theoretic Accident Model and Processes 
Traditional causality model thinkers consider that accidents are caused by com-
ponent failures or are random events occurring concurrently by accident, but 
they do not usually give any explanation of why accidents occurred. In other 
words, conventional causality models assume that accidents are caused by chains 
of failures events (chain-of-failure causality model). In this simple way, each 
failure directly triggers the next one in the sequence to arise (linear causality 
(focusing on linear sequence of events)) rather than directing the unsafe human 
performances and unsafe interactions of system components, as well as under-
lying latent circumstances, behaviors, technology, etc., for example deficiency in 
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operating procedures (for e.g., maintenance), design, fabrication, installation, 
etc. Suffice to say that these traditional models are no longer appropriate for the 
spiraling complexity in contemporary socio-technical systems driven by industry 
4.0. Leveson (2016) proposes a quite new system thinking approach for accident 
causation that considers factors such as human operators and organizational 
considerations along with the technical and technological aspects (for e.g., soft-
ware and hardware), in complex socio-technical systems, namely: the Sys-
tem-Theoretic Accident Model and Processes (STAMP). The latter is a top-down 
system engineering approach which its theoretical foundation is based on overall 
systems theory, capable to assess highly complex systems better than the tradi-
tional analysis methods of safety risks (for e.g., FMEA, FTA, HAZOP, ETA, 
Bowtie analysis, etc.). The STAMP process describes system safety and security 
as a “dynamic control problem” i.e., considering component interactions, con-
trol or enforcement of safety constraints for both component failures and com-
ponent interactions rather than a “failure problem or reliability problem” i.e., 
preventing failures or improving component reliability; (Note that: “Safety pre-
vents losses due to unintentional actions by benevolent actors. Security prevents 
losses due to intentional actions by malevolent actors. Key difference is intent. 
Common goal is loss prevention” (Leveson, 2016)). In the STAMP process, ac-
cidents arise when the safety control system does not handle effectively defective 
interactions among system components (i.e., violation of these constraints or 
requirements). Be aware that independent component failure accidents still re-
main contained within the model. In the STAMP, safety and security are per-
ceived as emergent system properties that occur once components of a complex 
system interact with each other5 (Leveson, 2018). The purpose, then is to control 
the performance of the components and system as a whole to ensure that func-
tional safety constraints (requirements) are enforced in the operating system: 
throughout the design stages (for example: redundancy, fail-safe, interlock safety 
switch) or through process (for example: procedures, processes) or through so-
cial controls (for example: safety culture, regulatory, insurance) by a control 
structure rooted in an adaptive socio-technical system to apply the safety prop-
erty (Leveson, 2016). The STAMP model of accident causation involves three 
fundamental constructs as follows (Leveson, 2016): 
o safety constraints: this determines the safety level of the system subsequent to 

the system hazards identification; 
o hierarchical control structures: According to systems theory, systems are 

pondered as hierarchical structures with different levels, activities and beha-

 

 

5Emergent system properties: “Emergence is a basic concept in system theory. Emergent system 
properties are not in the individual system components but emerge from the interactions among 
the components” (Leveson, 2018). “In systems theory, emergent properties, such as safety, arise 
from the interactions among the system components. The emergent properties are controlled by 
imposing constraints on the behavior of interactions among the components. Safety then be-
comes a control problem where the goal of the control is to enforce the safety constraints. Acci-
dents result from inadequate control or enforcement of safety-related constraints on the devel-
opment, design and operation of the system (Leveson, 2016). 
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viors. Control processes and safety constraints enable to manage these vari-
ous hierarchy levels to strengthen them (i.e., identifying the interactions 
among the system components as well as the safety requirements and con-
straints, then classifying and analyzing of flawed control). Figure 37 con-
tained in Appendix A depicts an example of a socio-technical hierarchical 
safety control structure; 

o process models: this concept is crucial for control theory. To control a 
process, any controller, either human or automated, must include a model of 
the process being controlled. Figure 22 illustrates the dynamic of the process 
control including (i) the controlled process, (ii) the controller containing the 
process model and (iii) their interactions (control actions and feedback). Ac-
cidents might arise once the process model of the controller does not match 
the state of the controlled process and the controller provides unsafe com-
mands. 

Four conditions are mandatory to control a process, viz. (i) the goal (i.e., the 
safety requirements in the STAMP that must be implemented by each controller 
in the hierarchical safety control structure), (ii) the action condition (fulfilled in 
the downward control canals), (iii) the observability condition (carried out in 
the upward feedback canals) and (iv) the model condition (i.e., a model of the 
process being controlled contained in the controller (human or automate) to 
monitor it successfully). Consequently, accidents often arise once the process 
model applied by the controller does not agree with the current state of the 
process (i.e., disturbing the safety constraints). In short, process models help 
grasp why accidents arise and why humans provide ineffective control and per-
form a crucial role in designing safe and sound systems. 
• The System-Theoretic Process Analysis 

Figure 23 depicts the various tools available in the STAMP causality model 
including a top-down hazard assessment technique, called the System-Theoretic 
Process Analysis (STPA). The latter is a quite innovative hazard analysis method 
based on STAMP extended model of accident causation. Hazard can be de-
scribed as “source of potential harm. Hazard can be a risk source” (International 
Organization for Standardization, 2009). Thus, hazard assessment can be de-
fined as the investigation of an accident before it happens. Hence, circumstances 
that might lead to losses can be removed or controlled during the design stages  

 

 
Figure 22. Depiction of the dynamic of the process control. Source: (Leveson, 2018). 
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Figure 23. Depiction of the various tools available in the STAMP process. Source: own representation based on Leveson (2016). 
 

or operations prior to an adverse event arises, by identifying potential sources of 
accidents. The primary sources of hazard are associated with lack of implemen-
tation of safety requirement and constraints during design and/or operations. 
The principal purpose of the STAMP-STPA is “to identify accident scenarios 
that encompass the entire accident process, not just the electromechanical com-
ponents” (Leveson, 2016). 

The STAMP-STPA method enables to control the comportment of both the 
components of the system and the system itself (taken as a whole) in order to 
make sure that safety requirements and constraints are implemented in the sys-
tem in operation (Leveson, 2016). In this way, the latter points out that the focus 
would be on enforcing safety and security requirements and constraints as well 
as scenarios leading to violation of these rather than preventing failures from 
occurring. Nonetheless, it is worth stressing that enforcing constraints could in-
volve managing failures or avoiding them from arising. Figure 24 depicts the 
main steps in STAMP-STPA: 

2.4.3. The Risk-Informed Decision-Making 
This section addresses the risk-informed decision-making process (RIDM) 
which is an essential component of the proposed RM model. The concept of 
RIDM was developed by the US Nuclear Regulatory Commission (USNRC) and 
the National Aeronautics and Space Administration (NASA) in the 90s to cope 
with safety concerns that come with nuclear power and the aerospace industry 
(Travers, 1999). The International Atomic Energy Agency (IAEA) provides a 
generic framework for an integrated risk-informed decision-making (Lyubarskiy 
et al., 2011). Zio et al. (2012) mentioned that it is “structured processes which 
assist decision-makers when faced with high impact, complex decisions involv-
ing multiple objectives and the presence of uncertainty”. Therefore, the RIDM 
intends to make sure that decisions among alternatives or options are considered  

https://doi.org/10.4236/ajibm.2022.127071


I. Diop et al. 
 

 

DOI: 10.4236/ajibm.2022.127071 1318 American Journal of Industrial and Business Management 
 

with an understanding of the risks associated with each alternative in an inte-
grated way” (Zio et al., 2012). Figure 25 depicts components that should be con-
sidered when making informed decision. A broad panoply of definitions of this 
concept arises from the scientific literature which shows that it is not an exact 
science. Bujor & Gheorghe (2010) as well as Komljenovic et al. (2016) express 
that the basic theory behind this concept is rather “a discipline which involves  

 

 
Figure 24. Depiction of the main steps in STAMP-STPA. Source: Own representation 
based on (Leveson, 2016, 2018). 

 

 
Figure 25. Depiction of principles of RIDM. Source: Own representation based on Klim 
et al. (2011); US Nuclear Regulatory Commission (2002). 
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considering, appropriately weighting, and integrating a range of often complex 
inputs and insights resulting from “traditional” engineering analyses, deterministic 
and probabilistic risk analyses, operational experience, cost-benefit considerations, 
regulatory requirements, allowed “time at risk”, and any other relevant quantita-
tive, qualitative and/or intangible influential factors and considerations”. 

For the intent of this study, the subsequent definition which is technology 
neutral by Komljenovic et al. (2016), which is in line with the definition men-
tioned by the Candu Owners Group (COG) is suggested (Saliba, 2010): “Deci-
sion-making in which the decision maker considers all pertinent factors, includ-
ing relevant uncertainties that have a potential impact on the resolution of the 
issue under consideration. These factors include both quantitative and qualita-
tive factors that are weighted in the risk-informed decision-making process in 
accordance with the decision-maker’s judgment and experience. The “risk” 
component constitutes an adequately weighted input among others, whose sig-
nificance is situation specific. It is opposed to a risk-based approach where deci-
sion-making is solely based on the numerical results of a risk assessment”. 

These days, the RIDM process applies to various industries, such as aerospace 
and infrastructure safety such as dam and aerospace safety offering effective and 
practical decision-making assistance to decision-makers and management, as 
well as stakeholders (Dezfuli et al., 2010a; Dezfuli et al., 2010b; Dezfuli et al., 
2010c; Komljenovic et al., 2016). Nevertheless, this methodology is not effective 
for a day-to-day decision-making process. 

3. The Proposed Approach for Characterizing System Safety 
Risks in Asset Management 

Figure 26 depicts the proposed high-level risk management framework combining  
 

 
Figure 26. Depiction of the high-level risk management framework combining the 
FRAM, the STAMP-STPA and the RIDM processes as part of an overall asset manage-
ment. Source: own representation. 
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the Functional Resonance Analysis Method (FRAM), the System-Theoretic Ac-
cident Model and Processes (STAMP, System Theoretic Process Analysis (STPA)) 
and the global risk-informed decision-making approach (RIDM) as part of an 
overall asset management process. 

Integrated risk management has been acquiring higher importance in a large 
range of activities in various sectors. For example, in the electrical and nuclear 
power industry design and operation, such as power generation and transmis-
sion as well as distribution, Asset Management (AM) and Risk Management 
(RM) play a decisive role in the performance of assets (Khuntia et al., 2016; 
Komljenovic, 2018). Therefore, for identifying and analyzing components of risk 
management approaches in AM especially for new emerging safety risks within 
industry 4.0 in socio-technical systems, as well as the rising of extreme, rare, and 
disruptive events that might create fatal disturbance of the performance of or-
ganizations, first and foremost, it is essential to elaborate a model for deci-
sion-making. This model should be holistic and consider hazards occurring 
from the system dynamic to facilitate capturing the overall complexity of the so-
cio-technical system. Therefore, this section describes the proposed holistic 
model for characterizing system safety risks in AM which is a high-level risk 
management framework as part of an overall AM process. We have opted for 
three techniques based on system theories, viz. the FRAM, the STAMP-STPA 
and the global RIDM processes as the best suited methodology. The proposed 
approach is three-fold: 
o To build a model using the FRAM process that can shows the coupling 

among functional modules described as the interaction and dependencies 
among functional modules. Therefore, we are capable to show the variability 
of upstream functional modules and their influences on other functional 
modules (downstream functional modules) by up-down coupling. In the 
FRAM, risks might arise because of the variability of functional modules and 
their interactions as well as dependencies. All in all, the FRAM method ex-
amines how things take place retrospectively (“analyses of accidents or 
events”) or prospectively (“analyses of current work domain or envisaged 
scenarios for risk management”) by analyzing how work is achieved daily 
and how things go wrong or right. Nonetheless, it is worth emphasizing that 
the FRAM is a method rather than a model. This connotes that the process 
does not convey any assumptions about neither how the socio-technical sys-
tem is designed or organized, nor what are the likely reasons and interactions 
among causes and effects, nor in search of failures and irregular functioning 
(Hollnagel, 2012). Instead, the FRAM expresses results about how functions 
turn out to be coupled through the six aspects of a functional module (input 
(I), output (O), preconditions (P), resources (R), time (T), control (C)) and 
how everyday performance variability might resonate (that is, the variability 
of a functional module may influence the variability of other functional 
modules and in this way triggers a “functional resonance” or non-linear ef-
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fects). From the physical perspective, this is analogized to the stochastic re-
sonance among signals with fluctuating amplitudes and frequencies. A func-
tional resonance indicates how forces might add to each other causing the 
performance variability of one function to be high. This principle of func-
tional resonance is in line with what Komljenovic et al. (2016) call a “combi-
nation of unusual circumstances should come together to produce an extreme 
or rare event”. These authors point out the growing complexity in modern so-
cio-technical systems as the major causes of performance variabilities. 

o To build a model of the most variable functions from the FRAM model using 
the STAMP-STPA process that control the behavior of both the components 
of the system and the system itself (taken as a whole) in order to make sure 
that safety requirements and constraints are implemented in the system in 
operation (Leveson, 2016). 

o To use the outcomes from the FRAM model and the STAMP-STPA model, 
then outline the possibility to combine them in a single model with the Glob-
al Risk-Informed Decision-Making (RIDM) model. It will be outlined the 
contribution of the RIDM onto the two above-mentioned models in order to 
develop a high-level risk management and decision-making framework in a 
socio-technical system in the context of industry 4.0. The influence of the 
RIDM would support for long-term performance, and the sustainability of an 
organization in a constantly shifting and hardly predictable environment, 
then can consider the risks of extreme and rare events within the overall AM 
strategy and decision-making process. 

The proposed Global RIDM process in asset management (AM) is a novel de-
cision-making methodology appropriate for large projects such as long-term 
performance and sustainability. Figure 27 depicts the Global RIDM process. 
Step 1 set up the decision-making framework. It helps to adequately define the 
question, the context, the options to be studied and the decision to be made as 
well as the scientific and technical assessment techniques to be utilized. It should  

 

 
Figure 27. Depiction of Global RIDM process in AM. Source: own representation based on Komljenovic et al. (2016). 
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not be neglected and can take a lot of time to achieve. Step 2 performs compre-
hensive qualitative and quantitative appraisals of engineering and risk, as well as 
current geopolitical and economical context. This phase is primarily conducted 
by dedicated subject matter experts by means of the suggested proper scientific 
and technical assessment methods, models and tools provided in Step 1. The 
outcomes will provide the decisions makers with relevant evidence-based infor-
mation and insights to deliberate and make the final acceptable decision-making 
in Step 3. The latter is primarily achieved by the decision maker along with sub-
ject matter experts and stakeholders. 

Figure 28 describes in details aspects of the model in step 2 of the Global 
RIDM process in AM which is made up of seven sub-models. Note that these 
seven sub-models cover the six subject groups of Figure 2 in Section 2.1, devel-
oped by the Institute of Asset Management (IAM) primarily published by the 
Global Forum on Maintenance and Asset Management (GFMAM), namely (i) 
strategy and planning, (ii) asset management decision-making, (iii) lifecycle de-
livery, (iv) asset information, (v) organization and people, and (vi) risk and re-
view (GFMAM, 2014; IAM, 2015). 

Furthermore, to perform generic analyses, we argue that it is required to de-
velop a holistic AM strategy capable to consider key factors and components as 
well as complexity and risks. This requires integrating the seven sub-models and 
risk assessments outlined in the international standard ISO 31000 methodology 
(see section “2.3. Defining Risk and Risk Management Process” of this paper for 
more insight about risk assessments). Figure 29 depicts the Global Risk-Informed 
Decision-Making model in AM in accordance with the standard ISO 31000 ap-
proach. 

The sub-models of the Global RIDM model in AM (mainly inspired by Koml-
jenovic et al. (2016)) are characterized as follows: 

1) Market sub-model; 
2) Sub-model of reliability, availability, and maintenance (RAM) factors; 
3) Sub-model of operations and operational constraints; 
4) Revenue and cost sub-model; 
5) Organizational and business sub-model; 
6) Sub-model of impact regarding other influential factors and constraints; 
7) Sub-model of impact regarding the strategic plan of an organization. 

 

 
Figure 28. Depiction of aspects of the model in step 2 of the Global RIDM process in AM. Source: own representation based on 
Komljenovic et al. (2016). 
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Figure 29. Depiction of the Global Risk-Informed Decision-Making model in asset management in accordance with the standard 
ISO 31000 approach. Source: own representation based on Komljenovic et al. (2016). 
 

 
Figure 30. Market sub-model. 
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Figure 31. Depiction of the sub-model of reliability, availability, and maintenance (RAM) factors. 

 

 
Figure 32. Depiction of the sub-model of operations and operational constraints. 

 

 
Figure 33. Depiction of the revenue and cost sub-model. 
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Figure 34. Depiction of the organizational and business sub-model. 

 

 
Figure 35. Depiction of the sub-model of impact regarding other influential factors and constraints. 

4. Discussion 

The organizational transformation of the progressively more digitally focused 
business environment and its various tools to assist practitioners in a variety of 
industries are many areas of interest to asset subject matter experts (for e.g., 
electrical power centers). Diop et al. (2021) points out the cruciality to come up  
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Figure 36. Depiction of the sub-model of impact regarding the strategic plan of an organization. 

 
with a proper balance between various challenging factors, for e.g., opportunities 
versus risks, costs versus profits while making decisions. The International Or-
ganization for Standardization (2014) states that “Realization of value will nor-
mally involve a balancing of costs, risks, opportunities and performance bene-
fits”. In the same vein, the International Organization for Standardization 
(2018a) specified that the elements needed (i.e., principles, framework, and 
process) when managing risk may possibly already exist within the organization, 
nevertheless, they might require to be adapted or improved in order to manage 
risks effectively, efficiently, and consistently. 

System safety risks as a priority in Asset Management (AM) are a subject 
matter that calls for responses in the era of industry 4.0 in socio-technical sys-
tems. Utilizing modern technologies in the workplace might potentially bring 
into the socio-technical systems new emerging safety risks within industry 4.0, as 
well as the extreme, rare, and disruptive events that might create fatal distur-
bance of the performance of the systems. Thus, various socio-technical systems 
are problematic. The difficulty of developing long-lasting solutions is clearly 
correlated to the growing complexity and intractability of contemporary sys-
tems. Hence, approaches and techniques that can help in identifying and ana-
lyzing components of risk management approaches in AM particularly for sys-
tem safety risks are of interest. Numerous methods, from conventional to sys-
temic approaches have been studied in socio-technical systems. Nevertheless, to 
identify all the aspects that impact socio-technical system safety risks, traditional 
approaches might not be suitable. Therefore, a novel approach is needed to deal 
with the challenges associated with new rising safety risks and extreme, rare 
events. This model should be holistic and consider risks arising from the system 
dynamic to enable capturing the overall complexity of the socio-technical sys-
tem. 

A high-level risk management framework combining the FRAM, the STAMP- 
STPA and the RIDM is suggested as part of an overall asset management 
process. 

The FRAM process is applied as a systemic functional approach for accident 
investigation and safety risk assessment in complex socio-technical systems. It 
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assists decision-makers and practitioners to identify variabilities that might be 
challenging for the socio-technical system to operate properly. In other words, it 
helps assess activities in complex and dynamic socio-technical systems in term 
of the system’s functions as well as complex dependencies and interactions 
among functions. Hence, the system’s functions and performance can be ana-
lyzed to identify where performance variability might arise before propagating 
all over the system. An accident might occur when the functional resonance in-
tensity goes beyond a critical tolerance (abnormal vibration of functions gene-
rating a functional resonance) in terms of risk of accident. The assessment of 
“how functions become coupled” and “how everyday performance variability 
may resonate” are the main purposes of the FRAM process. It is a method rather 
than a model (i.e., it does not express any assumptions about potential causes or 
cause-and-consequence relationships nor how the system under investigation is 
organized or structured (Hollnagel, 2012). Consequently, the FRAM process is 
capable to build a functional model that can show variability of a functional 
module and its effects on other functional modules; however, this method is not 
capable to clearly provide guidelines on how to prevent variability from occur-
ring. Accordingly, the STAMP-STPA is promising to complement the FRAM 
model by modelling the interaction of various components of the system. This 
will assist to control the behavior of both the components of the system and the 
system itself (taken as a whole) in order to make sure that safety requirements 
and constraints are enforced in the operating system. 

The STAMP provides more in-depth insights of the interactions among sys-
tem components and the mandatory controls of the system. Leveson (2016) has 
developed the STAMP, a relatively new systemic method for accident causation 
in complex socio-technical systems that considers factors such as human opera-
tors and organizational concerns along with the technical and technological as-
pects such as software and hardware. The STAMP is a top-down system engi-
neering methodology based on overall systems theory, capable to appraise highly 
complex systems better than the conventional analysis methods of safety risks 
such as FMEA, FTA, HAZOP, ETA, Bowtie analysis, etc. The STAMP identifies 
violations against existing safety constraints in conjunction with the causes of 
failures. In the STAMP process, system safety risks and security are expressed as 
a “dynamic control problem”, taking into account component interactions, con-
trol and enforcement of safety constraints for both component failures and 
component interactions, rather than a “failure problem or reliability problem” 
(i.e., preventing breakdowns/malfunctioning or improving component reliabili-
ty). The STAMP process includes a new top-down hazard appraisal method, viz. 
the System-Theoretic Process Analysis (STPA). Leveson (2018) mentioned that 
“the goal of the STPA analysis is to identify hazardous behaviors so they can be 
eliminated or controlled in the system design. These hazardous behaviors are 
used to identify the behavioral (functional but not probabilistic) safety require-
ments for the various system components, including the software and human 

https://doi.org/10.4236/ajibm.2022.127071


I. Diop et al. 
 

 

DOI: 10.4236/ajibm.2022.127071 1328 American Journal of Industrial and Business Management 
 

operators”. The STPA method can offer more in-depth explanation of functions, 
particularly when the system is in the early design phase (Thapaliya et al., 2018). 
The latter can be applied at any phase of the socio-technical system life span 
(system design, manufacturing, operations, etc.) to provide insights about how 
the safety constraints might be violated (Allison et al., 2017; Ferjencik, 2011; Le-
veson, 2004; Ouyang et al., 2010). This approach explains “how complex systems 
are dynamic and migrate towards accidents due to physical, social and economic 
pressures, rather than sudden loss of control capacity” (Salmon et al., 2012). 
Nevertheless, the STAMP is not intended for decision-maker or management 
looking for someone to blame (Allison et al., 2017; Leveson, 2016). Whereas it 
might provide insights about the adjustment or changes required at a system 
level to prevent or reduce the impact of potential accidents. While the STAMP 
enables decision-makers to capture a detailed assessment of various elements of 
the system, the FRAM allows capturing an overview of the elements of the sys-
tem and their interactions as well as their dependencies. Hence, advantages of-
fered by the integration of the STAMP and the FRAM complementing their 
weakness on the assessment is promising to support the decision-makers and 
management. Nonetheless, it is worth accentuating that the FRAM and the 
STAMP do not involve quantitative components such reliability and probability. 

The RIDM process is structured processes which help decision-makers and 
practitioners make informed decisions when confronted with complex decisions 
concerning various alternatives and objectives along with the existence of un-
certainty. Thus, it aims at making sure that decisions among alternatives (op-
tions) are considered with a grasp of the risks accompanying each alternative in 
an integrated way. The RIDM process would support for the long-term perfor-
mance, and the sustainability of an organization in a constantly changing and 
hardly predictable environment. It also can take into consideration the risks of 
extreme and rare events within the overall AM strategy and decision-making 
process in a continuous improvement process based on feedbacks from the sev-
en sub-models of the global RIDM model in AM which strengthen the resilience 
of the socio-technical system and its robustness faced with disturbing events. 
However, it is not effective for a day-to-day decision-making process. 

It is worth emphasizing that traditional analysis techniques of safety risks 
should not be discredited but should be extended and enhances (Leveson, 2016; 
Underwood et al., 2013). Albeit they could be improved, they have serious limi-
tations on for e.g., human operators, organizational and social considerations, 
software program-related aspects, etc., they perform best on mechanical ele-
ments or hardware. For e.g., in some cases, Failure Modes and Effects Analysis 
(FMEA) or Failure Mode, Effects, and Criticality Analysis (FMECA) could be 
also used to complement the inputs of the Functional Resonance Analysis Me-
thod (FRAM) process. 

In fine, it would be interesting to see what future case-studies will reveal about 
the effectiveness and usefulness of the proposed high-level risk management 
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framework. The overall structure of these case-studies would be devoted to in-
vestigating and analyzing the impact of new emerging safety risks within indus-
try 4.0 (emerging technology-related risks), as well as the combination of un-
common circumstances which might generate extreme, rare, and disruptive 
events, in the face of ongoing uncertainty in the global economy (for e.g., 
supply-chains) and the highly insecure political situation caused by recent armed 
conflicts (for e.g., Russia vs Ukraine), and the coronavirus disease pandemic that 
might produce serious disruption of the performance of businesses, as follows: 
(i) to perform a study using the FRAM process for system safety risk assessment, 
(ii) to perform a study using the STAMP-STPA process for system safety risk 
assessment in a socio-technical system in order to identify and assess the hazards 
and risks associated with the system dynamic to enable capturing the overall 
complexity of the socio-technical system and provide safety control actions in 
the system. Furthermore, the safety control actions identified might be attri-
buted to one or more of the six aspects of the FRAM process functional module 
(to be precise: input (I), output (O), preconditions (P), resources (R), time (T), 
control (C)) to mitigate or prevent the performance variability of the functions. 
Moreover, it will be outlined the contribution of RIDM on this framework for 
long-term performance, and the sustainability of an organization in the overall 
AM strategy and decision-making. 

The outcomes might enable to obtain more accurate data, then potentially 
provide insights into the socio-technical system from the perspective of Enter-
prise Risk Management (ERM) and Occupational Safety and Health (OS&H) 
constraints and requirements in the context of industry 4.0. These might poten-
tially contribute to position and validate the link between this triplet of risk as-
sessment methods within the vast field of asset management and the alignment 
with different levels of organizational strategy. It may well provide an under-
standing of the socio-technical system from the perspective of asset and risk 
management in the context of industry 4.0, as well as provide organizations with 
more resilience and robustness in the changing and complex environments. As 
already mentioned, the challenges would be strategic planning, operational ex-
cellence, supply-chain management, regulatory compliance, financial manage-
ment, health and safety requirements, etc. 

5. Conclusion 

This research aimed at providing effective high-level risk management (RM) and 
decision-making framework for identifying, assessing, and managing those rela-
tively new or unknown risks in just a few years ago. It also sought to establish 
favorable conditions in Asset Management (AM) to deal with the rising of ex-
treme, rare, and disruptive events that might create fatal disturbance of the per-
formance of organizations. It identified and analyzed components of RM ap-
proaches for socio-technical systems safety risks. In this respect, we have opted 
for a triplet of concepts that we believe is the best appropriate method, viz. the 
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Functional Resonance Analysis Method (FRAM), the System-Theoretic Accident 
Model and Processes (STAMP—System Theoretic Process Analysis (STPA)) and 
the global risk-informed decision-making approach (RIDM) in asset manage-
ment. We first discuss the advantages of these methods then shape the possibili-
ty of combining them to conduct high-level risk management and decision- 
making framework. These techniques are much more powerful and useful than 
the traditional approaches to engineer the complex socio-technical systems. 
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Appendices 
Appendix A 

 
Figure 37. Depiction of an example of safety control structure. Source: Leveson (2016). 
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Appendix B 

Fu et al. (2020) has conducted a study entitled “the development history of accident causation models in the past 100 
years”. The latter has gathered twenty-nine innovative accident causation models classified into two broad groups 
(linear accident causation models (focusing on linear sequence of events) and nonlinear accident models (focusing 
on the insecure acts of human besides the interactions of underlying latent conditions)) as depicted in Figure 38 be-
low. The STAMP causality model and the FRAM process are both characterized as nonlinear system-based accident 
models for analyzing risks in complex socio-technical systems. 
 

 
Figure 38. Accident causation model classification. Source: Fu et al. (2020). 
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Appendix C 

Japan’s Society 5.0 was proposed in the fifth Japan Science and Technology Basic Plan to inspire future society 
(Business-20, 2019; Onday, 2019). Society 5.0 is “a human-centered society that balances economic advancement 
with the resolution of social problems by a system that highly integrates cyberspace and physical space. Society 5.0 
follows the hunting society (Society 1.0), agricultural society (Society 2.0), industrial society (Society 3.0), and infor-
mation society (Society 4.0)” (Cabinet Office, 2022). 

 

 
Figure 39. Society 5.0 for Sustainable Development Goals (SDGs). Source: B20 Tokyo Summit Joint Recommendations “Society 
5.0 for SDGs” (Business-20, 2019). 
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Appendix D 

Figure 40 below depicts the Dynamic Resilience Framework proposed by the World Energy Council (WEC, 2022) 
which focuses on (i) extreme weather, (ii) cyber risks and (iii) geo-spatial analysis for managing those risks in order 
to contribute to creating capacity and capabilities. The World Energy Council (WEC, 2022) mentioned that “in a 
world characterised by opportunities for digital prosperity, converging and decentralising technologies and the con-
tinued concentration of people and assets in ever-larger cities, extreme weather events—fires, floods and ice 
storms—and natural hazards—earthquakes, tsunamis and volcanic eruptions—are emerging and systemic risks. 
Governments and businesses are challenged to appreciate and address the broader and faster shifting landscape of 
risk to an embedded energy system. Cascading failures present a new threat potential that cannot be addressed fully 
by mitigating risks to specific parts of the system”. 
 

 
Figure 40. The Dynamic Resilience Framework. Source: The World Energy Council (WEC, 2022). 
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