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Abstract

Radio frequency interference (RFI) is greatly harmful to Global Navigation
Satellite System (GNSS) receivers. Sweep interference is one of the RFI for the
GNSS receivers, which can degrade the performance of GNSS receivers seriously.
In this paper, the Fractional Fourier Transform (FrFT) of time-frequency analy-
sis is proposed in the GNSS interference detection and suppression. The FrFT
method is tested for detecting and suppressing sweep interference, which is
generated by a GNSS jammer. In the simulation experiment, the GNSS signal
affected by sweep frequency interference is successfully captured after inter-
ference suppression by using the proposed method, which shows its effec-
tiveness. The interference detection performance of the FrFT method is
compared with the conventional techniques such as Short-Time Fourier
transform (STFT) and Wigner-Ville distribution (WVD). The detection per-
formance is improved by about a least one order of magnitude. In the aspect
of interference suppression, a threshold method based on detection probabil-
ity is proposed, and the performance of the proposed threshold method is
compared with the conventional threshold methods. In the result, the inter-
ference tolerance is increased by 5 dB compared with the mean threshold
method, and by 9 dB compared with the fixed threshold.
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1. Introduction

At present, the GNSS) has been widely used in many fields, and its effectiveness
has been recognized by the world [1] [2]. The GNSS receiver is extremely vul-
nerable to natural and man-made electromagnetic interference [3] [4]. Satellite

navigation systems are facing the challenge of ensuring high accuracy while con-
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tinuously improving reliability. Therefore, how to effectively cope with jamming
becomes significantly important to the GNSS receivers.

Because the satellite is far from the ground, the power of the satellite signal is
very weak when it reaches the front end of the receiver. RFI is a greatly harmful
jamming pattern for GNSS receivers. The existence of RFI will make the working
condition of the receiver worse, which leads to the performance of receiver de-
gradation or even positioning failure [5].

The common methods of GNSS interference suppression include the auto-
matic gain control (AGC) method, time-domain method, and frequency domain
method. The AGC method is suitable for suppressing strong interference by con-
trolling the gain in the front-end of the receiver [6] [7]. However, the effectiveness
of the AGC method decreases in a weak jamming environment. Time-domain in-
terference is predictable mainly based on the difference between the expected
signal and the interference signal. But the time-domain method has a poor sup-
pression effect on wideband interference with thermal noise [8] [9]. In the fre-
quency domain, the interference can be suppressed according to the difference in
the spectrum line between the signal and the interference. The ability of the fre-
quency domain method will decrease, while the interference is a non-stationary
signal [10] [11].

All of these methods have limitations. Time-frequency (TF) analysis has be-
come a major research focus in the field of signal processing, especially for
non-stationary signal processing [12] [13] [14] [15]. Short-Time Fourier Trans-
form (STFT) is based on Fourier transform (FT) plus window function to ana-
lyze non-stationary signals. The time-frequency analysis capability of STFT is
affected by window function [15] [16] [17]. Wigner-Ville Distribution (WVD)
does not require a time-frequency window, so aggregation can be obtained good
TF distribution image. WVD is very suitable for single component linear fre-
quency modulation interference processing. But the limitation of WVD is that
there is crossover in multi-component interference detection [12] [13] [18].

The FrFT is derived from the FT by introducing a linear operator to the
one-dimensional Fourier transform. The signal is mapped to a two-dimensional
time-frequency plane, which can be rotated at any angle and fully reflect the
signal over time-frequency distribution characteristics of changes [19]. Com-
pared with the former two methods, FrFT is a time-frequency analysis method with
unique advantages in swept-frequency interference detection [20]. It can not only be
understood as a chirp basis decomposition, but also has no cross-interference prob-
lem. The energy concentration of the chirp signal will change with the order in
the FrFT domain. FrFT transforms the Chirp signal interference detection and
separation problem into an optimal order problem [21]. The signal will form an
energy peak after the optimal order FrFT, and interference suppression can be
realized by processing under the threshold in FrFT domain.

To sum up, the traditional time-frequency analysis method can not detect and

suppress the interference signal effectively. In this paper, the proposed method is
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verified experimentally by a real GPS L1 C/A signal and the interference gener-
ated by jammers. Furthermore, the threshold setting of the fractional-order do-
main is studied systematically. The analysis results show that this method can

eliminate the sweep interference accurately.

2. GNSS Signal and Interference Model

The signal received by the GNSS receiver in the presence of radio frequency in-
terference can be written as [12] [15] [18]:
Ns

Yee (1) =200 (1) + i (t)+n(t) (1)

i=1

where r,(t) represents the /" GNSS signal (i=12,---,N,), N, denotes the
number of satellites in view, and j(t) is the disturbing term, which the specific
expression is determined by the type of interference signal, 7(t) represents ad-
ditive white Gaussian noise (AWGN) with a mean value of 0. Depending on the
satellite navigation system, the received is different. Assuming that the delay
from the signal transmitted by the /" satellite to the receiver receiving is 7,, the
space signal (SIS) transmitted by the /" satellite can be written as [12] [15] [18]:

e (1) = AC (t=7,)d; (t—7,)cos| 2m( fae + fy, )t + 05, | 2)

where:

A is the amplitude of the * useful GNSS satellite signal;

7, is the propagation delay for the 1" satellite signal;

¢, (t—7;) denotes the Pseudo Random Noise (PRN) code sequences, assumed
to be the set {-1, 1};

d; (t -1 ) represents the navigation data message;

fu denotes the carrier center frequency of the GNSS signal. When consi-
dering GPS L1 signal, f,. = f; =1575.42 MHz;
fy; denotes the Doppler frequency shift affecting the ith useful GNSS signal;

@ne,; is the initial carrier phase offset for the /* useful GNSS signals.

Sweep frequency interference is a non-stationary narrowband continuous
wave interference. This article studies the chirp signal in swept-frequency inter-
ference, also called linear frequency modulation (LFM), which refers to the li-
near transformation of the instantaneous frequency with time, which can be ex-

pressed as [12] [15] [18]:

f01+£k12)

j(t)=+23 e 3)

where:
V23 represents the power of the sweep interference;
f, denotes the initial frequency of the sweep interference;
kis the frequency modulation of the sweep interference;
Figure 1 respectively shows the time-domain waveform and spectrum of a

sweep interference.
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3. Time Frequency
3.1.STFT

STFT is a commonly used TF distribution for analyzing non-stationary time-varying
signals. STFT is derived from FT plus the window function. For a given conti-
nuous-time signal {#), STFT can be defined as [12]-[17] [22]:

STFT(t, f)=["f(z)g"(r-t)e " dr (4)

where the g(7) isthe window function and ¢ is called the lag variable.

However, the shape of STFT’s window function determines its TF analysis ca-
pability. When the window function area is smaller, the STFT time-frequency
analysis ability is stronger, and vice versa. The type and length of the window
function should be considered in the STFT analysis of sweep interference. The
types of window functions include the Blackman window, Hanning window,
Hamming window, and Caser window. The selected window function needs
the main lobe to be as narrow as possible, the side lobe gain is small and at-
tenuation to be fast, so that the energy is concentrated in the main lobe and
spectrum leakage is reduced. Figure 2 shows the effect of window function on
STFT. The length of the window function also needs to be appropriate. As the
length increases, the frequency resolution increases, but it is at the cost of
computational complexity. Figure 3 shows the effect of the length of the win-
dow function on STFT.

3.2.WVD

WVD belongs to a typical quadratic or bilinear TF representation since the ana-
lyzed signal is used twice in the calculation. The WVD can be defined as the
Fourier transform of the time-dependent instantaneous auto-correlation func-
tion R(t,7) of the analyzed signal, given as [12]-[17] [23]:

DOI: 10.4236/aast.2022.72006

100 Advances in Aerospace Science and Technology


https://doi.org/10.4236/aast.2022.72006

H. J. Huang, K. W. Sun

Frequency (f/Hz)

N
)]

N

Frequency(fiHz)

-
(4]

w

-

.,,ﬁli

L
f) m\ L“
J

0.5 A
- / \ \fv"\
0 0.2 0.4 06 08 1 1.2 14 1.6 1.8 2 0 0.2 0.4 06 08 1 1.2 14 1.6 1. 8
Time (t/s) x1072 Time(t/s) x 104
@ (b)
Figure 2. STFT with different windows. (a) Blackman window (N = 63); (b) Hamming window (N = 63).
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Figure 3. STFT with different lengths of windows. (a) Hamming window (N = 127); (b) Hamming window (N = 255).

WVD(t, f)=["R(t,r)e > dr=[" f(t+2)f (t—z)e Wdr o (5)

where, 7is called the lag variable, fis the frequency, the instantaneous correla-

tion function R(t,z) isequalto f (t +%) £ (t —1)

2

The time-domain resolution and frequency resolution of the WVD algorithm

are better than that of STFT in performance. However, when processing mul-

ti-component signals, the calculation results not only contain autocorrelation

terms, but also have cross-correlation terms, also known as cross-terms, result-

ing a decrease in interference detection rate.

Suppose the signal form is

as follows:
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f(t)=f(t)+f,(1) (6)
According to the definition of WVD, we can obtain:
WVD, (t, f)=WVD, (t, )+ WVD, (t,f)+2Re{WVD, , (1, f)}  (7)

where the 2Re{WVDf L2 (b f )} is the cross term, misleading results in the TF
analysis. Figure 4 shows the interference detection of WVD.

3.3. FrFT

The algorithm first realizes the detection of sweeping interference through the
fractional Fourier transform, then set the threshold to filter the interference. At
last, the inverse fractional Fourier transform is used to restore the signal. The p

order fractional Fourier transform can be expressed as [19] [20] [21]:
F(u)=F°[f(t)J(u)=]"f (1)K, (ut)dt (8)
A exp[ jn(u2 cot o — 2ut csc o +t? cota)],a #Nm

Ko (ut)=15(t-u),a =2nn )
S(t+u),a=(2n+l)n

where, f(t) is the analyzed signal; u means the fractional Fourier domain; p is
the order of the FrFT; FP° [] means the FrFT’s rotation operator; K, (u,t) is
the Kernel function.

In the kernel function of the fractional Fourier transform, where:

+ ja/Z}
A, = a=PT (10)

|sin a|% 2

exp| - jnsgn4(sm a)

At the same time, the expression of Inverse Fractional Fourier Transform
(IFRFT) is:

x10°

Frequency(f/Hz)

0.6 4 ‘ ‘ ‘ . . . . . .
Ws) 1 2 3 4 5 6 7 8 9
Time(t/s) x10°

0.4
0.2 Twne

Figure 4. The interference detection of WVD. (a) WVD; (b) The contour of WVD.
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f(t)=F"[F (u)K; (u,t)dt] (11)

The FrFT of the signal corresponds to the counterclockwise rotation of the TF
plane. When rotated to a suitable angle (optimal order), the signal gathers ener-
gy in the TF plane. We can perform the fractional Fourier transform of the sig-
nal according to the relationship between the fractional Fourier transform and
the time and frequency plane of WVD. The fractional-order Fourier transform
of the original signal is perpendicular to the WVD time-frequency plane. Figure
5 shows the relationship between the FrFT and the TF plane of WVD.

The linear regular matrix transformation of p order FrFT can be defined as

A B cosa Sina
M= = . (12)
C D —Sina cosa

This matrix is a two dimensional rotation matrix in the time-frequency plane

follows:

presents the angle between the p-order fractional Fourier transform of the signal
and the frequency plane of WVD. The relation between the p-order and the ro-
tation angle a of the time-frequency plane is as follows:

b
= 13
a 2p (13)

In other words, the signal’s FrFT of order p corresponds to the clockwise rota-
tion of the signal’s WVD at angle a in the time-frequency plane. Its definition is
as follows [12] [13]:

W, (u,v) =W, (ucosa —vsina,usina —vcosa) (14)

where the W,(-) represents the p-order FrFT of the signal, W,(-) represents the
WVD of the signal. The u and v represent the variables of the rotation system,
and the relationship between the rotated coordinates and the original coordi-

nates is:

Figure 5. Geometric representation of FrFT.
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[u} [cosw sina“t}
= (15)
v -sina cosa || f

At the same time, the amplitude of GNSS signal is still uniform and flat. Ac-
cording to the above characteristics, interference can be detected by searching
the maximum amplitude of fractional Fourier transform of signal.

In this paper, we use the peak search method. The range of rotation angle is
[0, 27], and the value range of the corresponding order is [0, 2], so we can select
the step size to calculate the FRFT of the GNSS signal respectively. The peak
point corresponding to each rotation order p is recorded, and then compared
respectively. When p = p,, corresponding U =u,, the maximum peak point is
obtained at this time, which is the corresponding optimal order. Figure 6 shows
the interference detection based on FrFT.

After interference detection, we deal with spectral lines in FrFT domain by
setting thresholds. The Threshold setting in FrFT domain is an extension of fre-
quency-domain method. The common spectral line resection methods are the
fixed method and mean method. 40% of the maximum signal power spectrum is
set as the threshold value, which is called the fixed method. The mean method
sets the threshold as the average of all spectral line energies. However, neither of
these two methods can accurately suppress the interference, causing great dam-
age to the satellite signal. This paper presents a threshold setting method based
on detection probability [24].

A satellite signal contains a lot of noise, so it can be modeled as Gaussian
noise with zero mean value o . Since the FrFT is a linear transformation, the
transformed signal still obeys the Gaussian distribution. Suppose the probability
density function of white noise with zero mean variance o’ is P(x), then can be

provided as:

50

Magnitude (A/dB)

2000

0 o

Figure 6. The interference detection of FrFT.
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(16)
o+2rn

If the false alarm probability is Py, , the threshold value is 74, then there is:

2

© © _%
Pfa :ZIThP(X)zz.[ThG 27‘Ce 27 dx (17)

2 o 2 Th
=— e dt=erfc| —
= [JZG j
According to the above formula, the threshold value is:

Th = o/2erfc™ (P, ) (18)

1

In order to minimize the loss of useful signals, we set the spectral line near u,
that exceeds the threshold value to zero. Finally, we can get the time domain

signal by p fractional inverse transformation of the processed data.

4. Simulation Results and Analysis

In this section, the performance of GNSS interference detection based on FrFT
was analyzed in comparison with the traditional TF analysis of STFT and WVD.
At the same time, the interference suppression effects based on different thre-
sholds are compared in the simulation. GNSS signal adopts real GPS L1-C/A.
And a jammer controlled by a computer was used to produce sweep interfe-
rence, which was added to the GPS L1-C/A collected by the GNSS software re-
ceiver. The experiment parameter for the test is listed in Table 1.

In the experiment, the carrier-to-noise power density ratio (C/N,) of the re-
ceived GPS L1-C/A signal was 42 dB-Hz, the jamming-to-noise power density
ratio (JNR) was 3 dB. The initial frequency £ of the linear chirp interference was
set to 2.5 MHz, the sweep period of the linear chirp interference was set to 1 ms
and the chirp rate kwas chosen to be 14 kMHz/s.

This experiment is divided into two parts, including interference detection
and interference suppression. In the interference detection part, the signal is
processed by the interference detection module. Due to sweep interference being

time-varying interference, the time-domain method cannot filter the sweep

Table 1. The experimental setting parameters in the GNSS anti-interference.

Parameter Value
Carrier-to-noise power density ratio, C/ N, 42 dB-Hz
Jamming-to-noise power density ratio, JNR 2dB
Sampling frequency, £, 20 MHz
Intermediate frequency, £, 4 MHz
Sweep interference initial frequency, £ 2.5 MHz
Sweep interference sweep period, ¢ 1 ms
Sweep interference chirp rate, & 14 kMHz/s
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Magnitude (A/dB)
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interference from satellite signals. Figure 7 represents the time domain wave-
form of the GPS signal interfered with by the sweep signal. It also shows that it is
difficult to separate the interference from the useful signal in the time domain.
The sweep signal has a good aggregation effect in the fractional domain, and
the distribution of the GNSS spread spectrum signal in the fractional domain is
similar to the noise distribution. In this experiment, the iterative method is used
to solve the optimal order. Figure 8 shows the three-dimensional energy aggrega-
tion in the FrFT domain and the projection in z domain of the GPS L1-C/A signal
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Figure 7. GPS signal disturbed by sweep frequency.
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Figure 8. The interference signal is represented in the fractional order domain. (a) The FrFT of the GPS L1-C/A signal in the
presence of sweep interference; (b) uzin the FrFT domain.
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disturbed by frequency sweep.

Figure 8 represents the modulus of GPS L1 signal disturbed by sweep fre-
quency under the optimal FrFT distribution. Figure 8(a) shows that the sweep
interference concentrates at the energy peak after FrFT. The maximum peak
point means that the optimal p, = 1.012, 1, = 1125. Figure 8(b) shows the rota-
tion of the time-frequency plane into z domain. Interference detection can be
achieved according to the position of the spectrum peak in Figure 8.

The estimation RMSE of initial frequency and modulated frequency by different
methods is compared. The smaller the error, the better the detection effect, while
the JNR is a certain value. The mean square error of initial frequency and mod-
ulated frequency based on FrFT is minimum, and the detection performance is
improved by about one order of magnitude. Figure 9 shows the interference de-
tection effect under different simultaneous frequency analysis methods.

In Figure 9, the RMSE level of the GNSS sweep interference initial frequency
estimate with the STFT and the WVD is all above of 107> level, while the RMSE
level of the GNSS sweep interference modulation frequency estimate with the
STFT and WVD is above of 107 level.

The RMSE level of the GNSS sweep interference initial frequency estimate
based on FrFT was almost kept below 1072 level, and the RMSE level of modula-
tion frequency rate keep below 107 level. The smaller the error, the better the
detection effect, while the JNR is a certain value. The mean square error of initial
frequency and modulated frequency based on FrFT is minimum, and the detec-
tion performance is improved by about a least one order of magnitude.

In the interference suppression part, the effectiveness of the detection proba-
bility threshold method is verified at first. If the signal can be captured by the
receiver after interference suppression, it shows the effectiveness of the algorithm.

10° T T T T T T T T T 10° T T T T T . T T T
— @— -STFT — @— -STFT
WVD 1071k WVD |
— *— -FrFT — *— -FrFT
_____ i 402 L N
. 14 -~ ————_ - ————— o———|-—— o ———- -® ("'é 10°¢ - ———— S 7 N (e $oEoEE »
x ? 10 ¢ 3
>
g R
] g1t E
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JNR(dB) JNR(dB)

(a)

(b)

Figure 9. The disturbed signal is detected by using STFT, WVD, and FrFT, respectively. The RMSE of the estimated modulated
frequency rate and initial frequency of the sweep interference is presented. (a) The estimation RMSE of initial frequency; (b) The

estimation RMSE of modulated frequency.
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Correlation

This acquisition experiment uses 60 ms GPS data to simulate the proposed me-
thod. The carrier frequency is 4 Mhz, the sampling rate is 20 Mhz. The detection
probability P, was set to 0.001 in the experiment. The threshold value of this
experiment can be obtained according to the Formula (18). The correlation be-
tween the local carrier and the GPS L1-CA jammed after suppression is used to
judge the effectiveness of the interference suppression method.

Satellite signals contain coded delay information and doppler frequency shift
information. The GNSS receiver gets the user's position, speed, and time by de-
modulation of the satellite signals. The code phase and Doppler shift informa-
tion can be obtained when the local carrier is completely related to the received
information. Figure 10(a) shows the GPS-L1 C/A signal can not be used by re-
ceivers. Figure 10(b) shows a clear peak, which means that the coded delay bins
and the doppler frequency bins can be obtained in the signal from the RF front
end of a receiver. This also proves the effectiveness of the FrFT interference
suppression method based on the detection probability threshold.

The better the interference suppression algorithm is, the higher the SNR of the
system is. Therefore, SNR can be defined to compare the effect of interference

suppression under different thresholds. The SNR can be expressed as:

SNR =10lg Lt)z (19)
2(s(t)-38(v))
Figure 11 shows the SNR under the fixed method and mean method and the
proposed method.
As can be seen from Figure 11, the interference in the satellite signal becomes
more and more serious with the increase of JNR. If there is no interference sup-

pression measure, the value of a,,,, will drop rapidly and reach the lowest value,

Correlation

4000 4000

3000

2000
0o v

Figure 10. The result of capturing by the proposed threshold method. (a) No interference suppression; (b) The interference sup-

pression of proposed method.
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Figure 11. Interference suppression effect under different threshold in FrFT domain.

and the acquisition performance is poor or even cannot be captured. When the
SNR is lower than 15dB, the signal is completely distorted and cannot be used.
When JNR = 2 dB, the threshold method based on detection probability is still
effective, and the interference tolerance is increased by 5 dB compared with the
mean threshold method, and by 8 dB compared with the fixed threshold.

5. Conclusion

This paper mainly studies the time-frequency analysis to suppress interference.
Through real experimental results, the correctness of the interference detec-
tion and suppression method in the FrFT domain is verified. Experiments are
performed on the GPS L1-C/A signal in the presence of sweep interference. In
the aspect of interference detection, the method based on fractional-order
Fourier transform is better than the conventional STFT and WVD detection.
The RMSE level of the GNSS sweep interference initial frequency estimate with
the STFT and the WVD is all above of 107* level, while the RMSE level of the
GNSS sweep interference modulation frequency estimate with the STFT and
WVD is above of 107 level. In the aspect of interference suppression, the
threshold method based on detection probability proposed in this paper has a
better interference suppression effect than conventional methods such as fixed
threshold and mean threshold. At the same time, the interference tolerance is
improved by the proposed method. Because the intensity of interference will
change with the environment, how to set the adaptive threshold will be the di-
rection of improving the performance of interference suppression in the frac-

tional-order domain.
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