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Abstract

Cryptography as a service is becoming extremely popular. It eases the way
companies deal with securing their information without having to worry
about their customer’s information being accessed by someone who should
not have access to it. In this overview, we will be taking a closer look at Cryp-
tography as a Service. The ground we will be examining is the effectiveness of
it for mobile/wireless and desktop computing. Since we will be looking at
something that operates as a service, we will need to first cover the applica-
tion program interface (API) basics [1] or standard software as a service
(SaaS) [2]. Next, what exactly cryptography as a service means for each of the
aforementioned platforms. Lastly, other possible solutions and how they
compare to CaaS. For the purpose of this review, we will be looking at CaaS$ in
a cloud environment since typical SaaS is used that way. Subsequently most
cloud environments utilize a UNIX based operating system or similar solu-
tion, which will be the target environment for the purpose of this paper. Pop-
ular algorithms that are used in CaaS will be the final part that will be ex-
amined on the grounds of how they perform, level of security offered, and
usability in CaaS. Upon reading this paper the reader will have a better un-
derstanding of how exactly CaaS operates and what it has to offer for mobile,
desktop, and wireless users in the present and future.

Keywords

Cryptography, Software as a Service, Cryptography as a Service, Mobile,
Cloud Computing

1. Introduction

Software as a service (SaaS) [2] [3] [4] is an emerging field in computer science

that has been growing recently and is being adopted and implemented by many
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companies throughout the world. APIs in general are on the forefront of the
world of technology today. Due to their popularity, they have been implemented
for a variety of applications. This has led to a variety of different applications
that have made breakthroughs in the way that we see software. Some of these
applications include making backend, software, payment processing, front end,
cloud as a service, or even the aforementioned cryptography as a service [5] [6]
[7] [8]. The applications are endless and there are more emerging ones that are
coming out all the time but the typical applications can be seen by referring to
Figure 1. Cryptography as a service is an interesting example of this and will be
the focus of this paper. By examining the functionality, effectiveness, and differ-
ent possible applications we will be able to come up with an understanding of
why cryptography as a service can be a good thing to have for a company’s in-
frastructure [9].

The paper is organized as follows. In Section 2, we have briefly discussed the
definition of SaaS, its implementation, and alternatives. Section 3 provides read-
er with the basics for understanding the exact reasoning, uses for cryptography
as a service, and how it might possibly be implemented. Sections 4, and 5 discuss
implementations of CaaS on mobile and cloud/desktop environments respec-
tively. In Section 6, we have presented other alternatives to CaaS. Section 7

draws the conclusion.

2. Software as a Service

Before we get too deep into what Cryptography as a Service is, we must first take
a look of what its older relative, Software as a Service entails. As mentioned be-

fore, software as a service is an ever-popular new platform for distributing

To build a more agile business mode! NI 45%
To avoid the need for ongoing upgrades, maintenance and patching |GG 37%
To reduce capital expenditure on hardware and /or software | 30%
To take advantage of the security infrastructure of the cloud provider | 28%
To enable rapid scalability |GG 28%

It's part of a strategic transformation to reduce on-premises IT

0
infrastructure and do more in the cloud [— 24%

To reduce cost of IT specialists in on-premises infrastructure |GGG 20%

To take advantage of the resilience and business continuity of the cloud I o
provider 18%

To increase speed of deployment | 16%
Achieve cost efficiencies through syster 4%
(3

management

Achieve cost efficiencies through better utilisation of IT hardware [N 14%

To ease the workload on in-house IT staff through self-service provisioning Il 9%

To facilitate cost consumption calculations that support charge-back or o 3%
show-back to user departments °

Other Ml 4%
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n=105 (current SaasS users)

Figure 1. Reasons why companies use Saa$ [2].
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different kinds of software to clients that might be utilizing a cloud or non-cloud
based environment.

When examining Software as a Service we find that this field is not trivial as it
is relatively undefined and or abstract in implementation. Often times it is up to
the provider to determine what the general design of the software should entail.
This in turn opens up a variety of different definitions of what software as a ser-
vice actually is. According to Gartner Research [2], the basic definition of soft-
ware as a service is as the following statement, “Software that is owned, deli-
vered, and managed remotely by one or more providers. The provider delivers
software based on one set of common code and data definitions that is con-
sumed in a one-to-many model by all contracted customers at any time on a
pay-for-use basis or subscription based on use metrics”. This definition can be
used across almost all “as a service” products that many companies are reverting
to as they offer a more cost effective approach to meeting their customer’s needs
without having to worry about possible extra costs that may include but are not
limited to: media creating costs such as CDs, on site installation, travel for im-

plementations teams, etc.

2.1. Implementation

As mentioned above, there are a lot of added benefits that come along with
moving to an “as a service”, one of them being its implementation. Typical soft-
ware normally lives on the computers and might interact with a remote server or
data center depending on the application. With software as a service that often is
not the case. Often these systems are built around a specific client side consoles
but often they come in the form of APIs based on open integration protocols
such as HTTP, SOAP, and REST oriented services [10]. REST is usually the
choice of many companies allowing clients to use GET, POST, PUT, DELETE,
etc. request methods via HTTP to make changes or update data [10]. Many
software as a service, implementations will follow a similar structure to the one
that is depicted in Figure 2. This is the basic layout of the way that software as a
service platform as a service, or even infrastructure as a service might be laid out.
Interacting with the services is typically over the public internet through HTTPS
for clients or SOAP.

2.2. Alternatives

With the structure and basic implementation in mind, it would be amiss to not
go over the alternatives to this as it will be included along with the alternatives
when we closely examine cryptography as a service.

First, there is the obvious one which is, do the work and implement the solu-
tion without relying on a third party’s software, cloud, or infrastructure related
offerings. While there are many out there that would choose not to do this, due
to a lack of resources, there is a large audience that would take this route espe-

cially larger companies that want to maintain all responsibilities including
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THIN HTTPS
CLIENT HTTPS

INTERNET

WEB SERVICE
CONSUMER

Figure 2. Typical API/SaaS structure.

managing their user’s data in their own data centers or deriving the software so-
lution on their own to prevent third party costs.

There is another looming reason behind why software as a service might not
be the best choice. This might be due to the specific software not being tailored
to fit the exact needs of the company. Typically, there are two paths to follow
with software as a service:

1) Vertical Software as a Service.

2) Horizontal Software as a Service.

Vertical software as a service is geared to fit a specific need such as engineer-
ing, developer tools, finance, etc. while horizontal is focused on a specific indus-
try such as software engineering, sales, etc. and has a much larger overall scope
than with vertical software as a service [11]. If neither of these fit the needs of
what the possible client is looking for it might not be a good fit for the company
and it would be better for them to derive their own solution to better fit their

and their own customer’s needs.

3. Cryptography as a Service

In this section we will complete a brief overview of cryptography as a service.
Cryptography as a service has been defined by Peter Robinson of RSA, the secu-
rity of EMC as being, “Keyed cryptographic operations, such as encryption and
decryption that are performed by a Caa$ provider on behalf of a device via web
service APIs” [12]. These will all be important points before we start examining

how effective its implementation will be on different platforms.

3.1. Reasoning

There are a variety of different reasons why a company might want to utilize
cryptography as a service. As mentioned before, a lot of companies might not
want to put forth the extra effort in designing the extra infrastructure to ac-
commodate such a feat as insuring that all information that is sent throughout

their cloud based infrastructure is completely secured. This can take a consider-
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able amount of time when considering all of the work that would be involved
with the creation of such a system that gets the job done fast and is also very ef-
fective in making sure that all of the information is properly secured. Such a feat
might not even be considered possible for many smaller companies that have lit-

tle staff or staff that is not well versed in proper information security standards.

3.2.Uses

There are a lot of different applications for cryptography as a service. One of the
most popular is in cloud environments where there is a lot of data that is being
handed back and forth between either micro services or other infrastructure
standards that have been designed. As mentioned above, it is entirely dependent
on the way that the infrastructure is organized and may need to be tailored to fit
the needs of a specific client or clients that will be utilizing the environment.
There exist a variety of different applications for such a service. We will be

strictly focusing on cloud oriented cryptography as a service.

3.3. Implementation

We need to identify what the different types of security, cryptography as a ser-
vice aims to address. These often include both protecting the user’s information
and those that are faced by the cloud service provider themselves when they are
trying to implement software as a service, platform as a service, or infrastructure
as a service [11]. These are the major points for concern with many cloud com-
puting service providers to make sure that their customer’s information is not
compromised in any way, shape or form.

After this is done, the next step is to analyze practical ways that the informa-
tion can be encrypted. This can be done using an attribute based encryption al-
gorithm [13] such as Cipher-text-policy ABE (CP-ABE) or Key policy ABE
(KP-ABE). Another option for encryption would be to use fully homomorphic
encryption whilst the final option would be to try and utilize searchable encryp-
tion [11]. These will be explained later when effectiveness of Cryptography as a
Service is examined.

The next and last step before actual implementation of the service would be to
examine the structure of your infrastructure. Some key points to evaluate might
include: “How many customers am I servicing if any?”, “What sort of informa-
tion am I storing?”, “Can I really benefit from adding cryptography as a service
to the infrastructure?” etc. These questions help determine what the system re-
quires and whether this will have any benefit for the company’s current infra-

structure.

4. Mobile Platform

The very first platform that we will be examining for the overview of cryptogra-
phy as a service, is the mobile aspect. This would be how user information is

stored and accessed securely and what cryptography as a service means for that
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specific platform [14].

4.1. Possible Compromising

The Before we consider the specific means of protecting the information we
must observe the way that a user’s information might be compromised by a
third-party attacker or other individual. These attacks, spoofs, etc. might come
in the following forms that are listed:

1) Compromised keys or data that is stored on a person’s device.

2) An attacker steals a backup of the user’s device.

3) An app exists on a user’s device with the sole purpose to steal the user’s in-
formation in the form of malware, key-logger, or another spyware.

4) Malware app compromises entropy sources which result in more easily
guessed keys [12].

These are all different possible attacks that can be carried out by attackers and
there are others that are less common and usually are not geared or created for
stealing user’s information but might be used for making the phone unusable or
severely affect the usability of device. An example is the text that could be sent to
iPhones during the late part of 2016 that would cause the device to power cycle.
This is where cryptography as a service comes into play.

Most of these attacks can be thwarted, for the most part, by implementing a
secure system as cryptography as a service. This is especially true for the ones
that have an emphasis on stealing user’s information. The next portion will ex-
amine exactly how this is carried out by cryptography as a service and what it

means for device and user security.

4.2. Implementation

Earlier in the paper we covered a high level overview of what exactly cryptogra-
phy as a service is and possible ways that it might be used. For this implementa-
tion we will be looking at the implementation of such a service. We will also be
delving a bit deeper into what makes this a service.

As discussed earlier, the way that the “as a service” architecture works is
through the implementation of HTTP and systems such as REST and SOAP.
REST is commonly used for cryptography as a service especially since we are
examining the mobile application of such a service. The overall architecture is
extremely reminiscent of Public Key Authorities (PKA) and Certificate Authori-
ties (CA). By examining Figure 3 we can see the obvious similarities.

As can be seen it is extremely like the structure of a PKA or CA. The steps are
different and might be for different applications whenever needed.

Process:

1) The data is first sent to the cryptography service to be encrypted by the ser-
vice using a chosen algorithm which, in this case, is AES.

2) The service receives the data and then will generate a key that will only be
known to the service and not to either the recipient or the sender so possible

compromise of the data is not possible.

DOI: 10.4236/jis.2018.94017

247 Journal of Information Security


https://doi.org/10.4236/jis.2018.94017

N. Rahimi et al.

Secret Data P Secret Data P

Encrypted
[AA, C]
5. Send
1. Encrypt P 6. Decrypt [AA, C]
4. Encrypted 9. Decrypted
result [AA, C]

result [P]

2. Generate and store key
3. C = Encrypt(AES, 0x1234, P)

ID | Key Data, Alg, ...
AA| 0x1234, AES

7. Lookup(AA)
8. P = Decrypt(AES, 0x1234, C)

Figure 3. CaaS$ is extremely reminiscent of PKAs and CAs [11].

3) The message is then encrypted by the service using the chosen algorithm to
generate the secured data.

4) The encrypted data is sent back to the sender so it can be sent with an ID
that was generated by the service.

5) The encrypted data with the ID is sent to the recipient.

6) The recipient then sends the encrypted data to the service where it will be
decrypted.

7) The service checks the ID to validate it to make sure it was not tampered
with during transmission.

8) The data is decrypted using the same algorithm used for encryption.

9) The decrypted information is then sent back to the recipient over a secure
channel.

This is the typical structure that is used for securing information. In Figure 3,
the two parties might be mobile devices that might be sending anything from
chats to actual files between each other. All users that are using the service or
application also need to be authenticated. This handles the problems with se-
curing data and making sure that information is not tampered with or visible to
those who are not authorized to see the information.

As mentioned above the typical algorithm of choice is usually AES using an
endpoint encryption method as the one depicted above due to the robustness of
the algorithm. Another possible way that this can be done is through the genera-
tion of a signature by sending the ID from one of the endpoints to the crypto-
graphic service with the data, the service then fetches the key for that ID, create a
signature using the ECDSA/SHA 256 algorithm, and finally send the signature
back to the endpoint to be used over a secure channel [12].

The next step is to examine the various applications and uses for cryptography

as a service for the mobile devices. By examining these applications, we can then
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see if this method is a good use for cryptography as a service and how effective it

is.
4.3. Possible Applications

There are a lot of possible applications as mentioned earlier. Since it has a varie-
ty of usages, its popularity has increased exponentially over the years that it has
been available. None of these applications revolve around using just the encryp-
tion and decryption aspects of cryptography. These might include but are not
limited to creating of signatures for different devices that want to share informa-
tion or even just strictly encrypting end to end. A more comprehensive list in-
cludes [12]:

1) Signatures. A difficult code to replicate that can be used to identify infor-
mation and or the sender.

2) Simple Encryption/ Decryption: Encryption of the user’s information using
the methods mentioned in the previous section.

3) Sophisticated Encryption/ Decryption: Like the previous point but utilizes
more complicated encryption algorithms that might be used to secure more sen-
sitive data that cannot be compromised at all.

4) Bulk Encryption/Decryption: This is different since instead of small
amounts of data being encrypted there is a lot of data to be encrypted. This
might be to secure large collections of data that might be only sent to the service
and then directly back to the serviced party.

For the most part the only ones typically utilized by mobile applications are
the first three. The last one will be mostly for applications that are strictly cloud
oriented in nature. As mentioned in the previous section, we can see how each of
these might be implemented.

Now that we have briefly covered the different applications, we can start to
look at the actual effectiveness and the possible problems that might be encoun-
tered with this solution. Other possible alternatives will be discussed later in this
paper as they will include the desktop and cloud oriented methods of imple-

menting cryptography as a service.

4.4, Effectiveness and Possible Issues

So far, we have covered the basics for implementing cryptography as a service
for mobile applications. The next thing that we need to cover is how effective
using cryptography as a service is for mobile applications. This may include but
is not limited to speed, efficiency, and then of course other problems that might
arise from trying to implement such a service.

There are many advantages and disadvantages of using cryptography as a ser-
vice for mobile applications. Most of the issues for cryptography as a service are
all encompassing which means that they tend to apply for all the different appli-
cations that it has. For this section, we will try to focus on those that are oriented

towards mobile applications. The issues include but are by no means limited to
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overall latency, network connectivity, and authentication [12]. These all can se-
verely impact the service. First, let us look at each of the possible issues in detail.

1) Latency: With making a lot of web oriented calls to a service the overall
service can be severely impacted making the application less responsive and slow
to use, hurting the overall user experience.

2) Network Connectivity: This is mandatory for the application to properly
secure the user’s information. Of course, this will be needed anyways to send the
data to a possible recipient but weak signals may impact how effectively the ap-
plication works overall.

3) Authentication: This is needed to make sure that only authorized users
have access to the service. While it is necessary, it also can pose a problem to de-
velopers. This means taking the proper steps to authenticate users at appropriate
points throughout the whole process.

This is by no means a comprehensive list that covers all the difficult challenges
to overcome.

Finally, for mobile, we can cover the overall effectiveness of cryptography as a
service for mobile applications. Regardless of the actual performance, with the
added layer of security there is improved security since valuable items such as
keys are not stored on any of the endpoints which in this case would be the mo-
bile devices. One of the possible benefits of implementing the service is that it
might allow for better performance or force better coding and design practices to
make sure that the application is responsive enough. Overall, it can be said that
cryptography as a service is worth implementing for mobile applications if the

company would rather utilize a service instead of implementing one themselves.

5. Cloud/Desktop CaaS

In this section the application of cryptography as a service will be introduced
and follow the same structure as the previously covered mobile application por-
tion. Since a lot of the concepts discussed earlier, at this points, they will not be

reintroduced.

5.1. Basic Overview

In this section the application of cryptography as a service will be introduced
and follow the same structure as the previously covered mobile application por-
tion. Since a lot of the concepts discussed earlier, at this points, they will not be
reintroduced. The first thing we need to do is cover the basic structure of cryp-
tography as a service for cloud computing. First, the different parts of the struc-
ture need to be discussed. We can start with the service itself. For many cloud
applications, it is divided into virtual machines that could be running a variety of
different services that are managed centrally [15] [16]. Once again, this can vary
platform to platform and company to company. Since this is the case we will be
examining one implementation of the service and its structure that seems to be a

popular and standard implementation of the service itself. Refer to Figure 4 for
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Figure 4. Basic CaasS structure for cloud [17].

an idea of the overall structure. Figure 4 shows the basic architecture of the al-
gorithm that is typically implemented. The key refers to the key used for the
pass-through encryption [17]. Each part of the structure will then be covered in
a more detailed fashion to avoid any confusion.

Now that the basic layout is given, each part needs to be covered to avoid fur-
ther confusion. The different parts of the overall structure break down into
about three main parts. Each of these parts is labeled inside of the diagram in
Figure 4 which will be the basis for the next portion of the paper where the
functionality of each will be discussed to provide a basic understanding of how
CaaS can work in a cloud environment.

Portion #1 shown in Figure 4 is called the cryptographic assistance domain.
This portion of the structure is separated from the rest of the overall structure as
it will be the way that the client interacts with the service. This needs to be sup-
plied with the appropriate keys from the cloud consumer to be used. By separat-
ing this from the rest of the overall structure, security is insured. Even in the
event where the keys are safe guarded during runtime from attackers. This is the
case since keys are directly accessible during runtime even in the case of a full
breach.

Portion #2 represented in Figure 4 is the management portion of the service
itself. This is done through the implementation of a management virtual ma-
chine (VM) and a hypervisor which in this case is a Xen Hypervisor. The rea-
soning for the implementation is that it prevents privileged attacks from being
carried out against the other VMs that are a part of the service. By having this
access control, privileged attacks/insider attacks can be thwarted from being car-
ried out through hyper-calls. This means a typical task must be moved to the
third portion of the structure which is the trusted domain builder.

The last portion of the overall basic architecture is the Trusted Domain Build-
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er. As aforementioned when talking about the last portion of the architecture,
the access control is restricted and therefore does not have the ability to start and
stop machines. The tasks of starting, stopping, and suspending the machines is
then left up to the trusted domain builder which can have those special permis-
sions. The keys (HVKSs) are encrypted by the TPM so that the trusted domain
builder is the only one that can decrypt them. Theses keys are then sent to the
consumer’s cryptographic assistance domain or DomC [18]. This portion then
does not require the implementation of the verification portion of the manage-
ment VM.

5.2. Implementation

The overall basic implementation is similar to that mentioned earlier in the pa-
per. The interactions are very similar to that in regards to how the customer or
client will implement the service. Since these structures could possibly be im-
plemented in a variety of different ways, its implementation would then be
highly dependent on the overall structure of the service. This make implementa-
tion abstract as it does not follow a basic set of guidelines as has been the theme

of this analytical overview of cryptography as a service [19].

5.3. Algorithms

Another important topic that still needs to be covered when analyzing crypto-
graphy as a service for the implementation of it in cloud computing is the algo-
rithms that are utilized. This will be key in identifying how effective the system is
as the algorithms play a key role in the speed, responsiveness, and the effective-
ness of the implementation. For this paper, we will be examining the implemen-
tation of algorithms based on the architecture depicted in Figure 4.

The first step we need to do is identify the possible algorithms. The typically
used algorithms for this architecture include, for the pass-through encryption
discussed earlier, an Encrypted Sector-Salt Initialization Vector (ESSIV). ESSIV
is a simple algorithm that does not have any known vulnerabilities. If there were
though the implementation could easily be changed to fit the needs and make
CaaS safe again without too much effort. For this section ESSIV with Cipher
Block Chaining (CBC) will be considered. This is the same algorithm that has
been used for the Linux dm-cryptkernel driver. The formula for the algorithm is

the following when calculating the initialization vector (IV).

1V (i)=¢,(i), where s = hash(k),

where 7 =target vector [20].

After the IV has been calculated, the result should be a length that can be used
in conjunction with SHA-256 and AES. As can be seen, AES is used in both the
cloud and mobile applications for CaaS. See Figure 5 for details regarding the
algorithm. Figure 5 Algorithms are familiar to those who have used block ci-
phers before but include the implementation of SHA-256 and the sector number
[17].
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Figure 5. Encryption and decryption algorithms [17]. (a) Encryption operation; (b) De-
cryption operation.

5.4. Possible Implementation Issues and Effectiveness

As with all infrastructure implementations, especially software as a service, we
can expect there to be issues that might hurt the overall effectiveness of the soft-
ware and or the service. To have a thorough overview speed, security of the sys-
tem, and responsiveness need to be examined.

We can first start with the security aspect since that will be most important
when convincing companies or other clients that they should be using the ser-
vice for their infrastructure. The one issue with the entire structure, in terms of
security, is the key management. This is in part since there really is not any con-
trol over the dataflow security when transferring to different steps within the
service. This can possibly be solved by assigning key management to a third par-
ty but in turn might be difficult to find a third party to properly manage the keys
the way that the infrastructure requires.

It is also important to consider the speed at which service can operate. Due to
the use of CBC and overall block ciphers can be detrimental to the speed of the
service. There are a variety of different factors that can be attributed to speed is-
sues. These can include hardware capabilities, type of algorithm, and/or net-
working capabilities as mentioned previously when mobile CaaS was introduced.
Even though “remote” encryption and decryption might not be the fastest solu-
tion that is already known to those who are interested in the implementation
beforehand and many still utilize the service regardless. Many see it that the
speed is not as important as ensuring that the customer’s user’s and client’s in-
formation is protected.

The last thing to be discussed for this portion of the paper is the overall effec-
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tiveness of the service for cloud computing applications. It is very effective in
ensuring that user’s information is kept secure and private from prying eyes.
This creates an extremely popular and effective service that many are utilizing
through a third party. As mentioned before, the speed might not be the best but
the tradeoff is making sure that the information is kept safe which is exactly
what cryptography as a service does for cloud environments and distributed ap-

plications.

6. Alternatives

When considering a solution to a problem it is important that we observe all op-
tions and what the advantages and disadvantages might be of each possible solu-
tion. This is to make sure that what you are choosing is the absolute right choice
for a client that will fit their and the company’s goals to ensure user information
is secure. The other possible solutions that will be briefly discussed are Security
Enforcement Mechanisms (SEMs) and custom built solutions [21]. These are the
two typical other forms of thwarting that companies may implement to protect
user’s information and data.

SEMs include items such as firewalls, safes, guards, cryptography software,
etc. Even though this might introduce cryptography into the equation, the over-
all implementation might be totally different. This system can be better in a va-
riety of different ways. It has the capacity to be more responsive, allows better
design decisions, etc. On the other hand, it might be lacking in some areas. Un-
like Caa$, the company will be tasked with configuring the networks with the
hardware solution and then a security team to create and configure a software
solution. This is added overhead that must be tackled if this is the chosen route
over CaaS [19].

The last alternative before the conclusion that will be observed is creating our
own solution. When this is done, a company must build their software from the
ground up and might require extra time for tweaking and making sure that all of
the bases are covered. On the other hand, it beats CaaS in the realm of the level
of flexibility. The party can then customize the software to meet their exact
needs instead of trying to make CaaS work for what they have or want. This
means their choice of architecture, algorithm(s) used, etc. CaaS does come out as
being ready to use out of the box for the most part and maybe be more conve-

nient in certain situations.

7. Conclusion

In this paper we discussed cryptography as a service for both the mobile and
cloud environments. We have seen that CaaS is extremely flexible and can be
implemented in a variety of techniques. Since this is the case, it means that this
might not be the best solution. Overall, CaaS$ is a growing and emerging field
currently and is being implemented by many companies across the globe and

might change the way that information security is viewed in the future.
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