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Abstract: Through the analysis on the status of offensive and defensive experimental teaching in computer
network security, the existing problems in technological transformation and the innovation of network ex-
perimental, according to features of computer Sandboxie technology and virtual technology, combined with
the requirements of experiment construction and vocational ability cultivation in offensive and defensive of
computer network security, the author proposed a innovative methods and realization approach, which based
on the virtual technology, virtual no-disk technology, Shortest Path Dijkstra Routing Algorithm, network ex-
periment sandboxie and virtual hardware network device to build sandboxie-style offensive and defensive
computer network security laboratory environment. Sandboxie-style security offensive and defensive labora-
tory is a cross-platform, fusion, reconfigurable experimental teaching system of offensive and defensive in
computer network security with the virtual intelligence flexible technology and load balancing. The system
used virtualization equipment and technology such as VPN, 802.1x, BAS, DCBI, UTM, IDS and firewall to
achieve a virtual reality environment of sandboxie-style security attack and defense. Construction of offensive
and defensive experimental teaching of computer network security is proof to be feasible both in experiment

mode and in experiment methods.
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Figure 1. Laboratory system environment deployment
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Figure 2. Initialize Schemes
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Figure 3. Consequence Schemes
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Figure 4. Security defense laboratory environment
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