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Optimization Key Tree Structures for Batch Rekeying
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Abstract: A new algorithm named ITBR (Improved Tree-based Batch Rekeying) is proposed. The algorithm
computes new keys of all renewed nodes in the tree, and then it sends all the rekeying messages, which avoids
the problem of out-of-sync between keys and data. To reduce the rekeying cost of this algorithm, the structure
of key tree is optimized by three cases. When the number of joins equals to the number of leaves, supposing
that every user has probability p of being replaced by a new user, if 0<p<<0.756, the optimal tree is a tree with
degree equals to four; if 0.244<p<:1, the optimal tree is key star. If there are only leaves, the degree of opti-
mal tree is two. If there are only joins, then key star is optimal. Simulation results show that the average re-
keying cost can be decreased to 89.2% with optimal key tree.
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Figure 1. m, joins/leaves the group
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Figure 2. Comparison of rekeying cost
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Figure 3. Rekeying cost varying with d
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Figure 4. Rekeying cost varying with d
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