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Abstract 
The world moved to digital era tremendously. Therefore the societies need to 
aware on the issue related to the cyber security. The purpose of this study was 
to identify the student perception, knowledge and awareness regarding cyber 
security. The research found that the student perception, knowledge and 
awareness were average. Thus, some program, such as awareness seminar, 
courses should be driven to take in order to highlight the society concern about 
cyber security. 
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1. Introduction 

In the new era of globalization, the world nowadays is full of technologies and 
internet that lead our humanity to a modern society and evolves from time to 
time. Almost every job and task nowadays require the usage of technologies es-
pecially internet, whether it is filing system, e-mail, important data recording or 
even a meeting. Other than that, the people’s social life also depending on the 
internet as it is considered as daily tools that they must have (Ishak & Ghani, 
2015; Ilham, 2016). As we can see, users these days are getting “obsessed” with 
uploading their personal information such as their routine and identity like the 
place they went and pictures on their Facebook, Instagram, etc. (Sandi, 2007). 
Therefore, individuals need to acknowledge the importance of cyber security to 
ensure their identity and work is well protected. 

Moreover, with an insufficient knowledge in the cyber security gave a way to 
the unauthorized person to hack into our network which can lead to identity 
theft cases such as “catfish” (Rahman, 2012; Pitchan & Omar, 2019). That is not 
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the only thing can happen with a weak protection, the hacker might as well send 
a virus to crush down the firewall and eliminate our important works. These 
cases can be a minor problem but it can also be a major one when the hacker is 
able to use our identity or works to get the ransom and threatening our family 
(Rahman, 2012). 

Having a secure and solid cyber security will protect our system on every de-
vice that we have. This notorious action does not only target an individual but 
also big companies, society, and even the nation. The main prey in this situa-
tion is usually the youngster. This is because most youngsters do not have a 
sufficient knowledge about any of this security system and how exposing they 
to the world in the social media can bring harm if the proper measurement is 
not taken. 

Cyber security may seem unimportant to us at some time, but having a pro-
tected system and free from virus definitely may save us from being encrypted 
and losing all of our private work. Hacker might seem dangerous but internet 
scammers are also the newest parasite in these modern days. Scamming/users in 
order to receive their information like credit card or bank account numbers are 
easily can be done using a trick such as sending a gift cards, advertisement offer 
and even in online shopping. Anti-spyware and anti-malware can protect the 
users from receiving any of the virus which may potentially affecting the device 
used when visiting unusual sites that popped out as well. 

2. Problem Statement 

Nowadays, the numbers of cyber-criminal which better known as the Blackhat 
are increasing not just globally but also domestic. This increment is not just 
about the numbers of the crime and the numbers of the Blackhat but it is also 
their skills in the Information Technology (IT). Abidin et al. (2018), said there 
are various cyber medium used by criminals to attack their victims such as social 
media platform like Facebook. For example, Mark Zuckerberg the founder of the 
famous social network Facebook originally just an ordinary IT student who find 
that hacking is nothing but the word ease himself. Unfortunately, most of the 
time those with such skills tend to violate their own ability by using it for the 
wrong purposes and more worst for those who have less IT skills with their 
chances of becoming a cyber-crime victim. 

Cyber-crime activity is becoming a great risk to three main parties which are 
the individual, community and the government of country if no action taken to 
overcome this problem. This crime has affected individual especially the 
youngster due to 90% of them actively uploading a various personal and family 
information. Unfortunately, their information becomes the leverage to the 
Blackhat to hack into their privacy such as banking information, house location 
or address and others that can threaten our safety. As a precocious step, adults 
should monitor educate youngster especially children under-age in sharing in-
formation. Arifin et al. (2019) said users at this age need parental guidance and 
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support because they are still naïve or immature to understand the risks of In-
ternet (Bonk, 2015; Jansen et al., 2016). 

This kind of crime may cause other serious risk which may lead to catastrophe 
as nowadays modern technology is not only about the gadget but also everything 
business investment area. Investment nowadays is widely operated under cyber 
platform to make every works such as filings, stocks information and others 
more convenient but in the other side vulnerable at risk of being penetrated by 
Blackhat. 

To keep the safety of the country, a solid and high cyber security system is 
very important to constraint the hacking progress each day. (Salamzada et al., 
2015; Hasen, 2019) stated the importance of cyber space for country development, 
many countries have invested large amount of money for cyber space appli- 
cation show how this matter need to be taken seriously by all country. As dis-
cussed above, if the country cybersecurity falls to the hand of these cyber- 
criminals, the country safety is at risk as they could access sensitive informa-
tion including national top secret and confidential information such as govern-
ment’s administration and the military information (Kallet, 2004). Such infor-
mation could be sold to other countries and used as their leverage for ransom 
and self-interest.  

3. Purpose of This Study 

The purpose of this research also to define the respondents’ point of view in ap-
plying their knowledge regarding cyber security in their daily routine and sug-
gestion on how to overcome the crisis faced by the user when they encounter 
problems like virus attack, hacker, scammers, etc. Their answers will be identi-
fied by us critically and detailed. These 3 aspects which are from their under-
standing, opinion and their way of overcoming the situation are studied in order 
to get the complete report 

4. Objectives of the Research 

In the research, it contains few main objectives that we provide in the survey for 
30 respondents in order to study and analyze their answer that is given. Through 
the survey, we are able to collect a complete research to convey a conclusion on 
the given topic. The objectives that are provided are: 

1) The knowledge of the respondent regarding the cyber security and their 
understanding concerning the issue in details. 

2) Their perception or view of cyber security that involves in hacking, scam-
ming and even virus that can affect their devices and information. 

3) The respondents deal with the suggestion in overcoming problems related 
to cyber security 

5. Methodology 

According to Bryman Alan, methodology refers to a discussion of the underlying 
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reasoning why particular methods were used. This discussion includes describ-
ing the theoretical concepts that inform the choice of methods to be applied, 
placing the choice of methods within the more general nature of academic work, 
and reviewing its relevance to examining the research problem. The discussion 
also includes a thorough review of the literature about methods other scholars 
have used to study the topic. Basically, this section discussing how the data or 
the information was collected or generated and how was it analyzed. A study of 
the methodology is focusing on two (2) kind of ways in order to collect the data 
which known as the Qualitative Research and the Quantitative Research. 

6. Findings 
6.1. Respondents Knowledge on Cyber Security 

The first statement is “I understand that the definition of cybersecurity is the use 
of technology, processes, and activities that are specially designed to protect 
computer’s programs and data chain from attacks and illegal access. Most of the 
respondents strongly agree (46%) to this statement. The second statement is “I 
do not take cybersecurity lightly” and there are 39% respondents which are the 
highest agree with this statement. The third statement is “I know the conse-
quences if cybersecurity were not monitored intensively” and the highest scale 
which the respondents chose is agreed (46%). The fourth statement is “I know 
about the “WannaCry” attack that happened in our country early this year” and 
the respondents agree that they do know about this attack (42%). The fifth 
statement is “I know the ways to reduce the risks of “WannaCry” attack from 
happening again” and most of the respondents (27%) chose neutral. The sixth 
statement is “I apply cybersecurity in all the devices that I use” and the scale which 
has the highest pick is agreed (46%). The seventh statement is “I never knew or 
never been expose to anti-virus software” and there are 33% respondents which is 
the highest number strongly disagree with the statement (Figure 1). 

6.2. Respondents Consent on Enhance Cyber Security 

The first statement is “The usage of the password is important to prevent illegal 
access to sensitive information from happening” and the highest scale (69%) that 
the respondents chose is strongly agreed. The second statement is “It is encour-
aging to use safe network chain to access any information” and most of the res-
pondents (46%) strongly agree with this statement. The third statement is “User 
can shop online without doing any background check on the company that in-
volves”, this is a negative statement which brings the respondents (51%) which is 
the highest to strongly disagree with it. The fourth statement is “The anti-virus 
scanning only needed to be done when the virus has affected the system”, this 
statement is also a negative statement and the scale that has the highest number 
(55%) is strongly disagree. The fifth statement is “Having online contact can ex-
pose personal information which can bring risks” most of the respondents (58%) 
chose neutral. The sixth statement is “Accessing the cyber without authorizing  
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Figure 1. Knowledge on cyber security. 

 
permission does not only brings danger to your filing but also expose you to the 
stealing of identity” and 67% respondents which are the highest strongly agree to 
this statement. The seventh statement is “Fan-made websites can contribute to 
cyber security problems” and there are 36% respondents (the highest) chose 
neutral (Figure 2). 

6.3. Respondents Concern on Risk if Not Aware of Cyber Security 

The first statement is “The possibility of being a target of scammers is one of the 
main reasons of why we have to protect our personal information” and most of 
the respondents (57%) strongly agree to this statement. The second statement is 
“Weakly-structured password is one the reasons why cybercrime happened” and 
49% respondents which are the highest also agree with this statement. The third 
statement is “The lack of concern about cybersecurity contribute to cybercrime” 
and the highest scale is strongly agreed which has 49% respondents. The fourth 
statement is “A virus can attack the system and files up to a critical stage without 
us knowing” and most of the respondents (47%) agree with this statement. The 
fifth statement is “The false advertisement of well-known brands is one of the 
ways to attract users to expose their personal information” and the highest 
number of respondents (42%) only agree to this statement (Figure 3). 

6.4. Respondents Awareness on Cyber Security 

The first question is “Installing anti-virus software could help in preventing vi-
rus attack” and the highest number of respondents strongly agree to this state-
ment. The second statement is “Users are not encouraged to surf any suspicious 
websites or advertisement” and the third statement “Attending seminar/classes 
for cyber security can help to increase awareness regarding cybersecurity” has 
the highest number of respondents (49%) strongly agreeing to this. While the 
fourth statement “Users are not encouraged to surf suspicious websites or  
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Figure 2. Way to enhance cyber security. 

 

 
Figure 3. Risk if not aware on cyber security. 

 
advertisements” and the fifth statement “I will do anything to ensure my cyber is 
secure” only agree with these statement (Figure 4). 

7. Discussion 

Based on our research, issues related to cyber security is more concern to indi-
vidual as well as government, businesses, law and other parties. There are a few 
solutions that can be used to minimize the chances of cybercrime to occur. 

Firstly, it is advisable for the individual users or other parties to install an-
ti-virus software on their devices. A few examples of anti-virus programs that 
can prevent viruses from invading your devices are McAfee, Norton, AVG, and 
Kaspersky. The purpose of anti-virus software is to identify and remove com-
puters viruses and obscure programs. Therefore, anti-virus software enables the 
scanning of viruses from time to time because frequent virus scanning is  
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Figure 4. Awareness on cyber security. 

 
essential to prevent the viruses from invading the devices as installing anti-virus 
software does not keep the devices fully safe from being attack by viruses. Also, 
individual users and other parties must be reminded to update the anti-virus 
software because the computer is highly likely to be threatened by new viruses to 
harm the devices. 

Secondly, installation of the firewall for devices and home networking is en-
courageable for the benefit of the individual users especially big businesses. The 
internet firewall is designated for the purpose of protecting the computer from 
data accessing and viruses that are not wanted. Nowadays, all the devices come 
with the firewall program which the firewall is responsible for checking and in-
stallation that occurs in the devices. Besides that, the firewall is important to 
every device as it helps to protect the users from being victims of hackers with-
out them being aware. Individual users and parties can be the decision maker on 
how much they want the content to be filtered and which websites are safe to 
browse. 

Thirdly, individual users should not open suspicious emails from the un-
known sender. This solution is applied to all the individual users who have email 
accounts. Every user must always be reminded that email is a platform which is 
commonly used for an intentional crime such as spreading the viruses such as 
Trojan, worm, spyware, malware and more. Therefore, users must make it as 
practice to scan the email attachments for any viruses before opening it. Also, it 
is advisable for users to delete the suspicious emails although it is from someone 
the users know because the sender might not aware of the email contained vi-
ruses. Opening email attachment with the file name ending with .exe and .vbs is 
not advisable because such attachment is commonly used to transmit viruses. 

Fourthly, another effective solution to minimizing the cybercrimes from hap-
pening is by taking the issues related to password seriously. In order to protect 
an account, the user must use a unique and difficult password degree. For exam-
ple, a password must contain 8 alphanumeric characters with the use of either 
lower or upper case such as maryisabel THP99. Users are advised to never ex-
posed password to strangers as the action opens the opportunity for the hackers 
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to harm users devices, steal information or to do ransom attack. Besides that, 
keeping information regarding the password on the computer or laptop is also 
not advisable as anyone can access those devices and try to access the users’ ac-
counts for bad purposes. 

Lastly, users should always make sure that the websites that are visited begin 
with https://. HTTPS stands for Hyper Text Transfer Protocol Secure (HTTPS). 
It is an improvised version of HTTP. The purpose of HTTPS is to encrypt the 
communication between users’ browser and the website. Besides that, users are 
also encourage able to do online transaction only with trusted suppliers for the 
safety of personal identifiable information such as account number, name, ad-
dress and others from being used for the bad intention for identity thefts. 

There are other solutions that are able to help minimize cybercrime from 
happening. Even so, we think that the five (5) points suggested are among the 
solutions that are important and considered as early steps of preventing the us-
ers from being victims of cybercrime. 

8. Conclusion 

In conclusion, societies from the digital era should have the basic knowledge and 
awareness of the issues related to cyber security as the problems related to cyber 
security arises rapidly throughout the years. Societies have to be well aware that 
many problems could occur in this technology-based century. Besides that, is-
sues related to cyber security seem to give drawbacks toward the individual, so-
ciety, nation, and country. Therefore, we should be well reminded that this issue 
is not something to be taken lightly as it gives impacts in many aspects. Everyone 
should be well informed of what is cyber security and the crimes that occurred 
when the security level is too low. They should also take notes on how to prevent 
themselves from becoming cyber-crime victims. All in all, cyber-crimes are com-
plex problems to be curbed especially when it involves malicious activities which 
are why everyone should play their roles in securing their cyberspace from being 
invaded and also from becoming victims to cyber-crimes. 
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