/
oo Resmurch
0.00 Publishing

Social Networking, 2018, 7, 45-62
http://www.scirp.org/journal/sn
ISSN Online: 2169-3323

ISSN Print: 2169-3285

Anonymity Effects and Implications in the
Virtual Environment: From Crowd to
Computer-Mediated Communication

Zuoming Wang

Department of Communication Studies, University of North Texas, Denton, TX, USA

Email: wangz@unt.edu

How to cite this paper: Wang, Z.M. (2018)
Anonymity Effects and Implications in the
Virtual Environment: From Crowd to Com-
puter-Mediated Communication. Social Net-
working, 7, 45-62.
https://doi.org/10.4236/sn.2018.71004

Received: November 28, 2017
Accepted: January 9, 2018
Published: January 12, 2018

Copyright © 2018 by author and

Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

Abstract

Anonymity, an important feature of computer-mediated communication
(CMCQ), is embedded in this new technology. With the penetration of the In-
ternet in society, many daily activities involve online interactions. Anonymity
affects both the task and social aspects of online communication including
information exchange, decision making, and relationship development. This
review examines the effects of anonymity on human behavior. It outlines how
the prior literature has attempted to address this issue and how the Social
Identity Deindividuation (SIDE) model has developed as an attempt to tackle
this question. More importantly, it discusses a framework describing the multi-
dimensions of anonymity in CMC [1], and subsequently raised five proposi-
tions inspired by this framework. Furthermore, using McLeod’s framework,
this review evaluates SIDE studies with regard to their anonymity manipula-
tions. This critique reveals possible future research directions for refining the
SIDE model and better studying the effect of anonymity in virtual environ-
ment.
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1. Literature Review

Anonymity, an important feature of computer-mediated communication (CMC),
is embedded in this new technology. The internet community is quickly chang-
ing and evolving as more of the world comes on-line. Free speech and anonymi-
ty have always been important real-world societal issues. These issues are be-

coming increasingly important as more people discover the digital world and

DOI: 10.4236/sn.2018.71004 Jan. 12, 2018 45 Social Networking


http://www.scirp.org/journal/sn
https://doi.org/10.4236/sn.2018.71004
http://www.scirp.org
https://doi.org/10.4236/sn.2018.71004
http://creativecommons.org/licenses/by/4.0/

Z. M. Wang

find the need for anonymity in this new society. The citizens of the net feel that
anonymity is vital for the protection of freedom of expression. It is obvious that
the technology for anonymity on the internet is readily. With the penetration of
the Internet in society, many daily activities involve online interactions using
email, list serves, instant messaging, chat rooms, bulletin boards, and video
games. Anonymity, exemplified in those online activities, affects both the task
and social aspects of online communication including information exchange,
decision making, and relationship development.

Interest in the effects of anonymity on identity issues is growing fast with an
increasing diversity of empirical studies. In particular, research on deindividua-
tion and its application in the online environment using the Social Identity
Model of Deindividuation (SIDE) [2] is influential and has started to snowball.
However, given the fact that the definition and operationalization of anonymity
are not agreed-upon among researchers, it poses a problem for generalizing

across the results.

1.1. Anonymity Studies: From Loss of Self
in Crowd to Identity Switch

This paper first provides a historical account of anonymity research. Early ano-
nymity studies stem from the research on crowd behaviors. A crowd context al-
ters the way in which people see themselves and their social world, as well as the
ties that bind individuals [3]. As Reicher [4] summarized, “It frees them both
from the ordinary relationships which bind them into social convention and also
from the coercive power of authority. It therefore allows individuals to act upon
their understandings even against the constraints of their opponents. In sum, the
crowd provides both the inclination and the ability to act as a collective subject”
(p.175). In other words, being an indistinguishable part of the mass leads to a
mix of power without responsibility, which in turn makes crowd members act in
uncontrolled ways.

Incorporating this idea of the crowd mind-set in early anonymity research,
social psychologists developed deindividuation theory, which claims that im-
mersion in a group, particularly operationalized in terms of lowered personal vi-
sibility, results in a loss of identity, as well as a loss of control. Once people be-
come anonymous and submerge into the crowd, they lose their individuality,
accountability, and personal identity, which often results in anti-social behaviors
[4]. Therefore, the early account of anonymity is characterized by its focus on
the loss of self by submerging into a collective mind and exhibiting the subse-
quent negative behavioral effects.

The early deindividuation research tends to regard anonymity as antecedent
of deindividuation. Largely influenced by descriptions of crowd behavior, Fes-
tinger, Pepitone, and Newcomb [5] defined deindividuation as a state in which
people are not seen or paid attention to as individuals in groups or other collec-
tives. Zimbardo [6] further developed deindividuation into a full-fledged theory.

He defined deindividuation as a complex, hypothesized process in which ante-
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cedent social conditions change the perception of self and others, thus lowering
the threshold of normally restrained behavior such as violating norms. He fur-
ther claimed that anonymity promotes deindividuation and decreases individual
accountability, which in turn reduces the pressure for them to conform to social
norms.

To explain how anonymity produces deindividuation, early deindividuation
theory proposed that immersion and anonymity in the group could result in a
“loss of self” or at least reduced self-awareness [5] [6] [7] [8]. Whether the “loss
of self” identity actually occurs in anonymous conditions becomes the key that
distinguishes another school of deindividuation researchers [9] who argue that
anonymity in the group does not necessarily produce a loss of identity, but ac-
tually promotes a switch from individual identity to social identity and enhances
the salience of group identities.

In addition to treating anonymity as a source of deindividuation, early deindi-
viduation theorists suggested that anonymity has potentially negative effects on
social behaviors such as disinhibition and attraction to deviant groups due to the
loss of self and of self-control of individuals in the crowd. Correspondingly, early
CMC research claims that due to deindividuation, online interactions are more
likely to engage in hostile expression of strong emotions and feelings, called
flaming [10]. However, the emergence of social identity theory (SIT) and self-
categorization theory (SCT) [11] [12] challenges these ideas, arguing that ano-
nymity does not always lead to anti-normative behavior. Specifically, they state
“a group is a set of people who share a common social identity and that, when
acting in terms of social identity people seek to conform to that which characte-
rizes category meaning”; therefore “people do not lose identity and hence lose
control in the crowd. Rather they shift from personal to social identity and their
behavior becomes shaped by the understandings that define the relevant social
category” (p.176-177) [4].

Empirical studies challenge the assumed association between anonymity and
negative behavior. For instance, anonymity was found to decrease transgression
[6] and to lead to unpredictable results [7]. Diener, Dineen, and Westford [13]
found that anonymity did not facilitate disinhibited behaviors in groups. Mean-
while, accumulated experimental evidence brings up the issue of communication
context to people’s attention when studying anonymity effects. For instance,
Johnson and Downing [14] found that depending on what kind of cues given in
the situation (positive vs. negative), anonymity can either prevent aggression or

provoke it.

1.2. Social Identity Model of De-Individuation Effect (SIDE)

The SIDE approach is a distinctive and strong perspective in social psychology.
SIDE has been proposed to describe, explain and understand both specific and
general classes of phenomena of intra- and intergroup behavior [15] [16]. The

SIDE model focuses on the way in which people think and behave in particular
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group situations. The situations in focus are described as “de-individuated” or
“de-personalised” by previous theories of crowd behavior. Those situations are
characterized by the limited perceptions of fellow group members (anonymity)
or limited visibility of oneself to other group members (lack of identifiability)
[17]. An instance of this type of situation is CMC [18].

Identity—who you are (as an individual or as a group member)—is the key
issue of the SIDE model. SIDE clearly differentiates the personal/individual and
social/group identity. It adopts a group-based approach and assumes that the sa-
lient membership in a group can be crucial in such situations, bringing people to
define themselves, to present themselves, and/or to act as group members rather
than as single individuals [17].

Social identity processes are considered responsible for the anonymity effects
on groups in both face-to-face interactions and in CMC settings. One of the
prominent effects of anonymity in CMC is that there are fewer perceived intra-
group differences in the group [18]. “According to SIDE, the relative anonymity
associated with mediated communication is crucial for predicting and under-
standing behaviour in the new computer medium” (p. 48) [19]. In this regard,
anonymity enhances the salience of group identity and consequently stimulates
group-related behavior [2]. More specifically, visual anonymity, which is greatest
in remote text-based CMC (relative to normal face-to-face interaction) tends to
depersonalize perceptions of self and others and encourages behavior that is
normative for salient groups [16].

Indeed, a growing body of empirical evidence supports that anonymity in the
group strengthens rather than weakens social influence. For example, Spears,
Lea, and Lee [18] found that when group members were isolated and anonym-
ous during interaction, their attitudes toward discussion topics that were salient
for the interacting group polarized more in the direction of pre-existing group
norms than when members were identifiable and co-present. Similarly, in a
CMC study conducted between groups composed of different nationalities,
anonymity was found to increase group members’ conformity to ingroup norms
and rejection of outgroup norms [20]. Further studies that directly manipulated
the salience of particular group norms found anonymity increases adherence to
whatever norm was primed in groups with whom participants identified [21].

Anonymity, which triggers deindividuation, is the basis of SIDE effects. There
are two important dimensions of SIDE model: cognitive and strategic dimen-
sions [22], which correspond to different types of anonymity. Specifically, the
cognitive dimension of SIDE refers to how some classic deindividuation effects
of anonymity in the group can affect self-definition by influencing the salience of
group identity in particular [18]. Much of the empirical work in this line con-
centrates on how anonymity affects self-categorization and social influence in
CMC. The SIDE model proposes that its cognitive dimension is driven by ano-
nymity of others to self (defined as limited perceptions of fellow group mem-
bers) influencing the salience of the category. On the other hand, the strategic
dimension of SIDE deals with the expression of normative behavior, which was
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found to be affected by identifiability [23] [24] [25]. This dimension of SIDE is
related more to anonymity of self to others (defined as limited visibility of one-
self to other group members). An alternative way to describe this distinction
between anonymity of others to self and anonymity of self to others was intro-
duced by Sassenberg [26] who labeled the former as “the anonymity of sources
(identifiability)” and the latter as “the anonymity of targets (anonymity).” He
pointed out that research until now has tended to focus on either one of them,
instead of taking both factors into account simultaneously.

To better understand SIDE, we should separate the cognitive/self-definitional
aspect of SIDE from the strategic/self-presentational aspect of SIDE. However,
we should also be aware that these two dimensions may not be independent and
additive, they may interact. For example, anonymity of self to others (the cogni-
tive component) may also increase the salience of the group by merging self with
the group identity [27]. Meanwhile, the anonymity of self to others can also im-
pinge on the cognitive aspect of SIDE [19]. That is, the strategic dimension
might feed into the processes of self-definition [16]. Therefore, Douglas and
McGarty [28] suggest that these two factors can not be treated as independent
from one another, because their impacts on group salience and group norms
may interact.

Given the two types of anonymity associated with two dimensions of SIDE,
one important question it evokes is what kind of the social identification
processes would occur when the anonymity is asymmetrical within the group.
Lea, Spears, Watt and Rogers [19] predicted that “anonymity of self to others
should directly increase depersonalized self-perception, while anonymity of oth-
ers should primarily increase perceptions of group homogeneity, of the group as
an entity, and the tendency to stereotype others in terms of the group” (p. 51).
To support their arguments, they conducted an experiment using 3-person
groups (1 participant, 2 confederates). The experiment was designed to separate
visual anonymity of the self to others from visual anonymity of others to the self
(with a control group under complete visual anonymity of self and others).
Groups communicated in one of three conditions: participant sends video to
others (but does not receive video); participants receive video from others (but
does not send video); participant sends and receives no video. In all three condi-
tions the group communicated by multi-way text conferencing, in addition to
any video. The preliminary results suggest rather complex effects occur when
anonymity is asymmetrical within the group. They found that visibility of others
increased the participants’ sense that they could recognize and identify the others.
However, identifiability of others had no direct effect on stereotyping of others.
Instead the effect of visibility of others, when the self is anonymous, appeared to
activate several different processes. Firstly, identifiability of others directly in-
creased group attraction. This effect occurred independently of depersonalization
processes. Secondly, identifiability of others increased self-categorization, which in

turn increased group attraction; and self-categorization increased stereotyping of
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others, which also increased group attraction” [19]. They summed up three
processes occurring in the study: first, an interpersonal attraction process in-
creased by visibility of others; a second social identity-based depersonalized at-
traction process increased by visible common gender cues; and a weaker third
comparative process in which identifiability of others coupled with anonymity of
self causes the separation of the self from the group. By separating the cognitive
component of social identity (self-categorization) from one of its affective com-
ponents (attraction to the group), Lea et al [19] suggested that visual anonymity
achieves its effects on social identification primarily by influencing the cognitive
component of self-categorization with the group. Based on this rationale and the
two aspects of anonymity reviewed before, one proposition is raised:

Proposition 1: In the “others to self’ anonymous condition, participants expe-
rience higher levels of self-categorization with the group, and subsequently
achieve higher level of group attraction than in the “self to others” anonymous

condition.

2. Method

2.1. Using McLeod’s Comprehensive Model of Anonymity in CMC
to Examine the Extant Literature

As discussed before, anonymity is the basis for the SIDE effect to occur. There-
fore, the conceptualization and operationalization of anonymity is important at
both methodological and theoretical level. The most comprehensive model of
anonymity in CMC so far was advanced by McLeod [1]. She not only presented
a thorough overview of the anonymity effect studies on decision making in
computer-supported groups, but also identified the several empirical problems
in the prior literature on anonymity.

Firstly, research on anonymity has focused primarily on the idea generation
aspect of group decision-making, and to a large extent, ignored the information
exchange, consensus reaching, and choice-making aspects of group decision
making [29] [30]; Secondly, differences in technologies, tasks, and experimental
paradigms employed by different researchers make it difficult to generalize
across the results [31]. Moreover, the operationalizations of anonymity vary
widely among researchers [32] [33]. In sum, “the effects of anonymity on deci-
sion making in computer-supported groups remains poorly understood” (p.
224) [1]. This to a large extent should be attributed to the lack of a clear defini-
tion of anonymity that researchers agree upon.

Echoing this viewpoint, Barreto and Ellemers [34] stated that anonymity is
not an absolute concept, but instead has a comparative connotation. As a result,
it is possible to find considerable variations in what has been regarded as ano-
nymous circumstances. For instance, in a few studies, anonymity was operatio-
nalized as Jack of accountability pressure [34] [35] [36]. Others [37] measured
anonymity by whether or not co-present participants were required to state their

responses aloud. Here anonymity was regarded as the privacy of responses.
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Moreover, anonymity can also be considered as whether or not participants
could see each other [18].

Based on the previous empirical works [33], McLeod [1] introduced a com-
prehensive model of anonymity in computer-supported group decision making,
breaking down anonymity into three dimensions.

The first dimension deals with the mechanisms that trigger anonymity. It in-
volves two aspects: fechnical and social anonymity. Technical anonymity refers
to the mechanical practices used to dissociate individuals from their inputs. The
practices include suppressing real names and physically isolating participants in
different locations. On one hand, technical anonymity affects participants’ abili-
ty to attribute specific messages to specific sources. For instance, it can yield
content anonymity in which group members can identify the source of a mes-
sage based on an identifier embedded in the interaction. On the other hand,
technical anonymity can also affects process anonymity in which group mem-
bers can determine who is participating by directly observing who is making a
contribution. Social anonymity refers to individuals’ subjective experience of
anonymity—whether they believe they are anonymous and others are anonym-
ous to them. This social dimension of anonymity can be further categorized into
two types: social dissociation and identitylessness. The former refers to a feeling
that others cannot identify one as the source of specific messages, while the latter
is associated with feeling that others don’t know that one is a participant or what
one’s role in a session might be [1].

Features of these two dimensions of anonymity and the relationship between
them are also discussed. Technical anonymity is fixed once established, while so-
cial anonymity is more volatile, depending on numerous aspects of the commu-
nication situation such as the nature of the relationships among the communi-
cants, the number of communicants, the information exchange requirements of
the task, and the amount of time the communicants spend together [1]. Moreo-
ver, these two types of anonymity do not necessarily match each other, as the so-
cial anonymity can be low, even when technical anonymity is high [33]. McLeod
[1] noted although most of the anonymity studies provided details about the
technology they used, revealing a high level of technical anonymity achieved in
those studies overall, not all of them reported the participants’ subjective feeling
of anonymity. Thus, assuming social anonymity is achieved when technical
anonymity is established may be a fallacy in the extant literature.

The second dimension of McLeod’s model is concerned with the domain of
anonymity. This can be characterized as message source and participant pres-
ence. The message source category refers to the ability to attribute specific mes-
sages to a specific source. The participant presence category refers to knowledge
about the presence of other group members, including knowing whether a par-
ticular individual is a member, knowing general characteristics of the other
group members, and knowing how much any one group member participants

[1].
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The third dimension of this comprehensive anonymity model deals with the
perspective of anonymity, in other words, the direction of anonymity: self-to-
others anonymity versus others-to-self anonymity [16]. The former refers to an
individual’s ability to identify or make attributions about the other members in
the group, while the latter refers to the ability of others to identify or make at-
tributions about that individual.

Examining these three dimensions of anonymity, McLeod [1] further pointed
out that they are often very closely related. For instance, the social and technical
aspects of anonymity may influence the degrees of anonymity from the self to
others, or from others to the self. Content anonymity represents anonymity in
the direction of self-to-others as it refers to individuals’ ability to identify the
source of a message based on available identifiers. Process anonymity also goes
in the direction of self-to-others, as it represents individuals’ ability to determine
who is participating based on direct observation of the interaction. In compari-
son, source disassociation represents others-to-self anonymity since in this situ-
ation others may or may not identify one as the source of specific messages. And
Identitylessness also goes in the direction others-to-self direction of anonymity,
since it represents others’ ability to tell whether one is a participant and that in-
dividual’s role in the interaction [1].

Besides specifying the three dimensions of anonymity in CMC, McLeod’s
model of anonymity also introduces a temporal aspect of anonymity in CMC.
This temporal effect is coupled primarily with the social dimension of anonymi-
ty. She argued that anonymity, specifically along the social dimension, would be
lower within groups of previously acquainted people than within ad hoc groups.
That is, the group history such as the degree of acquaintance among the mem-
bers may affect the degree of social anonymity. Taking this perspective, the ex-
tant literature on anonymity effects is re-examined. Results reveal many SIDE
studies, all of which incorporating the anonymity component, tend to use ad hoc
groups and do not involve the real interactions. For instance, some studies used
mere exposure like presentation of the group members’ arguments [17], or the
predetermined script from confederates [19], or pre-programmed arguments
automatically generated by computers [38] [39].

McLeod [1] acknowledges the importance of the degree of acquaintance
among the group members, which can be largely influenced by the amount of
time that members have for engaging in the real interactions with each other.
Indeed, as members participate together in anonymous discussions over time,
the degree of anonymity they perceived to exist among them may change [40]
[41]. The establishment of “online self” and impression formation of others
could occur through reciprocal interactions and other cues such as pseudonyms.
Therefore, despite the fact that technical anonymity may still remain high, social
anonymity could gradually go low. Combining this rationale with the anonymi-
ty’s effect on deindividuation reviewed before, it is reasonable to extend McLeod’s

proposition and postulate the following prediction:
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Proposition 2: Anonymous members in CMC groups should feel less deindi-
viduated due to the decrease of social anonymity over time.

Moreover, not all anonymity effect studies include the manipulation of no-
minal identity (by the use of real names, or group member identifiers) as part of
the main anonymity manipulation [15]. Lea, Spears, Watt and Rogers [19] claim
that nominal anonymity provides a strategic effect on perceptions of accounta-
bility within the group relative to conditions where group members are identi-
fied by name. They argue that “knowing the names of one’s co-communicators,
and knowing that one’s own name is also known within a closed environment
where future interaction is possible and indeed inevitable is sufficient to realize
the consequences of accountability” (p. 54). This is most likely to be true given
the fact that many CMC experiments used student samples that are from the
same university or even the same department. First of all, anonymity is supposed
to protect people from the accountability to powerful outgroups, allowing free
expression of group identity [42] [43]; while accountability is associated with the
concern of self-presentation, and visibility of participants to each other is likely
to be associated with greater focus on interpersonal differences, both undermine
the deindividuation process. Moreover, accountability is the key for compliance
to the group norms under this circumstance, and anonymity is supposed to re-
duce perceptions of strategic accountability within the group, which in turn re-
duces group conformity. Therefore, based upon these rationales, another propo-
sition is raised:

Proposition 3: In the nominal anonymous condition, participants should
perceive lower accountability and are less likely to conform to the group norms
than those in nominal identifiable condition.

Furthermore, Lea and his colleagues [19] indicated that “visual anonymity has
been demonstrated to be a powerful situational factor that depersonalizes per-
ceptions of self and others by eliminating communication of physical and non-
verbal cues. However, nominal anonymity may also reduce self-perceptions of
unique individuality and activate social identity processes in a salient group”
(p.54). That is, the anonymity effects on self-categorization may not limited to
visual anonymity. These two sides of anonymity together may produce an am-
plified effect of depersonalization in the group, especially when the group iden-
tity is salient. Based on these rationales, the following propositions are raised:

Proposition 4: When the group identity is salient, participants who are both
visually and nominally anonymous should achieve the highest level of deindi-
viduation; participants who are both visually and nominally identifiable should
reach the lowest level of deindividuation; the deindividuation level of partici-
pants who are either visually or nominally anonymous should fall in between.

As reviewed before, when group identity is salient, anonymity may obscure
intragroup differences and accentuate the salience of group identity; while if
personal identity is salient, anonymity is supposed to foster behavior that fulfills

the need for individual distinctiveness. Therefore, another proposition is ad-
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vanced:

Proposition 5: When the individual identity is salient, participants who are
both visually and nominally anonymous should feel more individuated than par-
ticipants who are either visually or nominally anonymous.

The above five propositions inspired by McLeod’s (1997) are based on the re-
levant theories on anonymity and pose important research direction for scholars
who investigate the effect of anonymity. They are subject to further empirical
studies to examine their correctness. This article is the first step as it lays out
these propositions, and future research (which is beyond the scope of this ar-

ticle) needs to be conducted to empirically test those propositions.

2.2. Examining Anonymity Manipulation
in SIDE Using McLeod’s Model

Classic anonymity manipulation: Before going into the details of anonymity ma-
nipulations in SIDE studies, it is important to revisit how classic theorists did it.
Zimbardo [6], who laid the foundation for deindividuation research, identified
anonymity as the key factor that leads to deindividuation, and also regarded it as
the operationalization of deindividuation. His manipulation of anonymity was
obscuring the physical features of the participants (e.g., use large coats and a
hood over the head), eliminating the nominal cues (e.g., prevent the use of per-
sonal names), and blurring the environment (e.g., turn the lights off).

Derived from Zimbardo’s influential works, the classic anonymity manipula-
tion is usually achieved by dressing people in masks and overalls (versus leaving
them identifiable in their normal clothing). The essence of this manipulation lies
in its effect on identities. It would accentuate the effects of group identity by
reinforcing group distinctions when group identity was already salient (ie by
eliminating a focus on interpersonal difference), but not when individual identi-
ty was high (where group boundaries were not distinguishable in any case). An
alternative way of manipulating anonymity was the physical isolation and thus
lack of visibility of others. For instance, Spears, Lea, and Lee [18] conducted a
study using psychology students as participants, where participants were either
isolated in 3 separate rooms, or were located in the same room and visible to
each other.

Current issue about anonymity in SIDE: Anonymity is not a monolithic con-
cept. Central problems remain unsolved in the anonymity literature include
which form(s) of anonymity is examined in SIDE, whether different forms of
anonymity may activate the same processes, or whether different anonymity
forms activate cognitive and strategic processes to different extents, which in
turn produce various behavioral effects. Lea, Spears, Watt, and Rogers [19]
noted that “Different types of anonymity should be distinguished, such as visual
anonymity (lacking physical nonverbal cues to the self), nominal anonymity
(lacking a name or personal identifier), biographical anonymity (lacking details
of self), or domiciliary anonymity (lacking a traceable address). These different

forms of anonymity may have similar or different effects, and some forms may
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have additional effects over others, which crucially depend upon contextual
conditions, as well as intra- versus inter-group contexts” (p. 59). Failing to ad-
dress these problems makes it increasingly difficult to maintain the boundary of
SIDE effects.

Using McLeod s framework to examine SIDE: McLeod’s [1] comprehensive
model of anonymity draws a holistic picture of anonymity. Although this model
is derived primarily from the research on online decision-making, many of its
ideas, especially its classification of anonymity and description of the manipula-
tion, could benefit the contemporary SIDE studies to a large extent. Taking the
perspective of McLeod’s framework, this review proceeds to evaluate the extant
literature on the SIDE model.

On the mechanism dimension of anonymity, most of the SIDE studies have
reported how they manipulate technical anonymity (i.e. what kind of mechanical
practice was used to dissociate individuals from their inputs), while leaving out
the social anonymity. Very few of the studies has conducted manipulation
checks to ask participants whether they are unsure that others in the group or
outside of the group could attribute their comments to them. Instead technical
anonymity is widely used as the proxy of social anonymity in most SIDE studies.
This could be problematic as McLeod indicated that these two aspects may not
parallel to each other. Social anonymity could be low while technical anonymity
is high.

With regard to manipulation of technical anonymity, SIDE studies show va-
riety. In principle, technical anonymity is highly influenced by the presentation
of visual information by displaying vs. not displaying pictures [21] [44] or bio-
graphical information of all ingroup members to the participants [45], or the
co-presence in the same location of all participants (hence visible to each other).

For studies conducted online, an identifier (either a number, or a letter, or a
cartoon) is usually used to suppress real names (with the exception of Lea,
Spears, & De Groot [27]). However, some studies further physically separate
participants [38] [39] in different rooms, while others have a mixed condition.
For example, Lea and Spears [15] (experiment 2) gave each subject a number as
identifier, and then assigned subjects to either of the two conditions. The first
condition placed subjects to separate rooms and physically isolated them from
each other throughout the experiment, the other condition seated subjects at se-
parated desks two or three meters apart in the same room to use the comput-
er-conference system. In this condition, subjects faced each other throughout the
experiment, but were not allowed to talk to each other. In this particular study,
the suppression of real name partially achieved the technical anonymity. How-
ever, the different ways of placing subjects introduced a possible confound to the
anonymity effect in this study.

For SIDE studies conducted in face-to-face setting, manipulation of technical
anonymity is sometimes crossed with the manipulation of identity. For instance,
Reicher, Spears, and Postmes [2] manipulated technical anonymity in which
subjects, each assigned a number, were either dressed normally (identifiable) or
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in baggy overalls and masks (anonymous). However, this manipulation was
confounded, again, by the seating of subjects. In one condition, subjects were
seated at separated tables in the same room, while in the other condition subjects
were mixed together and sat in rows facing the front of the lab. In sum, the level
of technical anonymity varies widely in SIDE studies conducted both online and
offline, not to mention the social anonymity which is usually assumed rather
than tested in those studies.

On the domain dimension of anonymity (message source and participant
presence), the situations are also complicated. Even when technical anonymity is
held constant, message source anonymity could vary within one experiment. For
instance, in each of the two experiments conducted by Lee [38], two types of
visual presentation of participants were used. One condition used different car-
toon characters to represent participants; the other condition used the same
cartoon character to represent subjects. Therefore the level of message source
anonymity (the ability to attribute specific messages to a specific source) was
different in the study. It was much easier to attribute a specific message to its
source in the different cartoon character condition although all participants were
still visually anonymous.

With regard to participant presence, SIDE studies conducted in CMC tend to
have low anonymity on that, because once subjects start participating in the on-
line interactions, it is easy to figure out the number of group members. Mean-
while, since the computer system automatically records the inputs from each
participant and displays them on screen, it is easy to know how much any one
group member participates. Moreover, in many SIDE studies using college stu-
dents [38] [39] [45], participants knew that their group members were also col-
lege students coming from either the same or a different institution. However,
having said that, there is one aspect of participant presence which is hard to
gauge. That is, it is usually hard to know whether a particular individual is a
member without further information, even though participants may know which
school this person is from.

On the perspective dimension of anonymity, the SIDE studies often encounter
the problem of activating both “self to others” anonymity and “others to self”
anonymity simultaneously. For example, participants not only saw pictures or
individuating information about the ingroup members or not (a manipulation of
anonymity of “others to self”), but also were under the impression that other
group members had the same information about them (a manipulation of ano-
nymity of “self to others”) [44] [45]. Therefore, the experimental investigations
of SIDE model have tended to confound these two types of anonymity. Another
issue worth noting is that many SIDE studies [15] [38] [39] did not involve real
interactions among group members, including Lee’s studies using 3-person
groups with one real subject and two ostensible partners. In this regard, the di-
rection of anonymity was asymmetrical. The self-to-others anonymity could be

accessed, while others-to-self anonymity could not be traced simply because the
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ostensible partners would not count as real participants and there were no data
collected from them, either.

Taken together, a close examination of how anonymity is manipulated in
SIDE studies has shown huge differences in McLeod’s comprehensive model of
anonymity in CMC and the SIDE studies. The former has specified, besides
three dimensions, several concrete aspects of communicative factors including
the physical arrangement of group members that influence the anonymity ma-
nipulation. Those aspects are more or less neglected in the SIDE studies. Instead
SIDE research tends to treat anonymity as an abstract concept rather than a
multifaceted variable. Visual anonymity is the predominant form of anonymity
manipulated in SIDE studies. As a result, use of identifiers such as pseudonyms
(i.e, cartoon, number, and letter) to represent group members is widely accepted
and considered sufficient in SIDE studies to ensure the ingroup homogeneity
and deindividuate members in CMC interactions. However, based on the stan-
dards proposed in McLeod’s framework, it is questionable whether anonymity is
really achieved that way. Moreover, compared to traditional anonymity studies,
SIDE research exhibits a more complicated pattern with regard to its anonymity
manipulations. For instance, traditional anonymity research tends to achieve a
relatively stable level of technical anonymity, while technical anonymity could
vary within one experiment as shown in SIDE literature. Moreover, the SIDE
focuses on “who are you online?” Whether people are perceived as individuals or
as group members is what SIDE model strikes to answer. Given the importance
of identity issues in SIDE, some studies try to ensure the activation of individual
vs. group identity while sacrificing a clear-cut anonymity manipulation. Based
on the McLeod’s framework on anonymity, SIDE studies could improve through
the direct manipulation of anonymity on at least three aspects: mechanism, do-
main, and perspective. Therefore, it is reasonable to speculate that if all dimen-
sions of anonymity are achieved through direct manipulation, the deindividua-
tion effect may be accentuated and a more prominent SIDE effect could be ob-

served.

3. Results & Discussion

The main problem the paper aims to tackle is to challenge the traditional ap-
proach of studying anonymity and point out its inconsistent ways of conceptua-
lizing and operationalizing anonymity. In that, it tries to use McLeod’s (1997)
view on anonymity to decompose anonymity into three dimensions and theo-
retically construct a comprehensive approach to examine anonymity. Specifical-
ly, this review takes a two-fold approach in the examination of anonymity in
CMC. On one hand, it imports constructs and ideas from the classic deindividu-
ation research into the empirical works in CMC and addresses how anonymity
effect research goes across the context boundary. On the other hand, it investi-
gates how an online setting helps researchers better understand anonymity and

identity issues. Anonymity here is explored as a means to understand the fun-
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damentals of human behavior.

Anonymity effects research can be traced back to crowd behavior studies. Its
application, in particular, the SIDE, has been widely tested in the CMC context.
The early account of deindividuation theory claims that anonymity promotes
negative anti-social behaviors. Empirical research later reveals that it is not al-
ways the case. Anonymity can also produce positive effects and promote pro-
social behaviors. Similarly, early CMC studies focus on the negative expression
of emotions online (flaming effects) presumably instilled by anonymity. Re-
searchers later found that flaming is not prevalent in online interactions, and
anonymity actually reduces the interpersonal differences within groups and
reinforces group salience, which in turn promotes conformity to the group
norms. Identity and its transformation are the underlying mechanisms that drive
these processes. Classic deindividution theory assumes that once individuals be-
come anonymous and submerge into the group, they lose their individual iden-
tity as well as self-awareness. However, SIDE proposes that anonymity facilitates
deindividuation that involves a switch of individual identity to a group identity,
instead of the loss of the individuality.

CMC provides a new paradigm for research that can usefully clarify some of
the complexities in anonymity effect research. For example, it makes it possible
to separate the cognitive and strategic aspects of anonymity, and directly observe
the effects of “others to self” anonymity and “self to others” anonymity. Along
this line, another point for consideration is the close relationship between the
development of SIDE and its primary domain of investigation, CMC. Through
studying SIDE, researchers can develop general principles of group behavior that
can be applied to specific contexts such as CMC, or public crowds, and measure

the extent to which these general principles hold in these specific domains.

4. Limitation & Future Research

Inspired by a comprehensive model of anonymity in CMC proposed by McLeod
[1], which breaks down anonymity into three dimensions: mechanism, domain,
and perspective, five propositions have been raised in this review. Although the
theoretical classification is very important for tackling the current inconsistency
in the anonymity literature, this paper does not provide any empirical test of the
five propositions. Meanwhile, the classic studies on anonymity reviewed in this
paper need to be expanded to the larger spectrum of nowadays Internet world,
particularly the realm of social media.

Moreover, using McLeod’s framework, this review evaluates SIDE studies and
reveals that the anonymity manipulation in SIDE not only varies widely but also
faces the challenge of possible confounds. Acknowledging this may help resolve
some of the inconsistency that has been noted in the emerging literature on
SIDE. The problems indicate some ways forward for future research. Clearly,
more efforts are needed for documenting the discrepancy in the operationaliza-

tion of anonymity in SIDE studies. Possible future research directly manipulat-
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ing anonymity from the three aspects identified in McLeod’s framework would

enable researchers to observe whether the deindividuation effect becomes more

prominent when anonymity is fully achieved.
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