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Abstract 
A new method of fault domain identification is proposed based on K-means 
clustering analysis theories using the wide-area information of power grid. In 
the method, the node Intelligent Electronic Device (IED) associated domain is 
defined, and the relationship of positive sequence current fault component for 
the association domain boundaries is sought, then the conception of positive 
sequence fault component differential current for node IED association do-
mains is introduced. The information of the positive sequence fault compo-
nent differential current gathered by node IEDs is selected as the object of 
K-means clustering. The node IEDs of fault associated domains can be classi-
fied into one category, and the node IEDs of non-fault associated domains are 
classified into another category. With the fault area minimum principle, the 
group of node IEDs about fault associated domains can be obtained. The 
overlap of fault associated domains for different nodes is the fault area. A 
large number of simulations show that the algorithm proposed can identify 
fault domains with high accuracy and no influence by the operating mode of 
the system and topological changes. 
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1. Introduction 

With the increasingly complex structure and the continuously extended scale of 
power grid, the traditional backup protection based on local information can not 
satisfy requirements of complex and various operation modes of power grid. The 
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rapid development of computer technologies and the wide-area measurement 
technologies make global information being introduced into protection possible. 
In recent years, extensive researches on wide-area backup protection have car-
ried on at home and abroad, mainly concentrating in tripping strategies and 
fault areas identification of wide-area protection, etc. [1] [2] [3] [4]. 

The wide-area relay protection system given in reference [5] is based on the 
current differential principle, and problems such as protection domain division 
rules for wide-area protection are discussed in the reference. A wide-area cur-
rent differential protection principle based on multi Agent is proposed in the 
reference [6], where an expert system is used to realize the area division of cur-
rent differential protection, and the wide-area differential protection is achieved 
through coordination between protection Agents. 

In order to further study the application of artificial intelligence algorithm in 
wide-area backup protection and improve the accuracy of fault identification 
with wide-area information under different working conditions, a new method 
for identifying failure areas of power grid based on k-means clustering according 
to wide-area positive sequence fault component differential current information 
is proposed on the basis of previous studies. 

2. K-Means Clustering 

The K-means clustering algorithm is to cluster based on the objective function of 
a prototype. In the algorithm, the sum of distances from data to corresponding 
clustering centers is the optimized objective function and adjusting rules for 
iterative operations are obtained by finding the extremum solution of the func-
tion. The mean value of data samples of each cluster subset is selected as the 
clustering center of the corresponding cluster. The main idea of the algorithm is 
to divide data into different classes through iteration processes, and makes the 
clustering criterion function used to evaluate the clustering performance to 
achieve its optimum, so that each cluster generated can be compact inside and 
independent to others. The number k of clusters and a database contains n ob-
jects are needed to be input first of all, and then n objects are divided into k 
clusters, which can make the minimum square error criterion [7] [8]. For a given 
data set 1 2( , ,..., , )nY Y Y Y= , processes of K-means clustering algorithm are as 
follows [8] [9]: 

1) Select K initial clustering centers: 1 2, ,..., kC C C . 
2) Calculate the distance d from every data to each clustering center, and di-

vide the data to the corresponding cluster jI  with the minimum distance d. 

{ }
1
min   ( 1, 2,..., ,0 )i j i rr k

d y C y C i n j k
< <

= − = − ∈ < < . 

3) Calculate the new clustering center vector jC  of each cluster, 

1 2
1[ , ,..., ] , ( 1, 2,..., )

j

T
j j j jp jq

y Ij

C C C C C y j k
N ∈

= = =∑  

In which, q is the attribute number of data, jN  is the number of data that 
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the j-th cluster jI  included. 
4) Repeat processes 2 and 3, until each cluster is no longer changes. 

3. Fault Domain Identification Based on K-Means 
3.1. The Analysis of Clustering Objects 

Node IEDs of power grid are installed at substation nodes, corresponding to 
substations. Each node IED has the same status, whose works are mainly to col-
lect electric information sent from related line IEDs, and upload them to 
wide-area decision center after preliminary processing. Line IEDs mainly ac-
quire positive sequence current fault component information at installation 
places, and upload the information to the corresponding grid node IEDs. Fault 
domains of power grid can be identified by the fault recognition algorithm to 
process the data uploaded by node IEDs. The associated domain of node IED is 
defined in this paper. As shown in Figure 1, the domain surrounded by dotted 
line 2 is the associated domain of the node IEDB2, which consists of line L1, L2 
and bus B2 with two boundary IEDs, IED1 and IED4. Similarly, associated do-
mains of other nodes are domains surrounded by dotted lines 1, 3, 4, 5. 

The positive sequence fault component differential current of the node IED 
associated domain is defined as the sum of phasors of all positive sequence fault 
current components measured at boundary line IEDs. For example, at the node 
IEDB2, the positive sequence fault component differential current 2BI

•
∆  of the 

node associated domain is 
• • •

2 1 4BI I I∆ = ∆ + ∆ . Any fault occurs in the associated 
domain, the value of 2BI

•
∆  which is the total positive sequence fault current 

component will be very large and associated domain ② is the fault associated 
domain for the moment. When normal operation or external fault of the asso-
ciated domain, the positive sequence fault component differential current 2BI

•
∆  

whose ideal value is zero is actually an unbalanced current with small value. 
Thus, when a short-circuit fault occurs at K1 point in the Figure 1, domains ①, 
④ and ⑤ are non-fault domains, domains ② and ③ are fault domains and cor-
responding fault nodes are B2 and B3. Therefore, it can be assured that the fault 
domain is the overlapped part of two node IEDs associated domains (as the 
shaded part shown in Figure 1), that is the line L2. 

When a fault occurs at bus B3 in the Figure 1, for domain ① we have 

1 1 2 0BI I I
• • •

∆ = ∆ + ∆ ≈ , for domain ② we have 2 1 4 0BI I I
• • •

∆ = ∆ + ∆ ≈ , for domain 
③ we have 33 3 6 B kBI I I I

• • • •
∆ = ∆ + ∆ = ∆ , for domain ④ we have  

4 5 8 0BI I I
• • •

∆ = ∆ + ∆ ≈ , for domain ⑤ we have 5 7 8 0BI I I
• • •

∆ = ∆ + ∆ ≈ . It can be  
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Figure 1. IED associated domain analysis. 
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assured that the domain ③ is the fault associated domain. Hence, when a single 
independent fault associated domain appears, the bus in the associated domain 
is thought to be failed.  

Clustering status characteristic values selected in this paper are the RMS 1I∆  
in the first cycle and the RMS 2I∆  in second cycle of the positive sequence fault 
component differential current at the node IED associated domain after the fault, 
that is, the status information vector for the i-th node IED is 1 2[ ]Bi i iIED I I= ∆ ∆ . 
If there are n substations (n nodes) in power grid, the wide-area information 
matrix A ( 2)n×  could be 

1 11 12

2 21 22

1 2

B

B

Bn n n

IED I I
IED I I

A

IED I I

∆ ∆   
   ∆ ∆   
   = =
   
   
   ∆ ∆   

  

  

 

Row vectors of the matrix A correspond to node IED status information, that 
is clustering objects of K-means.  

3.2. The Fault Domain Identification of Power Grid Based on  
K-Means 

The wide-area information matrix A of power grid is the input of K-means clus-
tering for the clustering analysis of the associated domain of each grid node. Still 
the circuit in Figure 1, for example, the wide-area information matrix A is  

1 11 12

2 21 22 21 22

3 31 32 31 32

4 41 42

5 51 52

0 0

0 0
0 0

B

B

B

B

B

IED I I
IED I I I I

A IED I I I I
IED I I
IED I I

∆ ∆     
     ∆ ∆ ∆ ∆     
     = = ∆ ∆ = ∆ ∆
     ∆ ∆     
     ∆ ∆     

 

where, nodes corresponded to fault domains are IEDB2 and IEDB3, nodes corres-
ponded to non-fault domains are IEDB1, IEDB4 and IEDB5. Characteristic infor-
mation of associated node IEDs in fault domains are all the whole fault current 
at fault points in domains with similar vector information. And all characteristic 
information of associated node IEDs in non-fault domains are merely unba-
lanced currents with small values and their vector information are similar. But 
vectors information are different vigorously between node IEDs of fault domain 
s and non-fault domain. Based on a large number of simulations, wide-area in-
formation samples acquired by node IEDs are divided into two groups: the IED 
class of fault domain associated nodes and the IED class of non-fault domain 
associated nodes. 

In a large multi-station power system, the principle of minimum fault area is 
satisfied, based on which, the cluster with the least node IED number in cluster-
ing results is chosen as the associated node IED class of fault domains in this 
paper. In the class, the overlapped domain of associated fault domains of each 
node IED is thought as the fault domain. If there is no overlapped domain, bus 
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failure at associated node is thought to happen in corresponding fault domain. 
The process of the fault identification based on K-means algorithm is shown in 
Figure 2. 

4. Example Analysis 

As shown in Figure 3, simulations with the fault identification method based on 
K-means are carried on IEEE-3 machine 9-node system. Several typical fault sit-
uations are analyzed and tested on this paper. 
 

substation IEDs acquire current 
information at line IEDs of 

associated domain boundaries to 
get wide-area positive sequence 
component differential currents

Clustering based on K-means

N

The associated node IED class of 
fault  domains

Y
The associated node IED class of 

non-fault domains

Is the number of 
IEDs the least in clusters？

Are they overlapped of 
fault associated domains of 

node IEDs？

Y
The fault domain overlapped is 

the domain with line failures

N

Bus failures in fault domains
 

Figure 2. Fault domain identification flow based on K-means. 
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Figure 3. IEEE 3-machine 9-node system. 
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According to the definition above, the positive sequence fault component dif-
ferential current of the node IED associated domain is referred as the sum of 
current phasors measured by boundary line IEDs in the associated domain. 
Calculations of positive sequence fault component differential currents for node 
IED associated domains of the IEEE-3 machine 9-node system are as shown in 
Table 1. 

After calculating all positive sequence fault component differential currents of 
the node IED associated domains, the RMS value ∆Ii1 in first circle and the RMS 
value ∆Ii2 in second circle of differential currents after fault are selected as 
wide-area information vector for the i-th node IEDBi. Hence, the node IED 
wide-area information matrix A (9 2)×  of IEEE-3 machine 9-node system is 
represented as  

1 11 12

2 21 22

3 31 32

4 41 42

5 51 52

6 61 62

7 71 72

8 81 82

9 91 92

B

B

B

B

B

B

B

B

B

IED I I
IED I I
IED I I
IED I I

A IED I I
IED I I
IED I I
IED I I
IED I I

∆ ∆   
   ∆ ∆   
   ∆ ∆
   

∆ ∆   
   = = ∆ ∆
   

∆ ∆   
   ∆ ∆   

∆ ∆   
   ∆ ∆   

 

4.1. A Fault Occurs at Line L9 

Assume three-phase short circuit fault occurs at line L9, the wave of positive se-
quence fault component differential currents measured at part node IEDs is 
shown in Figure 4. 

The RMS values ∆Ii1 in first circle and the RMS values ∆Ii2 in second circle of 
positive sequence fault component differential currents in the associated domain 
of each node IED are as shown in Table 2. 

Therefore, the wide-area information matrix A (9 2)×  of the IEEE-3 ma-
chine 9-node system is represented as  

 
Table 1. Calculations of positive sequence fault component differential currents. 

Node IED 
Calculations of differential currents in 

associated domains 
Node IED 

Calculations of differential currents in 
associated domains 

IEDB1 1 1 2BI I I
• • •

∆ = ∆ + ∆  IEDB6 6 18 15BI I I
• • •

∆ = ∆ + ∆  

IEDB2 2 1 4 17BI I I I
• • • •

∆ = ∆ + ∆ + ∆  IEDB7 7 12 9BI I I
• • •

∆ = ∆ + ∆  

IEDB3 3 3 6BI I I
• • •

∆ = ∆ + ∆  IEDB8 8 16 11 14BI I I I
• • • •

∆ = ∆ + ∆ + ∆  

IEDB4 4 5 8 10BI I I I
• • • •

∆ = ∆ + ∆ + ∆  IEDB9 9 13 14BI I I
• • •

∆ = ∆ + ∆  

IEDB5 5 8 7BI I I
• • •

∆ = ∆ + ∆    
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Table 2. The RMS values of positive sequence fault component differential currents at 
each node IED. 

Node IED 1( )iI kA∆  2 ( )iI kA∆  

IEDB1 0.003262 0.00434 

IEDB2 0.04379 0.049084 

IEDB3 0.039394 0.052657 

IEDB4 4.650301 5.788424 

IEDB5 0.019525 0.026133 

IEDB6 0.043009 0.056496 

IEDB7 4.70755 5.794702 

IEDB8 0.043522 0.05657 

IEDB9 0.015611 0.020266 

 

 
(a) 

 
(b) 

Figure 4. The wave of positive sequence fault component differential currents at some 
node IEDs. (a) The wave of positive sequence fault component differential currents at 
node IEDB1. (b) The wave of positive sequence fault component differential currents at 
node IEDB4. 
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1
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0.003262 0.00434
0.04379 0.049084
0.039394 0.052657
4.650301 5.788424
0.019525 0.026133
0.043009 0.056496
4.70755 5.794702

0.043522 0.05657
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B

B

B

B

B

B

B

B

IED
IED
IED
IED

A IED
IED
IED
IED
IED

 
 
 
 
 
 
 = =
 
 
 
 
 
 
  0.015611 0.020266

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Row vectors of the matrix are objects analyzed according to K-means cluster-
ing algorithm. The dimension of sample characteristic values is m =2, the num-
ber of data samples is n = 9, and the initial cluster number is h = 2. Select ran-
domly the 1-th and 6-th rows as initial clustering centers, the class centroid 
coordinate matrix C of two classes is 

1.7637 1.7638
0.5039 0.5039

C  
=  − − 

 

The distance sum vector in classes is SUMD = [0.00039 0.0008] 
The distance matrix D of each data to their class center is  

10.222489 0.000095
0.0000196 10.354075
10.237311 0.000056
10.233981 0.000066
0.000196 0.216211

10.347862 0.000096
10.403895 0.000342
10.328666 0.000046
10.221224 0.000099

D

 
 
 
 
 
 
 =
 
 
 
 
 
 
 

 

The outline of K-means clustering is as shown in Figure 5. 
Clustering results are as shown in Table 3. 
 

 
Figure 5. The outline of K-means clustering. 
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Table 3. K-means classification for L9 fault. 

Class 1 Class 2 

“IEDB7” “IEDB6” 

“IEDB4” “IEDB3” 

 “IEDB2” 

 “IEDB9” 

 “IEDB1” 

 “IEDB5” 

 “IEDB8” 

 
According clustering results, the wide-area information of 9 node IEDs are 

divided into two classes, in which the one with least nodes are identified as the 
node IED class of fault associated domains according to the algorithm proposed. 
As in Table 3, class 1 is the node IED class of fault associated domains. The 
overlapped domain of node IEDs associated domains is where faults occur. If 
there is no overlapped domain, a bus fault occurs in the domain. In the class 1, 
the associated domains of IED7 and IED4 are overlapped at line L9, then line L9 is 
the domain where the fault happens.  

4.2. A Fault Occurs at Bus B2 

Assume AC two-phase to ground fault occurs at bus B2, the node IED wide-area 
information matrix A (9 2)×  obtained accordingly is  

1

2

3

4

5

6

7

8

9

0.008099 0.008231
4.349681 5.516054
0.041813 0.044519
0.037209 0.029788
0.00867 0.009265
0.035244 0.0371
0.012672 0.013912
0.015652 0.01663

B

B

B

B

B

B

B

B

B

IED
IED
IED
IED

A IED
IED
IED
IED
IED

 
 
 
 
 
 
 = =
 
 
 
 
 
 
 

7
0.00448 0.004777

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Clustering results are as shown in Table 4. The class 1 with least associated 
IED number is the node class of the fault associated domain with only one node 
IED, that is one independent fault associated domain. According to the algo-
rithm, no overlapped area exists, the fault occurs at the bus in the fault asso-
ciated domain, that is at bus B2. 

4.3. Clustering Analysis under Other Fault Conditions 

To test accuracy of the identification algorithm based on K-means, clustering 
analysis are carried on when faults occur under other fault conditions, results 
seen in Table 5. Experiments shown that the algorithm proposed in this paper 
can identify fault domains when power grid operates under different modes and 
with different topology structures.  
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Table 4. K-means classification for bus B2 fault. 

Class 1 Class 2 

“IEDB2” “IEDB6” 

 “IEDB7” 

 “IEDB3” 

 “IEDB4” 

 “IEDB9” 

 “IEDB1” 

 “IEDB5” 

 “IEDB8” 

 
Table 5. Simulation analysis of the fault domain identification based on K-means for dif-
ferent faults. 

Real fault element Class 1 Class 2 
Identification 

results 

L4 
“IEDB4” 
“IEDB5” 

“IEDB6” “IEDB3” “IEDB9” “IEDB1” 
“IEDB7” “IEDB8” “IEDB2” 

Line L4 

L1 
“IEDB1” 
“IEDB2” 

“IEDB4” “IEDB5” “IEDB9” “IEDB6” 
“IEDB7” “IEDB8” “IEDB3” 

Line L1 

B4 “IEDB4” 
“IEDB6” “IEDB5” “IEDB8” “IEDB1” 
“IEDB3” “IEDB9” “IEDB2” “IEDB7” 

Bus B4 

B8 “IEDB8” 
“IEDB9” “IEDB5” “IEDB6” “IEDB1” 
“IEDB3” “IEDB4” “IEDB2” “IEDB7” 

Bus B8 

L3is not in operation,  
B7 faults 

“IEDB7” 
“IEDB6” “IEDB5” “IEDB8” “IEDB1” 
“IEDB3” “IEDB4” “IEDB2” “IEDB9” 

Bus B7 

G2 is not in  
operation, L3 faults 

“IEDB3” 
“IEDB4” 

“IEDB6” “IEDB5” “IEDB9” “IEDB1” 
“IEDB7” “IEDB8” “IEDB2” 

Line L3 

5. Conclusions 

A new method for fault domain identification based on wide-area positive se-
quence fault component differential currents and K-means algorithm is pro-
posed in this paper. Wide-area information of node IEDs are clustered by 
K-means according to the fault domain minimum principle to assure the class 
with least node IEDs to be the associated node class of fault associated domains. 
The fault identification can be realized by finding the overlapped area of fault 
associated domains of those node IEDs.  

Simulation results show that fault domains can be identified correctly when 
the operational mode of power grid changes, such as one line or one source is 
not in operation. Fault domain identification based on wide-area status informa-
tion and the intelligent algorithm are discussed in this paper, which provides a 
new way to diagnose faults in grid. 
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