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Abstract

Agents are the new defacto standard for inclusion in modules of today’s software systems such as
ERP systems, mobile applications and operating systems. Agents are an integral part of today’s
software design. The question is how do intelligent agents work in the specific area of ERP credit
card processing e-commerce models? To answer this question, a specific area of ERP systems will
be analyzed: credit card processing for merchants. One specific merchant credit card processor
will be specifically investigated: EVO Merchants. This paper will research how exactly does ERP
systems interact using Application Programing Interface or “API” specified by a credit card clear-
ing house. Secure Socket Layers or SSL, and XML are discussed and elaborated on specifically how
intelligent agents play such a pivotal role in ERP e-commerce systems for credit card processing.
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1. Introduction

Agent technologies are the foundation of software applications that are used in everyday life. Agents are quite
flexible and because of this specific attribute, it gives them a particular strength. While agents have a particular
quiet and unobtrusive characteristic, they play a crucial hand running in the background or performing automo-
tive activities for specific users. Agents are essential to the current Enterprise Resource Planning or ERP sys-
tems specifically in today’s environment where the use of credit cards payments is so prevalent.

According to the 2013 Federal Reserve Payment Study, the number of noncash payments (credit, and debit
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cards excluding electronic funds transfers or “EFT”) in 2012 reached a whopping 122.8 billion of transactions,
with a value of $79.0 trillion dollars [1]. For ERP systems, agent technologies play a pivotal role in the processing
of credit and debit cards.

MIT research first introduced the concept of agent technology in 1961. Agent technologies are found in a vast
scope of applications ranging in the field of information sciences, computer science, specifically artificial intel-
ligence, and other diverse traditional areas of science. According to Jennings and Wooldridge [2], an agent is
located in a particularly complex environment that is an encapsulated system. An agent’s primary focus is its
main design objective and because of this, is goal driven and often at times collaborative.

Agents are the new defacto standard for inclusion in modules of today’s software systems such as ERP sys-
tems, mobile applications and operating systems. Agents are an integral part of today’s software design. The
question is what advantages to agents give to a software engineer? To answer this question a specific area of
ERP systems will be analyzed: credit card processing for merchants.

Agents are helpful because they can perform a variety of tasks, and thus are very flexible. According to Ru-
sbridge [3], agents are responsible for the functions of observation, recognition, planning and or inference and
action or execution. Agents are customized for application in complex systems, such as ERP systems. Some of
the tasks agents accomplish are the ability to translate, communicate and publish information. Agents also can
guide the user’s search query from the interface to the appropriate target. Agents also negotiate, and gain access
to exchange information with other agents. This negotiation is similar to a conversation that allows agents to de-
termine which tasks are performed within the context of pre-determined tasks. These specialized features allow
for the effective management of the user’s environment. Agents are systems that facilitate different areas in ERP
systems, such as Supply Chain or “SC” and Customer Relationship Management or “CRM” are can be viewed
as a network of autonomous and collaborative units that regulate, control and organize all activities contained in
the ERP system [4].

Prior research on intelligent agent system architectures has shown that problems exist within highly distri-
buted systems that require synergy of many elements; a solution is multi-agent systems or “MAS” [5] [6]. Addi-
tional research investigated intelligent agents and ERP scheduling systems for taxi companies. The conclusion
was that agents are a palpable solution for a large taxi company’s complex scheduling system in London. This
solution gave the ability to schedule a taxi and provide the form of payment by credit card, but it did not go into
detail how the agents were involved in the credit card processing in the ERP systems [7]. Exactly how the agent
works with credit card processing merchants, the ERP software is the focus of this research.

The intelligent agent plays a pivotal role in the function of using a credit card in an ERP system to pay for
goods. The example of a customer ordering goods from an e-commerce site from a specific merchant, where the
ERP order application would then call an Application Programing Interface or “API” specified by a credit card
clearing house. The API will process the customer’s credit or debit card information. An example of a company
who provides these types of specifications for APl for credit cards is EVO Payments International. EVO
founded in 1989, and EVO’s corporate office is located in New York. EVO Payments International is among the
largest fully integrated merchant acquirer and payment processors in the world. EVO operates as a payment ser-
vice provider for both face-to-face and e-commerce transactions for all major credit cards, debit cards, commer-
cial cards and electronic bank transfers. EVO can process in nearly 50 markets and 120 currencies around the
world. Through its European subsidiary, EVO operates as a principal member of MasterCard Worldwide and
Visa Europe [8].

2. Problem Definition

Some of the specific tasks of the EVO credit card system, related to intelligent agents, will be subsequently ad-
dressed and discussed. How does agent technology interface with ERP systems and credit card processing mer-
chants? These questions are discussed in the research.

3. Advanced Integration Method—AIM

The API tool EVO provides is a merchant web services API, Advanced Integration Method or “AIM”. AIM
provides the necessary protocols to connect an e-commerce site or a retail point of sale to the Authorize Net
Payment Gateway to submit credit card information by activating the AIM API. AIM will validate credit card
information, provide a receipt of the transaction, and will secure all credit card information using a 128 bit Se-
cure Socket Layer or “SSL”. According to Bhiogade [9] SSL is a protocol developed by Netscape that estab-
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lishes a secure communication for a web browser and a web server. The SSL protocol requires the web server to
have a digital certificate installed in order for the SSL connection to be created. SSL works by using a public
key to encrypt the data transferred over the SSL. Figure 1 shows the process on how to implement AIM.

Figure 1 begins with Step 1 with a developer creating an application or modifying an existing application to
obtain the necessary credit card information. In Step 2, a secure SSL connection is established to EVO’s pay-
ment gateway. The developer must parse the credit card information into a format specified by AIM. The results
are passed back to the merchant software application to initially initiated the transaction.

The parsed credit card information is embedded in an Extensible Markup Language or “XML” document.
According to Shanmugasundaram, Tufte, Zhang, He, DeWitt, & Naughton [10], XML is a class of data objects
called XML documents and partially and subsequently describes the behavior of the computer programs that are
responsible for processing the documents. XML is profile of Standard Generalized Markup Language or
“SGML" defined by the World Wide Web Consortium or W3C. The World Wide Web Consortium or “W3C” is
an international community run by member organizations, a full-time staff, and the public. The members work
together to develop Web standards. Led by Web inventor Tim Berners-Lee and CEO Jeffrey Jaffe, W3C’s mis-
sion is to lead the Web to its full potential [11]. XML documents contained parsed data and are made up of cha-
racter data called entities. Markup is the encoded description of the documents storage layout and logical struc-
ture. Figure 2 is an example of test data parsed and encoded in XML.

Figure 2 shows the parsed data collected from the program developed by the software engineer for the pur-
pose of credit card processing. Each piece of data is put into a markup, or encoded, with beginning and ending
tags. This is similar to the Hyper Text Markup Language or “HTML” works. For example, the beginning struc-
ture is <MerchantAuthentication>. The merchant name is parsed with <name> and an ending </name> tag. The
actual merchant name is placed in the markup.

Step 1:
Developer
Step 4: Results creates an

send back to appligation
merchant capturing all
required data

Step 3: Data is .
send to the Step 2: A}n SSL
connection1s

Payment established
Gateway (: s

Figure 1. Example of the payment gateway process.

<merchantAuthentication>

<name>Shoe World</name>
<transactionKey>123abc</transactionKey>
</merchantAuthentication>
<refld>123456</refld>

<transactionRequest>
<transactionType>authOnlyTransaction</transactionType>
<amount>5</amount>

<payment>

<creditCard>
<cardNumber>5424000000000015</cardNumber>
<expirationDate>1102</expirationDate>
<cardCode>999</cardCode>

</creditCard>

</payment>

Figure 2. Example sample test XML data.
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4. Conclusions

AIM is an API provided by EVO for merchants to install in ERP systems. There are four steps to credit card ap-
proval (parse data, secure SSL, send data, receive a response). Intelligent agents are the workers of the corporate
ERP systems, transferring data and performing services established in the software framework. In order to im-
plement AIM, a software developer must write a program or modify and already established system to obtain the
necessary credit card information. A SSL certificate is installed on the server. The data is parsed with XML ac-
cording the vendor’s specifications. The data is transmitted to the payment gateway and the AIM API goes to
work. AIM validates the data, processes it, and sends results back to the receiver.

The paper researched how the implementation of the AIM API for merchant credit card processing is seam-
less, transparent, and unobtrusive to users. The use of agent technology gives maximum control over the mer-
chants credit card processing. The implementation of agents in complex environments is a palpable solution for
merchants with e-commerce sites. This solution is innovative, scalable, and compatible with today’s modern
trends for optimization and effectiveness.
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