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ABSTRACT

Being a huge system, Internet topology structure is very complex. It can’t be treated as a plane simply, and
its hierarchy must be analyzed. We used the k-core decomposition to disentangle the hierarchical structure of
Internet Router-level topology. By analyzing the router-lever Internet topology measuring data from CAIDA
(The Cooperative Association for Internet Data Analysis) ,we studied the characteristics of the nodes in the
inner hierarchy and outer hierarchy respectively. The frequency-degree power law of the nodes which core-
ness is lower and the regionally distribution of the nodes which coreness is higher were concluded. At last,
the topology of every hierarchy was described by giving their figures. These descriptions can provide a

valuable reference for modeling on the Internet topology.
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1. Introduction

Being a classical instance of complex network, the re-
search and modeling on Internet topology has become a
hot topic at present [1-10]. It is significant for network
application, development and the building of the next
generation.

Although Internet is constructed by people, no one can
describe what Internet looks like and how it works. The
study on Internet topology is to find out some laws that
exist in it but have not been known by us [11]. The re-
search on the evolvement of the Internet macroscopic
topology and its inherent mechanism is the foundation
for developing and utilizing Internet.

The complexity of Internet results directly the com-
plexity of its topology, especially for the router-level
topology. Facing the millions of Internet routers, the first
difficulty faced by us is how to measure them from Inter-
net.

The Embed Laboratory of Northeastern University
was authorized by CAIDA in 2005, and has been taking
part in the research on the characteristics of Internet to-
pology actively after the first node of CAIDA in China
(neu node) was founded [12]. The Embed Laboratory of
Northeastern University can not only get the topology
measuring data from CAIDA in the world, but can also
analyze the first topology information of neu node timely
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and dynamically. It can provide us abundant data re-
sources and convenient conditions for researching the
characteristics of Internet router-level topology. Under
such background, the study on hierarchy of Internet
router-level topology is carried out.

Internet has not only got LAN/WAN or AS/Router
level hierarchy in traditional meaning, but also exhibits a
spontaneous and multi hierarchical characteristics [13].
Based on coreness, analyzing the hierarchy of Internet,
and then finding the laws among the hierarchies can not
only describe the characteristics of Internet topology in
detail, but can also provide a feasible thought for model-
ing on Internet topology.

2. The Hierarchical Measurement of Node
Coreness

The node coreness that is an important measurement
factor for analyzing the Internet topology is defined as
follows:

Let us consider a graph G = (V, E) of |V| = n vertices
and |E| = e edges; a k-core is defined as follows[14]:

Definitionl A subgraph H = (C, E|C) induced by the
set CcV isak-core or a core of order k iff YveC:
degree H(v) = Kk, and H is the maximum subgraph with
this property [14].
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A k-core of G can therefore be obtained by recursively
removing all the vertices of degree less than k, until all
vertices in the remaining graph have at least degree k.

Definition2 A vertex i has coreness c if it belongs to
the c-core but not to (c+1)-core. We denote by ci the
coreness of vertex i [14].

It is worth remarking that the coreness of a node is not
equivalent to the degree of it. Indeed, a star-like sub-
graph formed by a vertex with a high degree that con-
nects many vertices with degree one, and connected only
with a single edge to the rest of the graph, has only got
coreness one no matter how high is the degree of the
vertex.

The k-core of the network and the characteristics re-
lated with it can therefore describe the network topology
hierarchy. It decomposes the networks layer by layer,
revealing the structure of the different hierarchies from
the outmost one to the most internal one.

3. Data Access

The data used in the paper is from the router-lever
Internet topology measuring data of CAIDA in May
2007. We have got the Internet topology measuring
results from 15 CAIDA monitors around the world,
and resolved IP aliases of them by using CAIDA if-
finder IP Alias Resolution. The results show in
Table 1.

In order to resolve the sampling bias, we combined the
measurement results from 15 monitors in Table 1. At last,
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we got a graph with 360652 nodes and 925769 edges.
The biggest degree of it is 1206 and the highest coreness
of it is 25.

4. The Study on the Characteristics of the Nodes’
Distribution in Every Hierarchy

According to the definition of coreness, Internet topol-
ogy can be divided into different hierarchies. From
higher coreness to lower coreness, the corresponding
hierarchy is from inner to outer. We analyzed the router-
level Internet topology measuring data from CAIDA in
May 2007. The results showed that the distribution of
node coreness was similar to that of node degree. That is
the coreness of most nodes is lower, and only a few
nodes have got higher coreness. The distribution on
coreness of the router-level nodes satisfies power law
[15]. In the following section, we will study on the dis-
tribution of the nodes’ degree and network addresses in
every hierarchy respectively.

4.1. The Power Law Distribution on Degree of
the Nodes in Outer Hierarchies

During our research, we first computed the degree of the
nodes in every hierarchy and analyzed their distribution
according to the topology measuring data from CAIDA.
We found that the distribution on degree of the nodes
satisfied power law in outer hierarchies. The fitness
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Sub-figures (a)~(p) are corresponding to hierarchy 1~16. Axis X is the logarithm of degree, and axis y is the logarithm of the number of the nodes

Figure 1. The fitness figures of the degree distribution in different hierarchies.

results under the logarithm coordinate are showed as
Figure 1.

The highest coreness of the measurement results
in May 2007 is 25, so Internet topology is divided
into 25 hierarchies. The distribution on degree of

Copyright © 2009 SciRes. Int.

the nodes satisfies power law in outer hierarchies.
From outer to inner, the fitness results of the degree
distribution become fainter and fainter. And for
inner hierarchies, this characteristic is no more sat-
isfied.
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Table 1. The monitors and their measurement results in
May 2007.

Monitor Number of links Number of nodes
arin 381069 286554
cam 371167 282019

champagne 388662 290672
d-roor 371876 282048
e-root 380607 288271
f-root 375229 283454
h-root 366709 275589
i-root 383232 290073
Ihr 202611 281534

m-root 367260 151214
neu 397299 266844

riesling 384090 287254
sjc 359032 273192

uoregon 357952 272362
yto 371977 280616

4.2. The Regionally Distribution of the Nodes in
Inner Hierarchies

Now we study the characteristics of the nodes in inner
hierarchies. By analyzing the distribution of the network
addresses in every hierarchy, we find that the nodes in
the innermost hierarchy distribute on only a few network
addresses. From inner hierarchy to outer hierarchy, the
network addresses of the nodes spread more and more
expanded (see Figure 2). We can see from Figure 2 that
the network addresses of the nodes in outer hierarchies
spread expanded, but for the nodes that are in inner hier-
archies, their distribution is concentrated.

We can see that the distribution of the network ad-
dresses of the nodes in inner hierarchies is concentrated.
The higher is the node coreness, the more evident is the
concentration. At last they concentrate on only a few

Sub-figures (a)~(j) are corresponding to hierarchy 25~16 respectively. The sectors illuminate how many the nodes distribute on this network address

Figure 2. The network addresses of the nodes in hierarchy 25~16.
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Table 2. The number of the nodes in every hierarchy.

Coreness Nodes Coreness Nodes
1 115636 14 778
2 119251 15 750
3 41840 16 360
4 30459 17 267
5 14599 18 275
6 11487 19 143
7 7039 20 230
8 6052 21 171
9 3209 22 21

10 3188 23 107
11 2110 24 17
12 1131 25 157
13 1375

addresses in the innermost hierarchy. Is the phenomenon
related to the number of the nodes in every hierarchy? So
we compute the number of nodes in every hierarchy, see
Table 2. We found that the number of the nodes de-
creased with the increment of the coreness in the whole.
From lower coreness to higher coreness, the number of
the nodes becomes fewer and fewer. But when it reaches
the highest coreness, the number of the nodes appears a
rebound, remains a certain amount. So we can find that
the distribution of the network addresses of the nodes is
related with the number of the nodes, but they are not
increased with direct proportion. For example, the hum-
ber of the nodes in hierarchy 25 is more than that in hi-
erarchy 23 and 22, but the distribution of the network
addresses in hierarchy 25 is more concentrated than that
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in hierarchy 23 and 22.

Summarily, from inner hierarchy to outer hierarchy,
the nodes distribute from the highest coreness to the
lowest. In the innermost hierarchy, the nodes distribute
on a few network addresses. From inner to outer, the
distribution of the network addresses becomes more and
more expanded, and the frequency-degree power law is
increasingly finer. To the outmost hierarchy, the distri-
bution of the network addresses is the widest and the
power law is the finest.

5. The Visual Description of Internet
Topology in Every Hierarchy

The visual description of Internet topology has been be-
ing the hot problem for studying on Internet for a long
time [16]. How to construct a better topology figure is
difficult because of the numerousness of the router-level
nodes. In this section, we will describe it in every hier-
archy (see Figure 3).

We can see from Figure 3 that the relationship among
the nodes is closer in the innermost hierarchy, that is the
highest coreness. All the nodes construct two connected
figures. From inner to outer, the relationship becomes
looser. In hierarchy 24, although the number of the nodes
is fewer, the relationship among them is looser. There are
two connected figures and several isolated nodes. These
isolated nodes have 24 connections with the nodes in the
innermost hierarchy. In hierarchy 23, all the nodes are
divided into several irrelative figures and some isolated

(b)

®

Int. J. Communications, Network and System Sciences, 2009, 4, 249-324



298 J.ZHANG ET AL

b © 0
oy WEphewnray *vta L LR

- | 1 NN A F KA 2R £
"‘-"?1;._\_‘ # "/‘ '."? -c‘l(. it ) < ¥ Lo, o« r oo v & x( "{/ FA _' ‘.I)' 'f"‘ R ¥ i
' V & : WELE v ¥ ~i4 =0\ &
—r . e / = e T %ONN T AN N A B N N B S el Jop ceas { —
i 15 '\ s : * L
) Vi s
g - -
(m) (n) (©)

.#‘ti‘_‘ "W Y | *"'.“*“i“i 'llfl‘*xl&&nt

: . o i . eHhTANG e Drd aww
WA g VT mam mRkFp e Xy e x :‘:4‘.1':“#1@*&“

K¥p el A2 nv¥ T 3""'*5*'@"* St & B A NWR 2 g A BT Ly
",Iv- A, P~ S r o ¥ - N = , 1‘& ';T!\ t A i~ ¥ i -\.-. K b= .'I‘ a2 » % H_f’( U “‘Qh ~ i FY
b - O LY = et Y O el o L e RS N A« ‘i« e .:f‘*’f" TR b VA Y
7 r e \ s S, 4 s, X A Nt Poate s B Ok
1 e R AT =

’.“*"M":Lud‘lﬂ Iltt-ﬁl‘\‘**us'tt :','.:";*
AP PR e A A AR UES LY wughrpus e i B by i

TR A b YMR Ay mET S xarfyperakwBIcan ¥y

AR ¥ 4 ACEWRET ARY WA L*%antun¥uw xnhprrny
= ) o L *

Pamy KyBS gg Agesp Py e 2

.F‘""'&“\.&-L._ Nt

. ® S =

Sub-figures (a)~(u) are the figures of hierarchy 25~5 respectively. The black nodes indicate the isolated nodes, the blue lines indicate the edges
among the nodes and the red nodes indicate two nodes of one edge.

Figure 3. The topology figures of hierarchy 25~5.
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nodes that have 23 connections with the nodes in the
inner hierarchies. From that to outer, the irrelative con-
nected figures become more and more, and the isolated
nodes which have k connections with the nodes in the
inner hierarchies are also more and more. This illus-
trates that the connections among the nodes in the same
hierarchy is smaller, and most connections appear be-
tween the hierarchies. Combined with the conclusion
that we have got in section 4.2, we find that the nodes
in the same network area are prone to connect with each
other.

6. Conclusions

The hierarchy of Internet router-level topology is ana-
lyzed in the paper. Combining with the actual topology
measuring data, we described the characteristics of the
hierarchy of Internet router-level topology. We first used
the concept of coreness to decompose Internet topology
into different hierarchies. Then studied the characteristics
of the nodes in inner hierarchies and outer hierarchies
respectively. We found that the distribution on degree of
the nodes in outer hierarchies satisfied power law. The
lower the node coreness is, the better the fitness is. On
the other hand, although the number of the nodes in the
innermost hierarchy is over hundred, they do not distrib-
ute in different areas. On the contrary, they concentrate
on only a few network addresses. At last, we described
the topology of every hierarchy by giving their figures,
and we found that the nodes in the same network area
were prone to connect with each other. These descrip-
tions can provide a valuable reference for modeling on
Internet topology.
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