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Abstract

Digital data have become a torrent engulfing every area of business, science and engineering dis-
ciplines, gushing into every economy, every organization and every user of digital technology. In
the age of big data, deriving values and insights from big data using rich analytics becomes impor-
tant for achieving competitiveness, success and leadership in every field. The Internet of Things
(10T) is causing the number and types of products to emit data at an unprecedented rate. Hetero-
geneity, scale, timeliness, complexity, and privacy problems with large data impede progress at all
phases of the pipeline that can create value from data issues. With the push of such massive data,
we are entering a new era of computing driven by novel and ground breaking research innovation
on elastic parallelism, partitioning and scalability. Designing a scalable system for analysing,
processing and mining huge real world datasets has become one of the challenging problems fac-
ing both systems researchers and data management researchers. In this paper, we will give an
overview of computing infrastructure for IoT data processing, focusing on architectural and major
challenges of massive data. We will briefly discuss about emerging computing infrastructure and
technologies that are promising for improving massive data management.
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1. Introduction

Internet technology has become ubiquitous within our society which is infiltrating all aspects of our lives, and it
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is better to call it as necessity rather than a convenience. This widespread use of cell phones and other mobile
communication devices like laptops, notebooks, dongles, tablet PC, ebook reader like kindle and nook, GPS
system, in-vehicle info displays like BMW idrive, has brought with it an increasing acceptance of their use in
virtually all social situations and facilitates “always on world”. A mobile phone is a constant companion that
accompanies a person throughout their daily life and allows them the convenience of easy communication and
access to information. The future, i.e., a world dominated by the “Internet of Things” will be an ecosystem
where every tangible identity will talk to you and all your objects will be controlled through a touch on your
PDA or at the click of a mouse. Everyday objects ranging from electrical appliances to what you wear,
what/where you drive, what you read/see, and anything humanly perceptible will be more addressable and con-
trollable through the Internet. The way that people access information and communicate is radically changing,
right before our eyes, in many ways that are not yet readily apparent. As the cost to mobilize the devices contin-
ues to drop, and wireless networks become faster, ubiquitous and cheaper, it is easy to see a near future where
almost everything and everyone are wirelessly online, 24 x 7. In the future where everything is Web-connected,
mobile phones will serve as the hub, or the remote control, for all the things around us which is broadly termed
as Internet of Things.

Internet of Things (10T) is an integrated part of future Internet and could be defined as a dynamic global net-
work infrastructure with self-configuring capabilities based on standard and interoperable communication pro-
tocols where physical and virtual “things” have identities, physical attributes, and virtual personalities and use
intelligent interfaces, and are seamlessly integrated into the information network [1]. And in this new network,
where inanimate objects are Internet-enabled, our mobile phone will sit in the center of this Web of things. It
will help you orchestrate the interactions of the things around you and provide real-time access to all sorts of in-
formation, including the people you meet, the places you go and the content that’s available there. Some re-
search estimates that the number of connected objects will reach 50 billion as early as 2020 [2]. The IoT prom-
ises humans to live in a smart, highly networked world, which allows for a wide range of interactions with this
environment. The phone is the key to authenticating with these connected devices and taking their content with
you, wherever you go and use the concept of Object hyperlinking. Object hyperlinking is a neologism that usu-
ally refers to extending the Internet to objects and locations in the real world [2]. The current Internet does not
extend beyond the electronic world. Object hyperlinking aims to extend the Internet to the real world by attach-
ing object tags with URLSs as meta-objects to tangible objects or locations. Most of them rely on some kinds of
unique marker integrated in or attached to the object. Some of these markers can be analyzed using different
kinds of wireless near field communication (for instance RFID tags [3] or Bluetooth beacons [4]), and others are
visual markers and can be analyzed using cameras, for instance standard 1D-barcodes [5] or their modern coun-
terparts, the 2D codes [6]. These object tags can then be read by a wireless mobile device and information about
objects and locations retrieved and displayed [7]. Using radio frequency identification (RFID), every real object
in the analogue world could have a unique identifying number, like an IP address.

The paper is organized as follows. Section | introduces the Internet of things. Section Il explores the data
emerging through Internet of Things. This section explores the characterstics and challenges held with such
large data sets. Section 111 describes the related technologies. Section 1V presents the architectural framework to
manage the large data set. A conclusion is presented in the last section.

2. Data Management in IoT

The physical world is becoming a type of information system. In Internet of Things, sensors, actuators, RFID
Tags are embedded in physical objects—from roadways to pacemakers and placed on products moving through
supply chains, thus improving inventory management while reducing working capital and logistics costs are
linked through wired and wireless networks, often using the same Internet Protocol (IP) that connects the Inter-
net. These networks churn out huge volumes of data that flow to computers for storage and analysis. Inventory
goods are monitored using RFID tags, hospital patients are managed using RFID tags, and parking place availa-
bility is managed using a range of sensors. Internet-connected cars, sensors on raw food products, sensors on
packages of all kinds, data streaming in from the unlikeliest of places: restrooms, kitchens, televisions, personal
mobile devices, cars, gasoline pumps, car washes, refrigerators, vending machines, and SCADA systems. Pro-
fessionals are highly motivated to harness this big data into an asset for the organization. This requires tre-
mendous storage and computing resources linked with advanced software systems that generate a variety of
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graphical displays for analyzing data—rise accordingly.

The Internet of Things (10T) is causing the number and types of products to emit data at an unprecedented rate.
Companies use this data to analyze and improve processes, predict trends and failure. The data can also provide
insights for product development, customer support, operations, and sales teams who use the information to im-
prove their features, increase revenues, lower costs and more. Our solution is built on a proven framework and
tested methodology. It has generated tremendous results for leading manufacturing, high technology, energy and
telecommunications companies.

A) Characteristics of Data in “Internet of things”

The volume of information deriving from the tags is substantial generating large data. Velocity suggests that
information is being generated at a rate that exceeds those of traditional systems. There are a variety of different
types of information available to monitor. Variety is indicative of there being multiple emerging forms of data
that are of interest to enterprises [8]. For example, Twitter and other social media have become a source of big
data. In mid-2010, Twitter tweets hit 65 million per day and there were 190 million users [2] [9]. The “Internet
of Things” can generate large data for a number of reasons. The volume of data attributable to the “Internet of
Things” is substantial. As sensors interact with the world, Things such as RFID tags generate volumes and vol-
umes of data. As a result, digital processing becomes a requirement of feasibility. The velocity of data associ-
ated with the “Internet of Things”, compared with traditional transaction processing, explodes as sensors can
continuously capture data. The variety of data associated with the “Internet of Things” also depends on as the
types of sensors and the different sources of data expand. Variety deals with the complexity of large data and
information and semantic models behind these data. Thus data collected is in the form of structured, unstruc-
tured, semi-structured, and a mixed data. Data variety imposes new requirements to data storage and database
design which should dynamic adaptation to the data format. VVeracity ensures that the data used are trusted, au-
thentic and protected from unauthorised access and modification. The data must be secured during the whole
their lifecycle from collection from trusted sources to processing on trusted compute facilities and storage on
protected and trusted storage facilities. The veracity of data in the “Internet of Things” may also be improved as
the quality of sensor and other data improves over time. For example, use of RFID tags generates much more re-
liable information than a decade ago. Such high volumes of data, coupled with an increasing velocity of data,
along with an increased variety of data generates large amount of raw data which need analytical processing to
create its value. Variability or data dynamicity refers to change in data while processing or analyzing.

B) Challenges

Data produced through sensors is increasing at very exponential rate from sensors in 10T. Heterogeneity, scale,
timeliness, complexity, and privacy problems with large set of data impede progress at all phases of the pipeline
that can create value from data. As data is increasingly becoming more varied, more complex and less structured,
it has become imperative to process it quickly. Meeting such demanding requirements poses an enormous chal-
lenge for traditional databases. It Need to consolidate e-Infrastructures platforms to ensure research continuity
and cross-disciplinary collaboration, deliver/offer persistent services, with adequate governance modellt re-
quired to upgrade the architectures that address these needs. Such enormous data fundamentally requires mas-
sively distributed architectures and massively parallel processing to manage and analyze data. The three main
categories under which management of this massive data lies are populating this huge 10T data, querying the
database and managing the database Figure 1. Above this one more challenge which lies above all is com-
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munication of the data. Communication cost is much higher than processing cost. The challenge here is to
minimize that communication cost while satisfying the additional storage and data requirement. Bandwidth and
latency are the two major network features that will affect the communication between the clients and the data
server.

3. Related Technologies to Manage the Massive Data

In the aspect of massive data management, a lot of work has been done. Gonzalez [10] proposed a model called
RFID-Cuboids to store massive RFID data. Authors in [11] proposed a one-to-one model and a many-to-many
model storing WSN data. For the purpose of managing heterogeneous data from different devices, a scheme of
lIoT data management based on SOA was proposed in [12]. But the efficiency of the application will be reduced
because of the SOA. Besides, the major shortcoming of the above solutions is that they are only for certain data
format and they lack systematicness. Recently, there is a little work has focused on systematically dealing with
challenges from massive 10T data. Ding [13] proposed a massive 10T data oriented framework to support mas-
sive loT data management. However, the core of Ding’s solution is RDBMS (Relational Database Management
System), though the join operation is avoided as all the data is stored in one table, the concurrency is not well
supported because of the lock mechanisms adopted by the RDBMS. Tingli [11] have proposed An Internet of
Things storage management architecture name IOTMDB based on NoSQL is proposed to meet the needs of loT
data storage. The IOTMDB not only concerns about how to reasonably and effectively store massive 10T data,
but also cares for data sharing and collaboration. Combined with a public service platform for the Internet of
Things named RNS and the data abstraction based on ontology, we are able to easily search and locate data and
finally realizing data sharing between different 10T applications. The 10T data storage strategies are proposed
including a preprocessing mechanism to meet both common and specific needs, a unified data expression form
and data distribution strategies. These strategies are beneficial to improve the performance of the cluster and
store data effectively.

Apache Hadoop & NoSQL: The dominant Massive Data technologies in use today commercially are
Apache’s Hadoop and No-SQL databases.

No-SQL databases are typically part of the real-time event detection process deployed to inbound channels
(discussed in more detail in the section: “Big Data needs Big-Execution and Agile IM”) but can also be seen as
an enabling technology behind analytical capabilities such as contextual search applications. These are only
made possible because of the flexible nature of the No-SQL model where the dimensionality of a query is
emergent from the data in scope, rather than being fixed by the developer in advance. For the Data Scientist and
Business Analysts in particular, this more agile approach can often lead to earlier insights into the data that may
otherwise be obscured or constrained by a more formal development process.

Hadoop is a software framework for data intensive distributed applications and was developed from a number
of academic papers published by Google who were researching in the area of parallel processing.

Hadoop has two major components:

1. The Hadoop File System (HDFS). A highly scalable and portable file system for storing the data;

2. Map-Reduce. A programming model for processing the data in parallel.

The Map-Reduce framework allows analysis to be brought to the data in a distributed and highly scalable
fashion, and the Hadoop ecosystem includes a wide range of tools to simplify analysis or manage data more
generally. These tools create Map-Reduce programs which are then executed on top of HDFS. Analysis tools of
note include:

1. Apache Hive which provides a simple SQL-like interface;

2. Apache Pig which is a high level scripting language;

3. Apache Mahout for Data Mining.

Hadoop is designed for large volumes of data and is batch oriented in nature—even a simple query may take
minutes to come back. In a typical Big Data oriented analysis scenario a Data Scientist may start by selecting a
much smaller set of data and transforming it in some fashion and then combining this with the relational data
from the Data Warehouse for analysis in a range of tools. Big Data analysis is also typically very explorative
and iterative in nature so significantly more freedom is required than may traditionally be the case in Informa-
tion Management. This is discussed in more detail in subsequent sections in this white paper.

While Hadoop offers native capabilities in the form of the Map-Reduce framework to analyse data as well as
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a wide range of analysis tools, Hadoop is more typically used as a preparatory step within an analysis process.
Hadoop’s low cost data storage model lends itself to providing a broad pool of data each item of which may be
of limited value to the organization, but for any given business problem may complete a missing link. Data may
be selected, transformed and enhanced before it is moved to a relational setting and combined with additional
corporate data where a more interactive analysis can be performed.

Given Hadoop is (currently at least) batch oriented other technologies are required in order to support
real-time interactions. The most common technologies currently in use within this area are Complex Event
Processing (CEP), In-Memory Distributed Data Grids, In-Memory Databases and traditional relational databases.
These may be supported by other related technologies such as No-SQL databases, either sitting on top of a
Hadoop cluster or using a specific data storage layer.

4. Proposed Framework

A) 10T Basic Data Transformation Model: We have presented the data transformation model as shown in
Table 1.

B) Basic Framework for 1oT Data Manage.

The framework should support the whole 10T data lifecycle and explore the benefit of the data storage/preser-
vation, aggregation and provenance in a large scale and during long/unlimited period of time. Important is that
this infrastructure must ensure data security (integrity, confidentiality, availability, and accountability), and data
ownership protection. With current needs to process big data that require powerful computation, there should be
a possibility to enforce data/dataset policy that they can be processed on trusted systems and/or complying other
requirements.

We divide an 10T data management system into various layers as depicted in Table 2. Layer 1 interacts di-
rectly with the interconnected 10T objects and sensors. Data production involves sensing, collecting and sending
data by the Things within the loT framework and reporting this data to Pre-processing layer. Layer 2 involves
Data Pre-processing. 10T data will come from different sources with varying formats and structures. Data may
need to be pre-processed to handle missing data, remove redundancies and integrate data from different sources
into a unified schema before being committed to storage. Moreover brute-force fitting of all the data into a fixed
relational (tables) schema cannot be done with 10T data, but rather a more abstract definition of a consistent way
to access the data without having to customize access for each source’s data format(s). Layer 3 is storage-inten-
sive; involving the mass storage of produced data for later processing and analysis and more in-depth queries.
Layer 4 is dedicated for applying data mining techniques or partitioning schemes in order to easily managing the
data. It also involves data curation which includes retirement and other clean-up of unwanted data. Layer 5 in-
corporates Analysis and Real time event processing. Layer 6 relates with data visualization techniques and layer
7 is application layer. Above Presented Framework should incorporate following features Table 3.

5. Conclusion

We have entered in 1oT world which is generating lot of data. This Massive data technology era creates lots of
exciting opportunities and research challenges. The paper has presented an architectural framework for manag-
ing 10T data. It has also discussed the problems and challenges of 10T Data. We have also presented an overview
of computing infrastructure for IoT data processing, focusing on architectural and major challenges of

Table 1. 10T data transformation.

Step Stages Type of data
1 Data Source Raw Data
2 Data Collection and Registration Non Structured Data
3 Data Processing (Filtering, Enriching) Classified Structured Data
4 Data Analysis (classification, Prediction) Processed Data
5 Data Delivery & Visualization Viewable Data
6 Consumer Information
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Table 2. Framework for managing loT data.

Layer 7 Application

Layer 6 Visualization techniques

Layer 5 Data Analysis & Real Time event Processing

Layer 4 Specialized Data storage (Data Mining techniques, partitioning. Data curation techniques)
Layer 3 Data storage/Management & Archival

Layer 2 Data Pre-processing (Cleaning, Removal of duplicates)

Layer 1 Data Acquisition/Production (RFID Tags, Sensors etc.)

Table 3. Characteristics of framework.

Support for multiple data types
Handle batch processing and/or real time data streams
Utilize what already exists in your environment
Support NoSQL and other newer forms of accessing data
Overcome low latency
Provide cheap storage

Integrate with cloud deployments

massive data. We will briefly discuss about emerging computing infrastructure and technologies that are prom-
ising for improving massive data management. In future we will incorporate partitioning schemes for achieving
parallelism and scalability.
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