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Abstract

In mobile environment, a low-complexity is the significant feature because the mobile device has
very limited resources due to power consumption. In this paper, we propose a low-complexity
watermarking scheme for mobile device. We apply the minimum average correlation energy Mel-
lin radial harmonic (MACE-MRH) correlation filter to watermark detection. By the scale tolerance
property of MACE-MRH correlation filter, the proposed watermark detector can be robust to scal-
ing attacks. Empirical evidence from a large database of test images indicates outperforming per-
formance of the proposed method.
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1. Introduction

With the development of mobile devices, the copyright protection on mobile devices has become more impor-
tant. One of the best methods for copyright protection is digital watermarking. Digital watermarking is a solu-
tion to the copy protection by inserting a pattern of bits, which identifies the digital content’s copyright informa-
tion, into digital content [1,2]. Digital watermarking offers persistent digital identify carried directly within con-
tent. Thus, in the mobile environment, it can be easily applied.

In real-world watermarking scenario, the watermark should be robust to scaling attacks because digital con-
tents can be easily scaled. Many watermarking methods resilient to geometric distortion such as scaling were
reported. Pereira and Pun proposed an approach to embed a digital watermark into an image using the Fourier
transform [3]. This approach efficiently recovered the template in an image which has undergone a general af-
fine transformation. In [4], Fourier-Mellin transform based approach was proposed. Their method utilizes geo-
metric invariant property of Fourier-Mellin transform. The method was unaffected by any combination of rota-
tion, scale and translation transformations. Alghoniemy and Tewfik presented a watermarking scheme based on
its moments. The watermark was composed of the mean of several functions of the second and third order scal-
ing invariant moments. Their method was to be robust to geometric manipulations [5].

In mobile environment, one of the significant features is low complexity because the mobile device has very
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limited resources due to power consumption. Thus, the watermarking method should have a low-complexity.
However, the previous works require complicated calculations such as wavelet transform and Fourier-Mellin
transform in the process of watermark embedding and extracting. Therefore, we propose a low-complexity wa-
termarking method to be robust scaling attacks.

To be robust to scaling distortion, we adopt the minimum average correlation energy Mellin radial harmonic
(MACE-MRH) correlation filter to watermark detection. The MACE-MRH correlation filter allows specifying
the scaling response of the correlation filter. Thus, this filter has the scaling tolerance property. It is required a
complicated computation to generate the MACE-MRH correlation filter. However, it can be designed off-line
and needs only one generation of the filter during the watermark detection. Once the filter is generated, it only
requires a calculation of cross correlation. Therefore, the proposed method has very low complexity.

The rest of this paper is organized as follows. In Section 2, we describe the MACE-MRH correlation filter.
Our watermarking scheme is presented in Section 3. Experimental results are shown in Section 4 and Section 5
which concludes the paper.

2. MACE-MRH Correlation Filter [6]

In this section, we describe MACE-MRH correlation filter design theory. The MACE-MRH correlation filter is
based on the Mellin radial harmonic (MRH) transform, given by the following pair of equations:

M= 3 M, (@p
HE | ()
where M, (¢) = L™ [M (0. 4)p”*"™ " pd p

where M(p,p) is the FT of a 2-D pattern m(x, y) in polar coordinates and M,(¢) is the m-th MRH function of
M(p, ).

The scale invariance property of the MRH transform is explained as follows. If gs(x, y) is a scaled version of
2-D pattern g(x, y), i.e., gs(X, y) = g(8X, By), then the m-th MRH function of the 2-D polar FT of g4(x, y) is given

by

Gy () =L B71*™G, (9) )
where Gp(p) is the m-th MRH function of the 2-D polar FT of g(x,y). Thus, the scaling operation only affects
the MRH transform coefficient functions by a phase factor g™,

If the 2-D polar FT of the reference pattern and the correlation filter in polar coordinates are represented as F
and H, respectively, we obtain the following expression for the correlation value ¢ between F(p,p) and H(p,p).

c=[" [ F(p.)H (0. 9)pd pdg. -

If L = In(R/d) in Equation (1) is an integer, the MRH components are orthogonal. Equation (3) can be de-
composed in terms of MRH decompositions in Equation (1).

c=L 3 Cy.Co= | Ful@H, (0100, @

Supposing a scaled pattern fy(x, y) = f(6x, py), we can rewrite Equation (4) by the scale invariance property of
Equation (2) as a function of the scale factor f:

e(p)=p* Y, e e, ©)
m=—oo
Equation (5) can be simplified by a invertible logarithmic transformation A so that we yield ¢() in Equation (6)
Lg Lg ©

6(B) = Me(By=e2" ) = 3 Ce ™. (6)
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The relationship between the transformed scale response c(f) and the coefficients C,, is exactly the same as
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A(w) and a, of Equation (6), which represent the frequency response of the finite impulse response (FIR) filter
and the k-th coefficient of the impulse response, respectively.

A@)= 3 ae Q

The similarity of Equation (6) and Equation (7) can make the problem of calculating MRH weighting values
Cn as that of designing the FIR filter of A(w). Thus, by employing available a FIR filter design algorithm [7],
we can calculate the weighting values Cy, of c(5).

Once the C,, are determined, they can be used as constraints for determining MRH function H,,(¢) of Equa-
tion (5). However, for each m, there are many H;(¢) candidates that satisfy the constraints. Thus, more con-
straints are needed to find a unique solution. Therefore, we select H,,(¢) that minimize the average correlation
energy (ACE) while satisfying the relationship in Equation (5), thereby maximizing the sharpness of output peak
while achieving a specified scale response c(f). The ACE is equal to the average energy of the correlation filter
as described in Equation (8).

ACE =L i U|Hm(¢)|2 P. (¢)d¢} 8)

m=—o

where Pg(¢p) is the average power spectrum of the reference pattern obtained by computing the average of F(p,
) along the radial axis.The MACE-MRH correlation filter is designed to minimize the ACE in Equation (8)
while satisfying the relationship in Equation (5). Thus, the filter H(u, v) can be obtained by solving the follow-
ing minimization problem.

Find H,, (¢) to minimize

2z
[ HL @[ P (#)dg
: 9)
subject to
2z *
[ Fa@)H, (9)dg=C,
Using the method of Lagrange multipliers, the solution to the minimization problem of Equation (9) is
« F F
M= A = (10
2z
F J‘ m |¢

° P()+a

where « is a small additive constant. Finally, the correlation filter H(u, v) is found by applying the inverse MRH
transforms of H,,(¢) and applying a polar-to-cartesian coordinate transform.
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Figure 1. Empirical detector performance: (a) Before scaling; (b) After scaling.
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3. Proposed Method

The previous section described how a MACE-MRH correlation filter was designed. In this section, it is ex-
plained how the MACE-MRH correlation filter is applied to the proposed watermark detection.

3.1. Watermarking Embedding

We propose a simple additive watermarking method for low-complexity. First, a simple perceptual marking ma-
trix M is calculated as below:

-1 -1 -1
M=|F*l], F=|-1 8 -1 (11)
-1 -1 -1
where | is a sample image.
After that, the watermarked image Y is computed as follows:
Y=X+FW (12)

where W is a white watermark.
The embedding process has very low-complexity. Therefore, it can be suitably applied on the mobile envi-
ronment.

3.2. Watermark Detection

To be robust to scaling attacks, we adopt the MACE-MRH correlation filter designed from watermark pattern W
of Equation (12). We design MACE-MRH correlation filter from watermark pattern be determining the scale
response c(p) as follows:

Lif|gl< B

. (13)
0, otherwise

H=1f,W.c(p)) . C(ﬂ):{
where fq is the filter design function of Equation (10). This procedure would be required a complicated compu-
tation. However, it needs only one generation of the filter during the watermark detection.

After generating MACE-MRH correlation filter, the proposed method requires only a computation of cross-
correlation as follow:

ce(x, y) = iiﬁ(m,n)-V\?(m+x,n+ y)

m=0

(14)

where |:| = .I:filter(H)7W =1- ffilter(l)

From the correlation result, the proposed method determined whether watermark was embedded or not as fol-
low:
Watermark was embedded : PSR>7 ~ CC(Ieq s Jpea) —MeaN(ce)

, PSR = 15
Watermark wasnotembedded : PSR <7 standard deviation(cc) (15)

where (ipeax.jpeak) are the peak position in cc(x, y) and z is threshold.

4. Experimental Results

The experiment was performed with 1000 watermarked images with g = 0.5. To demonstrate the performance
about scaling attacks, the images were resized in increments of 0.15 from 0.7 to 1.3. With the watermarked im-
ages, we measured the resulting correlation performances in term of peak to side robe ratio (PSR) of Equation
(15). Figure 1 shows the PSR histogram of un-scaled image and scaled image. It shows that the proposed me-
thod is robust to scaling attacks.

We also calculate the average detection rate by determined threshold t of Equation (15) to false positive rate
(FPR) = 10°3. Table 1 shows the average detection rate on FPR = 103, The experimental result indicates that
the proposed method maintains high performance with scaled images.
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Table 1. Detection rate (%) at FPR = 10°°.

Scaling factor Detection rate (%)
0.7 94.6
0.85 97.9
1 98.2
1.15 93.6
1.3 92.7

5. Conclusion

In this paper, we introduced a low-complexity mobile watermarking scheme. By applying MACE-MRH correla-
tion filter to a simple additive watermarking, our method has very low-complexity and is robust to scaling at-
tacks. The experimental results show that the proposed method can be detected watermark from scaled images.
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