American Journal of Operations Research, 2012, 2, 36-42

o5 Scientific
http://dx.doi.org/10.4236/ajor.2012.21004 Published Online March 2012 (http://www.SciRP.org/journal/ajor)

#3% Research

Empirical Analysis for High Quality
Software Development

Naomi Honda®, Shigeru Yamada?
YIT Software Operations Unit, NEC Corporation, Tokyo, Japan
?Department of Social Management Engineering, Graduate School of Engineering, Tottori University, Tottori, Japan
Email: n-honda@ay.jp.nec.com, yamada@sse.tottori-u.ac.jp

Received January 18, 2012; revised February 20, 2012; accepted February 29, 2012

ABSTRACT

It remains important for a development organization to configure a software process that enables it to develop software
products with the least possible number of defects after shipment. A development organization of CMMI level 5 has,
over three years, been strived to improve those software projects that had been noted as having many defects after
shipment. In this paper, we discuss our organization’s improvement (Kaizen) activities, to analyze the important matters
of software process to be considered when developing a software product with the least possible number of defects after
shipment. Our results are identified by three important points: 1) early ensured quality by defect detection during design
or code review; 2) quality assurance for both process quality and product one; and 3) quantitative management by

which data of the appropriate resolution can be collected at an appropriate timing.
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1. Introduction

Software must take on the role of managing the systems
that support the infrastructures on which society depends.
Given this degree of dependence, society has the right to
demand the development of software products that are
shipped with as few defects after shipment as possible.
The venders that supply software products have difficulty
in satisfying this requirement, however [1].

In response to the above, several different develop-
ment and management techniques for improving the
quality of software have been proposed. Among them,
CMMI is widely applied worldwide. Unfortunately, even
though a high level of CMMI is attained, satisfactory
quality of software cannot always be obtained [2]. In fact,
some development organizations with CMMI level 5
exhibit many defects after shipment.

The CMMI level 5 organization has spent three years
working on improving software products that had exhib-
ited many defects after shipment, based on the results of
benchmarking other organizations with the same level, as
part of its activities to reduce the number of defects after
shipment. This paper describes the results. Based on the
results, this paper discusses the software process condi-
tions required to develop software products that have few
defects after shipment. In this paper, a CMMI level 5
organization was selected as a case study because the
loss of process areas itself has little effect on the number
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of defects after shipment, due to well-established soft-
ware process of the organization.

2. Overview of Organization

This paper presents two CMMI level 5 organizations as a
case study. These are called Organizations A and B. Or-
ganization A’s product exhibits a smaller number of de-
fects after shipment than that produced by Organization
B. Organization B planned improvement (Kaizen) mea-
sures by benchmarking A, and conducted Kaizen active-
ties. This paper outlines organizations A and B, and dis-
cusses the number of defects after shipment of the prod-
ucts produced by the organizations.

2.1. Organizations Characteristic

Organizations A and B belong to the same company and
develop general-purpose IT-related software products in
their different business areas. These organizations’ cus-
tomer groups are basically in the same enterprise area.
Organization A has almost the same shipment volume,
development amount, and number of engineers as B. The
two organizations applied almost the same software pro-
cess and accomplished CMMI level of 5 in the early
2000s. Usually, they would apply V-shaped model and
implement V&V. Their development techniques, such as
those for design and testing, are almost the same. Both
adopt the “Quality accounting” internally created and
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developed as a quality management method [3].

2.2. Number of Defects after Shipment

Figure 1 shows the number of defects after shipment in
the products produced by Organization A and those of
Organization B (see Organizations A and B before Kai-
zen). On the basis of the mean number of defects after
shipment, assuming that the number of defects in the
products of Organization A is 100, the number of defects
in those of Organization B will reach 283. It can be
shown that the number of defects after shipment by B is
almost three times bigger than that appearing in the
products of A. Organization B clearly had a problem
with the number of defects after shipment in its products.
This triggered Kaizen activities in Organization B.

3. Kaizen Measures in Organization B

Organization B analyzed significant differences between
itself and Organization A by applying benchmarking to
A. The main differences were found to be:
o Effectiveness of defect detection during design or
code review;

e Quality assurance activities performed by Quality

Assurance group (hereafter, called QA group);
e Quantitative management method;

These are detailed in the following.

3.1. Effectiveness of Defect Detection during
Design or Code Review

The metrics used in this paper are listed in Table 1. Data
on Organizations A and B (before Kaizen) are listed in
Table 2. Table 2 lists the relative values when each

mean index in Organization A is 100. When comparisons
are made between the averages for the two organizations,
the number of total efforts in Organization A is 100,
while in Organization B, it is 73.24 (see Data item No. 1
in Table 2). In Organization B, review efforts, test ef-
forts and test items are given as 47.56, 54.69 and 57.82,
respectively. The values in B are about half of those in A
(see Data item Nos. 3, 4, and 8 in Table 2). In a com-
parison of the total number of defects that are detected,
the average for Organization A is 100, but 80.84 for Or-
ganization B (see Data item No. 5 in Table 2). Organiza-
tion B is characterized by the fact that the number of de-
fects detected by review is small, at 63.07, while the
number of defects detected by testing is large, at 187.77
(see Data item Nos. 6 and 7 in Table 2).

Both of the organizations promoted defect detection by
review in the design process. Organization B detected 1.8
times more defects in testing than Organization A, using
about half the number of test items as A. This is consid-
ered to be due to there being insufficient defect detection
by review. The index that represents this is the defect
detection rate by review. When the average defect detec-
tion rate by review in Organization A is 100, that in Or-
ganization B is 77.61, less than in A (see Data item No. 9
in Table 2).

Based on the above analysis, it became clear that Or-
ganization B should reinforce its defect detection during
design or code review.

3.2. Quality Assurance Activities Performed by
QA Group

Organizations A and B both have QA groups that are
independent of the development group. The QA groups

Table 1. Data items.

No. Data item Unit

Definition

1 Total effort Person-hours/KL

Total person-hours needed to develop Total effort = Design and coding effort (No. 2) +

Review effort (No. 3) + Test effort (No. 4)

2 Design and coding effort Person-hours/KL
3 Review effort Person-hours/KL

4 Test effort Person-hours/KL

5 Total defect Number of defects/KL

Person-hours needed for design and coding
Person-hours needed for review
Person-hours needed for test

Total number of defects detected before shipment Total defect = Defect by review (No. 6) +

Defect by test (No. 7)

Of the Total defect (No. 5), the number of defects detected during early processes (design,

6 Defect by review Number of defects/KL

coding and review) before the test starts. Defects are mainly detected by review in the early

processes, so this number is called “Defect by review”.

7 Defect by test Number of defects/KL

Of the Total defect (No. 5), the number of defects detected after testing starts. Defects are
mainly detected by test in the test process, so this number is called “Defect by test”.

8 Testitem Number of test Number of test items
Items/KL
9 |I?e(\e/fi§§\t/ detection rate by % Ratio of the Defect by review(No. 6) to Total defect (No. 5)

KL = thousand lines of source code.
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Table 2. Descriptive statistics on the data.

Organization A

Organization B (Before Kaizen)

Organization B (After Kaizen)

No. Dataitem
N Mean Minimum Maximum Sta’?d?rd N Mean Minimum Maximum Star?da}rd N Mean Minimum Maximum Star)da}rd
Deviation Deviation Deviation
1 Total effort 11 100.00 37.78 149.51 30.17 8 73.24 50.97 112.52 2492 7 100.86 62.76 216.42 54.33
o Designand ) 16000 4338 15159 5057 8 10625 6428 15654 3998 7 15070 84.03 33092  94.37
coding effort . . . . . . . . . . . .
3 Review effort 11 100.00 52.12 152.90 3122 8 4756 3591 61.12 9.17 7 8148 57.66 119.74 22.91
4  Testeffort 11 100.00 35.81 147.47 33.79 8 54.69 39.53 98.30 2257 7 67.35 4546 154.45 39.45
5 Total defect 11 100.00 73.83 131.25 1761 7 8084 64.01 115.01 1594 7 87.43 78.45 104.73 9.62
Defect by
review 11 100.00 73.31 131.20 1881 7 63.07 46.04 101.57 1795 7 80.25 72.62 96.82 7.97
7 Defect by test 11 100.00 74.44 131.58 18.31 7 187.77 137.74 284.89 46.48 7 130.68 75.56 181.07 34.30
8 Testitem 11 100.00 56.11 172.78 3456 8 57.82 18.64 84.14 22.05 7 129.75 35.97 237.66 69.64
Defect
9 detection rate 11 100.00 94.56 105.91 2.60 7 77.61 57.60 88.47 9.55 7 9215 85.72 100.79 5.02
by review

in both organizations monitor quality problems through
the start of software development to shipment and urge
the development group to take corrective action for any
problems as needed. There is a difference, however, in
the details of the monitoring and actions in the two or-
ganizations.

Organization A checks product quality on a weekly
basis, using data obtained in the course of software de-
velopment, while conducting an evaluation of the final
products based on customer perspectives (hereafter,
called independent QA testing), which is independent of
the testing performed by the development groups. The
organization holds a weekly project management meet-
ing that is attended by the managers of the development
groups and the QA group. In this meeting, they identify
development problems and solve them based on the re-
sults of analyzing the data obtained during the course of
the development. At the end of the development, they
determine whether a final product can be shipped. If in-
dependent QA testing reveals a great number of defects
with the product, then the product would likely lead to
frequent defects once in the hands of a customer, such
that it would be classed as unacceptable for shipment and
shipments would be delayed. The managers of the QA
group and the development groups both have the right to
determine whether a product can be shipped.

On the other hand, the QA group in Organization B
presents the following points that differ from those of
Organization A.

e Organization B does not conduct independent QA
testing.

e The QA group of the organization B checks the qual-
ity of the product during the course of its develop-

Copyright © 2012 SciRes.

ment only upon the completion of each process.

e The organization B holds a project management
meeting, but the QA group does not participate.

Of the above points, the most significant difference
between the two organizations is that independent QA
testing is not implemented by B. The purpose of inde-
pendent QA testing is to actually run the final software
product that will be delivered to customers and evaluate
it from the customers’ perspectives. Consequently, this
test enables us to actually detect any defects in the soft-
ware that cannot be identified by quality monitoring
based on data obtained during the development process.

Based on the results of the above analysis, it was de-
cided that the following Kaizen measures should be im-
plemented to reinforce the QA group’s quality assurance
activities.

o Implementation of independent QA testing of the
final product;

e QA group’s participation in project management
weekly meeting and quality monitoring.

3.3. Quantitative Management Method

Both of the organizations collect the data such as listed in
the Table 1. They design projects to be undertaken by
several development bases in Japan, China, and other
countries with the development being done in a dispersed
fashion.

Organization A collects data on products as they are
being developed, at each of the dispersed development
bases, on a weekly basis. Consequently, the progress of
the development and the status of the quality at each dis-
persed development base can be analyzed based on this
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data.

On the other hand, Organization B collects and com-
piles data for the whole project upon the completion of
each process. It has no data resolution for each of dis-
persed development bases. Additionally, it does not col-
lect weekly data for either the design or coding process.
For this reason, even if a problem occurs during the de-
sign process, noticing that problem may be delayed.
Even if the organization identifies the occurrence of a
problem, it cannot analyze the data for each dispersed
development base because it owns only data of the whole
project.

The cost for correcting a defect during software de-
velopment increases sharply during the later processes
such as testing and operation [4]. One important key to
the success of a project is to reduce the number of back
tracks needed to correct a defect where possible. It is
important that an issue to be resolved in the design or
coding processes should not be postponed to the testing
process. When only data is collected for each process
during the design and coding processes, as is done in the
case of B, there is a high possibility of overlooking issues
to be solved.

Based on the above analysis, it was judged that Kaizen
measures should be to collect weekly data at each dis-
persed development base.

4. Results of Kaizen
4.1. Reduction of Defects after Shipment

Figure 1 (see Organization B after Kaizen) shows the
quality of a product after shipment, three years after the
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start of Kaizen. When we assume that the number of de-
fects after shipment in Organization A is 100, the number
in Organization B before Kaizen was 283 but fell to 199
after Kaizen. Although the drop in Organization B was
not sufficient to reach the same level as Organization A,
the implementation of Kaizen did produce a significant
reduction.

4.2. Results of Reinforced Review Activity

The post-Kaizen data for Organization B is listed in Ta-
ble 2 (see Organization B (after Kaizen)). In Organiza-
tion B, the number of review efforts was 47.56 before
Kaizen, but increased to 81.48 after Kaizen under a re-
view enforcement campaign (see Data item No. 3 in Ta-
ble 2). With these increased efforts, the number of de-
fects detected by review, which was 63.07 before Kaizen,
increased to 80.25 after Kaizen (see Data item No. 6 in
Table 2). The number of test items was 57.82 before
Kaizen, but increased to 129.75 after Kaizen. In addition,
the number of test efforts, which was 54.69 before Kai-
zen, increased to 67.35 (see Data items Nos. 8 and 4 in
Table 2). The number of defects detected by testing,
which was 187.77 before Kaizen, fell to 130.68 after
Kaizen, but the total number of defects detected in-
creased from 80.84 before Kaizen to 87.43 after Kaizen
(see Data items Nos. 7 and 5 in Table 2). According to
our analysis, as a result of improving review and testing,
most defects were successfully detected by review, with
fewer defects remaining in the software at the start of
testing. For this reason, improved testing detected fewer
defects than before Kaizen.
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Figure 1. Comparison of the number of defects after shipment.
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4.3. Results of Independent QA Testing

Independent QA testing for all developed products was
implemented by the QA group. As a result, about 3% of
the defects detected by testing (see Data item No. 7 in
Table 2) were detected before shipment. With the start of
independent QA testing, a degree of defect extraction by
the testing was added to the shipment acceptance criteria
for revision, such that the shipment of products for which
testing has revealed many defects are rejected. For this
reason, the development group whose product defect was
detected by independent QA testing conducted additional
testing for shipment acceptance and detected 1% of the
defects detected by testing. Consequently, it can be said
that independent QA testing enabled the extraction of 4
% of the defects before shipment, in comparison with the
detection rate before Kaizen.

Among others, an important point is that the imple-
mentation of independent QA testing enabled the group
to reasonably postpone the shipment of a software prod-
uct that is defective in quality. The analysis of data for a
software product under development only points out that
the software has a potential quality problem, and does
not provide proof that the shipment can be delayed.

5. Discussions

Based on the Kaizen and its results in Organization B,
this chapter discusses the software process conditions for
developing a software product with few defects after
shipment.

5.1. Effect of Reinforced Review on the Number
of Defects after Shipment

In general, review is important and an efficient means of
ensuring the quality of a software product during its de-

Number of Post-release defects
100%

80% M

velopment [5]. As shown in Table 2, the defect detection
rate by review in Organization B increased from 77.61
before Kaizen to 92.15 after Kaizen, and came very close
to 100 in Organization A (see Data item No. 9 in Table
2). The value for that in organization A is over 80% in
absolute value. Organization A has a successful experi-
ence that the number of post-release defects was de-
creased to one twentieth (see Figure 2) by increasing the
value of defect detection rate by review (see Figure 3)
over twenty years ago.

Organization A started to reinforce review from 1989
and its effects were showed in Figures 2 and 3. More-
over, the increase in the number of defect detection rate
by review is considered to have a significant influence on
reducing the number of post-release defects in Organiza-
tion B.

Hence, the increase in the number of defect detection
rate by reviews is effective in reducing the number of
post-release defects.

5.2. Effect of Quality Assurance Mechanism

An input for quality management is the importance of
quality assurance for both the process quality and prod-
uct one [6]. Organization A monitors the implementation
of a development process based on data for a software
product that is under development, and performs quality
assurance for the final product through independent QA
testing.

On the other hand, before Kaizen, Organization B only
conducted process quality assurance and lacked any kind
of product quality assurance. The adoption of independ-
ent QA testing allowed for the functions of product qual-
ity assurance. More importantly, due to the fact that in-
dependent QA testing actually detected defects in a soft-
ware product, an excellent understanding about Kaizen
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* This chart shows the relative ratio against the post-release defect count in 1985

Figure 2. Trend chart showing decrease in post-release defect count in Organization A.
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Figure 3. Trend chart showing the improvement of defect detection rate by review in Organization A.

was gained by those engineers who were originally skep-
tical about the activity. This suggests the importance of
demonstrating any issue and must have acted as a spur to
instigating the Kaizen activities in Organization B.

These results seem to show that a proper combination
of process and product quality assurance methods is a
key to the development of a software product with few
defects after shipment.

5.3. Effect of Quantitative Management

Twelve Japanese organizations that had accomplished
CMMI level 5 were surveyed [7]. According to the re-
sults of a questionnaire survey, the greatest advantage of
accomplishing this level is the establishment of quantita-
tive management. Based on the results of the survey,
quantitative management is considered to be an essential
condition for improving the quality of software devel-
opment.

In Organization B, Kaizen was implemented to collect
weekly data from each dispersed development base. This
improvement enabled timely and careful analysis and
follow-ups during development.

For instance, the organization began to set detailed
standard values for the review time and the number of
items to be covered by unit testing, and checked the de-
gree to which these are achieved during the software de-
velopment process. This improvement enabled it to iden-
tify the dispersed development base when it has varied
from the standard values, and to eliminate the need for
follow-up measures that would otherwise be required if
any unsatisfied conditions were found after a project. In
addition, it allowed the organization to analyze the ad-
vantages and disadvantages of each dispersed develop-
ment base, thereby identifying the characteristics of each
base and promoting Kaizen measures appropriate for that
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base.

Hence, quality improvement demands the collection of
data of an appropriate resolution during software devel-
opment. Since Organization B had attained CMMI level
5, it can be said that it was capable of realizing quantita-
tive management. Consequently, this result suggests that
the quality of a software product to be developed de-
pends on the achievement of quantitative management.

6. Conclusions

Focusing on the reduction of defects after shipment, this
paper analyzed the application of Kaizen in organizations
of the CMMI level 5, to discuss the characteristics of the
software process for developing a software product with
few defects after shipment. The fact that there is a sig-
nificant difference in the number of defects after ship-
ment among the CMMI level 5 software processes indi-
cates that a factor not contained in the requirements of
the CMMI or an ambiguous factor greatly affects the
number of defects after shipment.

According to the findings given in this paper, the fol-
lowing three points should be taken into account when
developing a software product with few defects after
shipment. All of these points are fundamental to software
development.

e Early ensured quality by defect detection during de-
sign or code review;

e Quality assurance for both process quality and prod-
uct one;

e Quantitative management by which data of the ap-
propriate resolution can be collected at an appropriate
timing.

There are many organizations that try to improve their
software processes to improve the quality of their soft-
ware products. The points mentioned above for the re-
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duction of defects after shipment are grasped to construct
a software process. This can be effective for realizing a
reduction in the number of the defects after shipment.

In the future, we will continue to study the software
processes needed for the development of high-quality
software.
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