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Abstract 
 
The random sequence generated by linear feedback shift register can’t meet the demand of unpredictability 
for secure paradigms. A combination logistic chaotic equation improves the linear property of LFSR and 
constructs a novel random sequence generator with longer period and complex architecture. We present the 
detailed result of the statistical testing on generated bit sequences, done by very strict tests of randomness: 
the NIST suite tests, to detect the specific characteristic expected of truly random sequences. The results of 
NIST’s statistical tests show that our proposed method for generating random numbers has more efficient 
performance. 
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1. Introduction 
 
With perfect method of cryptographic algorithm based 
on generating high performance of random numbers, the 
need for random numbers of high quality is growing [1, 
2]. Random numbers are also used for key generation in 
symmetric. For example, in the Smart cards, the main 
problem is the security which improves by using reliable 
random number generators (RNGs) [3]. 

One of the most reliable methods that work as RNG in 
cryptographic algorithms is Linear Feedback Shift Regi- 
ster (LFSR) [4-6] in stream cipher usage and is appropri- 
ate to low power or high speed application [5]. Since 
LFSRs are linear systems. They lead to responsible easy 
cryptanalysis tools. The short period of LFSR’s outputs 
is the negative point of using this system as a reliable 
method in cryptographic algorithms. 

LFSR is a shift registered the inputs of which are 
based on linear function of its previous states. It uses two 
linear operators Exclusive-OR ( ) [6]. The LFSR is ini- 
tializing by the random string that is called the seed and 
since the operation of register is deterministic, the re- 
sult’s string which is produced by the LFSR is comple- 
tely determined (i.e. the current bit determined by its 
previous states) [4,7]. If the LFSR has the n bits the big- 
gest number for internal state is 2n

 so to gain the longest 
period of this method (i.e. 2n–1), LFSR with length n 
needs to find n exponent primitive polynomial [4,7]. The 

architecture is shown in Figure 1. 



However, the production of n exponent primitive poly- 
nomials becomes more difficult with the increment of n. 
Generally, through 12n  factorization, we can make sure 
that an n exponent polynomial is a primitive polynomial. 
Furthermore, the items of n exponent primitive polyno- 
mial are more complex to make a breakthrough. If the 
exponent of primitive polynomial is bigger, LFSR will 
be longer. 

Reese defined a genetic algorithm for optimization 
problem. That parent population was generated by ran- 
dom number generator, pseudo random number genera- 
tor, quasi random number generator [7]. Finally she ran- 
ked these generators with comparing precisions gene- 
rated answers by GA and showed the genetic algorithm 
is a criterion to realize what initial population is more 
uniformity [8]. Also chaotic random number generator 
(CRNGs) was compared to other RNGs with this method 
[9]. In this Paper we used another famous test method: 
NIST suite test that is a statistical package comprising of 
15 tests. 
 
2. Chaotic Logistic Equation 
 
The simple modified mathematical from of the logistic 
equation is given as: 

1( ) (1 )n n n nf x x r x x             (1) 

where xn is the state variable, which lies in the interval 
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Figure 1. Linear Feedback Shift Register. 
 
 0 1  and r is system parameter which can have any 
value between  1 4 . 

In Figure 2, we have displayed the Lyapunov expo- 
nent which is the quantities measure of chaos as a func- 
tion of system parameter r. A positive Lyapunov expo- 
nent (for example at r = 3.99) indicates chaotic behavior. 

This paper proposes a random bit generator, which is 
based on chaotic LFSR; the chaotic system starting from 
random independent initial conditions  and 0 0, (0,x y  1)

0 0x y . 
Based on this theorem, in the next section we describe 

the new random number generator which can be used in 
the cryptology algorithms. 
 
3. Proposed RNG 
 
In this section, we describe the proposed method for 
generating random numbers, so based on previous sec- 
tions in our method; in the first iteration it generated two 
random numbers (e.g. 0.9917 and 0.2375) with logistic 
chaotic equations. Then it defines a function with Equa-
tion (2): 

0

( ) ( ) mod 1
M

n n
n

G n x y


          (2) 

where  so  is the decimal 
parts of these numbers and 

: [0 1] [0 1]G   ( )G n
M  . 

L.Y. Deng et al. have proved that combination genera-
tor should improve upon the uniformity as well as the 
independence over individual generators [10]. Knowing 
that for any real number x, mod 1 [ ]x x x  , where [x] 
is the generated integer x . 

In the next level of the proposed method, we define a 
function ( )f x  which can compare x value with a 
threshold, the best threshold for interval  is 0.5. 
So according to Figure 3, if x is the larger than 0.5 
number 1 XOR with LFSR output, else number 0 XOR 
with LFSR output. Linear correlation in LFSR outputs 
decreases with this technique. According to the NIST 
suite test the number of binary sequences at least should 
be 2000 which the length of each sequence is 106 bits so 
there is no experimental way to generate a valid se- 
quence with the efficient period based on LFSR method. 
Our proposed RNG method prepares the external bit of 

[0 1]

 

Figure 2. Plot of the lyapunov exponent versus r for logistic 
equation. 
 

 

Figure 3. Chaotic liner feedback shift register diagram. 
 
the chaotic logistic map that changes the system condi- 
tion and generates the sequence of bits with no period. 
 
4. Test Results 
 
In the last part of our paper before conclusion, we will 
refer to the NIST suite test in the Tables 1-4; the first 
column in these tables is the test’s names; the second 
column is the P-value that is in the interval , the 
test has the better condition (i.e. it’s more reliable) when 
it’s P-value tend to 1; and the third column shows the 
pass rate of these tests (i.e. how proportion of the se- 
quences that tested by this method, pass the test). Con- 
sidering these facts, we have 15 tests in Table 1 that de- 
scribe the general condition of the sequences which is 
produced by our proposed method and the other Tables 
show the proposed method condition with more detail. 
That is, non-overlapping templates in Table 2, the pur-
pose of this test is to detect the number of occurrences of 
specific string. Random excursions test is shown in 

[0 1]
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Table 1. NIST suite tests table. 

Test P-Value Pass Rate

Frequency 0.757790 0.9900 

Block-Frequency 0.742917 0.9915 

CuSums-forward 0.953553 0.9895 

CuSums-backward 0.912069 0.9885 

Rans 0.302657 0.9950 

Long run 0.471146 0.9860 

Rank 0.363593 0.9920 

FFT 0.000159 0.9950 

Overlapping templates 0.422638 0.9885 

Universal 0.349676 0.9905 

Approximate entropy 0.669359 0.9915 

Serial 1 0.301194 0.9910 

Serial 2 0.406499 0.9945 

Linear complexity 0.125200 0.9920 

 
Table 2. Non-overlapping templates. 

Test P-value Pass Rate 

Template = 000000001 0.069863 0.9895 

Template = 000100111 0.292519 0.9895 

Template = 001010011 0.028529 0.9935 

Template = 010001011 0.342451 0.9880 

Template = 011101111 0.515118 0.9910 

Template = 101101000 0.845490 0.9935 

Template = 110100100 0.786830 0.9900 

Template = 111100000 0.892036 0.9885 

 
Table 3. Random excursions test. 

Test P-value Pass rate 

X = –4 0.381162 0.9902 

X = –3 0.379765 0.9878 

X = –2 0.863888 0.9869 

X = –1 0.464167 0.9918 

X = +1 0.426003 0.9878 

X = +2 0.700827 0.9894 

X = +3 0.757015 0.9869 

X = +4 0.899722 0.9878 

Table 4. Random excursions variant test. 

Test P-value Pass rate 

X = –9 0.891536 0.9918 

X = –8 0.510380 0.9918 

X = –7 0.677158 0.9927 

X = –6 0.710898 0.9927 

X = –5 0.933972 0.9910 

X = –4 0.651625 0.9869 

X = –3 0.231937 0.9853 

X = –2 0.113023 0.9927 

X = –1 0.465727 0.9902 

X = +1 0.518531 0.9910 

X = +2 0.396742 0.9894 

X = +3 0.908694 0.9878 

X = +4 0.602174 0.9927 

X = +5 0.651625 0.9886 

X = +6 0.200238 0.9861 

X = +7 0.445638 0.9869 

X = +8 0.658445 0.9878 

X = +9 0.326496 0.9878 

 
Table 3; this test shows is the number of cycles having 
exactly K visits in a cumulative sum random walk. Table 
4 describes random excursions variant test, the focus of 
this test is the total number of times that the particular 
state is visited [11]. 
 
5. Conclusions 
 
We have proposed a design of a pseudo random bit gen-
erator (PRBG) based on combination chaotic logistic 
equations and LFSR method. That chaotic system iter-
ated independently starting from independent initial con-
ditions. The pseudo random bit sequence is obtained by 
combining the outputs of both the chaotic logistic equa-
tions with LFSR method. We have also tested rigorously 
the generated sequences using the NIST suite tests. The 
results of statistical testing are encouraging and show 
that the proposed PRBG has perfect cryptographic prop-
erties and hence can be used in the design of new stream 
ciphers. 
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