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Abstract: Wireshark (formerly Ethereal) is currently the more popular form of computer network debugging
and packet sniffing software, in order to better resolve the custom protocol, the paper achieved a custom pro-
tocol analysis system under the win32 platform using Wireshark source code. The paper discusses the main
modules and scalable system architecture, analysis the tree protocol analysis strategy of wireshark, describes
principles and processes of Wireshark with GTEL as an example, give part of the code. Finally system
showed results of the analysis for GTEL protocol perfectly. System can run with good performance.
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Figure 1. Function module of wireshark
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Figure 2. protocol tree of wireshark
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Table 1. format of GTEL protocol
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Data BB, KN nbyte
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static int proto_gtel = -1;
void proto_register_gtel( void )
{
proto_gtel = proto_register_protocol("Gtel Proto-
col","Gtel", "gtel" );

proto_register_field_array(proto_gtel,hf r, ar-
ray_length( hf r));
proto_register_subtree_array(ett_r, ar-

ray_length(ett r));
register_dissector( "

gtel );

}

322  iEHRX

#define ETHERNET_TYPE_GTEL 0x9906

void proto_reg_handoff_gtel (void)

gtel", dissect_ gtel, proto_

{
gtel_handle = cre-
ate_dissector_handle(dissect_gtel, proto_gtel);
dissector_add( "ethertype",

ETHERNET_TYPE_GTEL, gtel_handle );
wtap_gtel_dissector_table

find_dissector_table("wtap_encap");
}

13X B A A0 BE R 2O T R BRI R, X
BeARIG 25 R R 45 24 ) S Fethertype ) - BEAE 4 0x9906
(1) IS i 22230 F dlissect-gteliX 4™ pR AICRCER, BITFE W 83U (1)
FrameZ) 3¢ N 4RSI Il 532, X HLffidissect-gtel b
BB I 229w 5 I G TEL AR AT iR 4
323  iEfEAE
static void dissect_gtel (tvbuff t * tvb, packet info *
pinfo, proto_tree * tree)
{

ti_gtel = proto_tree_add_text( tree,
"Gtel");

gtel_tree = proto_item_add_subtree( ti_gtel,
ett_gtel);

proto_tree_add_uint(gtel_tree, hf_gtel_head_len,
tvb, offset, 1, tvb_get_letohs( tvb, offset ) );

}

tvb, offset, -1,
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proto_tree_add_text(proto_tree *tree, tvbuff_t *tvb, gint
start, gint length, const char *format, ...)
proto_tree_add_int(proto_tree *tree, int hfindex, tvbuff_t
*tvb, gint start,gint length, gint32 value)
proto_tree_add_boolean(proto_tree *tree, int hfindex,
tvbuff_t *tvb, gint start,gint length, guint32 value)
proto_tree_add_string(proto_tree *tree, int hfindex,
tvbuff_t *tvb, gint start,gint length, const char* value)
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Figure 3. performance of GTEL protocol parser
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