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Abstract

This article is about TCP and UDP transport layer control bits. The aim is to
encode some control bits in TCP and UDP headers in order to improve their
reliability. This will ensure that some packets that arrive at the receiving side
with only bit errors in the header part can be corrected and thus be delivered
to the application layer without problem instead of being retransmitted or dis-
carded. This is done by suggesting an adaptive scaling of the source port num-
ber and destination port number fields. In the case of TCP, this will provide
in some cases, enough bits that will be added to the bits of the Urgent pointer
field, Data-offset part, and the reserved field on a quest of a good coding rate.
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1. Introduction

As defined in the OSI (Open System Interconnection) model, the transport layer
aims at providing communication between two processes on two different end-
systems. Two main transport layer protocols are the subject of this paper: TCP
(Transmission Control Protocol) and UDP (User Datagram Protocol). Reliability
often plays an important role in communication between processes. On one hand,
in order to provide reliability TCP [1]-[5] has some mechanisms such as check-
sum and retransmissions. In such an approach the control information i.e. data of
the header part of TCP segment are very important. The goal of this article is to
use the structure of TCP header bits in order to encode the control data in such a
way that its reliability improves and, therefore, the performance of the checksum
mechanism. On the other hand, UDP [3] [5]-[7] doesn’t provide reliability but the

destination and source port numbers are critical parameters in order for the data
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to be delivered to the right processes. Improving the reliability of source and des-
tination port numbers will certainly improve the transmission process of the over-
all data. This article aims to provide an approach for improving transport layer
communication. We also make use of the habits of users when they go to the In-
ternet. For many users, there is a quite significant probability that they will not
have more than 4 or 16 TCP or UDP connections open at the same time, therefore
the number of bits assigned for port numbers appears to be high. Based on this
observation we derive an algorithm for the mentioned purpose. This paper is di-
vided in four sections. Section II presents UDP and the steps used to derive an
algorithm to encode critical control information. Then, section III deals with TCP,
its control information and the algorithm used to encode some control data. After
that, the section Results and Discussion, gives an example of coding gain we can
obtain with a convolutional code then some relevant issues from this result are
detailed. At the end, a section entitled conclusion summarizes the main ideas and

results of the article. Now, we start with the UDP protocol.

2.UDP

This section is about UDP. Firstly, we are going to present the control information
in UDP header, then we give details of the algorithm that we are suggesting to

improve reliability of some control information.

2.1. Control Information in UDP Header

The purpose of this sub-section is to sort UDP control information in two parts:
critical (sensitive) and non-critical for the communication procedure. This part
focuses on UDP header and the impact of undetected errors in the header part of
its segment. Figure 1 illustrates the different fields which appear in a UDP packet.
The first step is to discriminate between critical (sensitive) control information
for successful communication and those that are not.

Sensitive control information:

Below is a list of UDP header fields that we consider to be sensitive information
for transport layer transmission:

e Source port number: useful for sending back information.

e Destination port number: useful for selecting the appropriate process to which
the data will be delivered.

e Checksum: used for error detection.

Let us describe briefly the importance of these critical parameters. We start with
the Destination port number. The destination port number is a critical parameter
because an error in this field will result in the data either being delivered to the
wrong process or the process not being able to exist. The process doesn’t exist in
other words, it is as if the data is lost. The fact that the data can be delivered to a
wrong process makes this field a very important one to protect. Concerning the
source port number, it is also important as it corresponds to the sender’s address,

which is useful when sending back replies. Finally, the Checksum field is for im-
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portant usage because it helps to perform the error detection functionality of the
UDP protocol. Therefore, we can imagine that improving its reliability will im-
prove the performance of the error-detection step. What can we say about non-

sensitive control information?

32 bits

Source port number Destination port number

Length Checksum

Application data (variable length)

Figure 1. UDP segment.

Non-sensitive control information of UDP:

In this sub-section we are going to talk about UDP header fields that we con-
sider to be non-sensitive with regard to communication between processes while
explaining the reason of our choice. The field that we consider as non-sensitive is
the Length field. The Length field data determines the length of the segment but
if we use a principle similar to TCP by setting a MSS (Maximum Segment Size)
then this field becomes useless and therefore it can be used for encoding. In this
paper, we are making the suggestion to set a maximum size for UDP and then
used the Length field for encoding. If fact, if the stream of bits to be sent is of size
Mbits, then we will have n= LM /MSS J segments ( L yJ represents the integer
part of y) and the last segment will have a size equal to nl=M —nxMSS < MSS
bits therefore we propose using 2 bits (for example the first two bits) of the Length
field to distinguish between the »n packets of size MSS and the only packet of
size nl < MSS . This last packet can be handled by using the remaining bits of the
Length field to specify its length. This means that this last packet will be processed
as what normally happens in UDP. As the two first bits are concerned an example
of possible assignment is given by:

e (00 meaning that the size of the data field is MSS.
¢ 11 meaning that the size of the data field is less than AZSS.

In this paper, we will not care about the case where the size is less than MSS
since the manner of dealing with that is straightforward. We plan to use this field
for coding and we do not plan to protect non-sensitive control information with
a coding. However, one must derive from this work an algorithm that also in-
cludes this field. Table 1 summarizes the classification and assumption we are

using for the rest of the paper. In this table “not-used” means that we will use this
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field for encoding. Having identified the critical fields in the header part of UDP,

the next step is to improve their reliability.

Table 1. Summary of the classification and assumption.

Sensitive control data Non-sensitive control data

e Source port number
e Destination port number Length (not-used)
e Checksum

Size of the UDP header 8 bytes

2.2. Algorithm for Coding Some Control Data of UDP

This sub-section deals with the algorithm that we propose in order to encode
source and destination port numbers as well as the checksum. We assume that a
principle similar to MSSin TCP is used, therefore the Length field will be used for
encoding process. Moreover by analysis users’ habits, we realized that a great por-
tion of users will not have at the same time more than 4 or 16 TCP and UDP
sockets open at the same time. That is why we suggest re-scaling the bits used for
source and destination port numbers in an adaptive way. As an illustration, we
choose to use 4 states:

o First state: both parts (end-systems) of the communication have less than 4
TCP and UDP sockets opened. In this case, only 2 bits are required for a given
port number instead of 16 bits.

e Second state: both parts (end-systems) of the communication have less than
16 TCP and UDP sockets opened and more than 4. In this case, only 4 bits is
required for a given port number instead of 16 bits.

e Third state: both parts (end-systems) of the communication have less than 256
TCP and UDP sockets opened and more than 16. In this case, only 8 bits is
required for a given port number instead of 16 bits.

e Fourth state: both parts (end-systems) of the communication have less than
65536 TCP and UDP sockets opened and more than 256. Here, all the bits are
used for the port number.

In order to distinguish these four states, we need 2 bits, which can be taken from

the Length field (let us used the two last bits). An example is given in Table 2:

Table 2. Example of assignment between state and bits.

State Bits of the state
State 1 00
State 2 01
State 3 10
State 4 11
DOI: 10.4236/ijcns.2025.183003 30 Int. J. Communications, Network and System Sciences


https://doi.org/10.4236/ijcns.2025.183003

C. M. Lélé

However, since states are linked to the fact that 00 are the two first bits of the
Length field, we suggest combining bits of states and bits to distinguish size (either
less or equal than MSS) by 5 Cases where we use 6 bits (of the Length field) to
discriminate between then as described by Table 3. The assignment of bits is done
in order for any two sequences of 6 bits to differ by at least 3 bits. That is, the
Hamming distance is at least 3. This will add robustness on the transmitted se-
quence since 3 bits difference provides a self-ability to correct 1 bit error at the
receiving side. It means that 10 bits will remain for the encoding procedure. The
six bits will be sent by both parts of the communication to reflect their current
state in a similar manner as information is carried by the window field in TCP
header for flow control. Any change in one part will be reported to the other part
so that both sides move to the same state throughout the communication. The
part with the higher number of opened sockets determines the state of the com-

munication.

Table 3. Example of assignment between size-state and bits.

6 bits used purpose
000101 The size of the data field is MSS and the state is 1
001011 The size of the data field is MSS and the state is 2
011100 The size of the data field is MSS and the state is 3
110001 The size of the data field is MSS and the state is 4
111111 The size of the data field is less than ASS

When a state i is used it leaves a given amount of bits (as the number of bits
of the port number is concerned ) that are not used and this amount of bits adds
to the remaining 10 bits of the Length field to give the total number of bits which
are available for the encoding procedure. Table 4 gives the details of what we ob-
tain from each state while providing the coding rate of each state. Remember that

the data to be encoded are the port numbers and the checksum.

Table 4. UDP: states and coding rate.

Length of control ~ Length of header

States data to encode field Coding rate
1 4+16 64 20/58
2 8+ 16 64 24/58
3 16 + 16 64 32/58
4 32+16 64 48/58

Then an appropriate coding scheme such convolutional codes, turbo codes, lin-

ear block codes [8] [9] can be used. It is worth mentioning that the scaling of the
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port numbers in states can be modified in many ways. That is instead of 4 states
we can decide to have 8 states and so forth. After presenting the UDP protocol
and our method to improve the reliability of its critical control data, let us focus
on TCP.

3. TCP

This section is about TCP. We starts by presenting the control information in TCP
header, after that, we give details of the algorithm that we are suggesting to im-

prove reliability of some control information

3.1. Control Information in TCP Header

This sub-section aims to sort TCP control information in two parts: critical (sen-
sitive) and non-critical for reliability procedure. It focuses on TCP header and the
impact of undetected errors in the header part of its segment. Figure 2 illustrates
the different fields which appear in a TCP packet. As in the previous section, the
first step is to discriminate between critical (sensitive) control information for re-

liable process and those which are not.

“ 32 bits >

Source port number Destination port number

Sequence number

Acknowledgement number

Data- | Reser-| ;| Alp[R[s|F Window
offset | ved
Checksum Urgent data pointer
Options (variable length)
Application data (variable length)

Key:

U: Urgent R: Reset

A: Acknowlegement S: Synchronize

P: Push F: FIN

Figure 2. TCP segment.
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Sensitive control information:

Below is a list of TCP header fields that we consider to be sensitive information
for reliable procedure:

e Source port number: useful for sending back information.

e Destination port number: useful to select the appropriate process to which the
data will be delivered.

e Sequence number: important field as it enables to put the flux of information
in order.

e RST, SYN and FIN: important as they are used for connection setup or
teardown.

o ACK: useful as it indicates if the acknowledgment number field is valid or not

e Checksum: used for error detection.

Let us describe briefly the importance of these critical parameters. Here, the
Source port number, the Destination port number, the Checksum fields have al-
most the same purpose as in UDP. One thing that we can add is to stress the im-
portance of the Checksum field which performance impacts the reliability of TCP.
Therefore is very critical here. Talking about the Sequence number field, we can
say that this field is critical in the sense that if helps to site the receive data in the
flow of information, any undetected error in this field means that the flow of in-
formation may be altered or the data will be discarded if error leads to a smaller
sequence number than the one expected. Finally the bits ACK, RST, SYN, FIN are
critical since they concern the management of the communication process. Let us
look at non-sensitive control information.

Non-sensitive control information:

In this sub-section, we are going to talk about TCP header fields that we con-
sider to be non-sensitive with regard to reliability and we will explain the reason
of our choice. One field that, we consider as non-sensitive is the window one. The
window’s data is important for flow control but we choose to consider it as non-
critical information for the good functioning of the reliable protocol. Indeed an
error in this field will not be harmful for the reliable process, it will influence
mostly the flow control procedure. Moreover, this error can be alleviated by sub-
sequent transmissions which can provide error-free information. Another non-
critical field for reliability is the acknowledgment number field. Again, the ac-
knowledgment number field determines the way the information will be sent back
by the recipient. However, the acknowledgment number is not consider as a crit-
ical parameter since TCP used cumulative acknowledgment, an error in this field
will not be harmful for the functioning of the reliability process. Indeed, subse-
quent packets with correct acknowledgment number field will restore the infor-
mation sent or needed. In addition to these non-sensitive information, we con-
sider in this paper that the bits PSH, URG are not used and that throughout the
transmission the size of the header field remains constant i.e. 20 bytes. As for
UDP, we do not plan to protect non-sensitive control information with a coding.

However one can derive from this work an algorithm which may include some of
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these bits or fields. Table 5 summarizes the classification and assumption we are
using for the rest of the paper. Having identified the critical fields in the header
part of TCP the next step is to improve their reliability.

Table 5. Summary of the classification and assumption for TCP.

Sensitive control data Non-sensitive control data

e acknowledgment number
e Source port number o )
e Destination port number * Receiving window

* Sequence number e Data-offset (not-used)

e Checksum ¢ Not-used (not-used)

°* A ¢ U (not-used)

* R e P (not-used)

* S e Urgent pointer (not-used)
e F

e Options (not-used)

Size of the TCP header 20 bytes

3.2. Algorithm for Coding Some Control Data for TCP

This section deals with the algorithm we are suggesting. The idea is to encode the
sensitive data of TCP header. We also make use of habits of users when they go to
the Internet as mentioned earlier in section 2. Based on this observation we decide
to rescale the number of bits use for source port number and destination port
number in the same way as for UDP (see section 2). The bits of the PSH and URG
are used for coding. Remember that the data that we are encoding are: source port
number, destination port number, sequence number, RST, SYN, FIN, ACK and
checksum. To distinguish between the four states we suggest in this case to use 5

bits sequences with a minimum Hamming distance of 3 as presented in Table 6.

Table 6. Example of assignment between size-state and bits.

5 bits used purpose
00010 The size of the data field is MSS and the state is 1
00101 The size of the data field is MSS and the state is 2
11000 The size of the data field is MSS and the state is 3
11111 The size of the data field is MSS and the state is 4

From this table, we have derived Table 7, which gives the details of what we
obtain from each state while providing the coding rate of each state. Let us make
the remark that a possibility of including the checksum in the decoding process
may exist since a first decoding provides the checksum result. Then, any error
detected by the checksum can be used again in a second decoding process in order
to improve the reliability of bits (principle similar to turbo code). This procedure

could have the effect similar to having smaller code rate.
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Table 7. TCP: states and coding rate.

Length of header
field Except
Length of control P )
States acknowledgment Coding rate
data to encode )
number, receive
window, option
1 4+52 112 56/107
2 8 +52 112 60/107
3 16 + 52 112 68/107
4 32+ 52 112 84/107

Let us sum up the method which captures the proposed algorithm.

METHODOLOGY:

1) Discriminate between sensitive and non-sensitive control data.

2) Select amongst the non-sensitive control data those which are usually not-
used or which functionalities can be handled by another mechanism (example
Length field replaced by ASS).

3) Use the fields selected in 2. to code sensitive fields.

Having presented the algorithm we are using to encode some control data in
TCP and UDP header let us see which potential gain we can have with such code

rate.

4. Results and Discussion

This section is indented for illustrating the gain that we can obtain in terms of
BER (Bit error rate) while using our algorithm. It worth noticing that this gain
concerns only the sensitive control data. As subsection 2.2 and subsection 3.2
show the coding rate can be less or close 1/2. Thus we choose to exemplify the
gain by using a convolutional code [10] with the following characteristics:

e a(2,1) convolutional code.

e coding rate: 1/2.

e generator sequences gl = [101] and g2 = [111].

The goal here is to have an estimate of the potential gain we can have by coding
the sensitive control data bit error rate. Moreover, we model the Transport layer
channel as Binary Symmetric Channel [11] with a probability of error p. It is the
probability that a given bit sent 0 or 1 is reversed by the channel. Figure 3 illus-
trates this logical view of the transmission of data between transport layer entities.
The logical channel physically represents all the transfer and processing that occur
between the moment a TCP segment is created and the point where it is received
on the recipient side. This includes host processing (on both end systems involved
in the communication) by network layer, data link layer, physical layer and the
different processing by the packet switches on the path followed by the packet

containing the segment. As far as burst errors are concerned techniques such as
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bit-interleaving can be used to convert a channel prone to burst errors into a chan-

nel which follows a binary symmetric law. Moreover we will also keep in mind

that there is a link between packet error and bit errors.

TCP/UDP TCP/UDP
SENDER RECEIVER
PACKETS PACKETS
A
LOGICAL CHANNEL
Figure 3. Transport layer channel model.
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Figure 4. Sensitive control information bit rate.

Then, Figure 4 displays two curves corresponding to the result of our simula-
tion. The dash line one corresponds to the sensitive control data bit error rate as
a function of the channel bit error rate without coding (uncoded). The solid line
is the result of the sensitive control data bit error rate as a function of the channel
bit error rate with coding (coded). As we can notice the coding of the sensitive
control data yields a factor of around 107* in terms of bit error rate between coded
and uncoded data. Another remark one can draw up from this plot is that, the

performance of the uncoded data follows the channel bit error values which is

085 0.08 0.075 0.

07 0.065 0.06 0.065 0.05 0.045 0.0
Channel bit error rate

4 0.035 0.03 0.025 0.02 0.015 0.01
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consistent. The improvement in the sensitive control data means for example that
for packets arriving at the recipient side with errors in their destination port num-
ber, the coding will be able to correct in many cases all these errors therefore the
packets will be delivered to the right process instead of being discarded. This will
avoid some retransmissions mainly the case of TCP or loss of packets in the case
of UDP. Let us recall that avoiding retransmission means saving power as sending
bits requires energy. Moreover, it will improve the welfare of networks by reduc-
ing the load processed by the core of networks. This last point suggests a positive

impact in terms of alleviating congestion in the network.

5. Conclusions

In this paper, we developed an approach in order to encode some fields of the
header part of TCP and UDP segments. To achieve that: Firstly, we classified the
header fields in two classes according to fact that they are more or less relevant:

e For UDP, the priority was given to the identification of the sender and recipi-
ent (port numbers) and the performance of the checksum mechanism.

e For TCP, the priority was given to the identification of the sender and recipi-
ent, the performance of the checksum mechanism and all relevant information
for connection set up and tear down. Secondly, we have suggested using some
fields for the encoding process after that, we have taken into account the fact
that for many users the size of the field assigned for port numbers can be big.
Thus we proposed re-scaling these fields and using the remaining bits for en-
coding. Finally, we used convolutional code to illustrate the performance of
this method. Here, the approach was to have both sides of the communication
in the same state which can evolve throughout a given communication. Some
studies could be done in the case we decide that both sides of the communica-
tion can be in two different states. We can also investigate the possibility of
including the checksum either partially or totally in the design of some coding

scheme for better performances.
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