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Abstract

Penetration testing plays a critical role in ensuring security in an increasingly
interconnected world. Despite advancements in technology leading to smaller,
more portable devices, penetration testing remains reliant on traditional lap-
tops and computers, which, while portable, lack true ultra-portability. This
paper explores the potential impact of developing a dedicated, ultra-portable,
low-cost device for on-the-go penetration testing. Such a device could repli-
cate the core functionalities of advanced penetration testing tools, including
those found in Kali Linux, within a compact form factor that fits easily into a
pocket. By offering the convenience and portability akin to a smartphone, this
innovative device could redefine the way penetration testers operate, enabling
them to carry essential tools wherever they go and ensuring they are always
prepared to conduct security assessments efficiently. This approach aims to
revolutionize penetration testing by merging high functionality with unparal-
leled portability.
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1. Proposal

1.1. Overview

Laptops and computers have long been essential for tasks like penetration testing
and ethical hacking. However, technological advancements increasingly empha-
size performance improvements and miniaturization. This project focuses on cre-
ating an ultra-portable device using the Raspberry Pi, a compact, versatile single-
board computer with a 1.2 GHz quad-core processor, 1 GB of RAM, and multiple
USB ports. The device will run Kali Linux, the industry-standard penetration test-
ing OS, known for its comprehensive security tools.
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The project consists of two phases:

1) Device Construction: A Raspberry Pi will serve as the motherboard, con-
nected to a Wi-Fi card, 3.5- or 5-inch TFT touch display, Bluetooth keyboard and
mouse, and powered by a portable battery. A 16 GB SD card will store the Kali
Linux OS, functioning as the hard drive.

2) Performance Testing: The device’s effectiveness will be evaluated through
penetration testing tasks, network monitoring, and Wi-Fi password cracking to
assess both its capabilities and potential for misuse.

This project aims to deliver a powerful, portable alternative to traditional pen-

etration testing setups, combining efficiency with convenience.

1.2. Statement of Purpose

This project aims to merge cutting-edge ultra-portable hardware with the world’s
most advanced penetration testing operating system, creating a powerful synergy
between state-of-the-art technology in both hardware and software. Recent ad-
vancements in these areas make it possible to deliver premium features at an af-
fordable price, democratizing access to high-quality penetration testing tools.

By developing a dedicated, ultra-portable penetration testing device, this pro-
ject provides security professionals with a specialized tool tailored for on-the-go
testing. Much like digital forensics kits used by investigators, this device can serve
as a compact, all-in-one pen-testing kit. Its affordability and portability enable the
division of complex penetration testing tasks into manageable sub-tasks, stream-
lining workflows and reducing the time required for assessments. The potential
applications for such devices are vast, offering versatility across the information
security landscape, from network defense to educational use, enhancing the effi-

ciency and reach of penetration testers worldwide.

1.3. Research Questions

1) What Footprints can Kali Pi leave in the penetration testing environment?

2) What are the steps to make an ultraportable device that can perform pene-
tration testing like a normal computer or laptop?

3) What is the present state of portable pen testing devices?

4) What purposes can a Kali Pi device be used?

1.4. Contingency Plan

Offensive Security has developed a tailored version of Kali Linux for the Raspberry
Pi, optimized to run on devices with at least 512 MB of RAM and a 900 MHz CPU.
However, penetration testing often requires significant processing power, espe-
cially for resource-intensive tasks like dictionary or brute-force attacks. Limited
CPU and RAM on the Raspberry Pi may lead to slower performance or even ren-
der some tasks unmanageable. To overcome these limitations, two Raspberry Pi
systems can be linked, effectively doubling the available processing power. This

configuration enhances the device’s ability to handle more demanding tasks,
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ensuring smoother performance for complex penetration testing activities.

2. Literature Review

2.1. History of Single Board Computers (SBC) and Penetration
Testing

Single-board computers (SBCs) are often seen as a modern invention, but the first
SBC, the “dyna micro” (later MMD-1), was introduced in 1976 by E&L Instru-
ments. Based on Intel architecture, it integrated 1/O, display, memory, and user
input onto a single board. SBCs faced challenges in the late 20th century due to
limited miniaturization and high costs, with personal computers focusing more
on motherboards connected to daughterboards for I/O functions.

The 1960s marked the beginning of computer security as network access ex-
panded, introducing new threats. In 1967, the term “penetration” was coined to
describe system attacks, highlighting the need for penetration testing to identify
vulnerabilities and improve security [1]. James P. Anderson, a leading expert in
the field, outlined six key stages of an attack:

* Identifying vulnerabilities
* Designing an attack
* Testing the attack
* Seizing a communication line
* Executing the attack
* Exploiting the entry
These early developments laid the foundation for modern penetration testing

practices.

2.2. Growth of Single Board Computers and Penetration Testing

The demand for single-board computers (SBCs) grew from efforts by companies
like Raspberry Pi, BeagleBoard.org, and Arduino in the 2000s, which developed
affordable, user-friendly microcontrollers. This led to wider adoption and reduced
prices for SBCs and Systems on Chip (SoCs) [2]. The 2011 release of the $35 Rasp-
berry Pi, designed by a University of Cambridge team for students to learn pro-
gramming, revolutionized computing and gained global popularity [3]. Penetra-
tion testing evolved from early tools like Multics in the 1960s to the 1990s SATAN,
which paved the way for Nmap and Nessus. In 2006, Offensive Security launched
BackTrack, which evolved into Kali Linux in 2013. Now, Kali Linux is the leading
OS for penetration testing, offering tools like Nmap, Wireshark, and Metasploit
[4].

Combining Raspberry Pi with Kali Linux provides a portable, high-perfor-
mance solution for penetration testers, bridging the gap between portability and

capability while making advanced tools more accessible.

2.3. Raspberry Pi v/s Personal Computers

“Many of today’s SBCs have become so powerful that they are beginning to rival

DOI: 10.4236/jis.2025.161005

103 Journal of Information Security


https://doi.org/10.4236/jis.2025.161005

A. B. Ali

modern PCs and tablets.”—CIliff Ortmeyer, Global Head of Solutions Develop-
ment.

This statement reflects the growing computational power of single-board com-
puters (SBCs) in modern technology. The introduction of the Raspberry Pi marked
a significant shift, miniaturizing computing to the size of a credit card without
sacrificing functionality. With the release of the Raspberry Pi 3 in 2016, SBCs be-
gan offering performance on par with personal computers, featuring a quad-core
ARM Cortex-A53 CPU, 1 GB of RAM, and improved I/O capabilities. By using
an SD card as a bootable storage device and installing Kali Linux, the Raspberry
Pi can be transformed into a compact, portable platform for penetration testing

or digital forensics,

2.4. Raspberry Pi v/s Other SBCs

The Raspberry Pi is a credit-card-sized microcomputer, or single-board computer
(SBC), developed by educators to provide an affordable platform for students to
learn programming. Initially proposed in 2006 and based on the Atmel AT-
mega644 microcontroller, it was released to the public after five years of develop-
ment [5].

The Raspberry Pi’s launch triggered strong demand for miniature SBCs and
spurred competition. BeagleBone was the first major competitor to release its own
SBC, followed by other products like RIOTBOARD and PANDABOARD ES. How-
ever, the Raspberry Pi quickly became the market leader, selling over two million
units in its first two years. While BeagleBone’s SBC launched the same year, it
failed to match the Raspberry Pi’s popularity. Despite offering similar specs, RloT-
BOARD and PANDABOARD ES struggled to gain traction, leaving Raspberry Pi
and BeagleBoard as the dominant players in the SBC market.

2.5. Kali Linux v/s Backbox

Kali Linux’s main competitor, Backbox, was released in 2010 as an alternative to
Kali (formerly BackTrack). Both are well-regarded in the cybersecurity commu-
nity, but they differ in capabilities and features.

Capability Set: Kali Linux stands out with an extensive collection of over 600
preloaded tools, compared to just over 70 tools in Backbox. This vast toolkit gives
Kali Linux a significant edge, as it covers a wide range of tasks such as penetration
testing, digital forensics, network analysis, and vulnerability assessment. This
comprehensive set allows security professionals to tackle a diverse array of chal-
lenges in one unified environment [6].

Graphical User Interface (GUI): Kali Linux’s GUI is designed to be intuitive
and user-friendly, making it easier for both novice and experienced users to nav-
igate. The interface is streamlined for efficient task management, with customiza-
ble options for accessibility and workflow optimization. In contrast, Backbox’s
GUI is more traditional and can be more challenging for new users, particularly

those who require faster access to penetration testing tools [6].
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Vulnerabilities: When it comes to security, Kali Linux is generally considered
more secure, with only 85 documented vulnerabilities in the CVE database. Back-
box, on the other hand, has 422 vulnerabilities, which could pose a higher risk to
users relying on it for critical security tasks. Kali Linux’s lower vulnerability count
reflects its continuous updates and dedicated focus on secure development prac-
tices.

Incident Response: Kali Linux excels in incident response, as it is equipped with
a wide array of tools that facilitate quick detection, analysis, and mitigation of se-
curity incidents. With tools like The Sleuth Kit, Volatility, and Autopsy, Kali
Linux provides a comprehensive set of forensic and incident response capabilities.
In comparison, Backbox offers fewer specialized tools for incident response, mak-
ing it less versatile in handling real-time security events or post-incident investi-
gations.

In summary, Kali Linux’s greater toolset, enhanced user interface, robust secu-
rity, and specialized incident response capabilities make it the preferred choice for
penetration testers, digital forensics experts, and cybersecurity professionals. Its
ongoing development ensures that it stays at the forefront of security, providing

users with the most advanced tools available in the field.

2.6. Future of Kali Pi Device

We live in a digital age where everything—from bank transactions to personal pho-
tos—is stored online, thanks to years of global research and development. How-
ever, this progress brings growing concerns over digital security. A recent RAND
report shows that 65 million Americans fall victim to data breaches annually, con-
tributing to billions in cybercrime losses. With over $6.4 billion spent each year
on security checks and penetration testing, the Kali Raspberry Pi offers a cost-
effective solution. By using multiple devices, organizations can reduce downtime
and improve efficiency, saving both time and money while handling resource-in-
tensive tasks [2].

Kali Pi devices are versatile tools that can be employed for a wide range of pur-
poses in the field of cybersecurity and penetration testing. Below are some key
uses:

1) Proactive Security: Kali Pi is perfect for penetration testing, enabling security
teams to identify and fix vulnerabilities with tools like Wireshark, Nmap, Nessus,
Metasploit, and John the Ripper for comprehensive scans and simulated attacks.

2) Reactive Security: In incident response, Kali Pi helps trace attack footprints
and analyze breaches using Kali Linux’s forensic tools, such as RAM forensics,
password recovery, and network forensics, to identify threats and recover data.

3) Wireless Security: Kali Pi excels in Wi-Fi security testing, using tools like
Aircrack-ng to audit network vulnerabilities, crack passwords, and test encryption
protocols for weaknesses.

4) Network Monitoring: With tools like Wireshark and tcpdump, Kali Pi ena-

bles real-time network traffic analysis to detect unauthorized activity and ensure
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network health.

5) Malware Analysis: The Kali Pi can dissect suspicious files and study malware
behavior with tools like Cuckoo Sandbox and Volatility, aiding in threat detection
and mitigation.

6) Social Engineering Testing: Using tools like SET (Social Engineering Toolkit),
Kali Pi can simulate phishing and spear-phishing attacks to test defenses and im-
prove employee awareness.

Opverall, the Kali Pi device is a powerful, portable tool for penetration testing,
incident response, wireless security, malware analysis, and network monitoring,

providing a cost-effective solution for cybersecurity professionals.

2.7. Potential Misuses of Kali Pi Device

The Kali Pi device, while a powerful tool for legitimate penetration testing and
security assessments, also has the potential to be misused if it falls into the wrong
hands. Here are some ways in which the device could be exploited for malicious
purposes:

Unauthorized Testing: It could be used to hack systems or networks without
permission, leading to data theft or service disruptions.

Wi-Fi Hacking: Tools like Aircrack-ng and Wireshark could enable Wi-Fi net-
work breaches and data interception.

Password Cracking: Tools such as John the Ripper can be used to crack pass-
words and gain unauthorized access.

Exploiting Vulnerabilities: Kali Pi could exploit system vulnerabilities using
tools like Metasploit to gain control over devices.

Social Engineering: The device could be used to create phishing sites or social
engineering attacks to steal credentials.

Botnet Creation: It could be part of a botnet for launching DDoS attacks or
other malicious actions.

Surveillance: Kali Pi can be used for packet sniffing and tracking online activity,
violating privacy.

Malware Deployment: It could deploy malware onto vulnerable systems via
USB or network attacks.

By following these guidelines, you can create a highly functional and portable

Kali Pi device for effective penetration testing.

3. Methodology

3.1. Overview

This chapter will detail the approach to implementing the project to address the
research questions related to this study. The research is conducted under the in-
terpretative paradigm, as the research questions are open-ended. Through exten-
sive online research, I gained an in-depth understanding of single-board comput-
ers and how to convert them into portable penetration testing devices. This re-

search helped me develop the approach I will take to tackle the research questions
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and challenges associated with the miniature ultra-portable penetration testing
device. In this chapter, I will analyze the role of the Raspberry Pi in a penetration-
testing environment and outline the steps involved in creating an ultra-portable
penetration-testing device. Additionally, I will discuss the purposes and applica-

tions of these devices in the modern computing world.

3.2. Research Strategy

This research will utilize an observational study methodology to address the re-
search questions. Observations will be conducted during the implementation of
the project, and careful notes will be taken to ensure accurate answers to the re-

search questions outlined in the proposal.

3.3. Research Approach & Findings

1) What Footprints can Kali Pi leave in the penetration testing environment?

Footprinting is a method of gathering information about a computer system
and its entities. Every device in the modern computing world has footprints and
these footprints can be gathered by using different computer security tools like
Nmap, ping sweeps, OS fingerprinting, TCP/UDP scans, network enumeration,
and Net Discover.

To discover the footprints of the Raspberry Pi system, the following seven steps
should be performed:

a) Information gathering

b) Determining the network range

c) Identifying active machines

d) Finding open ports and access points

e) OS fingerprinting

f) Fingerprinting services

g) Mapping the network

Kali Pi functions like any full-fledged pen-testing system, leaving footprints in
the testing environment that must be managed carefully. A well-planned strategy
is crucial to minimize or eliminate these traces. Although initial Nmap scans failed
to detect the Kali Pi’s OS, Wireshark successfully identified network activity. Kali
Pi is designed as a portable, cost-effective alternative to larger, pricier devices that
are harder to transport and use.

2) What are the steps to make an ultraportable device that can perform pene-
tration testing like a normal computer or laptop?

Creating an ultra-portable penetration testing system like Kali Pi requires bal-
ancing size and power. Key factors include:

Computing Power: A powerful processor and sufficient RAM to handle pen-
testing tasks.

Power Supply: An internal battery with a long life to ensure portability without
a constant power source.

Input Mechanism: A touchscreen or Bluetooth-enabled keyboard for easy input

and output.
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However, creating Kali Pi involves challenges. Kali Linux supports Raspberry
Pi but lacks display drivers, requiring an HDMI connection that conflicts with
portability. Additionally, the OS doesn’t come with pre-installed tools, requiring
manual installation of meta-packages. To be fully functional, Kali Pi needs a ver-
sion of Kali Linux with display drivers and pre-installed tools.

3) What is the present state of portable pen-testing devices in 2016?

In 2016, laptops were the primary portable devices for penetration testing due
to their power and battery life, but they are expensive and not highly portable.
This project aims to create a device that is 10 times smaller yet retains all the ca-
pabilities of a laptop, revolutionizing penetration testing. If successful, this ultra-
portable device could set a new standard. While penetration testing tools have
evolved, hardware has largely stayed the same. Kali Pi addresses this by reducing
the device size by 80% and weighing just 0.4 pounds, making it a major leap for-
ward in portability for pen-testers.

4) What purposes can a Kali Raspberry Pi device be used?

Kali Linux operating system installed on a Raspberry Pi system, in theory, can
be used as a replacement for the current devices that are used for performing pen-
etration testing like laptops and personal computers but the practicality of this
theory is yet to be tested. Kali Linux Raspberry Pi will be tested based on the fol-
lowing phases:

a) Foot Printing

b) Scanning

¢) Enumeration

d) Vulnerability scanning

e) Exploiting vulnerabilities

f) Maintaining access

Kali Pi aims to replace traditional penetration testing tools by handling essential
tasks like footprinting, scanning, and enumeration. It will also perform vulnera-
bility scans, exploit weaknesses, and maintain access. Affordable and ultra-porta-
ble, Kali Pi is accessible to all skill levels and enables simultaneous testing across
multiple devices for improved efficiency, making it a potential game-changer in

penetration testing.

4. Project Implementation
4.1. Phase 1: Developing Kali Pi

Kali Pi is built on the Raspberry Pi 3, which has the Kali Linux 2.0 operating sys-
tem installed. Kali Pi consists of various hardware and software components and
nearly all of these components need to be configured, making it a rather tedious
task.

The following are the hardware requirements to build a micro-computer:

Raspberry Pi 3 (Model B) (see Figure 1).

To develop a Kali Pj, it is essential to have a powerful processor and sufficient

RAM, as penetration testing tasks can be quite resource-intensive. The most
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powerful version of the Raspberry Pi single-board computer is the Raspberry Pi 3
Model B, which is based on ARM architecture.

Raspberry Pi3  pinensions elementi4

Model B 85.6mm x 56mm x 21mm

40 Pin

Extended GPIO 10/100

Broadcom LAN Port
BCM2837 64bit
Quad Core CPU
at 1.2GHz,
1GB RAM

\ W t - 3.5mm 4-pole
On Board ./' Composite Video
Bluetooth 4.1 Z and Audio

WI-FI Output Jack
MicroSD CSI Camera Port
Card Slot

Full Size HDMI
Video Output

Micro USB Power input.
Upgraded switched
power source that can
handle up to 2.5 Amps

DSI Display Port

Figure 1. Raspberry Pi 3.

4.2. Phase 2: Installing Kali Linux and Tools

Kali Linux can be downloaded from the official website, with a version tailored
for Raspberry Pi models based on ARM architecture. This version is designed for
headless setups, and additional drivers are required to use it with a display.

Installing Kali Linux on a Raspberry Pi can be challenging, but Osoyoo.com
simplifies the process by offering a version with pre-installed KeDei display driv-
ers. To install, use tools like Win32DiskImager to write the image to a Micro SD
card, which serves as the Raspberry Pi’s storage. The base Kali Linux image doesn’t
include penetration testing tools. To access the full suite, you’ll need to download
and install a meta-package from the Kali Linux website.

4.3. Phase 3: Performing Penetration Testing

Target Discovery: To discover the target machine a PING is sent for the Kali Pi

device as shown in Figure 2.

Terminal

File Edit View Terminal Tabs
oot @ali: ~# ping 192. 168. 1. 26
192. 168. 1 192. 168. 1. 26) 56(84) bytes of data
ytes from 1 168. 1. 26: i cmp_ =12 =129 s
64 bytes from 1 168. 1. 26:
64 bytes from 1 168. 1. 26: i crmp_

tat

n s - -
packets transmt 3 3 r ed, 0% packet loss, time 2002ns
rtt mnf avg/ max/ ndev = 5. 00 4. 018/ 129. 896/54. 410 ms
“Croot @kal i: ~#

Figure 2. Ping.
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Host Enumeration: To gather information about the target machine, conduct
an Nmap scan focused on identifying the operating system as shown in Figure 3.
This scan can reveal important details about the target’s operating system, which
can be beneficial during the exploitation phase of penetration testing.

Command Line: Nmap-O 192.168.1.26

Terminal

File Edit WView Terminal Tabs Help
is up (0.0061s | atency)
shown: 988 filtered ports
STATE SERVI CE
open mer [ =4
open net LosS-sSsn
open m crosoft-ds
open rtsla
open icslap
open wsdapi
open unknown
closed ant-soap-http
open unknown
45153/ tcp open unknown
49154/ tcp open unknown
49155/ tcp open unknown
MC Address: F4: B7: E2: 6B: 2F: 76 (Hon Hai Precision Ind.)
type: general purpo
Running: M croseft Windows 7|8
0OS CPE: cpe:fo:mcrosoft:wi ndows_7::-: professional cpe:/o:microsoft:w
i ndows_8
0S details: Mcrosoft Windows 7 Professional or Wi ndows

Figure 3. OS scan.

Port Scanning: Nmap can be utilized to scan ports and identify the services run-
ning on them, as well as their versions as shown in Figure 4. A service version
scan was conducted, resulting in a list of open ports along with the corresponding
services and their respective versions.

Command Line: Nmap-sV 192.168.1.26

Terminal

File Edit WView Terminal Tabs Help
/fnmap. org/ subm t/
Nrap done: 1 IP address (1 host up) scanned in 23 35 seconds
root@ali:~# clear

R IRl mep -sV 192 168. 1. 26

Starting Nmap 7.01 ( https://nmap.org ) at 2016-11-12 06: 07 UTC

Nmap scan report for 192. 168. 1. 26

Host is up (0.0062s | atency)

Not shown: 988 filtered ports

PORT STATE SERVI CE VERSI ON

135/ tcp open mErpc M crosoft Wi ndows RPC

139/ tcp open netbi os-ssn crosoft Windows 98 netbios-ssn
open m crosoft-ds crosoft Windows 10 microsoft-ds

SS&/tcp open resp?

2869/ tcp open http M crosoft HTTPAPI httpd 2.0 ( SSDP/ UPnP

)

==\

5357/ tcp open http M crosoft HTTPAPI httpd 2.0 ( SSDP/ UPnP
)

1 APE

10243/ tcp open http crosoft HTTPAPI httpd 2.0 ( SSDP/ UPnP
)

Figure 4. Service version scan.

Vulnerability scanning: After completing the host enumeration phase, the next
logical step was to perform a vulnerability scan as shown in Figure 5. The Open-
VAS vulnerability scanner package was downloaded and installed on the Kali Pi
device. OpenVAS was then used to conduct a vulnerability scan, which generated

a list of vulnerabilities and logs that could potentially be exploited on the system.
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Greenbone Security Assistant - Mozilla Firef|, .» . &=

& Greenbone Security ... x *

PENE ]

< &  htt 127.0.0:1 »
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Figure 5. OpenVas vulnerability scan.

Exploitation: Kali Pi is a device that works as a normal system and can be used
for all the tasks of penetration testing as shown in Figure 6. Tools like Metasploit

can be used to exploit the vulnerabilities of the target system.

‘nApplications [Do... [\VN... I' Ter... | 23.06 o .

s- Terminal I )

File Edit View Terminal Tabs Help

Save 45% of your time on | arge engagements with Metasploit Pro
Learn more on http://rapid7. comd metasploit

EPRCT

= ]
-={ 1595 exploits - 909 auxiliary - 274 post 1
--={ 458 payl oads - 39 encoders - 8 nops 1
-={ Free Metasploit Pro trial: http://ir-7.coltrymsp ]

Figure 6. MSF console.

5. Recommendations and Conclusions
5.1. Recommendations

Creating a Kali Pi device can be a challenging and time-consuming process, even

with thorough research. The key to success lies in selecting the right hardware and

penetration testing tools. Here are some essential recommendations for building

a portable penetration testing device:

* Use the Latest Technology: Always opt for the latest hardware, as newer tech-
nology often outperforms older generations. For example, the Raspberry Pi 3
was one of the best SBCs available in 2016.

* Ensure Compatibility: Choose hardware that is supported by the software you

plan to install. Kali Linux, for instance, offers an OS version specifically compatible
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with Raspberry Pi 3.

* Prioritize Compact, High-Power Components: Select smaller, high-performance
components for the battery, display, and enclosure to keep the device compact
and portable.

* Add Heat Sinks: Penetration testing can be resource-intensive and may cause
overheating. Installing heat sinks on the SBC will help prevent potential mal-
functions.

* Research the OS and Display Compatibility: Many operating systems are de-
signed to run headless (without a display). Ensure the OS you choose includes
the necessary drivers for your display.

* Be Cautious When Installing Tools: The process of downloading and installing
penetration testing tools can be lengthy. Carefully select the tools you need to
avoid overwhelming your device’s storage or memory. Downloading a meta-
package suited to your needs can save space and improve efficiency.

+ Investin a Wireless Keyboard and Mouse: Since smaller displays can limit nav-
igation, a wireless keyboard and mouse will make command input and system
control easier.

* Leverage Online Resources: If you encounter challenges during development,
Google can be an invaluable tool for troubleshooting and finding solutions.

* By following these guidelines, you can create a highly functional and portable

Kali Pi device for effective penetration testing.

5.2. Conclusion

The information security industry primarily focuses on software and tools, with
significant emphasis placed on developing resources for penetration testers. How-
ever, the hardware used in this field receives comparatively little attention. Con-
sequently, the development of hardware is largely reliant on companies that man-
ufacture personal computers, which are not specifically designed as penetration
testing devices. Kali Pi addresses this issue by providing software and hardware
improvements tailored specifically for penetration testing. It is the most afforda-
ble device capable of performing pen-tests and is designed for students and novice
pen-testers who are starting to explore the expansive world of information secu-
rity. In today’s rapidly evolving technological landscape of information security
and intelligence, Kali Pi represents an important advancement in the right direc-

tion.
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