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Abstract

Purpose: This research aims to evaluate the potential threats to patient pri-
vacy and confidentiality posed by mHealth applications on mobile devices.
Methodology: A comprehensive literature review was conducted, selecting
eighty-eight articles published over the past fifteen years. The study assessed
data gathering and storage practices, regulatory adherence, legal structures,
consent procedures, user education, and strategies to mitigate risks. Results:
The findings reveal significant advancements in technologies designed to
safeguard privacy and facilitate the widespread use of mHealth apps. Howev-
er, persistent ethical issues related to privacy remain largely unchanged de-
spite these technological strides.
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1. Introduction

mHealth, or mobile health, represents a subset of eHealth that leverages smart-
phones, tablets, and other mobile devices to enhance healthcare delivery. Over
the years, mHealth has gained traction due to its potential to address healthcare
accessibility issues, reduce costs, and improve patient engagement.

mHealth or mobile health, a subset of eHealth, is related to the idea of utilizing
smartphones, tablets, and mobile phones within fields of medicine, for better de-
livery of health care [1]. Mobile healthcare focuses on the use of wireless commu-
nication, computers to process data, and sensing gadgets to manage the delivery

of healthcare devices [2]. Cell phones came into the market many years ago and
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the number of mobile health (mHealth) apps marked a growing surge [3]. The
access to the clinical diagnosis and treatment that mHealth apps made possible
for many people using cell phones, across the world is remarkable [4]. Health
apps were taken up by the health care field to sort many of the issues like the un-
availability of health services in rural or remote areas, to reduce the high cost of
essential health care to the patients, and, to reduce the difficulties in organizing or
scheduling an appointment with a specialist for people living in isolated areas [5].
The main aim of mHealth apps is to make more of the patient’s involvement by
guiding them positively for better results regarding their health, which will in
turn help the patients to have power and control over their health [4].

In the study done by [1], most of the mHealth apps were available free of cost
to the consumers, and half of the people who owned smartphones used their
phones to check health information while a few of them had an app downloaded
peculiarly for managing their health. In 2021, there was a global increase in the
number of apps downloaded compared to 2020, due to the availability of inter-
net [6]; similarly, the number of apps that were available in March 2020 has ex-
panded by 200 daily in the market [7].

Mobile health apps were used widely during the first 10 years of the 21 cen-
tury which led to a rise in the time people invest in improving their health and it
necessitated the use of a digital environment by most health industries [8]. De-
spite all the unputdownable benefits, mHealth apps have several challenges and
limitations including data breaches and security risks, inadequate encryption,
third-party data sharing, Identity theft, and lack of regulatory compliance [9].
Four major drawbacks that users identified with mHealth apps were related to
reliability, suitability, customization, and usability [10]. Checking the quality and
safety of mHealth apps is of great interest since, health apps have possible risks
associated with them [7]. mHealth app users are generally aware of the risks as-
sociated with the use of mobile health applications and users still choose to use
the technological advancements [11].

The adoption of mHealth apps has surged, with many being offered free of
charge. Studies indicate that a significant portion of smartphone users utilize these
apps to manage their health. The COVID-19 pandemic further accelerated the
uptake of mHealth apps, with a notable increase in downloads and usage. De-
spite the benefits, mHealth apps face several challenges, including data breaches,
inadequate encryption, third-party data sharing, identity theft, and lack of regu-
latory compliance. User concerns often revolve around reliability, customiza-
tion, and usability of these apps. This paper aims to address the persistent priva-
cy and confidentiality issues associated with mHealth applications. By reviewing
the existing literature, we seek to identify common problems and propose solu-

tions to enhance data security and user trust in mHealth technologies.

2. Methods
2.1. Search Strategy

A search was conducted across PubMed, ScienceDirect, ResearchGate, and Se-
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matic Scholar databases, focusing on the past fifteen years from 2007 to 2023.
This timeframe was chosen to ensure recent literature representation while al-
lowing for the observation of how issues have evolved over time with technolog-
ical advancements. Limiting the search to five or ten years is deemed excessively
restrictive, as it would overlook this historical development of these issues.
Relevant search terms such as mobile devices, patient privacy, confidentiality
breaches, data security, data protection, regulatory compliance, user consent,
data encryption, third-party integration, and user awareness were utilized to
encompass the subject comprehensively. The use of Boolean operations like OR
and AND facilitated the broadest possible retrieval of relevant articles. Articles

were then categorized into common problems and proposed solutions.

2.2. Selection

We opted to review a total of eighty-eight articles sourced from diverse geo-
graphical locations across various countries because, we view health information
as a fundamental requirement for all individuals and acknowledge the global
significance on privacy and confidentiality with use of mHealth apps (Table 1).
Incorporating studies from various countries was deemed suitable to pinpoint
both shared patterns and disparities, thus offering a comprehensive overview of

the literature concerning this subject.

Table 1. Articles on privacy and confidentiality with use of mHealth apps.

Ownership User Law

Behaviour Enforcement

Engineering Password Data Privacy = Unsecured

Author
Framework Protection Encryption Regulation Connections

a
Storage

Aljedaani et al, 2023
Alsyouf et al, 2023
Ammar et al, 2021 Y
Aydin, 2023 Y
Benaloh et al., 2009 Y
Benjumea et al, 2020 Y Y
Boyles et al, 2012 Y
Braghin et al, 2018 Y
Cano & Esplugues, 2023
Chatzipavlou et al, 2016 Y
Coiera, 2015
Cyrkel, 2018 Y
Dagher et al, 2018 Y
Daley et al, 2022 Y
Deebak et al, 2019 Y

Dicianno et al, 2015
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Continued

Ducato, 2016
Egala et al, 2021
Enamamu et al, 2020

Galvin and DeMuro,
2020

Greene et al., 2019
Gurupur and Wan, 2017
Hasan et al, 2021

Hathaliya and Tanwar,
2017

He etal, 2014
Hendricks, 2022
Hilty et al, 2019

Hubh, 2020
Hussain et al, 2018
Islam, 2022
Jaeger et al., 2016
Jain, 2023

Jules and Ristenpart,
2014

Jusob er al., 2017

Jusob et al., 2022 Y

Kharrazi et al, 2012

Knorr and Aspinall,
2015

Kotz et al, 2016
Larson, 2018
Mancinini, 2023

Martinez-Perez et al.,
2015

Mia et al, 2022
Morera et al., 2016
Mustafa et al, 2019
Nagaraj et al, 2015

Nouri et al, 2018
Nurgalieva et al, 2020
Olivia et al, 2022
O’Loughlin et al, 2019
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Continued

Palos-Sanchez et al,
2021

Parker et al, 2019
Plachkinova et al, 2015
Rajput et al, 2023
Ren etal, 2016
Roberts et al, 2021
Robillard et al, 2019
Sampat et al, 2020
Saracevic et al, 2020
Sardi et al, 2020
Schroeder et al., 2022
Scott et al, 2015
Shafique et al, 2017

Shemesh and Barnoy,
2020

Shipp and Blasco, 2020

Shu and Jahankhani,
2017

Shuwandy et al, 2020
Silva et al, 2013

Srivastava and
Tamilarasu, 2019

Sunyaev et al, 2015
Tangari et al, 2021
Tan et al., 2021
Thabit, 2019

Thamilarasu and Lakin,
2017

Tung, 2021
Van etal, 2019

Vithanwattana et al,,
2017

Vo etal, 2019
Yahya et al, 2016

Yarbrough and Smith,
2007

Zhou et al, 2019

Zhou and Parmanto,
2020

Zhu et al, 2021
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3. Results

This literature review on the impact of mHealth apps on privacy and confidenti-
ality reveals a multifaceted landscape characterized by both benefits and chal-
lenges. Several studies have underscored the potential of mHealth apps to em-
power patients by providing them with convenient access to healthcare services
and information while promoting self-management of their healthcare services
and information while promoting self-management of their health. This re-
view reveals three main themes: the advantages and disadvantages of technol-
ogy used for mHealth apps, user behavior, and law enforcement for patient data
privacy and confidentiality. Within the theme of technology, several sub-themes
emerged.

Firstly, an engineering framework for data security is paramount to ensuring
the confidentiality of patient information. Studies emphasize the importance of
robust security measures, such as encryption protocols and secure authentica-
tion methods, to safeguard sensitive data from unauthorized access or breaches.

Secondly, securing access using password and verifying identity is crucial for
protecting patient privacy. Research underscores the significance of implement-
ing strong authentication mechanisms to prevent unauthorized users from ac-
cessing mHealth apps and the sensitive data they contain.

Thirdly, data encryption plays a pivotal role in safeguarding patient infor-
mation from interception or unauthorized access during transmission and stor-
age. Studies emphasize the need for robust encryption protocols to ensure that
patient data remains confidential and protected from cyber-attacks.

Moreover, privacy regulations for mobile health applications are essential for
establishing clear guidelines and standards for data protection. Additionally, the
use of unsecured public Wi-Fi connections poses a significant risk to patient
privacy, as it increases the vulnerability of data transmission to interception or
hacking. Studies emphasize the importance of educating users about the risks
associated with using public Wi-Fi and implementing measures to mitigate the
risk.

Lastly, issues related to data ownership and storage raise concerns about the
control and access rights over patient information stored within mHealth apps.
Research suggests the need for transparent policies regarding data ownership
and storage practices to ensure that patient retains control over their personal

health information.

3.1. Advantages and Weaknesses of Technology Utilized with
mHealth Applications

Mobile health (mHealth) applications have revolutionized the interaction be-
tween physicians and patients [12]. Instances of data breaches are increasingly
common and cause greater financial harm to numerous businesses [13] by in-
volving significant disclosure of sensitive data to external organizations, causing

subsequent actions like inquiries, rectifications, and legal costs [14].
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Starting from 2005, the frequency of data breaches has increased by over three
times, largely due to technological advancements and the dissemination of in-
formation [15]. Concerns about data privacy were a recent concept for both de-
velopers and users [16], also, technological advancements in Mobile cloud com-
puting and cloud-based Electronic Health Records (EHRs) have provided reme-
dies for the security of devices and maintained data secrecy to a certain extent
[17].

3.1.1. Engineering Frameworks for Data Security

A privacy framework outlines fundamental principles, methodologies, and solu-
tions for safeguarding individuals’ personal information and privacy, and there-
fore setting up an appropriate framework for mHealth is required to promote
patient trust [18] [19]. A significant role in the liaison of mHealth apps is played
by transport security and the possibility of a data breach happens while reading
data via a proxy server, from which the application takes data and displays it for
patients [20]. Under the data protection laws of the United Kingdom, data col-
lected from a mobile health app is considered sensitive personal information
which provides details about their health system and for the same reason it is es-
sential to maintain data security on mobile devices and when it is transferred to
a storage facility [21]. Because of the large volume of users’ sensitive health data
and to safeguard the privacy of its citizens, governments have developed frame-
works [16].

[22] mentioned that having a framework serves as a foundation and key ele-
ment for information security in mHealth systems. Various efforts were made to
form security frameworks in the past, yet none have had essential functions of
security, ethics, and availability [21]. The scan conducted by [23] unveiled many
weaknesses within the 15 medical android applications of which, a significant
portion could have been averted by better coding practices and secure engineer-
ing; also, he puts forward the idea that the responsibility is on the developer to
remain updated about current security protocols and standards.

mHealth security frameworks effectiveness was assessed by [24] who found
that security frameworks can be incorporated into any health app seamlessly to
reduce security and privacy risks without compromising the user experience and
the effects of using security frameworks were remarkable regarding security and
privacy. Combining mHealth with blockchain technology provided an effective
solution to ensure the easiness of accessing data and transparency [25] [26]. The
global regulatory framework influenced by the General Data Protection Regula-
tion (GDPR) defines data concerning the individual granting additional rights to

users, to object, process, and erase [27].

3.1.2. Securing Access Using Passwords and Verifying Identity
[28] refers security as a condition to protect patients’ health information from
unauthorized use and privacy means the absence of unapproved trespasses. In-

trusions can happen locally as well as remotely [29] and one of the security fea-
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tures available to block remote intrusions, is multifactor authentication [30]-[32].
In the study conducted by [33], nineteen independent mobile personal health
records (mPHR) were assessed with emphasis on the significance of data securi-
ty, data import and export capabilities, image uploading and the opinion to gen-
erate a summary of health data found that, security and data privacy as signifi-
cant concerns where the authors suggest having an additional layer of security
using app-level passwords.

Devices with personal information must have suitable security measures to
secure the data from fraud attacks [34]. Most health applications use a Single
Factor Authentication (SFA) technique where, access to mHealth apps is pro-
tected by a password whereas, it has many limitations [35] [36]. Typically, users
save their login details for apps on their mobile devices, making it simple for at-
tackers to gain unauthorized access to sensitive data [21]. Even though the SFA
method is more user-friendly, Two Factor Authentication (2FA) introduces ad-
ditional elements to secure access to personal information [37]. 2FA, three-factor
verification comprising Biometric Authentication and Grid-based Authentica-
tion approaches are the solutions introduced recently in the field of mHealth, to
overcome the limitations of SFA [36]-[38].

Due to the seamless connectivity and the built-in sensors available in smart
devices, it has been an advantage to extract biometric details needed to imple-
ment user authentication for mHealth apps [39] [40]. Utilizing the device au-
thentication mechanism to confirm identity helped to prevent any unauthorized
participation of devices and enhanced securing the privacy and confidentiality of

personal information [41].

3.1.3. Data Encryption in Protecting Patient Information

Authentication for health apps based on password were susceptible to data
breach and even alternate solutions of using biometric data and One-Time
Password (OTP) for authentication also remained vulnerable to cyber-attacks
[36]. For storing information securely and transferring without risks, Cryptog-
raphy along with authentication serves as an effective solution, and the funda-
mental keys of cryptographic methods are encryption—responsible for convert-
ing data to an unintelligible form from its original state, and the decryption pro-
cess—managing restoration of original data at the recipient’s end by utilizing a
confidential key [26] [42]. Information collected from an app must be encrypted
from end-to-end to block unapproved access during the storage and transfer of
data [34] [43] [44] in their comparative analysis, found encryption and decryp-
tion ensure the security of data even if a mobile phone with the mHealth app is
robbed because theft of encrypted personal health data is challenging.

Numerous mHealth applications that lack utilizing encryption standards [45],
which are considered at high risk for causing a significant threat to the privacy of
patients’ data, at the same time, those applications with encryption protocols
have a very low risk for cyber-attacks [20] [46].

Conventional password-based authentication and encryption methods are not
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sufficient for ensuring the security of healthcare data [47]. One of the most pop-
ular Password-based encryption (PBE) methods becomes vulnerable to cyber
threats when users choose weak and easily predictable passwords making it easy
for an attacker to decrypt if provided with encrypted plain text [48]. This issue is
tackled with the use of Honey Encryption (HE) in which the encrypted plain text
when decrypted with an invalid key reveals a valid yet false message, making it a
challenge for the attacker to determine, if decryption was successful [48] [49].

One of the crucial and necessary functions to be employed by an app develop-
er, for data gathering, storing, and transferring health information, is data en-
cryption [49] [50].

3.1.4. Privacy Regulations for Mobile Health Applications

The privacy of a health application can be assessed by its privacy policy which
gives details about the control, generation, processing, transfers, and storage of
data; as well as acknowledgment of potential risks related to gathering data and
users’ rights, including the ability to cancel the consent [16] [51]. Recent studies
reveal, a lack of privacy policy in frequently used mHealth apps due to the ne-
glect of many developers [52]-[55]. It is even found that, at times, the privacy
policy is not complete or exhaustingly large to read causing adverse outcomes of
data breaches [54] [56]. In the same manner, health applications were lacking
consumer consent, because there was no privacy policy, or the provided text was
too lengthy for the users to understand [27]. On one hand, privacy policies do
not give importance to the app by not providing enough information to
end-users, and on the other hand, consumers are inclined to use apps with pri-
vacy policies that are not clear to them [57].

The focus of the designers for privacy policy should be on enhancing clarity
by making it simple and emphasizing transparency which will make the privacy
policy an effective one, and accordingly, it can lessen users’ anxiety regarding
privacy, boost their confidence, and improve their understanding of the ad-
vantages of utilizing health applications [51]. It must be explicitly mentioned in
the policy if the data is shared for advertising purposes, and emphasis must be
on its accessibility, whether in the app itself or the app store, and the users must
be adequately informed about the ways the data is handled [58]. Similarly, the
study done by [53] found the necessity to have details in the privacy policy, on
the ways to report grievances regarding the app’s privacy techniques. It is rec-
ommended in the study done by [52] that, before recommending a health app to
the user, clinicians must assess its privacy policy for crucial details such as data
encryption, safeguarding with passwords, and the capability to modify or erase

details entered into the application.

3.1.5. Unsecured Public Wi-Fi Connections
To monitor and document the ongoing status or actions of the condition of a
patient, certain mobile applications utilize the internet with the assistance of

built-in sensors and this practice may pose a potential security risk [59]. The
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study done by [60], found that most of the health apps are allowed to connect to
the internet and are permitted to show advertisements; meanwhile, a few of
them utilize it for transferring users’ data via the internet. Data theft caused by
unsecured connections can be managed by verifying user credentials and by
making use of Transport Layer Security (TLS) or Secure Socket Layer (SSL) for
safe connection on the internet [59] [60]. Furthermore, [60] suggests an in-depth
review of external services for storing the users’ sensitive data, and users must be

notified when involving third-party, even if the network is secure and encrypted.

3.1.6. Data Ownership and Storage

There are two terms to be considered while discussing data ownership and they
are, data owner—an individual or a person who generates health data referred to
as a patient and, data consumer—a person, to whom the data owner wishes to
exchange the personal health information with [61]. Granting patients complete
control of their digital data ensures authentic ownership, privacy, and openness
which will establish trust with patients using health applications [62]. Yet, [63]
mentioned that it is difficult to determine the ownership of health data because
the developers who made this advancement in the health sector also take part in
the collection and usability of data. For patients to switch healthcare providers
or to reassess their information and to even withdraw data access; “owner-driven
access” for the patients enables them to decide on handling their data [61].

To distribute health information from data controllers to consumers, it is
necessary to store the data in a database, and each information entered into the
database is called a “record” [61]. Due to the vulnerability of information gath-
ered through mHealth apps, it is a risk to store the data locally; even the tradi-
tional storage method of cloud computing had to face incidents of a breach in
security [63]-[66]. Some of the challenges in the cloud computing model are also
related to storage sites and creating backups of essential data as a precaution
during data loss [64]. Remedies proposed for solving challenges in cloud com-
puting involve saving health information as blocks of data without keeping an
identity tag of the person who owns data, encrypting the data during collection,
storage, and transmission [66] [67], finding the location of storage, modifying
app features by evaluating usability and trustworthiness, and using the updated

standards of interoperability [64].

3.2. User’s Behavior

Extensively large amount of available mHealth applications poses considerable
challenges for the users who lack awareness about the management and utiliza-
tion of personal health information data [68] [69]. To understand how patients
utilize technologies in the personal health record framework, [70] used Tech-
nology Acceptance Model (TAM) and found three main factors affected the us-
age: “Perceived Ease of Use (PEOU)”—utilization requires no extra effort of us-
er, “Perceived Usefulness (PU)”—technology can offer advantages compared to

existing methods [71], and the tendency to use the app by its security. Most peo-
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ple use mHealth services when it is suggested by social friends or at times, due to
the wide use of apps by everyone [43] [72], and most of the time, users are less
worried about the confidentiality of their health data [11] [73]. The majority of
the users of mHealth apps believed that applications from famous brands can be
trusted when compared to others; on the other hand, people with knowledge of
technology recommended features of encryption and participants with no IT
knowledge highlighted the importance of ensuring the need of masking the
identity of the individual in the users’ group [43] [68] [74] mentioned that clini-
cians must evaluate the compatibility of the chosen technology and advise the
use only to those who need it because it is crucial to employ the correct technol-
ogy for the needed one at the right moment. Even though the use of good stand-
ards of security features protects the privacy of users, it is equally important to
improve the awareness about security among people using health apps; so that
the features are utilized effectively to safeguard their personal data [55] [68].

Intrusions that happen locally are privacy breaches done by people around a
user; by inquiring about personal matters, unauthorized use of personal devices,
or examining browsing history on their personal gadget [75]. To reduce these
concerns and to motivate the use of mHealth apps, one strategy to incorporate is
password protection and authentication [38].

When using public Wi-Fi connections with doubtful security or skeptical
about the involvement of third-party, it is suggested that utilization of Hypertext
Transfer Protocol Secure (HTTPS) and Virtual Private Network (VPN) enable
encryption and secure communication enhancing the data privacy and confi-
dentiality [34].

A user-friendly privacy safeguard integrated into mHealth applications is the
use of generic names for the app because, some of the health applications choose
to have their name pointed towards the disorder, which makes it easy for the
people to figure out the kind of disorder the user is having; in such cases, as a
security measure, users positioned these apps in a different folder with uncom-

mon name [38].

3.3. Law Enforcement for Patient Data Privacy and Confidentiality

Even though mHealth applications are governed by regulations, like General
Data Protection (GDPR) in European nations and Health Insurance Probability
and Accountability (HIPPA) in the United States, more than half of the free
mHealth app users are not informed about the data processing, which is neces-
sary as per the regulatory guidelines, in one of the studies done by [76]. Similar-
ly, many mHealth apps don’t follow the law regulations making them vulnerable
to privacy and security breaches [60] [64]. The study by [77] mentioned that
regulations for data security and privacy of health apps could delay their usage
within the medical field and it is confusing to differentiate between legal regula-
tions needed for clinical apps and behavioral apps. However, the health sector

specifically has become the prime target of data breaches due to the sensitive de-

DOI: 10.4236/etsn.2024.133003

33 E-Health Telecommunication Systems and Networks


https://doi.org/10.4236/etsn.2024.133003

A.S. George et al.

tails given to medical records; including names, addresses, and even social secu-
rity numbers [78] [79].

Even though individual nations maintain their separate frameworks for the
protection and handling of sensitive health information, key aspects of consent,
de-identification, and individual rights are commonly shared among countries
in the West [80]; but existing regulations in developing countries do not cover
digital health or have a sufficient law about data protection [81]. The main
loophole is that regulations like HIPAA and GDPR aim to protect privacy with a
focus on healthcare institutions and there has been limited attention given to the
construction of secure mHealth apps with appropriate guidance [82] [83].

To accomplish the goals of protecting the privacy of patient data, GDPR en-
sured the implementation of adequate measures of the right to information, penal-
ties from organizations and compensations to data owners for non-compliance,
need for authorization for data handling, instant notification in case of a data
breach, and clearly stated consent from users for collecting, storing, and trans-
ferring sensitive information [34] [84]-[86]. Furthermore, to overcome the chal-
lenges, it is advised to conduct regular external audits to assess the health app’s
compliance with policies and law regulations and update the laws specifically
about data security due to the continuous expansion of technology used by the
mobile health app industry [31] [87]. Applications that are non-compliant with
the federal regulations’ basic privacy requirements are barred from being de-
ployed for the public and enable companies to rectify errors so that the applica-
tions are more secure [87].

Business partners developing the mHealth app for healthcare entities must
adhere to the guidelines outlined by HIPPA such as administrative, technologi-
cal, and safeguard measures to protect electronic health data [44]. In addition,
patients should receive detailed information regarding privacy protocols in
mHealth apps and the privacy hazards of using health apps before installing and
utilizing them [88]. HIPAA regulations strongly recommend using informed
consent from users, if personal data is required for research studies or for adver-
tisement purposes; and in most cases, users are given the right to limit or refuse
the utilization of their personal information regarding health, which to some ex-
tent help to protect privacy and confidentiality [80].

4. Discussion

The importance of privacy frameworks in mHealth is understood by their role in
safeguarding personal information and fostering patient trust. Transport securi-
ty is critical in preventing data breaches, especially when data is transmitted via
proxy servers. Establishing security frameworks is fundamental for information
security in mHealth systems, yet past efforts often lacked essential functions.
Weakness in medical Android applications highlights the importance of secure
coding practices and developer awareness of security protocols. Studies show
that integrating security frameworks into health apps can significantly reduce

risks without compromising user experience. Block chain technology combined
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with mHealth offers transparency and ease of data access. Global regulatory
framework, influenced by GDPR, grants users’ additional rights over their data.
Overall, effective privacy frameworks are vital for maintaining the security and
privacy of mHealth data while ensuring regulatory compliance and user trust.

Security in mHealth involves protecting patient health information from un-
authorized access, while privacy entails preventing unapproved intrusions, both
locally and remotely. Multifactor authentication is a crucial security feature to
block remote intrusions. Assessment of mobile personal health records high-
lights the significance of data security, with suggestions for additional security
layers like app-level passwords. SFA has limitations, as saved login details on de-
vice make unauthorized access easier. 2FA, including Biometric Authentication
and Grid-based authentication, addresses these limitations. Biometric details
from smart devices aid seamless user authentication, enhancing privacy and
confidentiality. Leveraging device authentication mechanisms further prevents
unauthorized access, bolstering data security in mHealth applications.

Health apps’ authentication methods, including biometric data and OTP, re-
main vulnerable to cyber-attacks. Cryptography, encompassing encryption and
decryption, ensures secure data storage and transfer. Encryption is vital to pre-
vent unauthorized access, with encryption data posing challenges even if the de-
vice is stolen. Applications lacking encryption standards pose a high risk to pa-
tient data privacy, while those with encryption protocols are less vulnerable to
cyber threats. Conventional password-based encryption is insufficient, leading to
the adoption of Honey Encryption, thwarting attackers with false decryption
outcomes. App developers must prioritize data encryption for healthcare infor-
mation security.

Assessing a health apps’ privacy involves examining its policy, detailing data
control, processing, and user rights. Many apps lack or have inadequate policies,
increasing the risk of data breaches and user confusion. Privacy policies should
prioritize clarity and transparency, simplifying language and emphasizing data
handling practices, including advertising disclosures. Users should have easy ac-
cess to policies and clear avenues for reporting privacy concerns. Clinicians
should evaluate apps’ policies before recommending them, focusing on encryp-
tion, password protection, and data modification capabilities. Enhancing privacy
policies can alleviate user anxiety, enhance confidence, and promote app utiliza-
tion.

Health apps often utilize the internet for data transfer, potentially posing se-
curity risks like data theft. User verification and encryption protocols like TLS
and SSL can mitigate these risks. External services storing sensitive data should
undergo thorough review, with users notified of third-party involvement even in
secure networks.

Data ownership in healthcare involves the data owner and data consumer,
with patient control fostering trust. However, ownership determination is com-
plex due to developer involvement in data collection. Owner-driven access em-

powers patients to manage their data. Storing health data as records in database
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poses security risks, exacerbated by breaches in local and cloud storage. Reme-
dies include encryption data, evaluating app usability and trustworthiness, ad-
hering to interoperability standards, and implementing blockchain for secure,
decentralized storage without personal identifiers. These measures aim to ad-
dress challenges in cloud computing and ensure data security and privacy in
mHealth applications.

The abundance of mHealth apps poses challenges for users’ data management
awareness. Technology Acceptance Model highlights ease of use, usefulness, and
security as key factor influencing app adoption. Improving security awareness is
crucial alongside implementing security features like password protection. Lo-
cally, privacy breaches occur through personal intrusions, mitigated by password
protection. Using HTTPS and VPN on public Wi-Fi enhances data privacy. Ge-
neric app names enhance privacy by concealing health conditions. Overall,
promoting security awareness and implementing user-friendly privacy safe-
guards are essential for mHealth app utilization and data protection.

Despite regulations like GDPR and HIPAA, many free mHealth app users lack
awareness of data processing, leaving apps vulnerable to breaches. Legal regula-
tions may hinder medical app usage and are confusing to differentiate. Devel-
oping countries lack adequate digital health data protection laws. GDPR focuses
on healthcare institutions, neglecting secure mHealth app construction and
HIPAA guidelines mandate protection measures. GDPR ensures privacy protec-
tion with penalties, compensations, and user consent. Regular audits and law
updates are advised, and non-compliant apps are barred from public deploy-
ment. Users should receive detailed privacy information before app usage, with

informed consent emphasized for research or advertising purposes.

5. Limitation

This study, while offering fresh perspectives on privacy and confidentiality in
mHealth app usage, is exploratory and comes with certain limitations. We
acknowledge that relevant studies might have been overlooked if they were pub-
lished in languages other than English, outside our specified time frame, or in
databases not included in our search. Additionally, the chosen keywords for the
search string may have excluded some studies. The varying privacy requirements
of different types of apps suggest the importance of analyzing privacy concerns
based on app type. Despite our efforts to address these limitations through ex-
pertise and detailed analysis, our categorization remains subjective. Given the
absence of an existing classification system, this presents an opportunity for fu-

ture research.

6. Conclusion

Based on the comprehensive review of privacy and confidentiality issues in mo-
bile health (mHealth) applications, several key insights have emerged. mHealth

applications have revolutionized healthcare by enhancing accessibility and ena-
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bling better self-management of health, but they also present significant chal-
lenges regarding data privacy and security.

The study underscores the critical need for robust security frameworks during
the development phase of mHealth applications. Effective integration of security
measures such as encryption, multi-factor authentication, and secure data trans-
fer protocols is essential to mitigate risks without compromising user experience.
Additionally, clearly defined privacy policies are crucial for building user trust
and ensuring transparency in data handling practices.

It is evident that educating users about the importance of security features and
the implications of their consent is vital. Users must be made aware of privacy
policies and the security measures in place to protect their data, thereby em-
powering them to make informed decisions about their health information.

Despite existing data protection methods and regulations like GDPR and
HIPAA, many mHealth applications still fall short in compliance, leaving them
vulnerable to breaches. Regular audits and updates to legal frameworks are nec-
essary to keep pace with technological advancements and to maintain high
standards of data security.

Future research should focus on developing a standardized classification sys-
tem for privacy requirements tailored to different types of mHealth applications.
This approach would help address the varying needs and risks associated with
different app functionalities. Furthermore, exploring innovative technologies
such as blockchain for decentralized and secure data storage could provide en-
hanced protection for sensitive health information.

In summary, while mHealth applications offer significant benefits, they also
pose substantial privacy and security challenges. Addressing these challenges
requires a multifaceted approach involving robust security frameworks, user ed-
ucation, regulatory compliance, and continuous innovation in data protection
technologies. By tackling these issues, we can enhance the trust and effectiveness
of mHealth applications in the global healthcare landscape.
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