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Abstract 
With one billion users using 380 exchanges, the security of blockchains and 
cryptocurrencies remains a major concern as billions are lost to hackers every 
year. Cryptocurrency hacks negatively impact cryptocurrency markets intro-
ducing volatility. Each major scam/hack incident results in a significant price 
dip for most cryptocurrencies, decelerating the growth of the blockchain 
economy. Existing blockchain vulnerabilities are further amplified by the im-
pending existential threat from quantum computers. While there’s no re-
prieve yet from the scam/hack prone blockchain economy, quantum resilience 
is being aggressively pursued by post quantum cryptography (PQC) research-
ers, despite 80 of 82 candidate PQCs failing. As PQC has no role in combat-
ing inherent vulnerabilities, securing over 1000 existing blockchains against 
scammers/hackers remains a top priority for this industry. This research 
proposes a novel Quantum-safe Ledger Technology (QLT) framework that 
not only secures DLTs/cryptocurrencies and exchanges from current vulne-
rabilities but protects them from the impending Q-day threats from future 
quantum computers. As blockchain-agnostic technology, the QLT framework 
can be easily adapted to secure any blockchain or crypto exchange. 
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1. Introduction 

The Digital Ledger Technology (DLT)/blockchain was first introduced in 2008 
by Satoshi Nakamoto as a peer-to-peer electronic cash system or cryptocurrency 
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called Bitcoin [1]. Blockchain and cryptocurrency are inseparably linked. As 
much as a decentralized form of money simply cannot exist without the security 
provided by blockchain, a public blockchain cannot be created without incenti-
vizing people to create it [2]. Cryptocurrency is that incentive. Hence, crypto-
currency is a digital currency that is decentralized, and it is stored and tracked 
through the blockchain. The introduction of smart contracts in blockchain [3] 
and its commercial launch as Ethereum blockchain in 2015 [4] further revolu-
tionized blockchain technology. It has since drawn broad attention from acade-
mia and industry alike. A growing body of literature envisions how its decentra-
lized approach can be pervasive in disrupting current business models, financial 
systems, organizations, and civic governance [5]. As much as we don’t realize, 
decentralization is innate, divined, sustainable, and omnipresent in nature. 
While centralization is acquired, humanly, and perhaps less sustainable (To cen-
tralize is human, to decentralize divine [6]).  

The latest statistics indicate that one billion people worldwide have used 380 
crypto exchanges to buy/sell cryptocurrencies, and over 300 million people own 
one or more of the 20,000 cryptocurrencies out there [7]. There are over 1000 
blockchains and 245 NFT marketplaces in the world [8]. In November 2021, the 
cryptocurrency market cap reached an all-time high of $3 trillion and achieved it 
faster than any other industry in history in just about a dozen years. Projected to 
be a $3 trillion industry [9], blockchain exclusively relies on adversary-facing 
cryptography.  

Blockchain is a sequence of blocks joined by cryptographic hashes, typically 
shared by many peers in the network. If the hash of the final block is known, the 
history of the chain is immutable. In the state-of-the-art, it is computationally 
impossible to change previous blocks in such a way that the final hash stays the 
same. The present public-key infrastructure (PKI) that blockchain deploys de-
pends on the difficulty of deciphering the discrete log and factorization problem 
of large prime numbers. The RSA (Rivest-Shamir-Adleman) algorithm is the ba-
sis of a PKI cryptosystem widely used to secure sensitive data, particularly when 
it is being sent over an insecure network. Most blockchains follow a similar me-
thod to the RSA algorithm for creating and encrypting blockchain wallets. 
Creating a cryptocurrency wallet generates a public address and a private key. It 
is suggested that Shor’s quantum algorithm can solve the integer factorization 
problem in polynomial time and break the state-of-the-art PKI [10]. The expo-
nential growth in quantum computing is opening up the possibility of perform-
ing attacks based on Shor’s algorithms and Grover’s algorithms, threatening the 
PKI and hash functions in the near future [11]. Therefore, it has become neces-
sary for the development of a post-quantum secure signature scheme or quan-
tum-resistant blockchain for post-quantum blockchain security.  

1.1. Research Purpose and Related Works 

The principal objective of this research is to explore the feasibility of extending 
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the findings of recently published work on Zero Vulnerability Computing 
(ZVC), an encryption-agnostic cybersecurity framework that completely oblite-
rated the attack surface on a client hardware wallet device [12]. Beyond the mi-
nimalist hardware wallet client device, the ZVC essentially merged all the con-
ventional layers of firmware, drivers, operating system, and application layer to 
deliver a compact Solid-State Software on a Chip (3SoC) system that was com-
pletely secure with zero attack surface, was autonomous, robust and energy effi-
cient [13]-[18] as an alternative to PQC candidate algorithms that entered 
NIST’s PQC standardization process initiated in 2017 [19]. Almost seven years 
into the standardization process, all of the shortlisted candidate PQCs have 
failed [19]-[21], which warrants an urgent need to explore alternate strategies. 
ZVC’s novel encryption agnostic 3SoC client-server framework was proposed as 
an Intranet solution to segregate quantum computers from the mainstream In-
ternet to deliver quantum computing service in a Quantum-as-a-Service (QaaS) 
business model [13]-[17]. This paper explores a strategy similar to the proposed 
QaaS architecture [13]-[17] to secure blockchain/cryptocurrency infrastructures 
to deliver a Quantum-safe Ledger Technology (QLT). To place the development 
of the QLT concept in proper perspective, a discussion on state-of-the-art design 
is presented in Section 4. Section 5 presents details of the universal design of the 
QLT framework architecture in conventional as well as quantum computing 
scenarios. Section 6 discusses the limitations of this study, and Section 7 presents 
the conclusion and future of the QLT approach. 

1.2. Problem Statement  

Hailed as a panacea for economic growth and sustainability [22], blockchain’s 
envisioned omnipresence in human-computer interactions so far lags [23]. Be-
sides other challenges to blockchain’s commercial viability, its vulnerability to 
frequent hack attacks and future threats from quantum computers is a bit stifl-
ing. There is consensus amongst cybersecurity experts that total cybersecurity is 
impossible to achieve [24], and blockchain is no exception. No wonder it has 
been the target of perpetual scams and hacks, resulting in billions of dollars lost 
every year. Blockchains also face smart contract vulnerabilities besides the inhe-
rent vulnerabilities in any computing system. 

2. Perpetual Scams & Hack Attacks on Cryptocurrencies 

Since the launch of Bitcoin as a cryptocurrency, the blockchain/cryptocurrency 
industry has been blemished with countless crypto scams and hacks over the years, 
estimated to be as high as $88 billion [25] and counting. Notwithstanding the ad-
vent of quantum computers, cryptocurrency exchanges remain vulnerable to hack 
attacks even today. In early 2022, CNBC reported 2021 as a record-breaking year 
of crypto scams totaling a whopping $14 billion [26] [27]. The year 2022 turned 
out to be the worst year for crypto thieves, with the biggest loss of $3 billion re-
ported in October 2022 by Money Control [28], followed by the two biggest ex-
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changes, Binance [29] and FTX [30], reporting $570 and $600 million respec-
tively lost to hack attacks totaling $1.17 billion in losses in just a single month. 
Another billion dollars was reported lost to hacking attacks by Chainalysis in 
August 2022 [31]. Cryptocurrency hacking incidents affect the cryptocurrency 
market by introducing volatility, which increases significantly both contempo-
raneously and in a delayed effect [32]. Each major hack results in a significant 
price dip for Bitcoin and all major cryptocurrencies [33]. Frequent hacking in-
cidents are detrimental to the growth of the blockchain economy [34]. Securing 
blockchain against hackers remains the top priority for this potentially mul-
ti-trillion industry [35].  

The challenge is further amplified by the advent of quantum computers, 
which are feared to present an existential threat to encryption-dependent Inter-
net protocols and blockchain networks [36]. Several research groups are explor-
ing PQC for developing quantum-resistant blockchains [37]. The problem is so 
serious that even questions about the impending end of blockchain are raised 
[38]. 

Several research reports emphasize the seriousness of the impending threats 
from quantum computers to the Internet [38] and an actual quantum attack on 
several cryptocurrencies that led to the latest crypto crash of 2022 [39]. In theory, 
all cryptographic algorithms are vulnerable to quantum attacks. This could be 
catastrophic as cryptography is omnipresent in today’s networked lifestyle [40]. 
Already overwhelmed with the ever-increasing scourge of hack attacks, block-
chain appears to be moving closer to the cryptography apocalypse threat from 
quantum computers [41]. Q-day is when quantum computers will break the In-
ternet [42]. Quantum computers with cryptographically significant qubits are 
predicted to start premiering as early as 2025 [42]. Quantum algorithms already 
exist for all major public-key cryptosystems, necessitating an urgency in res-
ponding to the imminent Q-Day threat. QChain was one of the first PQC (post 
quantum cryptography) blockchain initiatives initiated in 2018 [43]. The process 
of standardization of PQC initiated by NIST (National Institute of Standards and 
Technology) in 2017 resulted in 80 failed PQC algorithms in the first round itself 
in 2022 [19]. Subsequently, the remaining two PQCs were also breached by a 
Swedish and a French team of cryptographers [20] [21], placing the PQC stan-
dardization process in serious jeopardy. However, many of these failed PQCs 
remain in commercial use today. Rainbow is an example of PQC deployed by the 
ABCmint cryptocurrency [44]. Dey et al. recently reported that Bitcoin, Ethe-
reum, Corda, etc., launched quantum-safe PQC initiatives [45] [38]. Moreover, 
encryption algorithms, in general, are neither resource-efficient nor cost-effective 
because of the high cost of encryption and decryption of data [46]. A recent re-
port estimates the current cost of quantum cryptography for connecting two 
computers at a whopping $50,000 [40] [47]. Notwithstanding the cost and failing 
state of PQCs, most IoT devices with limited computing resources will be unable 
to support the computational implementation of PQC algorithms. Implementing 
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PQC on billions of IoT devices is a techno-economic futility that PQC advocates 
often ignore. These circumstances warrant an urgent need to explore alternate 
cybersecurity strategies to secure blockchains from the peril of quantum com-
puters. 

3. Literature Review 
3.1. The State-of-the-Art Literature Review 

Our problem statement identifies three categories of cybersecurity breaches that 
are possible in legacy DLT/blockchain systems.  

1) The first category pertains to the inherent vulnerabilities originating from 
the mandatory third-party permissions that all hardware and software are de-
signed to grant third-party vendors and developers of computer applications 
[12]. 

2) The second category is an upshot of the impending threats from future 
quantum computers [13]-[18].  

3) The third category is smart contract vulnerabilities [48]. Because smart 
contracts are stored on-chain and publicly accessible, hackers can examine the 
public codebase for vulnerabilities due to code weakness or bugginess of the 
code. Such code vulnerabilities can then be misappropriated for conducting their 
attacks. While a bad smart contract code has no recourse other than writing ro-
bust code, this paper proposes a new paradigm for tackling each of those vulne-
rabilities to render blockchain/cryptocurrencies virtually hackproof. A review of 
the state-of-the-art is warranted to place the proposed solution in proper pers-
pective. 

3.1.1. Crypto Exchange Vulnerabilities 
In contrast to classical stock exchanges, which facilitate trading but do not ac-
tually hold securities on behalf of clients, centralized cryptocurrency exchanges 
store virtual currencies for their clients. This makes cryptocurrency exchanges 
vulnerable. Compared to centralized exchanges, decentralized exchanges were 
presumed to be more secure because the exchange never retains the custody of 
the customer assets. Traditionally, centralized cryptocurrency exchanges were 
more vulnerable to cyber-attacks than decentralized exchanges because the users 
involved in the exchange had to fully trust the service provider who held the 
custody of the user assets [49]. On the contrary, in decentralized exchange, the 
user assets remain in the custody of the user [50]. Hence, theoretically, decentra-
lized exchanges evolved into more secure platforms than centralized ones. 
However, with the advent of cross-chain bridges, most cross-chain schemes 
were found to be vulnerable to malicious Internet-based attacks, i.e., man-in- 
the-middle (MITM) attacks, replay attacks, denial of service (DoS) attacks, and 
counterfeiting attacks [51]. This was essentially because these cross-chain pro-
tocols were custodial schemes taking interim custody of the user asset during the 
process of transferring the asset from one chain to another [52]. This made the 
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bridge custodian become the target [31], rendering the bridging function in de-
centralized exchanges vulnerable [53]. 

For all the above reasons, cryptocurrency exchanges, whether centralized or 
decentralized with cross-chain bridging, remain vulnerable to hack attacks. In 
fact, more vulnerable now than ever. In October 2022, CBS News reported $3 
billion stolen from several exchanges [54], shattering the previous record of $2.1 
billion set in 2021. The last quarter of 2022 saw the two biggest exchanges, Bi-
nance [19] and FTX [20], reported $570 and $600 million, respectively, lost to 
hack attacks. Besides the usual cybersecurity breaches resulting from the inhe-
rent attack surface present on all legacy computing devices that centralized ex-
changes deploy, the top security risk appears to have shifted to cross-chain 
bridge protocols deployed in decentralized exchanges [19]. While the FTX hack 
happened as a cybersecurity breach of the custodial assets in a centralized ex-
change, the Binance hack was a cross-chain exploit.  

3.1.2. Post-Quantum Blockchain Vulnerabilities 
Post Quantum Cryptography (PQC) encompasses a new generation of algo-
rithms for the creation of asymmetric keys that are believed to be resistant to at-
tacks by quantum computers [55]. Cryptocurrencies [56] and blockchain trans-
actions rely on distributed ledgers and require solutions that guarantee quantum 
resistance to preserve the integrity of data and assets in their public and immut-
able ledgers [36].  

Many reports on quantum-safe blockchains have appeared in peer-reviewed 
literature [11]. Marcos et al. [57] deployed PQC as a layer 2 solution to make 
blockchain quantum resistant. Zhu et al. [58] recently proposed a hybrid encryp-
tion scheme for quantum secure video conferencing combined with blockchain. 
However, with all the 82 PQC candidates [19]-[21] failing NIST’s standardization 
process, quantum computers appear to be more detrimental to human interests 
than the benefits they deliver [59]. In fact, one of the recent cryptocurrency 
crashes was caused by an actual quantum attack on several cryptocurrencies 
[27]. Moreover, PQC algorithms are computationally expensive [60] [61] and 
will add to the already high cost and slow speed of blockchain transactions. A 
typical Ethereum blockchain transaction costs already very high, clocking as 
high as 360 times that of a conventional database [62] [63]. Attempts at making 
blockchain resilient with PQC primitives will further escalate the already exor-
bitant blockchain transaction costs and hamper blockchain scalability [62] [63]. 

3.1.3. Smart Contract Security Flaws 
As indicated earlier, smart contracts are computer programs that are also prone 
to programming errors. Code faults are a common cause of flaws in smart con-
tracts. Di Angelo and Salzer identified at least 18 areas of weakness in smart 
contract coding that may result in vulnerabilities [64]. They evaluated 27 smart 
contract audit tools that can be deployed to identify and fix these vulnerabilities. 
Solidity is the most common Turing complete programming language in use to 
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write smart contracts. Deploying less complicated non-Turing complete pro-
gramming languages reduces the errors in smart contract codes, increasing po-
tential security compared to complicated Turing-complete implementations. 
Vyper is a Python-like, non-Turing complete scripting language that can be used 
to write secure and maximally human-readable smart contacts to minimize the 
security flaws in the code [65] [66]. 

3.2. Beyond State-of-the-Art 

All state-of-the-art computing systems, whether based on the von Neumann ar-
chitecture [67] or the Harvard architecture [68], are designed to grant 3rd party 
permissions to the software applications developed by programmers and soft-
ware vendors [12]-[18]. It is a mandate that can never be circumvented without 
making the computers useless. These permissions are also the targets that bad 
actors manipulate to create attack vectors for gaining unauthorized access to a 
network or a computer system to extract data. It is for this reason a legacy com-
puter or network will always bear an attack surface that keeps growing and can 
never be eliminated [69]. A major paradigm shift in computing was recently de-
veloped and tested that not only obliterated the 3rd party permissions entirely but 
reduced the attack surface to zero [12]-[18]. Such a system of zero vulnerability 
computing (ZVC) did not rely on cryptography to secure the computers. Be-
cause ZVC was encryption agnostic, the following hypotheses were formulated: 

1) As ZVC security is encryption-independent, will it be quantum-resistant by 
design? 

2) As the ZVC architecture lacks layering, rendering it conceptually analogous 
to the zero-moving-parts nature of solid-state electronics, will it deliver the same 
advantages to computers as the solid-state did to revolutionize the electronics 
industry in the 1960s-1970s? 

Defined as follows ZVC is a new encryption-agnostic cybersecurity paradigm 
that won a Seal of Excellence from the European Union’s Horizon Europe pro-
gram [70].  

ZVC is a cybersecurity paradigm that proposes a new zero attack surface 
computer architecture that restricts all third-party applications exclusively to a 
web interface only, declining permissions for any utilization of computing re-
sources by any non-native program and creates a switchable in-computer offline 
storage for securing sensitive data at the user’s behest [70]. 

While several European Consortia continue to investigate ZVC in diverse use 
case scenarios, several recent reports explored the ZVC hypotheses for quantum 
resilient cybersecurity of the Internet [12]-[16]. As the full scope and relevance 
of ZVC to the overall cybersecurity of the Internet remains a subject of ongoing 
research, it is advantageous to continue exploring new fields of application. One 
such area of very high unmet need is the future security of blockchain and cryp-
tocurrency infrastructures when quantum computers achieve the encryption- 
breaking computing advantage over legacy computing systems. A de novo anal-
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ysis will open a possible new approach for securing cryptocurrencies from the 
menace of frequent hack attacks and futureproofing the blockchain against the 
impending threats from quantum computers. 

In state-of-the-art, the following rationale is applied to protecting the Internet 
from the impending quantum threats to legacy computers: 
- Protect each Internet-connected legacy computer individually from quantum 

attacks with state-of-the-art PQC. 
The following paradigm shift was recently proposed for securing the Internet 

from the perils of quantum computing: Segregate all quantum computing activi-
ties from mainstream Internet with encryption-agnostic ZVC in a Quan-
tum-as-a-Service (QaaS) business model that insulates the service from the rest 
of the Internet [12]-[16]. 

But how do we know that the goal of quantum advantage is achieved? A defi-
nition of “Quantum Advantage” that will help in defining a minimum viable 
product (MVP) that provides the quantum advantage over classical computers is 
provided herein [25]. 

3.2.1. Absolute Zero Trust (AZT) Architecture with ZVC 
On May 12, 2021, President Biden issued an Executive Order entitled “Improv-
ing the Nation’s Cybersecurity” [71], which requires that the US advance to-
wards a “Zero Trust Architecture”, as described by the NIST [72] [73]. NIST de-
fined it as “a term for an evolving set of cybersecurity paradigms that move de-
fenses from traditional static, network-based perimeters to focus on users, assets, 
and resources.” In the prior art, zero trust is always policy-based, requiring hu-
man intervention, and therefore, autonomous absolute zero trust (AZT) is not 
achievable [74] [75]. Nonetheless, several papers claim to implement zero trust 
by design, despite all of them being policy-based models that cannot run without 
continuously monitoring and maintaining zero-trust policy-based rules defined 
by the organization running the zero-trust system. Since all these systems are 
policy-based [74] [75] and, therefore, strictly speaking, cannot be AZT. Block-
chain systems are inherently autonomous [76], so the conventional zero-trust 
architecture has limitations when deployed with blockchain. On the contrary, 
blockchain itself can be deployed to implement zero trust [77].  

Just as the ZVC framework provides an autonomous zero vulnerability and 
zero attack surface quantum resilient environment for exchanging information 
between computers [12]-[17], a similar network architecture can also be devel-
oped for accessing blockchain nodes over the Internet or in any peer-to-peer 
transaction. The resulting high-level client-server architecture is inspired by the 
Quantum-as-a-Service (QaaS) framework that was recently disclosed for quan-
tum-proofing the Internet [13] [15] [16]. While the QaaS framework was a 
routing service for accessing the quantum computing services segregated from 
the mainstream Internet, the QLT (Quantum-safe Ledger Technology) architec-
ture proposed in this paper deploys the blockchain/cryptocurrency infrastruc-
ture directly on the ZVC’s Solid State Software on a Chip (3SoC) servers [13] 
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[14] [16]. This paper discloses a novel Quantum-safe Ledger Technology (QLT) 
approach that can render any blockchain network or cryptocurrency exchange 
quantum-resistant and hack-proof.  

Implemented in two phases, the QLT framework research builds a quan-
tum-resistant hardware wallet as a client device in the first phase [12], and the 
second phase builds the quantum-resistant server currently being taken up by a 
consortium constituted under the Horizon Europe program. 

3.2.2. A Quantum-Safe Blockchain/DLT Architecture 
As illustrated in Figure 1, this encryption-agnostic approach essentially segre-
gates blockchain infrastructure from the mainstream computing infrastructure 
within the Internet. In this framework, the client computer is provided with a 
switchable 3SoC drive with a QLT user interface that securely connects to the 
blockchain nodes installed on the 3SoC remote servers as QLT nodes, creating a 
secure QLT tunnel. As a term of service, the peers are provided with 
3SoC-designed QLT client device hardware for securely accessing the blockchain 
infrastructure distributed across the QLT server nodes that exclusively accept 
authentication requests from a QLT client device only. All other requests from 
unauthorized peers or hackers with legacy computing devices are declined 
(Figure 1). Whenever an authorized peer desires to execute a blockchain trans-
action, he/she just needs to switch over the client device from the legacy Internet 
mode to the QLT Intranet mode. Neither a legacy hacker using legacy devices nor a 
quantum hacker using a quantum computer can penetrate the zero-attack-surface, 
encryption-agnostic security of the QLT framework operating as an Intranet. 
 

 
Figure 1. Switchable QLT framework for quantum-proofing blockchain infrastructure. Image Credit [15]. 
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Thus, a ZVC/3SoC-powered QLT intranet can potentially offer a defense against 
the misuse of quantum computing against blockchain by bad actors. QLT frame-
work provides freedom from impending threats from quantum computers even 
if the PQC algorithms currently under the NIST standardization process fail to 
deliver the promise. Most importantly, this strategy neutralizes the need for In-
ternet-wide, device/resource-focused deployment of the resource-intensive PQCs 
that demand significant processing time and power and come with significantly 
higher costs [18] [78] [79]. 

3.2.3. Hack-Proof Crypto Exchanges (HEX) with QLT Framework  
Although termed as quantum-safe ledger technology, QLT is equally effective in 
protecting blockchain and crypto exchanges from traditional hacking attacks. 
This is particularly important in hack-proofing crypto exchanges (HEX), as 
hundreds of crypto exchanges out there remain vulnerable to hack attacks.  
 

 
Figure 2. A hack-proof crypto exchange (HEX) rendered unbreachable with 3SoC powered QLT framework. Image Credit [15]. 

 
As illustrated in Figure 2, a novel QLT architecture for an HEX can poten-

tially provide unbreakable end-to-end security to access ZVC-powered 3Soc 
server hosting the crypto exchange server application and isolate it from the rest 
of the Internet (Figure 2) This means that all the authorized subscribers of ex-
change platform can be mandated to deploy specific ZVC powered 3SoC securi-
ty protocols to access the exchange resources within a ZVC-secured Intranet. 
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The framework components comprising the 3SoC client, tunnel, and exchange 
server are encryption agnostic with banned 3rd party permissions and zero attack 
surface, therefore immune to intrusions by unauthorized peers using legacy 
client devices. This makes the crypto exchange inaccessible to bad actors using 
legacy devices. The QLT framework can be implemented irrespective of whether 
the exchange is centralized or decentralized, a custodial cross-chain bridge or an 
NFT marketplace.  

4. Study Limitations 

This paper provides theoretical support for the deployment of a new cybersecur-
ity paradigm that was originally tested in a minimalist hardware wallet device 
[41] to secure the scam-prone, hack-prone blockchain economy. QLT, QaaS, 
3SoC, AZT, 6G, and other use case scenarios for ZVC are currently being ex-
plored in several research projects. These investigations have far-reaching im-
plications on our understanding of solid-state electronics and computer hard-
ware/software, in general, and on enhancing their security and resilience in 
building a robust Internet. As any hypothesis-generating research, great care is 
warranted in projecting the conclusions of this report to real-world scenarios for 
the following reasons: 

1) The QLT architecture is designed based on empirical data from a series of 
minimalist hardware wallet experiments [12]. It needs to be validated in diverse 
blockchain ecosystems before being extrapolated to real-world environments. 

2) The ZVC/3SoC research is ongoing, and the inferences drawn from the 
available data are preliminary and subject to updates as and when available after 
real-world validation. 

3) Currently, all encryption in blockchain systems is open and adversary-facing, 
but QLT partly changes that, imposing certain limitations on the universal ac-
cessibility of blockchain networks. 

4) Notably, 3SoC devices inherently restrict the porting of generic or non-con- 
forming third-party peripheral devices [13]-[18]. 

5) Currently, there is no experimental data from diverse blockchain ecosys-
tems, which may raise questions on the practical viability of the QLT solution. 
QLT may face challenges when applied to specific use cases or blockchain con-
figurations. 

6) Rigorous experimentation by peer researchers is warranted to test, repli-
cate, and validate the conclusions before QLT can be established as a new secu-
rity paradigm for blockchains and cryptocurrencies. 

7) Appropriate key performance indicators (KPIs) should be constituted to 
justify the quantity and quality of the case studies designed to investigate the 
proposed ecosystem. 

Despite its limitations, this study provides compelling evidence that hack- 
proofing blockchain, cryptocurrencies, crypto exchanges, and NFT Marketplaces 
for rendering them resistant to future Q-Day threats is theoretically possible by 
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using an encryption-agnostic approach to securing the networks. The QLT 
framework not only affords protection against future quantum threats but also 
secures the current blockchain/cryptocurrency infrastructure. ZVC’s 3SoC ab-
straction also supports the feasibility of de-layering the legacy computer archi-
tecture for enhancing and replicating the robustness, energy efficiency, portabil-
ity, and resilience of solid-state devices in a decentralized network. 

5. Conclusions and Future Prospects 

About a billion users, 20,000 cryptocurrencies, over 1000 blockchains, 380 cryp-
to exchanges, and 245 NFT marketplaces remain vulnerable to hackers and 
scammers. This has resulted in as much as $88 billion lost to thefts over a dozen 
years since blockchain existed. The torment of blockchain/cryptocurrency vul-
nerabilities continues and, in fact, intensifies with the impending threat from 
quantum computers. As the Q-Day approaches, the security of blockchain and 
crypto assets becomes more relevant now than ever. The prevailing vulnerabili-
ties that result in billions of dollars lost every year and the future Q-Day threats 
make cybersecurity of this potential multi-trillion industry a top priority. The 
QLT solution is platform agnostic, meaning it can be deployed irrespective of 
the type of blockchain and cryptocurrency, the type of crypto exchange, or the 
NFT marketplace. QLT is also encryption agnostic, meaning it is as effective in 
combating quantum computing threats as well as dealing with the traditional 
vulnerabilities that hackers use to steal funds. PQC is aggressively pursued 
worldwide for boosting the security of blockchain/cryptocurrency assets, but a 
proven quantum-proof PQC still seems to be eluding as all the post-quantum 
encryption methods have been cracked so far, and none has stood the rigors of 
the NIST testing process initiated 7 years ago in 2017. Even if a PQC algorithm 
passes all the validation and standardization steps, its deployment in blockchain 
will further worsen blockchain’s current shortcomings in transaction costs, 
speed, and scaling. Searching for alternate cybersecurity strategies, therefore, 
becomes imperative.  

QLT is cost-effective, resource-efficient, and does not limit scalability. Al-
though current crypto exchanges are not as strictly regulated as other financial 
businesses are, most crypto exchanges will eventually be regulated once easy-to- 
implement technology that protects user interest is available. QLT makes it easy 
for regulators to protect public interest without encroaching on their privacy. 
QLT can be implemented not only to enforce regulatory policies but render all 
malicious activities by bad actors technologically out of bounds. The impending 
quantum threats to blockchain can be best dealt with by segregating all block-
chain-specific activities from the mainstream Internet by regulating access to 
blockchain infrastructure rather than attempting to protect each Internet-con- 
nected device individually with resource-intensive PQC. While the findings pre-
sented in the paper are preliminary, demonstrating the potential feasibility of the 
QLT framework in multiple real-world blockchain ecosystems is urgently 
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needed. To guide future blockchain researchers, the key takeaways from this 
study can be summarized as follows: 

1) ZVC is a new cybersecurity paradigm that can potentially secure the entire 
decentralized blockchain/cryptocurrency ecosystem from today’s traditional cy-
ber-attacks and from Q-Day threats that future quantum computers present. 

2) The QLT framework that ZVC builds is platform agnostic and can be dep-
loyed to secure any blockchain network, cryptocurrency exchange, or NFT mar-
ketplace, and all of them simultaneously. 

3) PQC is computationally resource-intensive and expensive, and as such, 
quantum-proofing blockchain with PQC is likely to further diminish the com-
mercial viability of blockchains because of its negative impact on cost, efficiency, 
and scalability. 

4) QLT deploys minimal resources in its implementation, and therefore, it is 
resource-efficient and sustainable. 

5) The QLT business model makes it easier to regulate the blockchain econo-
my, both technologically and legally than legacy systems.  

6) The QLT framework described in this paper and the QaaS framework dis-
closed previously [12]-[18] allow the ZVC/3SoC-powered AZT architecture to 
secure any online activity. 

A proposed QLT consortium under the EU’s Horizon Europe program is cur-
rently exploring QLT amongst other use cases of ZVC technology. Although the 
ZVC-powered 3SoC network architecture is still under development as a poten-
tially robust cyber-secure framework, its early dissemination among blockchain 
researchers will accelerate the process of its validation and standardization as an 
alternative to the existing vulnerability-prone legacy blockchain/cryptocurrency 
ecosystem that loses billions of dollars annually in theft. The framework de-
scribed in this paper may also be adapted to secure traditional financial and 
banking services and all such future online activities that require high security 
without compromising user experience. 
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