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Abstract

This comprehensive review explores the evolving epistemological foundations
of Human Reliability Analysis (HRA), tracing its transition from a practical,
applied field to a scientific discipline. The paper critically examines the philo-
sophical assumptions that underlie prominent HRA models, emphasizing their
impact on both scientific validity and practical application. Organized into five
sections, the paper begins by articulating its primary aim in Section 1: to un-
cover and scrutinize the philosophical assumptions within HRA models. Sec-
tions 2.2 and 2.3 delve into reductionist and holistic paradigms. Section 2.4 fo-
cuses on the shift toward holistic theories, emphasizing the integration of hu-
man, technical, and organizational elements in modern socio-technical systems.
Section 3 concludes by examining systemic approaches, capturing the paradigm
shift from reductionism to a broader, interdependent view of accidents and re-
liability. Section 4 sheds light on the contemporary HRA models, emphasizing
the prevalence of systemism in recent research. Notable models, such as SoTe-
RiA and FRAM, undergo scrutiny for their systemic approach, revealing inter-
relationships crucial for understanding accidents in complex operations. In
Section 5, the paper explores the practical implications of the epistemological
insights gained, emphasizing their potential impact on the development and
enhancement of HRA models. The conclusion advocates for a paradigm shift in
HRA that involves rethinking the epistemological bases of models. It unders-
cores the need for ongoing philosophical scrutiny to drive the discipline's
progress, ultimately enhancing our understanding, prediction, and improve-
ment of human performance and system safety.
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1. Introduction

Human Reliability Analysis (HRA) stands at the nexus of critical importance
within the broader domain of safety science and engineering. As our reliance on
complex systems continues to grow, understanding and mitigating human errors
become paramount for ensuring the safety and reliability of socio-technical sys-
tems. HRA, which originated from the engineering need to measure and predict
human errors in high-stakes industrial settings, has evolved into a field that
bridges the realms of applied science and theoretical inquiry.

The motivation behind focusing on HRA in this comprehensive review is
rooted in the transformative journey the discipline has undergone—from its
pragmatic, applied origins to its current aspiration to establish itself as a scien-
tific discipline. This paper seeks to delve into the philosophical underpinnings of
HRA models, dissecting the implicit assumptions that guide their development.
By scrutinizing the epistemological foundations, we aim to unravel the intricate
relationship between theoretical perspectives and practical applications within
HRA.

Understanding the underlying reasons for this focus on HRA is crucial, as it
not only shapes the direction of our exploration but also informs the broader
discourse on the intersection of human factors, system safety, and scientific ri-
gor. Through this review, we aim to shed light on the significance of epistemo-
logical analysis in advancing HRA, contributing to ongoing conversations about
the robustness, reliability, and theoretical coherence of models designed to en-
hance safety in complex operational environments.

Human Reliability Analysis (HRA), as defined by Munger et al, (1962), emerged
as a field within engineering driven by the imperative to quantify and predict
human errors in critical industrial settings. Rooted in the pragmatic ethos of ef-
ficiency and measurement associated with engineering studies, HRA has evolved
from a practical, applied discipline to one that seeks scientific legitimacy.

The definition and conceptualization of HRA have evolved over time, shaped
by the interdisciplinary nature of the field, drawing insights from anthropology,
psychology, and sociology. This comprehensive review delves into the episte-
mological foundations of HRA, scrutinizing the implicit philosophical assump-
tions that underpin prominent models and methodologies.

HRA models serve three primary purposes: (1) quantifying human error
probabilities (HEP), (2) describing and modeling human errors within industrial
environments, and (3) enhancing the resilience of human-machine systems.
Ensuring the theoretical plausibility of HRA models is crucial, as emphasized by
Kirwan (2017), requiring support from experimental data and empirical valida-
tion, as advocated by Mosleh and Chang (2004).

The core elements of most HRA models encompass: (1) a human error tax-
onomy which classifies human error types along with their distinctive characte-
ristics; (2) a methodological module for quantifying human errors, considering

the natural inclination to err, and incorporating environmental, organizational,
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and personal influences; and (3) presenting results in the form of guides or
recommendations to mitigate human errors, thereby increasing human reliabili-
ty and system resilience.

From an epistemological standpoint, the choice between holistic and reduc-
tionist approaches becomes pivotal when analyzing the human factor. According
to Machado Susseret (2005), both are significant research programs in contem-
porary science. However, Bunge (2000) contends that methodological indivi-
dualism, viewed as rational reductionism, proves ineffective both as a metho-
dology and in its alternative forms.

Ontological reductionism posits a robust thesis: in deeper analysis, everything
is either an individual or a group of individuals (Udehn, 2002). This perspective
asserts that reality can be reduced to a minimal number of entities or basic
components. For instance, in biology, organisms are exhaustively composed of
the same components as inorganic matter (Ayala, 1987). The implication is that
no totalities possess their own properties, be they systemic or emergent.

Contrarily, systemic thesis, rooted in holism, asserts that everything in the
world is connected, either directly or indirectly (Bunge, 2000). Individualists
view elements as mutually independent, as reflected in many HRA models, while
holists prioritize the analysis of the whole and argue that relationships precede
the related elements. Neither individualist ontology nor holism can entirely and
deeply describe many phenomena, a point that will be explored further in the
context of human error. The systemic approach contends that everything is a
system or a component of one or more systems with emergent or systemic
properties, requiring analysis of the system’s composition, structure, and envi-
ronment.

Machado Susseret (2005) suggests that both methodological individualism
and the holistic approach have gained prominence as research programs, given
their ability to address a wide range of phenomena and the elegance of their
theories, endowed with strong heuristic and hermeneutical power. However,
Bunge concludes that systemic thinking is the correct alternative to any form of
individualism and holism.

An epistemological approach is essential, even in engineering sciences, with
significant ontological, gnosiological, and methodological consequences, espe-
cially in the study of human reliability. While practical disciplines often overlook
the philosophical assumptions implicit in advocated methodologies, these as-
sumptions carry practical ramifications, as noted by Abraha and Liyanage (2012)
in their review of theoretical foundations for risk minimal operations in complex
sociotechnical systems, emphasizing the role of human error.

This paper seeks to provide a comprehensive exploration of the epistemologi-
cal underpinnings in Human Reliability Analysis (HRA) models, aiming to con-
tribute to the ongoing maturation of HRA as a scientific discipline. The central
objective is to scrutinize the philosophical assumptions implicitly or explicitly
embedded in prominent HRA models, shedding light on their implications for
understanding and predicting human performance and system safety. The paper
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is structured into distinct sections, each focusing on a key epistemological ap-
proach—reductionism, holism, and systemism. Through an extensive review,
the text unveils the intricate interplay between these epistemological perspectives
and the evolution of HRA, offering insights into how each approach has influ-
enced model development and contributed to the broader discourse in human
reliability studies. In essence, this paper endeavors to foster a deeper under-
standing of the philosophical foundations of HRA models, providing a critical
examination that may catalyze future advancements in the field.

The examination of these philosophical positions within the realm of Human
Reliability Analysis (HRA) has been relatively limited, primarily due to the prac-
tical orientation of HRA toward the development of useful models and methods
rather than active participation in philosophical discourse. For instance, seminal
HRA models like the Human Error Assessment and Reduction Technique
(HEART) or the Technique for Human Error Rate Prediction (THERP) have
historically focused on developing practical tools for industry application rather
than engaging in explicit philosophical discourse. These widely utilized models,
while invaluable for practical purposes, often lack explicit articulation of their
underlying philosophical assumptions. The emphasis on crafting actionable me-
thodologies has understandably steered the HRA community toward pragmatic
outcomes, inadvertently contributing to a scarcity of philosophical examinations
within the field. By delving into specific instances where HRA models prioritize
practical utility over philosophical discourse, this study aims to shed light on the
prevailing trend and underscore the need for a more balanced integration of
theoretical considerations within the HRA discourse.

However, this review holds significant potential for several reasons: Firstly,
philosophical preconceptions inherently shape scientific approaches, making it
imperative to scrutinize these aspects in HRA. Addressing such fundamental is-
sues not only enhances scientific rigor but also strengthens methodological vali-
dations, fortifies model robustness, establishes a conceptual framework for the
discipline’s scientific standing, and propels future progress. Secondly, for new-
comers to the academic and scientific study of human reliability and human
factors, this paper serves as an introduction to the field, addressing questions
such as the origins of models and the gnosiological pathways that guided re-
searchers in developing specific models. Thirdly, it offers an updated perspective
on HRA models, concepts, and trends, incorporating a review of scientific HRA
articles up to 2022. Lastly, the review may serve as a guiding light for research-

ers, illuminating potential avenues for new developments in the field.

2. Critical Review of Epistemological Paradigms in HRA
2.1. Material and Method
The primary objective of this study is to meticulously assess the epistemological

foundations within Human Reliability Analysis (HRA) models. The focus is on
uncovering and critically examining the philosophical assumptions that signifi-
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cantly influence the assessment of HRA models. This assessment aims to shed
light on the intricate interplay between philosophical underpinnings, scientific
validity, and the practical application of HRA methodologies. It operates under
the assumption that these models initially adopted a reductionist approach,
eventually transitioning through a holistic stage to embrace a systemic perspec-
tive. While HRA has traditionally focused on delivering practical models and
methods, philosophical underpinnings play a pivotal role in shaping any scien-
tific endeavor.

This exploration of HRA methods from an epistemological standpoint pro-
vides numerous benefits: (1) Uncovering the philosophical preconceptions in-
herent in these models is critical for a deeper scientific understanding. It facili-
tates rigorous scrutiny, enhances methodological validations, fortifies model
robustness, establishes a conceptual framework for the scientific positioning of
the discipline, and contributes to future progress and trends; (2) For newcomers
in the academic study of human reliability and human factors, this paper serves
as an introduction, addressing questions such as the origins of models and the
gnosiological pathways guiding researchers in model development. It delves into
the philosophical assumptions that underpin human reliability approaches; (3) It
offers an updated perspective on HRA models, concepts, and trends, encom-
passing scientific articles in the field up to 2022; (4) For HRA researchers, it acts
as a source of inspiration, providing ideas and prompting insights for the revi-
sion of existing models or the creation of new ones.

Scientific inquiry is a multifaceted process guided by various epistemological
approaches, each offering distinct perspectives on how knowledge is generated
and understood. Reductionism, holism, and systemic approaches represent three
fundamental paradigms that shape the foundations of scientific thinking and
methodology.

Reductionism posits that complex phenomena can be understood by breaking
them down into simpler, more fundamental components. It seeks to analyze and
explain intricate systems through the examination of their individual parts. Re-
ductionist approaches are characterized by a focus on isolating specific variables,
often in controlled settings, to uncover underlying principles. While reduction-
ism has been immensely successful in certain scientific domains, it has been
criticized for oversimplifying complex interactions and neglecting emergent
properties that arise from the collective behavior of interconnected components.

Anderson (Anderson, 1972) argues that the ability to reduce everything to
simple fundamental laws does not imply reconstructing the universe based on
those laws. This implies two difficulties, one of scale and another of complexity.
The first is due to the fact that scale changes involve properties changes that are
not always predictable. And the second difficulty concerns the fact that entirely
new properties appear when complexity is increased, which is called emergent
properties. Following Anderson’s (Anderson, 1972) argument, psychology is not
applied neuroscience; neuroscience is not applied molecular biology; and mole-

cular biology, applied chemistry. The whole is not the sum of its parts, but above
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all, very different from those.

In contrast, holism emphasizes the interconnectedness of elements within a
system and contends that the whole is more than the sum of its parts. Holistic
approaches advocate for studying phenomena in their entirety, considering the
intricate relationships and interactions that contribute to their emergence. Hol-
ism recognizes the significance of context and the dynamic nature of systems,
encouraging a more integrative and comprehensive understanding. However,
critics argue that holism might risk overlooking crucial details and mechanisms
inherent in reductionist analyses.

Systemic approaches combine elements of both reductionism and holism, ac-
knowledging the importance of individual components while also considering
their collective interactions. These approaches view systems as integrated entities
with properties and behaviors that cannot be fully grasped by examining their
isolated parts. Systemic thinking permeates various scientific disciplines, recog-
nizing the complexity of real-world phenomena and the need for interdiscipli-
nary perspectives. It often involves modeling the interactions between compo-
nents to understand the system’s emergent properties and behaviors.

This paper explores the epistemological foundations of reductionist, holist,
and systemic approaches, aiming to elucidate how these paradigms influence
scientific inquiry across diverse fields. By critically examining their implications
and applications, we seek to contribute to a deeper understanding of the philo-
sophical underpinnings that shape the trajectory of scientific research.

A comprehensive literature review methodology is employed in this paper to
explore the epistemological foundations of reductionist, holist, and systemic ap-
proaches. By critically examining existing research, the aim is to elucidate how
these paradigms influence scientific inquiry across diverse fields. The analysis
encompasses philosophical implications, historical contexts, and practical appli-
cations, providing a nuanced understanding of the philosophical underpinnings
shaping the trajectory of scientific research.

This article primarily constitutes a literature review, drawing insights from
research articles, manuals, and available literature relevant to the discussed top-
ics. All referenced documents were accessed from prestigious databases, includ-
ing ISI-Web of Science, Science Direct, Springer Link, Informaworld, Engineer-
ing Village, Emerald, and IEEE Xplore, accessible through a subscription from
the Argentinean National Council for Scientific and Technical Research
(CONICET). The analysis focuses on papers published before 2022, encompass-
ing a timeframe of approximately 30 years, with the earliest papers in the dataset
dating back to the 1980s. However, the core of the study is rooted in the period
from 1990 to 2022.

The principal objective is to investigate how “holism,

» «

reductionism,” and
“system theory” have exerted ontological, gnosiological, and methodological in-
fluences on the conception, definition, development, and progression of HRA
models and methods. The underlying hypothesis posits that HRA researchers, ei-

ther explicitly or implicitly, make epistemological and philosophical assumptions,
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derived from abductive reasoning informed by theoretical reviews and practical
applications of HRA techniques. To validate this hypothesis, systematic searches
for evidence of these assumptions were conducted within scientific databases.

The bibliometric analysis yielded an extensive collection of scientific publica-
tions (almost 10,000 articles), wherein terms like “holism” or “holistic” (21%),
“reductionism” or “atomistic” (31%), and “systemic approach” or “system ap-
proach” (48%) were associated with “human reliability analysis” (263 articles),
“human error” (3095 articles), “safety science” (1030 articles), and “risk analysis”
(5410 articles). Additionally, terms such as “complexity” or “complexities” and
“emergence” or “emergent” were explored concerning “human reliability analy-
sis” and “human error.”

A research trend analysis indicates a growing interest in these topics linked
with human reliability, human error, safety science, and risk analysis (48% of the
articles were published after 2012), with a notable emphasis on the “systemic
approach” (articles featuring the “systemic approach” increased their share in
publications from 48% to 55% in the last five years).

The search results are organized by academic databases through ranking algo-
rithms, typically offering options to sort results by date, title or journal alpha-
betically, citation counts, downloads, or relevance.

Relevance ranking involves multiple criteria, often indicating that a document
is more relevant if a search term occurs frequently within it. For instance, in
Web of Science, results are ranked based on the overlap between search terms
and terms in the articles. In Scopus, the relevance rank considers the relative
frequency and location of search terms in the article. In IEEE Xplore, the rank-
ing is based on how well the result matches the search query, as determined by
IEEE Xplore. Google Scholar, one of the few academic search engines combining
various approaches in a single algorithm, weighs the full text of each document,
where it was published, who wrote it, and how often and recently it has been
cited in other scholarly literature .

Locating significant articles for this philosophical analysis of HRA involved
multiple searches and a meticulous selection process due to the substantial
number of articles retrieved.

In the initial selection phase, the 20 most relevant articles (according to search
engine ranking algorithms), along with the 10 most cited and 10 most recent,
were chosen. Following a preliminary screening analysis, articles using terms in
different contexts or merely mentioning them were excluded. Subsequently, in a
second step, an in-depth search was conducted, employing boolean operators
like AND, OR, and NOT to identify significant articles not covered in the initial
selection.

Furthermore, an exploration and analysis of publications related to widely
used Human Reliability Analysis (HRA) methods were conducted to identify
connections with the analyzed epistemological terms. Following the methodolo-

gy outlined by Bell and Holroyd (Bell & Holroyd, 2009), certain methods, recog-
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nized for being among the most cited, reviewed, criticized, and publicly available
for implementation, were found to have associations with the examined episte-
mological terms.

The second hypothesis posits an epistemological evolutionary process from
first to second-generation HRA models, suggesting that first-generation models
predominantly embraced reductionism, while second-generation models leaned
more towards holism. Additionally, recent HRA developments, often referred to
as the third generation, exhibit a significant systemic tendency. To scrutinize this
hypothesis, an investigation into the most notable characteristics of HRA gener-
ations was conducted to identify epistemological evidence.

The results are presented in two sections: Sections 2.2 provides a summary of
evidence supporting reductionism in the first generation, 2.3 holism in the
second generation, and 2.4 epistemological assumptions in nine HRA methods.
In Section 3, assumptions related to systemic approaches, including emergency
and complexity theories, in recent HRA methods are detailed. Finally, Section 4
delves into the practical consequences derived from these epistemological con-

siderations.

2.2. Decoding First Generation HRA: A Deeper Look into
Reductionist Paradigms

The inception of Human Reliability Analysis (HRA) methods dates back to the
1960s, with significant advancements occurring in the mid-80s, particularly in
terms of evaluating human factors’ propensity to fail. These techniques can be
broadly categorized into two generations: first and second. While dynamic HRA
methods of the third generation are currently under research (Di Pasquale et al.,
2013), this section delves into the epistemological underpinnings of the initial
phase, specifically focusing on reductionism in First Generation HRA.

The study of human reliability has historically embraced both reductionist
and holistic approaches (Brewer, 2006; Boring et al., 2005; Bodsberg, 1993).
However, recent model developments and criticisms of previous generations
suggest a shift towards a systemic approach. White (1995) underscore reduc-
tionist and holistic features in risk management theories, implying that prevalent
risk management approaches lean towards reductionism.

The analysis of Reductionist Evidences in First Generation HRA (Table 1)
reveals the hierarchical breakdown of tasks and the emphasis on observable
characteristics, aligning with the methodology employed for this critical review.

Reduction, as elucidated by Bunge (2003), involves identifying or including
objects or concepts within others, a concept with ontological, gnosiological, and
methodological dimensions. Notably, while reductionism is based on reduction,
utilizing reduction does not necessarily imply reductionism. For instance, the
hypothesis of mind-brain identity posits that mental processes are reducible to
brain processes—an ontological reduction—yet it doesn’t advocate total reduc-

tionism in psychology to neurophysiology.
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Table 1. Reductionist evidences in first generation HRA.

Main features Reduction approach evidences

An ontological reduction is made when human actions are reduced

Binary representation of human actions (failure/success) .
to two types of actions.

Tasks are broken into procedural steps through hierarchical task

Dichotomy of errors (omission and commission
Y ( ) analyses (HTA) (Dekker, 2005).

Taxonomy approach comes from biology and tries to classify enti-
Attention on human actions’ observable characteristics and ties. Methodological reductionism assimilates a problem to a known
their classification (human error taxonomy) conceptual scheme and is expected to make intelligible the basic
structure of the present problem.

Human actions are explained at their basic level (methodological
reductionism), observed behavior, or physical actions. Reduction
does not imply, in this case, an appeal to other scientific concepts
Low attention to cognitive actions (lack of a cognitive model) but, rather, to choose a few ideas and try to explain with them all
reality or a vast sector of it.
“Mind is understood as a box-like construction with a mechanistic
trade-in internal representation” (Abraha & Liyanage, 2012).

HRA is described in terms of hardware reliability, i.e., human beha-
vior is addressed in terms of mechanical components (mechanistic
reductionist assumptions (French, Bedford, Pollard, & Soane, 2011)
Emphasis on quantifying errors by statistical methods (Sornette, Maillart, & Kroger, 2013).
Statistical methods are based on binary logic where membership
degrees or degrees of truth are not allowed. Ontological reduction-
ism opposes any form of dualism (Block & Stalnaker, 1999).

PSFs are basic characteristics (entities) of context. Most theories are
based on implicit functions that relate PSFs with error probabilities.
Indirect treatment of context with PSF Gnosiological reductionism argues that the best strategy is to search
for explanations in terms of the basic constituent entities of objects
or processes under study.

Methodological reductionism posits that studying phenomena at the lowest
levels of complexity is the optimal research strategy, proposing that constructs
are explained from individual concepts. Bunge (2000) argues that predicates
precede types, particularly in the case of membership sets defined by set theory
axioms. Many HRA taxonomies seem to align with a moderate individualistic
approach, where elements together define predicates, as seen in PSF sets.

First-generation models, exemplified by THERP (Technique for Human Er-
ror-Rate Prediction), are characterized by binary representation of human ac-
tions, dichotomy of errors, attention to human action phenomenology, minimal
focus on cognitive actions, reliance on statistical methods for error quantifica-
tion, and indirect treatment of context (Kim, 2001). THERP, based on event tree
analysis, exemplifies a reductionist approach where emergent properties arising

from the whole system may not be adequately recognized (White, 1995).

DOI: 10.4236/0jpp.2024.142021 323 Open Journal of Philosophy


https://doi.org/10.4236/ojpp.2024.142021

P. Baziuk et al.

While THERP, along with parallel approaches like HCR (Human Cognition
Reliability), adopts a cognitive model of human behavior, known as the
skill-rule-knowledge model (SRK), this model reflects an individualistic ap-
proach by decomposing tasks into subtasks. However, a common critique of
first-generation models is their failure to incorporate environmental, organiza-
tional, and other relevant factors—a limitation attributed to a lack of a holistic
perspective (French et al., 2011).

The reductionist nature of first-generation models becomes evident in their
difficulty to capture the underlying causes of human error in dynamic and com-
plex actions. Moreover, they often overlook interactive combinations of equip-
ment failures or common cause failures, a limitation addressed by more com-
prehensive models like “Failure Mode and Effects Analysis” (FMEA) (White,
1995). Probabilistic methods also face challenges in dealing with the variability,
uncertainty, and incomplete knowledge inherent in many domains (Gregoriades
& Sutcliffe, 2008).

The major drawbacks of probabilistic methods include a lack of reliable in-
formation, insufficient criteria for selecting Performance Shaping Factors
(PSFs), limitations in assessing cognitive behavior, and treating human errors as
phenomena without sufficient attention to their causes (Richei et al., 2001). The
need for moderate reductionism is acknowledged, recognizing the heuristic val-
ue of nonreductionistic positions (Ayala, 1987).

Despite its justifications, reductionist HRA approaches may not be well-suited
for complex socio-technical systems, where behavior emerges holistically, is
highly sensitive to small input changes, and can only be partially described sub-
jectively (Zio, 2009). Traditional linear cause-and-effect models may not effec-
tively capture the dynamics of current organizational structures, prompting the
introduction of complexity theory concepts in HRA. This shift calls for holistic
approaches, especially when considering team effects and system dynamism
(French et al., 2011; Stanton, 2016).

2.3. Navigating the Cognitive Landscape: Unveiling
Second-Generation HRA Paradigms

The early 1990s witnessed a surge in research and development activities aimed
at enhancing Human Reliability Analysis (HRA) methods globally. These en-
deavors resulted in significant strides in first-generation methods and the emer-
gence of innovative techniques, marking the advent of second-generation HRA
methods. Initially obscured, these methods were characterized by their concep-
tual aspirations, a departure from the primarily behavioral focus of first-genera-
tion HRA methods (Mosleh & Chang, 2007). The second-generation HRA me-
thods sought to unravel the intricacies of cognitive aspects, delve into the causes
of errors rather than their frequency, and explore the interaction and interde-
pendence of factors, including Performance Shaping Factors (PSFs).
Epistemologically, this shift from reductionism to holism was deemed neces-

sary to effectively model the complexity inherent in human and organizational
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risk (Abraha & Liyanage, 2012). This complexity, as emphasized in the paper
authored by Abraha and Liyanage (2012), cannot be fully understood or ex-
plained by the summation of individual components. Modern or second-genera-
tion models, as outlined by Cacciabue (2000), exhibit distinctive features such as
a consideration of cognitive and organizational factors, a reference to cognitive
and/or group/organization models, and the necessity of being conducted by a
team of experts.

In the second-generation models, the emphasis is placed on understanding
error causes rather than error frequency, with a focus on qualitative aspects, in-
teraction, and interdependence of factors (Di Pasquale et al., 2013). Conceptual
constructs like safety culture and root cause analysis take a more holistic view of
risk, aiming to describe failures and explain their occurrence (White, 1995). Ta-
ble II succinctly summarizes the main features of second-generation models and
their holistic evidences, developed by the author of this paper.

Advancing towards a more holistic approach, second-generation models chal-
lenge the conventional idea of human error taxonomy. Latorella & Prabhu
(2000) underscore the need for a holistic approach to classify human errors, as-
serting that errors should not be considered in isolation as a distinct class of be-
haviors. Introducing a new category of error, “cognitive error,” these models
acknowledge the impact of technological advances on reducing physical activi-
ty-related errors while amplifying the consequences of reasoning or cognitive
errors deeply rooted in socio-technological contexts (Cacciabue, 2000).

Cognitive errors, typically associated with a human behavior model, prompt a
departure from linear information processing models to cyclical models. This
shift aligns with a broader move from reductionist to holistic thinking, treating
human behavior as a holistic interaction with the environment, incorporating
the role of decision-making processes.

In the table dedicated to Holistic Evidences in Second Generation HRA (Table
2), main points include the consideration of cognitive and organizational factors,
the dichotomy in cognition models (microcognition and macrocognition), reliance
on expert judgment, emphasis on error causes, and the incorporation of conceptual
constructs. This table, developed by the author of this paper, underscores the holis-
tic paradigm that guides the discussion of second-generation HRA models.

2.4. Mapping Epistemological Approaches in Human Reliability
Analysis Methodologies

The Exploration of Epistemological Approaches in Human Reliability Assess-
ment (HRA) Methods is vital for understanding the intricacies of different me-
thodologies. In Table 3, a comprehensive review of principal HRA methods and
their epistemological characteristics is presented, offering insights into the re-
ductionist and holistic aspects inherent in each approach.

Addressing the nuances in reductionist and holistic interpretations is crucial.
For instance, the term “black box” HRA models, though often perceived as ho-

listic due to their lack of detailed human behavior modeling, may contradict this
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view according to Pyy (2000). Conversely, decomposed HRA modeling ap-
proaches, such as THERP and ATHEANA, may be labeled reductionist by em-
phasizing internal failure mechanisms (Pyy, 2000). Furthermore, the use of
Probabilistic Safety Factors (PSF) differs, with some methods explicitly incorpo-
rating PSFs (e.g., THERP, ATHEANA, SLIM), while holistic expert judgment
methods do so implicitly.

The concept of holism is occasionally synonymous with a systemic approach
or complex thought. While systems thinking adopt a holistic approach, analyti-
cal methods in risk assessment tend to lean towards reductionism (White, 1995).
In contemporary scenarios, where complex systems lack well-defined bounda-
ries, set targets, and historical data, traditional reliability engineering methodol-
ogies face limitations (Abraha & Liyanage, 2012; Zio, 2009). Both first and
second-generation HRA methods struggle with emergent and complex factors in
new settings, hindering the exploration of underlying error causality (Abraha &

Liyanage, 2012).

Table 2. Holistic evidences in second generation HRA.

Main features

Reduction approach evidences

Holistic models find application in complex dynamic systems, allowing the

Cognitive and Organizational Factors emergence of relationships among technical, human, and organizational

Cognitive Model and/or Group/Organization Model

factors.

The dichotomy between reductionism and holism is evident in cognition
models, namely microcognition and macrocognition. While microcogni-
tion dissects individual components like memory and attention, macro-
cognition focuses on cognitive functions such as decision-making, empha-
sizing external validity and regularity across conditions (Farrington-Darby
& Wilson, 2006).

Experts perceive events and circumstances as irreducible wholes (Boring,
Gertman, Joe, & Marble, 2005). The formalism of structured expert elicita-

Based on Expert Judgment tion addresses the highly complex and interdependent conditions involved

Focus on Error Causes

Conceptual Constructs

in evaluating human reliability, enabling analysts to consider a realistic set
of evidence holistically (Forester et al., 2004).

The “etiology of hazards” in terms of human reliability seeks the origin of
the chain of causes leading to an accident. While reductionist approaches
may suffice in blaming human error for an accident, holistic approaches
consider human error as the starting point for investigation. Once identi-
fied, the causes of the error are systematically determined, investigated,
and mitigated (Abraha & Liyanage, 2015; Abraha & Liyanage, 2012).

In contrast to classical inductivism dominating first-generation HRA,
second-generation models are grounded in conceptual constructs aiming to
elucidate reality. These constructs, such as situation awareness, complacen-
cy, and effective crew resource management, serve as holistic causal factors

and aid in drawing conclusions about accidents. They bridge observable

behavior with non-observable structures (Dekker & Hollnagel, 2004).
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Table 3. Epistemology approaches in HRA methods.

Method Approaches
THERP Decomposes tasks into subtasks with clear reductionist characteristics (Boring et al., 2005).
ASEP Proceduralized detail categorizes it as a reductionist method (Boring et al., 2005).
HEART Decomposes tasks and classifies them, exhibiting clear reductionist features (Williams, 2015).
SLIM-MAUD Reliance on PSFs categorizes it as reductionist (Boring et al., 2005).
ATHEANA Hybrid method with holistic tendencies, emphasizing a holistic understanding of context
(Boring et al., 2005; De Felice et al., 2012; Dhillon, 2014; Boring & Joe, 2014).
SPAR-H Assesses context effects atomistically, exhibiting atomistic characteristics (Boring et al., 2005; Dhillon, 2014).
HCR Explicitly models time-dependent human reliability, considered holistic (Bodsberg, 1993; Dhillon, 2014).
CREAM Basic method exhibits holistic tendencies; extended method shows reductionist tendencies (He, 2008).
INTENT Labeled as a holistic approach, limiting detailed comparison of communication paths (Zander et al., 1999).

The epistemological diversity among HRA methods is encapsulated in Table 3,
shedding light on their reductionist or holistic nature. As highlighted by Pencea et
al. (2014), challenges arise in bottom-up approaches, leading to the reduction of
factors for quantification, potentially decreasing the completeness of contextual
depictions. Conversely, top-down approaches face criticism for potential data mi-
sinterpretation due to the lack of underlying theories.

This table provides a nuanced overview of the epistemological approaches in
various HRA methods, contributing to a comprehensive understanding of their

reductionist or holistic orientations.

3. Paradigm Shift in Human Reliability Assessment:
Embracing Socio-Technical Systems and Systemic
Perspectives

Human Reliability Assessment (HRA) models have transitioned from reduc-
tionist to systemic paradigms, underpinned by holistic theories. Since the 1990s,
numerous HRA authors have introduced holistic and systemic concepts, cata-
lyzing this paradigm shift. Pioneers such as Rasmussen (Le Coze, 2015), Reason,
and Perrow (1999) incorporated notions like degree of freedom, self-organiza-
tion, barriers, latent failures, and the “system accident” concept, signaling a de-
parture from traditional reductionist views.

In contemporary industrial settings, characterized by collaborative operations
and shared responsibilities, a systemic perspective is deemed essential (French,
Bedford, Pollard, & Soane, 2011). This contrasts starkly with reductionist ap-
proaches that compartmentalize human and machine interactions. System
theory-based HRA models strive to capture the intricate causality and complex-

ity of modern socio-technical systems from a broad systemic view (Abraha &
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Liyanage, 2012).

e The sociotechnical system concept reflects an integrative vision involving
elements with human, technical, and economic features (Tont, Vlidareanu,
Munteanu, & Tont, 2009). Emphasizing interdependencies and links, this
systemic approach provides a global understanding of economic, social, en-
vironmental, and technical aspects. It enables the identification of qualitative
and quantitative relationships, ensuring an optimal balance between system
components. Integrating both reductionism and holism, this approach be-
comes instrumental in comprehending complex problems (Ham, Park, &
Jung, 2012).

The pivotal concept of “complexity” (Le Coze, 2006; Silberstein & McGeever,
1999; Gertman, 2012) becomes paramount in addressing the behavior of modern
socio-technical systems. These systems exhibit emergent properties, self-organiza-
tion, multiple agents, and adaptive qualities. The dynamism of complexity extends
across hardware and software infrastructures, interdependencies, human-machine
interactions, organizational behavior, and system adaptability.

Despite the recognition of complexity as a Performance Shaping Factor (PSF)
in many HRA models, merely treating it as such does not capture the nuanced
interactions, adaptations, coordination, and synchronization inherent in com-
plex systems.

e Cognitive Systems Engineering, pioneered by Hollnagel in the 1980s,
represents a significant paradigm shift in human reliability studies (Hollnagel
& Woods, 1983). Models like CREAM mark this generational change, em-
phasizing a move from a focus on the causes of failures to understanding the
causes of successful outcomes. Hollnagel’s recent proposition of safety
science shifting from Safety-I to Safety-II underscores the need for a systemic
view, rejecting decomposable and predictable models (Hollnagel, 2018).
Resonance, conceptual construct introduced by Hollnagel (2017), offer a deeper

understanding of accidents. Resonance, derived from physics, highlights the varia-
bility in normal performance due to approximate adjustments, revealing the in-
terconnectedness of system functions. Emergence (Goldstein, 1999), a crucial
concept in system approaches, aligns with resilience (Hollnagel, Woods, & Leve-
son, 2006; Woods, 2015) and underscores the non-decomposable nature of so-
cio-technical systems.

e HRA Sociotechnical System-Based Models: Evident in recent research trends
is a shift toward systems theory, particularly in the form of systems dynamics
modeling. Models like SoTeRiA (Mohaghegh & Mosleh, 2009), CHMS (Boy,
2011), and FRAM (Hollnagel, 2017) are examples of this systemic approach.
They illuminate interrelationships and interdependencies among system
components, providing a holistic view of complex operations.

These new models, represented in Table 4, not only signify this shift but also
adopt conceptual constructs from various disciplines. Their graphical represen-
tations add descriptive power, simplicity, and visual clarity, reflecting emergent

properties within the model.
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Table 4. Systemic evidences in HRA models.

Model

SoTeRiA

CHMS

FRAM

STS

HRO

Conceptual construct

General principles for organiza-
tional safety causal frameworks.
Safety culture.

Safety climate.

Socio-cognitive stability.

Resonance

Brownian movement

Mindfulness

Systemic approach evidences

Interrelationships and interdependencies highlighted

Definition, elements, antecedents, and outcomes of individual safety performance,

safety culture, safety climate, and organizational safety structure and practices are

analyzed. It elucidates and schematically represents their interrelations, influences
paths, and links.

The theoretical relation between organizational culture, structure/practices, and
climate is explored. Paths of influence from the organization as a whole, to
groups, to individuals, and then from the individual level back up to the organiza-
tion level safety outcome are highlighted. Links between ‘individual-level PSFs’
and ‘human action’ are established. Organizational practices influencing re-
sources, individuals’ performances, and procedures (‘organizational safety prac-
tices’) are examined.

Relations between local stability (workload, situation awareness, ability to make
appropriate decisions, correct action execution; supported by appropriate redun-
dancies and various kinds of cognitive support) and global stability (appropriate-
ness of functions allocated to agents, pace of information flows, and related coor-

dination; supported by safety net). Socio-cognitive stability is related to so-
cio-cognitive system’s resilience. Safety is reached when human and software
agents (as components of human-machine systems) interact to maintain both
local and global socio-cognitive stability. Technology and human practice are
incrementally co-designed. Levels of difficulty (assessed by time pressure critical-

ity, complexity, and flexibility) are defined to stabilize a multi-agent system in a

continuum between passive and active socio-cognitive stability.

Dependencies and relations among “essential system functions.” Each system
function is represented as a hexagon with vertices indicating input, preconditions,
resources, time, control, and output, connecting with other essential functions
and context. Connections reveal performance variability where resonance may
create accident conditions. The systemic view emphasizes how functions depend
on each other, and unexpected couplings may suddenly appear. Differences be-
tween systemic and holistic ontological approaches are exposed, stating that the
description of the overall structure of the system is derived from how connections
between functions are specified.

Hierarchical interactions between different system layers (government, regulators,
company, management, staff, and work) and openness to external constraints.

Focuses on individual interactions that create collective cognitive behaviors or
collective mindfulness. Describes the five collective cognitive processes as the base
for achieving mindfulness and subsequently high reliability and performance.
Individuals working together with cognitive stability and capabilities to action,
anticipate, and adjust their action patterns to understand, collect evidence, detect,
evaluate, revise, etc., new or unexpected events.
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In Table 4, systemic evidence within HRA models is presented, emphasizing
the interplay of conceptual constructs and the highlighted interdependencies
among system components, showcasing the systemic nature of these models, a
perspective crucial in understanding accidents and incidents in complex opera-

tions.

4. From Theory to Toolbox: Epistemic Strategies for Practical
HRA Advancements

The evolution of HRA models has undergone significant paradigm shifts, re-
flecting epistemological changes. Belmonte et al. (2011) proposed taxonomies
categorizing HRA models into distinct phases: the machine-centered, human-
centered, and human-machine system approaches, aligning with the first,
second, and third generations of HRA.

The initial machine-centered perspective prioritized technical aspects over
human factors. Subsequently, the human-centered approach recognized the in-
dispensable role of human factors in safety. The evolution culminated in the
human-machine system approach, integrating both elements, acknowledging the
intricate interplay within socio-technical systems. Notably, this systemic pers-
pective becomes particularly relevant when considering Critical Infrastructures
(IC) as socio-technical systems, a burgeoning field marked by explicit systemic
approaches (Hollnagel, 2008; Zio, 2016).

Examining three significant tendencies—referred to as the “Ellulian,” “Khu-
nian,” and “Ashbyan” perspectives—provides unique insights into the complex
relationship between technology, cognition, and socio-technical systems (Le
Coze, 2015).

The “Ellulian” tendency, grounded in technological determinism, posits that
accidents result from technology escaping human control, emphasizing the au-
tonomy of technology and its potential to introduce unforeseen challenges. The
“Khunian” tendency adopts constructivist approaches, highlighting the role of
cultural-cognitive phenomena in shaping safety outcomes. Lastly, the “Ashbyan”
tendency underscores socio-technical systems’ complexity, emergence, and self-
organization, framing accidents within a broader systemic context (De Winter &
Dodou, 2014).

A fundamental realization within this paradigm shift is the redefinition of
“human error.” No longer viewed merely as a psychological category of human
deficiencies, human error is now considered a symptom of systemic vulnerabili-
ties embedded within the organization (Johannesen, Sarter, Cook, Dekker,
Woods, 2012). This conceptual shift moves away from individual-focused ex-
planations, offering a systemic perspective where accidents result from interac-
tions among components violating safety constraints on system design and op-
eration.

Building on the systemic approach, this subsection explores the implications

for safety design. While artifacts and systems are traditionally designed through
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divided production processes and specialized teams (termed the “positivist ap-
proach of design and development” (Boy, 2011)), they function as integrated
wholes.

This holistic perspective acknowledges the complex interconnections and
emergent properties inherent in socio-technical systems. Safety design, there-
fore, requires a comprehensive understanding of how different components in-
teract and influence each other. By considering the system as a whole, safety de-
sign can address latent vulnerabilities and enhance overall system resilience (Pa-
ries, 2012).

Resilience emerges as a pivotal conceptual construct, extensively researched
within safety science (Hollnagel, Woods, & Leveson, 2006; Woods, 2015) and
other disciplines (Bhamra, Dani, & Burnard, 2011). Mohaghegh and Mosleh
(2009) describe three emergent processes within socio-technical systems: “ho-

» «

mogeneity,” “social interaction,” and “leadership.” Additionally, Rasmussen’s
“defense in depth fallacy” (Le Coze, 2013) accentuates the interdependencies
among actors and the repercussions of local defenses violations. This systemic
perspective posits accidents as emergent phenomena, a consequence of intricate
and nonlinear interactions among system components (Abraha & Liyanage,
2012). Incorporating these insights into the discussion enriches our under-
standing of resilience within the context of systemic approaches in Human Re-
liability Analysis.

The evolving paradigms in HRA models have profound implications for con-
ceptualizing accidents and understanding the interconnectedness of elements
within socio-technical systems. This shift paves the way for advanced Human
Reliability Assessment models grounded in a systemic understanding of the in-
tricate relationships at play. Developing these advanced models requires inter-
disciplinary collaboration, integrating insights from psychology, engineering,
and organizational studies. By embracing a holistic perspective, future HRA
models can more effectively capture the complexity of modern socio-technical
systems, contributing to enhanced safety and risk management practices.

The emergence of HRA originated from the engineering need to measure and
predict human errors in critical industrial plants. As such, HRA studies inhe-
rently adopted pragmatism and empiricism associated with the efficiency and
measurement characteristic of engineering studies (Melles, 2008). Contrarily,
HRA can also be considered an applied field within disciplines concerned with
human phenomena, such as anthropology, psychology, or sociology. In contrast
to these disciplines, HRA lacks a single theoretical perspective, exhibiting a va-
riety of philosophical assumptions guiding model and method development. The
epistemological analysis presented in this paper aims to uncover these hidden
assumptions, promoting greater awareness and debate within the HRA commu-
nity.

Philosophical assumptions and theoretical frameworks, also known as “me-
tatheory” (Hillix & L’Abate, 2012), play a crucial role in guiding how HRA mod-
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els and theories are constructed. However, these assumptions often remain con-
cealed from view, with researchers possibly unaware of their metatheoretical
stances. The relationship between epistemology and method is rarely articulated,
as publications tend to emphasize methods rather than the entire construction of
the research process (Darlaston-Jones, 2007; Hillix & L’Abate, 2012). The epis-
temological analysis in this paper seeks to discuss the range of philosophical as-
sumptions or metatheories that underpin different HRA models, encouraging
greater debate and mindfulness around these assumptions and their practical
consequences (Abraha & Liyanage, 2012). This move aligns with the broader
trend of practice fields seeking to legitimize their academic status (Melles, 2008).

Epistemological analysis serves four key functions for research and practice in
HRA (Winsberg, 1999). First, it facilitates usability analysis, making underlying
decisions explicit for knowledge reuse in future studies. Second, it acts as a re-
search aid, enabling researchers to plan, address, and structure future research
aligned with their perspectives. Third, it guides practice by assisting users in un-
derstanding the assumptions underlying methods and making informed choices
when designing interventions. Lastly, it facilitates communication within and
between development teams by providing a common language and vocabulary
for discourse.

The epistemological analysis presented in this paper constructs a generic ty-
pology representing the main philosophical assumptions underpinning different
HRA models (Mingers, 2003). This awareness is essential for researchers to un-
derstand and improve their models, argue against epistemologically based criti-
cism, and align their research perspectives with their research traditions and
philosophical assumptions (Mitcham, 1998).

Theoretical foundations presented in this paper reflect diverse positions with
regard to ontological, gnosiological, and methodological aspects. Choosing one
over the other can be linked to personal convictions, beliefs, and various institu-
tional contexts (Orlikowski & Baroudi, 1991; Le Coze, 2022). Despite the in-
creasing systemic tendency in recent HRA methods, there are no definite an-
swers, as debates around reductionist, holistic, and systemic approaches persist
in philosophy. HRA researchers are encouraged to follow these debates to in-
corporate the latest theoretical advances into their work.

The epistemological assessment carried out in this study holds profound prac-
tical implications for the development and enhancement of HRA models. By ri-
gorously evaluating the philosophical assumptions, this assessment contributes
to a deeper understanding of how these assumptions impact the reliability and
effectiveness of HRA in real-world applications. It encourages researchers to
engage in critical discourse, improve model robustness, and foster innovation
within the field. Epistemological awareness is paramount for ensuring the relev-
ance, effectiveness, and evolution of HRA in the face of dynamic challenges
within socio-technical systems.

Certainly! Here’s a suggestion for providing more detailed suggestions for fu-

ture establishments of the new HRA model:
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Drawing insights from the comprehensive examination of existing HRA mod-
els and their underlying epistemological assumptions, this study lays the
groundwork for future advancements in the field. The analysis prompts specific
recommendations for the development of a new HRA model that transcends
current limitations. Firstly, emphasizing explicit articulation of philosophical
assumptions should become a foundational practice in model construction. In-
tegrating diverse epistemological perspectives, such as reductionism, holism, and
systemism, into the fabric of the model will foster a more comprehensive under-
standing of human reliability phenomena. Secondly, fostering interdisciplinary
collaboration is paramount. In future HRA model development, incorporating
perspectives from psychology, engineering, and organizational studies can
enrich the model’s robustness and applicability. Thirdly, the study encourages a
paradigm shift toward a more balanced integration of theoretical considerations,
ensuring that HRA models not only serve practical needs but also contribute to
the broader philosophical discourse within the discipline. By considering these
detailed suggestions, future HRA models can aspire to be more nuanced, adapt-
able, and reflective of the evolving epistemological landscape in human reliabili-

ty studies.

5. Conclusion and Discussion

The comprehensive assessment of epistemological foundations in Human Re-
liability Analysis (HRA) models has revealed nuanced insights into the evolu-
tion of paradigms and philosophical assumptions within the discipline. The
reductionist paradigm, rooted in historical perspectives, was critically ex-
amined for its implications on understanding human error and influencing
safety design. The shift towards holistic theories underscored the importance
of integrating human, technical, and organizational facets within modern so-
cio-technical systems. Furthermore, the exploration of systemic approaches
marked a paradigmatic evolution towards a broader, interdependent view of
accidents and reliability. The integrative summary of assessments across these
paradigms contributes to a multifaceted understanding of HRA models’ phi-
losophical underpinnings. Recognizing the strengths and limitations within
each paradigm informs the ongoing discourse on enhancing the discipline’s
scientific validity and practical application. As HRA strives to establish itself as
a scientific discipline, this study advocates for continued assessment and scru-
tiny, fostering a paradigm shift that rethinks the epistemological bases of mod-
els. Such a shift is imperative for advancing HRA, ensuring its relevance in
comprehending, predicting, and improving human performance and system
safety in complex operational settings.

As we traverse the evolving landscape of Human Reliability Analysis (HRA),
this paper has ventured beyond the practical realm to scrutinize its epistemolog-
ical underpinnings. In doing so, it has transcended the conventional narrative,

emphasizing the importance of conscious reflection on philosophical assump-
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tions in HRA model and method construction.

The original contribution of this paper lies in its meticulous examination of
influential HRA models through the lenses of reductionism, holism, and system-
ism. While acknowledging the impact of other epistemological approaches, our
focus on these three perspectives has shed light on the implicit assumptions that
have steered HRA’s trajectory.

Despite HRA’s continuous efforts to enhance models for predicting human
performance and ensuring system safety, recent incidents highlight persistent
challenges. This paper contends that epistemological assumptions, whether ex-
plicit or implicit, have played a pivotal role in shaping these models. Even
post-development epistemological analyses have revealed internal issues that
may contribute to limitations in addressing emerging accident scenarios.

Contrary to the traditional approach of building upon existing models, we
advocate a paradigm shift: a step back to reevaluate epistemological foundations.
The proposition is to embark on the creation of an entirely new HRA model,
guided by robust ontological, gnosiological, and methodological considerations.
This approach aligns with the core principles of scientific theories—plausibility,
explanatory adequacy, interpretability, simplicity, descriptive adequacy, and ge-
neralizability.

Engaging in this crucial epistemological discourse holds profound significance
in the realm of human reliability studies within engineering sciences. It not only
encourages a deeper understanding of the philosophical underpinnings but also
sets the stage for innovative advancements. As HRA continues to navigate dy-
namic challenges in socio-technical systems, a conscious integration of episte-
mological considerations is paramount for scientific progress and the evolution

of the discipline.
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