X4

Intelligent Information Management, 2023, 15, 350-372

X/

““ gcelse;];;gﬁ https://www.scirp.?rg/journal/iim
"“ Publishing ISSN Online: 2160-5920

@,

ISSN Print: 2160-5912

Investigating How Parental Perceptions of
Cybersecurity Influence Children’s Safety in the
Cyber World: A Case Study of Saudi Arabia

Tariq Saeed Mian* ©, Eman M. Alatawi

Department of IS, College of Computer Science and Engineering, Taibah University, Madinah Almunwarah, Saudi Arabia
Email: *tmian@taibahu.edu.sa, eatawi@taibahu.edu.sa

How to cite this paper: Mian, T.S. and
Alatawi, E.M. (2023) Investigating How
Parental Perceptions of Cybersecurity In-
fluence Children’s Safety in the Cyber
World: A Case Study of Saudi Arabia. In-
telligent Information Management, 15,
350-372.
https://doi.org/10.4236/iim.2023.155017

Received: August 18, 2023
Accepted: September 8, 2023
Published: September 11, 2023

Copyright © 2023 by author(s) and
Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

(OMOMMY e Acces:

Abstract

This paper explores the convergence of Saudi Arabia’s Vision 2030 with the
increasing dependence on the Internet for educational purposes. It sheds light
on the potential cybersecurity risks and how parental perception impacts
children’s willingness to adapt cybersecurity features. By instilling the signi-
ficance of cybersecurity awareness in early stages, society can provide child-
ren with the necessary skills to navigate the digital realm responsibly. As we
progress, ongoing research and collaborative endeavors will be pivotal in
formulating effective strategies to shield the digital generation from the po-
tential pitfalls of the virtual realm. Regular Internet usage is essential for var-
ious purposes such as communication, education, and leisure. The cohorts of
Generation Z and Alpha were born during a period of exponential Internet
growth, leading them to heavily engage with the Internet. Consequently, they
are equally vulnerable to cybersecurity threats just like adults. Addressing
potential security risks for today’s youth becomes the responsibility of parents
as the primary line of defense. This research focuses on raising awareness
about the imperative of ensuring children’s safety in the online sphere, par-
ticularly by their parents. The study is conducted within the specific context
of Saudi Arabia, aiming to examine how Saudi parents’ perception of cyber-
security influences their children’s cyber safety. The study identifies critical
factors, including attitudes towards cybersecurity, awareness of cybersecurity,
and prevailing social norms regarding cybersecurity. These factors contribute
to the development of parents’ intention to prioritize cybersecurity, which
consequently affects their children’s behaviors in the digital realm. Utilizing a
quantitative approach based on a questionnaire, the study employs a Struc-
tural Equation Modeling (SEM) framework to analyze the collected data. The
study’s findings underscore that parents’ intent towards cybersecurity plays a
significant role in shaping their children’s behavior concerning cyber safety.
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1. Introduction

Saudi Arabia’s Vision 2030 is an ambitious and comprehensive blueprint aimed
at diversifying the country’s economy, reducing its dependency on oil, and fos-
tering socio-economic development across various sectors. One significant as-
pect of this transformation is the emphasis on leveraging the power of the Inter-
net and digital technology to reshape education. The integration of technology
and the reliance on the Internet for education align with the broader goals of Vi-
sion 2030 to create a knowledgeable, skilled, and globally competitive workforce.
This article delves into how Saudi Arabia’s Vision 2030 intersects with the
growing reliance on the Internet for education, highlighting the opportunities
and challenges this digital transformation presents.

Saudi Arabia Vision 2030 aims to diversify the Saudi economy, enhance the
quality of life for citizens, and position the nation as a global hub for innovation,
trade and investment. Historically reliant on oil revenue, Saudi Arabia recog-
nized the need to diversify its economy in the face of fluctuating oil prices. The
vision outlines initiatives to foster non-oil sectors such as tourism, entertain-
ment, healthcare, and technology. The creation of new economic zones, such as
NEOM and Qiddiya, is a testament to this commitment. This diversification
strategy is aimed at reducing the country’s dependence on oil, stimulating inno-
vation, and creating job opportunities for its youthful population (Saudi Vision
2030, 2016). Central to the vision is the aspiration to enhance the quality of life
for Saudi citizens. The National Transformation Program, an integral compo-
nent of Vision 2030, focuses on improving healthcare services, education, infra-
structure, and social development. By investing in these areas, the government
aims to create a more vibrant and attractive living environment, ensuring that
citizens have access to world-class services and opportunities. [1]

The cornerstone of Saudi Vision 2030’s digital economy focus lies in its goal
of reducing the country’s dependence on oil revenue by diversifying its econom-
ic base. The digital economy presents an avenue for growth and innovation
across various sectors. By investing in digital infrastructure, fostering innova-
tion, and promoting entrepreneurship, Saudi Arabia aims to create a vibrant
ecosystem that supports emerging industries, such as e-commerce, Fintech, and
tech startups [2]. The digital economy is synonymous with innovation, and Sau-
di Arabia recognizes this as a key driver of economic growth. Vision 2030 en-
courages the development of a culture of innovation by nurturing startups,
creating incubators and accelerators, and supporting research and development

initiatives. The establishment of tech parks, such as the King Abdullah Universi-
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ty of Science and Technology (KAUST), serves as a testament to the commit-
ment to fostering technological advancements [3]. Vision 2030 aims to enhance
efficiency and transparency through the digital transformation of society.

The digital economy aligns seamlessly with the ambition of creating a know-
ledge-based economy in Saudi Arabia. The emphasis on education, research, and
technology transfer is integral to nurturing a skilled workforce that can drive
digital innovation. The focus on developing Saudi human capital, particularly in
STEM fields, positions the nation to take advantage of the digital revolution [4].

It is a fact that the Internet has intricately woven itself into every facet of our
lives [5]. It has profoundly transformed how we engage with various activities,
including shopping habits, dietary choices, connecting with loved ones, forming
new relationships, and even immersing ourselves in cinematic experiences [6].
The introduction of digital technologies to children commences at an early age,
with data from 2013 revealing that a substantial 75% of American children below
nine years old were already utilizing tablets or smartphones within their homes
[7]. This trend has endured, evident by 2018 figures in the United Kingdom
showing a significant proportion of young individuals owning personal tablets,
with 42% of 5 to 7-year-olds and 47% of 8 to 11-year-olds falling into this cate-
gory [8]. Even with age restrictions on popular social networking sites, a discon-
certing trend emerged in 2018, with 12% of nine-year-olds in most EU countries
partaking in these platforms [8]. This trend is mirrored in Saudi Arabia, a nation
that follows the global acceptance of cyberspace across various demographic
groups.

According to the “Internet World Stats” 2021 report, approximately 73% of
the Saudi Arabian population had access to the Internet [9]. The trend of young
children and teenagers increasingly utilizing the Internet is observable in Saudi
Arabia. A substantial portion of these young users employ the Internet for edu-
cational purposes, social networking, entertainment, and gaming. Ofcom’s latest
report on Internet users aged 9 to 15 in Saudi Arabia revealed a strong presence
of young individuals in digital spaces. The report underscores that a significant
number of children in this age range are active Internet users, exploring the dig-
ital realm and its diverse offerings. Notably, the report emphasizes that a consi-
derable percentage of 9 to 15-year-olds in Saudi Arabia have Internet access
through various devices such as smartphones, tablets, and computers. This trend
aligns with the global pattern of growing digital engagement among young indi-
viduals. However, alongside increasing Internet penetration and children’s on-
line presence comes the associated risk of cybercrime and cybersecurity chal-
lenges. Children are susceptible to various online threats, including cyberbully-
ing, exposure to inappropriate content, and potential exploitation by malicious
entities. Ensuring their online safety and fostering cybersecurity awareness
among children and parents have become essential responsibilities.

The growing reliance on cyberspace can lead to a surge in cyber violations. As

highlighted by [10], the rapid advancement of new technologies, digital plat-
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forms, immersive software, and evolving media behaviors is surpassing our
comprehension of their impact on Internet users’ well-being. Consequently,
among all Internet users, children are the most vulnerable to cybercrime, in-
cluding cyberbullying, scams, interactions with strangers, and exposure to inap-
propriate content such as pornography and hate speech [11]. These significant
threats to cybersecurity and well-being faced by children in the online sphere
can lead to severe consequences for their mental health, as emphasized by [12].
As Saudi Arabia’s digital landscape continues to evolve, it becomes increasingly
imperative to implement measures that protect children from the risks of the
virtual world.

In the realm of children’s Internet usage, it’s evident that many parents may
not fully comprehend the crimes and dangers prevalent in cyberspace. However,
it is their responsibility to oversee and regulate their children’s online activities
[13]. Home remains a significant setting for Internet use, underlining the crucial
role parents play in safeguarding their children from cyber threats. Various stu-
dies highlight the positive impact of parental supervision on children’s develop-
ment, spanning both the pre-Internet era and the present digital age [14]. Par-
ents need to adapt their supervisory role to the digital age, as the risks in cyber-
space hold the same importance and present considerable challenges. Regretta-
bly, many parents lack full awareness of their children’s online activities and lack
adequate knowledge about the potential cyber threats their children might en-
counter [15]. While some parents are aware of parental control features, only a
small percentage effectively utilize them. Moreover, widely used social media
platforms often lack proper parental control settings, exacerbating the complex-
ity of the issue.

The integration of Information and Communication Technology (ICT) in
schools aims to enhance adolescents’ digital skills and critical thinking. Howev-
er, this initiative is often marred by the lack of cybersecurity and privacy aware-
ness among children and parents. Consequently, a significant number of child-
ren venture into cyberspace without appropriate parental guidance, rendering
them vulnerable to cybersecurity threats [16]. Studies indicate that a substantial
number of European children and young individuals have also experienced cy-
ber threats while using the Internet. Thus, this issue is not unique to Saudi Ara-
bia. Parental involvement and awareness play a pivotal role in shielding children
from cyber risks in the digital age. Parents must actively engage in their child-
ren’s online activities, utilize available parental control tools, and cultivate a cul-
ture of cybersecurity awareness to ensure a safer digital experience for children
globally [17].

Recent findings reveal that one out of four children have encountered cyber-
security threats on the Internet [18]. This statistic underscores that a considera-
ble number of children are using cyberspace on mobile devices with limited pa-
rental control, thereby exposing them to cybersecurity threats. Given the gravity

of this issue, researching ways to protect children from cybercrime is crucial
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[19]. It’s important to note, however, that the current research on children and
cybersecurity is predominantly focused on Anglo-American contexts. Addition-
ally, most research predominantly addresses children’s safety, security, and pri-
vacy in cyberspace.

Conversely, there’s a lack of research concerning parental cybersecurity beha-
viors, such as online restrictions, and their awareness of their child’s online be-
havior related to cybercrime, like cyberbullying. To bridge this gap, further re-
search is needed to explore and understand the role of parents in mitigating cy-
ber threats faced by children. This research should extend beyond Western
countries to encompass diverse cultural contexts, such as KSA and other GCC
regions, where Internet usage patterns and cyber risks may vary. By broadening
the research scope and examining the issue from multiple perspectives, policy-
makers and parents can gain valuable insights into effective strategies to protect

children from cyber threats and create a safer online environment for them.

2. Saudi Vision 2030: Transforming Education through
Internet Reliance

Saudi Arabia’s Vision 2030 is an ambitious blueprint aimed at diversifying the
country’s economy, enhancing the quality of life for its citizens, and reducing its
dependence on oil. One of the critical pillars of this vision is the transformation
of the education sector to align with the demands of the 21st century. A signifi-
cant aspect of this transformation is the reliance on the Internet for education,
which has the potential to reshape the way knowledge is accessed, disseminated,
and acquired. This article delves into the Saudi Vision 2030’s emphasis on leve-
raging the Internet for educational advancement, highlighting its impact, bene-
fits, and challenges [20].

The Internet has ushered in a paradigm shift in education by breaking down
traditional barriers of access to information. Saudi Arabia recognizes the power
of the Internet as a tool to provide quality education to its citizens regardless of
their geographical location. With over 70% of the population under the age of
30, the nation’s young demographics stand to benefit significantly from this
technological shift [21].

One of the cornerstones of Saudi Vision 2030 is the development of online
learning platforms and digital resources. These platforms offer a range of bene-
fits, including flexibility in learning schedules, access to diverse educational ma-
terials, and the opportunity for self-paced learning. The King Abdulaziz and His
Companions Foundation for Giftedness and Creativity (Mawhiba), for instance,
have introduced numerous online programs to nurture gifted students across the
nation [22].

Saudi Vision 2030 has also catalyzed the establishment of e-learning initiatives
that cater to different levels of education, from primary to tertiary. The Ministry
of Education’s (MoE) Tatweer program, for example, focuses on developing and

implementing digital solutions to enhance the learning experience. Such initia-
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tives not only enable students to access high-quality education but also empower
educators to employ innovative teaching methods and interactive content [23].

While the integration of the Internet into education presents a plethora of ad-
vantages, it also comes with challenges that need to be addressed effectively.
Digital literacy is crucial in ensuring that students and educators can make the
most of online resources. Ensuring equitable access to the Internet and appro-
priate devices across all regions, socioeconomic backgrounds, and communities
is also essential to avoid creating a digital divide [24].

The shift towards Internet-reliant education in line with Saudi Vision 2030
offers a multitude of benefits. It allows for personalized learning experiences,
accommodating various learning styles and paces. Students gain access to a
wealth of resources, including online libraries, research databases, and educa-
tional videos, fostering independent research skills. Additionally, the integration
of technology equips students with digital literacy skills essential for the modern
workforce.

The Saudi Vision 2030’s emphasis on Internet reliance for education reflects a
forward-looking approach to preparing the nation’s youth for the challenges and
opportunities of the digital age. By leveraging the power of the Internet, Saudi
Arabia aims to democratize education, empower learners, and develop a fu-
ture-ready workforce. While challenges like cybersecurity, digital inclusion and
balanced learning approaches need to be addressed, the potential impact of In-
ternet-enabled education on Saudi Arabia’s socio-economic landscape is unde-
niably promising. As the country continues to navigate this transformative
journey, collaboration between educational institutions, policymakers, and

technology providers will be pivotal in realizing the full potential of this vision.

3. Theoretical Foundation

In the realm of comprehending human behavior in response to perceived
threats, the Protection Motivation Theory (PMT) emerges as a robust and in-
sightful framework [25]. This theory delves into our reactions when confronted
with threats, drawing from our assessments of potential dangers and available
coping mechanisms [26]. Consequently, the PMT comprises two pivotal aspects:
threat appraisal and coping appraisal, both of which shape our protection moti-
vation and responses to threats. Threat appraisal centers on an individual’s
evaluation of the risk level involved. Within the scope of our research, this per-
tains to how parents assess the risks their children might face in the cyber world.
This component is further subdivided into two elements: perceived vulnerability
and perceived severity of the risk. On the other hand, coping appraisal pertains
to our capacity to manage the identified risk, akin to the concept of self-efficacy
[27].

When confronted with a potential threat, our initial step is to gauge its severi-
ty and vulnerability. If both aspects are deemed high, the threat assessment in-

tensifies. Following this evaluation, we move on to analyze the available coping
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strategies to effectively address the threat. Investigating the influence of parental
cyber security behavior on a child’s digital well-being is the central focus of this
contemporary inquiry. This endeavor encompasses the amalgamation of promi-
nent frameworks, notably the Protection Motivation Theory (PMT), as we seek
to unravel the complexities of the observed phenomenon.

The Protection Motivation Theory (PMT) sheds light on the intricate inter-
play between threat appraisal, coping appraisal, and protection motivation in the
face of perceived threats. Gaining insight into these cognitive processes allows us
to grasp human behavior regarding information and cyber security. As technol-
ogy continually evolves, embracing good cyber hygiene practices becomes a

fundamental aspect of ensuring a secure digital future.

3.1. Children’s Online Safety and Parental Attitudes: A Crucial
Nexus

The rapid proliferation of digital technology and the Internet has revolutionized
the way children interact, learn, and entertain themselves. However, this tech-
nological advancement has also brought forth concerns about children’s online
safety. As youngsters increasingly engage with online platforms, the role of par-
ents in shaping their online experiences becomes pivotal. This paper delves into
the landscape of children’s online safety, focusing on parental attitudes and their
significance in ensuring a secure digital environment for young users.

The Internet has transformed from a niche tool to an indispensable aspect of
modern life. Children today grow up in a digital world where they effortlessly
navigate various online platforms, from social media to educational websites.
While the Internet offers numerous opportunities for learning and exploration,
it is accompanied by risks such as cyberbullying, exposure to inappropriate con-
tent, and online predators.

Parental attitudes play a pivotal role in children’s online safety. A study by Li-
vingstone and Haddon [28] emphasized that the involvement of parents in their
children’s online activities is vital for their protection. Positive parental attitudes,
including open communication and active monitoring, have been linked to a
decrease in risky online behavior among children [29].

Despite recognizing the importance of online safety, parents often face chal-
lenges in effectively safeguarding their children. A study by Albury and Craw-
ford [30], highlighted that parents struggle to keep up with rapidly evolving dig-
ital trends, leading to a “digital disconnect” between them and their tech-savvy
children. This gap can hinder parents’ ability to comprehend the potential risks
their children face online.

To bridge this gap, educational initiatives are imperative. Schools and organi-
zations should provide parents with resources to enhance their digital literacy,
enabling them to better understand the online landscape. Programs like work-
shops and webinars can empower parents to engage in constructive conversa-

tions with their children about online safety.
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In addition to education, technological solutions can aid parents in ensuring
their children’s online security. Parental control apps and content filters offer a
practical way to restrict children’s access to inappropriate content. A study by
Garmendia, ef al [31] found that parents who employed such tools felt more
confident in managing their children’s online experiences.

The challenge lies in striking a balance between allowing children the freedom
to explore the digital world and ensuring their safety. Overbearing restrictions
might hinder a child’s ability to develop critical digital skills and navigate online
challenges independently. Therefore, parents must adopt an approach that fos-

ters autonomy while providing a safety net.

3.2. Children and Cybersecurity

In today’s interconnected world, where digital technology is an integral part of
daily life, children are exposed to a myriad of online opportunities and risks. The
evolution of cyberspace has led to an increased reliance on technology, making
cybersecurity a critical concern, especially for the younger population. As child-
ren navigate the digital landscape, their exposure to cyber threats necessitates a
comprehensive understanding of the impact of cybersecurity on their well-being
and development. This article explores the multifaceted influence of cybersecur-
ity on children, highlighting both the challenges they face, and the measures re-
quired to ensure their online safety.

Children are susceptible to a variety of cyber threats, ranging from online
predators and cyberbullying to exposure to inappropriate content. A study con-
ducted by [32] revealed that nearly 15% of adolescents have experienced online
harassment, while 6% have been targets of cyberbullying. Such experiences can
lead to emotional distress, anxiety, and even depression, adversely affecting
children’s mental health and overall well-being [33].

The proliferation of social media platforms has intensified these risks, with
children often oversharing personal information without understanding the po-
tential consequences. Moreover, the rise of “stranger danger” in virtual spaces
necessitates the development of strong cybersecurity habits, including protecting
personal information and practicing safe online interactions.

Addressing these challenges requires a collaborative effort from parents, edu-
cators, and policymakers. Schools play a crucial role in providing cybersecurity
education to children, teaching them about online ethics, privacy protection, and
responsible online behavior. By integrating cybersecurity into curricula, children
can become informed digital citizens, equipped to make safe and ethical choices
online [34].

Empowering children with the skills to recognize and respond to cyber threats
not only reduces their vulnerability but also fosters a sense of agency and confi-
dence in the digital realm. As stated by [35], when children understand how to
protect themselves online, they are more likely to report incidents of cyberbul-

lying or suspicious behavior, creating a safer online environment for all.
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Technological solutions also play a significant role in enhancing children’s
cybersecurity. Parental control software and filtering tools can help parents
manage their children’s online experiences, ensuring age-appropriate content
and curbing exposure to potential risks. Furthermore, open communication be-
tween parents and children about their online activities fosters trust and enables

parents to guide their children effectively [36].

3.3. Key Factors Influencing Cybersecurity Intentions

The proliferation of new technologies like AI, IoT, and cloud computing broa-
dens the risk of cyber-attacks. The integration of household devices and the ex-
cessive use of communication and social media applications have opened new
avenues for cyber-attacks. Similarly, cybersecurity intentions are influenced by
several crucial factors that drive individuals to prioritize cybersecurity. Inten-
tions are a combination of consciously held beliefs, feelings, motivations, and
desires. They serve as catalysts for our choices and behaviors. However, inten-
tion towards cybersecurity is composed of various factors. These elements are
now under investigation in relation to parental cybersecurity behavior in the
following sections.

Attitudes can be developed through the socialization process, which involves
transmitting cultural norms, values, and beliefs. Eagly and Chaiken [37], found
that attitudes are formed through a combination of cognitive (information
processing) and affective (emotional responses) processes. Several factors, in-
cluding family, friends, the media, and personal experiences, influence these
processes. Similarly, attitudes toward cybersecurity are influenced by a variety of
interrelated factors that impact both cognitive and affective processes. Hence,
parents’ attitudes toward cybersecurity can shape their children’s Internet expe-
riences, as suggested by [38]. Consequently, attitudes that prioritize children’s
safety and well-being in the digital world may begin to emerge.

A person’s attitude toward cybersecurity is shaped by their ideas, emotions,
and past experiences [39]. Thus, an Internet user with knowledge of potential
risks associated with cyberspace will set limits on their usage. Similarly, a par-
ent’s approach or attitude towards their child’s Internet safety determines their
child’s actions or behavior [40]. Therefore, parents’ attitudes toward their kids’
online safety undeniably influence their desire to keep them secure. Methods of
monitoring children’s online activities vary by culture, society, and country.
Some parents have immense faith in their children’s ability to use the Internet
appropriately. Instead of enforcing stringent restrictions, they promote open
communication and equip their kids with the tools to make wise online deci-
sions [41]. Conversely, some parents adopt a more cautious approach, placing
greater emphasis on parental oversight and management of their children’s on-
line activity.

A proactive parenting approach acts as a catalyst, motivating parents to safe-

guard their children’s Internet experiences. Parents who are supportive of cy-
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bersecurity exhibit a comprehensive understanding of the digital world and its
potential hazards. Monitoring a child’s online activities is one example of how
positive cybersecurity attitudes translate into practical actions [42]. Despite the
potential intrusiveness, parents with a positive outlook view monitoring as a tool
for guidance rather than surveillance. This approach fosters an environment of
open communication, where children feel comfortable discussing their online
experiences. Based on this discussion, this study hypothesized that:

In tandem with this, social norms driven by society, norms, and interpersonal
relationships exert significant influence on individuals’ behavior. In the realm of
cybersecurity and technological acceptance, individuals often grapple with ex-
ternal influences and beliefs that shape their conduct. The impact of social pres-
sures on parents’ behavior concerning their children’s online safety gains greater
significance as cybersecurity becomes more critical and children spend more
time online. The pivotal role of subjective norms in shaping human behavior,
particularly in the context of cybersecurity, has been extensively explored in pre-
vious research. The significance of subjective norms in influencing technological
acceptability and adherence to cybersecurity measures was highlighted by [43]
[44]. These expectations, shaped by peer pressure and societal standards, signif-
icantly influence online behavior. A parent’s behavior regarding their child’s on-
line safety could be influenced by societal pressures (Ze, monitoring a child’s
Internet usage).

While the widespread use of the Internet provides unparalleled opportunities
for learning and discovery, it also introduces a range of cyber hazards. Children
are particularly vulnerable to online predators, cyberbullying, and inappropriate
content due to their curiosity and lack of experience. According to [45], the dig-
ital environment poses a significant threat to children’s core beliefs and
self-identity. Hence, parental awareness of the dangers is crucial. Parents must
recognize potential risks posed by the online environment and take proactive
steps to protect their children. Parental cybersecurity knowledge is needed to sa-
feguard children’s digital well-being and gain a comprehensive understanding of
cyber threats [46].

Education is the first step in raising parental cybersecurity awareness. Parents
who are educated about the different online threats they and their children face,
such as cyberbullying, identity theft, and exposure to explicit material, tend to
prioritize their children’s cybersecurity. Informed parents can help their children
develop responsible online behavior and proactively handle any hazards [47].
Children’s online safety heavily depends on parental engagement and guidance.
Parents who are well-versed in cybersecurity issues can educate their children
about risks and provide them with the tools they need to use the Internet safely.
Conversations about responsible social media use, safeguarding personal infor-
mation, and treating people with respect online influence the development of a
child’s positive digital footprint.

Open communication is a vital component of parental cybersecurity aware-
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ness. When parents establish a trusting relationship with their children, children
feel more comfortable discussing their online experiences and concerns. This
open communication empowers children to seek guidance if they encounter

uncomfortable situations or encounter unfamiliar online content.

3.4. The Nexus between Cybersecurity Intention and Behaviour
towards Child Cyber Wellbeing

The intention is a culmination of several factors, such as attitudes, social norms,
and awareness. Cultivating positive attitudes toward cybersecurity through re-
sponsible behavior and risk awareness is crucial. Parents’ intention to prioritize
children’s online safety hinges on their attitudes, social influences, and level of
cybersecurity awareness. Parental intentions to safeguard children’s online
well-being are intricately linked to the dynamic interplay between their cyberse-
curity attitudes, societal pressures, and awareness. An individual’s actions in the
digital realm are fundamentally grounded in their attitude toward cybersecurity.
Positive attitudes correlate with favorable behaviors in cybersecurity contexts.
Conversely, unfavorable attitudes can lead to unsafe behaviors that jeopardize
children’s online safety [48].

Social pressure significantly shapes human behavior. One’s approach to cy-
bersecurity can be influenced by the need to conform to digital norms. Social
expectations often drive individuals to adopt practices aligned with the prevail-
ing digital culture. Equipping individuals with knowledge about potential threats
and effective cybersecurity practices enhances their ability to ensure children’s
online safety and make informed decisions.

Parental active cybersecurity behavior refers to the proactive and aware steps
parents take to safeguard their children’s online well-being. Rooted in the pro-
tection motivation theory, people are inclined to take preventive measures when
they perceive a threat and believe those measures will be effective. Parents who
actively practice cybersecurity set positive examples for their children, promot-
ing responsible behavior and underscoring the importance of taking precautions
against online threats. Parental initiatives underscore the significance of security
in the digital realm, thereby fostering a culture in which children appreciate
sound online safety practices and are more likely to adhere to them.

Building on the aforementioned discussion, this study comprehends that
(Figure 1):

H1: The attitude of parents towards cybersecurity significantly impacts their
intention to prioritize their child’s cybersecurity.

H2: Societal norms regarding cybersecurity significantly impact their inten-
tion to prioritize their child’s cybersecurity.

H3: Parents with cybersecurity awareness are more inclined to prioritize their
child’s cybersecurity.

H4: Behaviors related to child’s cybersecurity are more likely to be influenced

by the intention to prioritize child’s cybersecurity.
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Social Norms
- Parental Children's Cyber
Cybersecurity . cybersecurity _ Safety
Attitude Intentions Behaviour
Cybersecurity
Awareness

Figure 1. Theoretical framework.

4. Methods and Materials

The objective of the present study is to empirically understand the factors that
impact parents’ cybersecurity intentions and, consequently, their behavior to-
wards ensuring the online safety of children. This study utilized a cross-sectional
design and employed a survey technique to gather pertinent data. Additionally,

for data analysis, structural equation modeling was employed.

Measurement Model

The survey questionnaire was employed in the current study for data collection.
A five-point Likert scale was utilized in the questionnaires to gather quantitative
data. The constructs’ items used in this study were adapted from previous works
by [49] [50] [51].

The study’s sample was selected using convenience sampling techniques. The
sample size was determined using the formula n= 7’ *( p *q) / d?, which is
commonly used for qualitative variables in prevalence or cross-sectional studies.
In this formula, “n” represents the sample size, “p” denotes the estimated pro-
portion of the study variable or construct based on pilot studies, and “d” stands
for the error, set at 5% for our case. “Z” represents the Z-score, which is 1.96 for
a 5% level of significance in our situation.

The gleaned data was analyzed using Structural Equation Model (SEM).
Structural Equation Modeling (SEM) is a powerful statistical methodology used
to analyze complex relationships among variables. It offers a comprehensive
framework that allows researchers to examine both the direct and indirect rela-
tionships between variables within a single model. This essay provides an over-
view of SEM, its components, and its applications in data analysis. [52].

Structural Equation Modeling is a robust and flexible methodology that plays

a crucial role in uncovering complex relationships within datasets. Its ability to
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integrate measurement and structural models makes it a valuable tool across
various fields. By allowing researchers to test complex theories and hypotheses,
SEM contributes significantly to advancing our understanding of intricate phe-
nomena, as required in this research [53].

The study employed Partial Least Squares Structural Equation Mode (PLS-SEM).
Partial Least Squares Structural Equation Modeling (PLS-SEM) is a statistical
methodology used for analyzing complex relationships among variables in a
structural equation modeling framework. PLS-SEM is particularly suitable when
dealing with latent constructs, small sample sizes, and non-normal data distribu-
tions. This methodology integrates components of both regression analysis and
factor analysis to provide insights into causal relationships, mediation, modera-
tion, and latent variable interactions [52].

Partial Least Squares Structural Equation Modeling (PLS-SEM) is a flexible
and powerful statistical methodology that facilitates the exploration of complex
relationships among variables. Its suitability for small sample sizes, non-normal
data, and predictive modeling makes it a valuable tool in various research do-
mains. Researchers across disciplines can utilize PLS-SEM to uncover intricate
patterns, validate theoretical models, and gain insights into causal relationships
among latent constructs. PLS-SEM’s robustness in handling small sample sizes
and its ability to handle non-normal and even categorical data make it a suitable

statistical approach for current research.

5. Results and Discussions

5.1. Descriptive Analysis

Table 1 presents the findings from the descriptive analysis of the sample’s de-

mographic characteristics.

Table 1. Descriptive analysis.

Categories Percentage

Male 78%
Gender
Female 22%
25-30 23%
31-40 37%
Age
41 -50 28%
51 and above 12%
High School and Below 18%
Bachelors 52%
Education
Masters 25%
PhD 5%
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5.2. Validity and Reliability of Instrument

To assess the internal consistency among respondents, a reliability analysis was
conducted, with Cronbach’s alpha calculated for each variable. The obtained
Cronbach’s alpha values demonstrate that all variables fall within the acceptable
range, surpassing the threshold of 0.7.

In the context of this study, construct validity and reliability analysis pertain
to ensuring the data collection instrument aligns coherently with the research’s
objectives and goals. This assessment aims to validate that the items within the
data collection instrument effectively measure the concepts outlined within the
theoretical framework. The evaluation of construct reliability, which pertains to
internal consistency, is determined using both Cronbach’s alpha and composite
reliability (with a threshold of 0.60). Similarly, the measurement of construct va-
lidity is gauged through average variance extracted (AVE), with a threshold of
0.50 [54]. The outcomes of the construct validity and reliability analysis are pre-
sented in Table 2 below.

Moreover, the evaluation of construct validity involves the calculation of AVE
(average variance extracted). The standard benchmark for AVE stands at 0.50.
The outcomes of the AVE analysis are presented in Table 3, revealing that all
variables have successfully met or surpassed the prescribed threshold.

To establish the distinctiveness of variables and their capacity to assess a phe-
nomenon requires discriminant validity analysis. When performing discrimi-
nant analysis, the Fornell Larcker criteria is a potent tool that helps reveal how
much a variable differentiates from others. It includes evaluating the correlations
between variables with the square root of the average variance extracted (AVE)
for each variable. A variable’s AVE needs to be higher than the squared correla-
tion with other variables to have discriminant validity [55]. The findings une-
quivocally demonstrate that each variable is distinct and measures a distinct col-

lection of occurrences.

5.3. Partial Least Structural Equation Modelling

The present study has employed partial least squares-structural equation mod-
eling (PLS-SEM) to conduct the measurement analysis of the gathered data. The
outcomes of the measurement model analysis are displayed below. In order to
elucidate the extent to which the dependent variable’s variance is explained by
the independent variable, the coefficient of determination (R2) is computed and
presented in Table 4. Notably, the variables “Intention to Cybersecurity (ITC)”
and “Behavior towards Child’s Wellbeing (BTC)” exhibit significant R2 values.
The independent variables, namely Attitude towards cybersecurity, Awareness
of cybersecurity, and social norms, collectively contribute to a significant 53.0%
of the variance in the intention for child’s cybersecurity. Likewise, the Intention
toward child’s cybersecurity variable contributes to a variance of 19.6% in the

behavior towards child wellbeing (see Table 5).
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Table 2. Construct reliability measurement.

Variables Cronbach’s Alpha  Remarks
Attitude Towards Cybersecurity (ATC) 0.78 Good
Awareness of Cybersecurity (AC) 0.82 Good
Social Norms (SN) 0.75 Good
Intention Towards Cyber Security (ITC) 0.81 Good
Behavior Towards Children’s Wellbeing (BTC) 0.899 Good

Table 3. Construct validity measurement.

Variables AVE CR Remarks
ATC 0.68 0.85 Good
AC 0.56 0.78 Good
SN 0.61 0.89 Good
ITC 0.72 0.82 Good
BTC 0.58 0.79 Good

Table 4. Discriminant validity.

Variables ATC AC SN ITC BTC
ATC 0.871
AC 0.889 0.883
SN 0.824 0.793 0.808
ITC 0.791 0.834 0.752 0.971
BTC 0.848 0.935 0.744 0.864 0.921

Table 5. Model fitness.

Variables R Square R Square Adjusted
ITC 0.530 0.536
BTC 0.196 0.194

The structural model analysis was conducted using bootstrapping with 5000
iterations. The outcomes are showcased in Table 6, revealing that all coefficients
hold significant values.

This research is aimed to explore the underlying motivating factors behind
parental aspirations by investigating the relationships between attitudes toward
cybersecurity. Parents’ actions wield a significant influence on their children’s
perception of the online world, as they strive to cultivate a positive digital envi-
ronment. Intentions serve as the fundamental drivers of parental behavior in sa-

feguarding children’s online safety. A multitude of interconnected variables,
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Table 6. Path analysis.

Path Analysis Co-Efficient ;S:,Iil:;;i T Statistic p Values  Decision
ATC > ITC 0.382 0.052 3.437 0.001 Supported
AC->ITC 0.673 0.009 28.347 0.000 Supported
SN > ITC 0.476 0.035 9.231 0.000 Supported
ITC > BTC 0.983 0.062 19.925 0.000 Supported

intricately tied to parents’ evaluations of their children’s digital realm, contribute
to intention-driven actions. The emotional stance a parent adopts regarding
their child’s online safety profoundly shapes their conduct. Positive sentiments
encourage parents to take proactive steps, engage in open discussions, and dedi-
cate time to understanding Internet platforms.

Our data analysis reveals that parental attitude, awareness, and social norms
concerning cybersecurity play pivotal roles in shaping parental intentions to-
wards their children’s online well-being. All three variables exhibit significant
p-values (0.001, 0.000, 0.000) at a 95% confidence level. However, the beta coef-
ficients elucidate that awareness of cybersecurity holds greater influence over the
intention for cybersecurity. This highlights the phenomenon that parents pos-
sessing an attitude towards cyber security and an awareness of cyber threats are
more inclined towards prioritizing their children’s safety.

The expanding recognition of cyber wellness, advocated by various stakehold-
ers including governments, societies, and educational institutions, has spurred a
heightened sense of responsibility among parents to proactively ensure their
child’s online safety. Awareness stands as the foundational step in the journey to
protect children’s online well-being. When parents grasp the potential ramifica-
tions of prevalent social and security issues in the digital realm, they are more
likely to be vigilant and motivated to provide heightened protection.

The impact of awareness on shaping security-related intentions cannot be
overstated. Awareness and the intention to prioritize cybersecurity exhibit a pos-
itive correlation. This enhanced knowledge has prompted parents to take pre-
ventative actions in securing their children’s online experiences. Collaborative
efforts between governments, society, and educational institutions have equipped
parents with the knowledge and tools necessary to foster a secure online environ-
ment. Workshops, seminars, and awareness initiatives have empowered parents
to guide their children through the complexities of the digital world.

The research posited a direct relationship between parental cybersecurity in-
tention and their commitment to safeguarding their children’s online safety.
This assertion gains empirical support through the utilization of structural equa-
tion modeling, yielding a significant t-statistic value. The measured path coeffi-
cient of 0.983 underscores a robust and positive connection between parents’ in-

tentions to protect their children online and their tangible online safety beha-
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viors.

Consequently, it is plausible to argue that parents’ heightened desire to shield
their children from online threats translates directly into the proactive measures
they adopt. This realization serves as a pivotal catalyst in achieving the over-
arching goal of ensuring children’s online safety. This proposition is substan-

tiated by substantial evidence.

6. Results and Discussions

Saudi Vision 2030 envisions a transformed education landscape, with eLearning
as a pivotal tool. This ambitious initiative aims to leverage digital platforms to
enhance accessibility, quality, and innovation in education, empowering Saudi
citizens with skills for the future and fostering a knowledge-driven society. [56]

The intricate implications of cybersecurity on children’s well-being necessitate
a comprehensive approach involving multiple stakeholders. In an era characte-
rized by digital advancements, the horizon is replete with opportunities for
children’s learning and personal development. Yet, amid these prospects, a host
of challenges loom, posing threats that extend beyond the digital realm to affect
children’s mental, emotional, and physical health. As the landscape of cyber
threats continually morphs, an imperative emerges to adopt a proactive strategy,
one that synergizes education, empowerment, and technological innovation, to
erect a fortified bastion of safety for our young digital denizens.

Recent investigations into this realm have assumed paramount importance,
serving as the foundational building blocks upon which the edifice of cyber safe-
ty and security for the next generation rests. This article embarks on a journey
through these recent revelations, poised to reshape not only the trajectories of
researchers and practitioners but also the very landscape of children’s online
safety. As it unravels the multifaceted dimensions of this domain, the study re-
kindles a new perspective, prompting academicians to delve deeper, scrutinize
rigorously, and refine models to cater to diverse contexts. Within this unique
framework, the study awakens contemplation about latent variables that wield
influence over the uncharted terrain of children’s secure online existence.

The ramifications of this research cascade far beyond the hallowed halls of
academia, extending their reach to parents, the unsung guardians of their child-
ren’s digital journeys. In a digital milieu fraught with potential hazards, parents
shoulder the responsibility of nurturing their children’s online well-being. The
study’s revelations serve as beacons, underscoring the pivotal import of parents’
comprehension of their children’s virtual interactions. Informed and armed with
insights, parents can fashion a nurturing environment wherein their offspring
can confidently navigate the digital expanse, shielded from lurking perils. This
research thus unveils a road map to empower parents in their quest to sculpt se-
cure online pathways for their children.

The societal ripple effects of this inquiry are equally pronounced, reverberat-

ing through the corridors of governance and policy. The clarion call resounds
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for governments and policymakers to adopt a proactive stance, marshaling
campaigns and initiatives that augment public awareness of online perils. By
doing so, the study injects a collective urgency into the ethos, nurturing a digital
landscape that’s not just innovative and progressive, but safeguarded and secure.

In sum, the exploration of the intersection between cybersecurity and child-
ren’s well-being is not a solitary endeavor but a symphony of efforts orchestrated
by academia, parents, and policymakers. As the digital panorama unfolds with
its intricate tapestry of opportunities and challenges, it’s imperative that we unite
in our resolve to ensure a harmonious online existence for the youngest mem-
bers of our society.

Even though eLearning is a way to inspire and motivate children the authors
force that there is a need to strike a balance between online and in-person learn-
ing experiences. While the Internet can enhance educational accessibility, the
role of physical classrooms and face-to-face interactions remains pivotal in fos-

tering social skills, collaboration, and a holistic learning environment.

7. Practical Policy and Practice Implications Arising from
Article Findings

Saudi Vision (2030) is aiming to transform the Saudi society and make it an in-
novative, entrepreneurial society, where everyone will have a fair chance to un-
leash their potential. The state is aiming to Saudi Arabia into a knowledge
economy by increasing their reliance on Internet [56].

It has been observed that parents are struggling to keep up pace with the ra-
pidly evolving technology and children’s dependence on the Internet services for
learning and leisure activities [30]. [28] [29] argued the case for parental in-
volvement while Garmendia, et a/ (2016) found that parents who employed cy-
bersecurity tools felt more confident in managing their children’s online expe-
riences. This research is an attempt to further the knowledge in this field by
showing that parents’ positive attitude and approach to the adaptation of the
cybersecurity strategies plays a vital role in children safety and well being and it
further inspire them to follow the correct procedures to be safe in the cyber
world.

The implications of the article’s findings for actual policy and practice are as
follows:

1) Cybersecurity Education for Children: The research highlights the im-
portance of instilling cybersecurity awareness in children from an early age. Po-
licymakers and educators can develop educational programs that focus on
teaching children about online safety, responsible Internet use, and the potential
risks associated with the digital realm. By integrating cybersecurity education
into school curricula, children can develop the necessary skills to navigate the
online world securely.

2) Parental Involvement and Guidance: The study emphasizes the role of
parents as the primary line of defense in ensuring their children’s online safety.
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Policy initiatives can encourage parents to actively engage with their children’s
online activities and provide guidance on cybersecurity best practices. Work-
shops and awareness campaigns can be organized to educate parents about po-
tential online threats and how to effectively protect their children in the digital
space.

3) Collaboration and Research: The article underscores the need for ongoing
research and collaborative efforts to develop effective strategies for safeguarding
the digital generation. Policymakers, researchers, and technology experts can
collaborate to identify emerging cybersecurity threats, trends, and solutions.
Regular updates on best practices and safety measures can be disseminated to
parents, educators, and the public through various channels.

4) Integration of Cybersecurity in National Policies: The findings of the
study can inform the development of national policies that prioritize cybersecur-
ity, especially in the context of youth safety online. Governments can integrate
cybersecurity measures and guidelines into broader digital education and child
protection policies. This ensures that cybersecurity awareness and practices be-
come integral components of a nation’s digital agenda.

5) Promoting Positive Cybersecurity Attitudes: Recognizing that parents’
attitudes toward cybersecurity significantly influence their children’s behavior,
policies can promote positive attitudes among parents. Public awareness cam-
paigns and online resources can encourage parents to view cybersecurity as a
critical aspect of their children’s digital well-being, leading to more responsible
online behaviors within families.

6) Adapting to Cultural and Social Norms: The study is conducted within
the context of Saudi Arabia, highlighting the importance of considering cultural
and social norms when crafting cybersecurity policies and practices. Policymak-
ers should tailor their approaches to align with the values and perceptions of the
local population, ensuring that cybersecurity measures are culturally sensitive
and resonate with parents and children.

In conclusion, the article’s findings underscore the need for comprehensive
cybersecurity strategies that encompass education, parental involvement, colla-
boration, and policy integration. By addressing the potential risks of the digital
world, policymakers and practitioners can work together to create a safer online
environment for children, preparing them to navigate the digital landscape res-

ponsibly and securely.
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