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A New Anonymous Proxy Multi-Signature Scheme
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Abstract: A new proxy multi-signature scheme with anonymity is proposed. In this scheme, several original
signers can delegate their signing authority to one proxy signer. Original signers conceal the identity of proxy
signer in proxy signature. Verifier can not recognize the identity of proxy signer from proxy signature. But
verifier can reveal the identity of proxy signer only with the help of an original signer when disputation
happens. The new scheme has qualities of strong unforgeability and high security.
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1 Introduction

Proxy signature was first introduced by Mambo, Usuda
and Okamoto [1] in 1996. It allowed an entity called
original signer to delegate its signing power to another
entity called proxy signer, and proxy signer signs
message on behalf of original signer. Once the signature
verifier receives the proxy signature, he can check the
validity of the signature and identify proxy signer, and
also original’s agreement on the signed message. Many
various extensions of the basic proxy signature have been
put forwarded because of different applications situations
[2,3,4,5].

Yi Lijiang et al. proposed the concept of proxy
multi-signature [6,7] in 2000.In this scheme, several
original signers can delegate their signing authority to one
proxy signer, that is to say, the proxy multi-signature for a
message is created by a proxy signer and some original
signers.

In 2005, Gu Lize et al. put forward the concept of
anonymous proxy signature and further classified proxy
signature schemes into anonymous proxy [8,9,10] and
proxy-overt proxy signatures according that whether

proxy signer’s identity was been protected or not. They
also constructed an anonymous proxy signature scheme
[11] which not only satisfied basic security properties of
normal proxy signature, but also had anonymity and
traceability.

By the security analysis of Gu Lize's scheme recently,
Guo Gang et al. [12] found that the scheme was easy to
suffer interior attack and original signer could forge proxy
signature instead of proxy signer. They also put forward
four different forgery methods and gave the improved
scheme with anti-forgeability.

To be enlightened by the scheme [12], we propose a
new anonymous proxy multi-signature scheme by the
combination of anonymous proxy signature and proxy
multi-signature. The new scheme has special requirement
in practical application. For example, a company will
issue a file about financial department, engineering
department and administration department. To make the
file valid, it must be signed by the three departments
together. So these departments can delegate a proxy
signer to sign the file instead of them. But they maybe
need protect the identity of proxy signer because of the
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actual application. Original signers can reveal the identity
of proxy signer when the disputation happens. Our new
scheme can satisfy this requirement. The scheme has
anonymity, traceability and strong unforgeability. It also
has high security and a practical application.

The organization of our paper is as follows: the
preliminary model of anonymous proxy multi-signature
will be given in the following section. In Section 3, we
describe our new anonymous proxy multi-signature
scheme. Then we discuss the security of our scheme in
Section 4 and we conclude the paper in the last section.

2 Security Model

We define a new type
multi-signature as follows:

Definition 1 : An anonymous proxy multi-signature
scheme is a digital signature scheme comprised of the
following six procedures:

Setup: On input a security parameter A, this algorithm
outputs the initial system parameters, a warrant certificate
m,, which all original signers establish together and
include the valid time of the delegation of the signing
power and the identities of original signers, etc. At the
same time, it also outputs key pairs of participants.

Delegate: A protocol between all the original signers
and a proxy signer.

Proxy Key Gen: The output is the proxy key pairs for
proxy signer.

Proxy Si gn: An algorithm for which the input is
original signers' public keys, proxy signer’s proxy private
key, the warrant certificate m,, and a message m. The
output is the proxy signature on m.

Proxy Ver: An algorithm for establishing the validity
of an alleged proxy signature of a message with respect to
original signer’s warrant. Anyone can use this algorithm
to check whether a signature is a valid proxy signature.

Anonymous Revel ation Phase: An algorithm that
given a valid proxy signature on a message, original
signers’ public and private key pairs, determines the
actual identity of proxy signer who generated the proxy
signature.

Besides the basic security properties of proxy signature,

of anonymous proxy
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it also satisfies anonymity and traceability.

Anonymity: verifier can not recognize the identity of
proxy signer from the proxy signature.

Traceability: original signers can reveal the identity of
proxy signer by some methods.

3 Our Scheme

The participants of the scheme include original signers
Ai(i=1,...,n), proxy signer B and anonymous proxy
multi-signature verifier V.

3.1 Initial Setup Phase

In the proposed scheme, the following notations are used:
h: a collision-resistant cryptographic hash function;

m,,: warrant certificate ;

Xp private key of original signer A;;

Ya - public key of original signer A;, where
Y, =9 modp;

Xg: private key of proxy signer;

yg: public key of proxy signer, where
Y =g modp;

Xp:  proxy private key of proxy signer;
yp:  proxy public key of proxy signer.

3.2 Proxy Delegation Phase

1D)Firstly, all the original signers make a warrant
certificate m,, together, which contains the identity of
original signers, the valid period of delegation as well as
possible other restrictions on the signing capability
delegated to proxy signer. Then, A; sends warrant
certificate m,, to proxy signer B in a secret channel.

On receiving the warrant certificate m,,, proxy signer B
computes sg, Iy » Sg if he wants to accept the warrant.
The computing process is as following:

B randomly selects an integer ks, computing

r, =g mod p
Sg = Xg + Kgrg mod ¢
Then, B randomly selects an integer k computing

s, = g“mod p
sg, = Xgh(rg, 1Dg, 15 ) +k modq

B returns the parameter (rs, IDg, Iy ,Sg ) t0 Ais A
verifies the equation

gsal — th(erIDBvrBl)rBl mOd p
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If it holds, A; preserves the parameter (rg,yg,1Dg) to
reveal proxy signer's identity in the future and computes
Y, which is written in the my,;:

Y =

) Yl © mod p

2) Original signer A; makes a digital signature for m,,
which is added Yp The computing process is as following:
A;randomly selects an integer k;, computing

rn=g9“mod p

S. =

i XAih(mW!ri)+kiri mOd p
Then, A; sends delegation parameter (r;,s;,m,,) to proxy

signer B in a secret channel.
3.3 Proxy key generation phase

On receiving the delegation parameter (riS;,m,),proxy

signer B verifies the equation

Si h(my.r).r

g "' = Ya r;

If the equation is unequivalent, proxy signer B

demands A; to deliver it again, else accepts the delegation
and produces proxy key pairs:

Xp=S1+Sy+**+S,+sgmod g

h(m, ,ry)

mod p

(m

yp:yAl r1r13/A2h 2
y o "Mt Ty mod p
3.4 Signing Phase

If the message m is appropriate in warrant certificate my,
proxy signer B signs the message m by proxy private key
Xp and generates proxy signature o,=sig(x,,m).The valid
anonymous proxy multi-signature is

{m,o,,m,, 10,0, 1, Y Ya,reee yAn}.
Then B sends it to the verifier V.

3.5 Verification Phase

V verifies wether m accords to warrant certificate m,,
firstly, then computes proxy public key of anonymous
proxy multi-signature:

w1 wil2)

h(my.r),. r h(m r
Yo = Ya, F' Y a, r,”*

h(m,
- Yo,
(where Y, gets from m,).V confirms the signature

validity by checking Ver(y,, op, m)=true.If it is true,the
signature is valid.

rrn) In
r"Y, mod p

3.6 Anonymous Revelation Phase

The verifier V provides proxy signature to any original
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signer A;. A;firstly verifies its validness and then gets Y,
from m,.A; gets the parameter (rg,yg,IDg) which is
preserved in the delegation phase and checks up the
following equation:

Y, = ygrg® mod p

If the parameter (rg,yg,) can make it hold, the IDg is the
proxy signer of the anonymous proxy multi-signature

{m,o,,m,, 0,0, 1, YaorYa o yAﬂ}.
4 Security Analysis of Our Scheme
4.1 Verifiability

The verifier V computes proxy public key by signature
and verifies the corresponding signature by proxy public
key. Because of

Xp=S1+Sy+***+S,+sgmod ¢

then

y,=9"

o gttt mod p

= g N M) g g R (men) o e,

Log et Met) g Kl g Xe g kefs mod  p

=y, My, ey e By mod
From the above equation, we can find

that y, = g** mod p holds.

Anyone can convince the original signer’s agreement
on the signed message by the

signature{m,ap,mw, Lol T Yo Ya oo yAn}, it

is because that the public keys of the original signer are
included in the signature.

4.2 Strong Unforgeability

The forgeability attack aims at the structure of proxy
private key x,. However, private key comes from two
parts: one is got from original  signers
Ai(i=1,2,-:- ,n),another is from proxy signer B. If the
original signer A;wants to forge it, he must compute the
parameters r; (i=1,2,---n) from the following equation:

oy =g (Y,) " mod p

n

Unfortunately, it is as difficult as solving the discrete
logarithm problem (DLP). This is infeasible. So the
original signer A;can not forge a valid proxy signature by
wiping off the Yp to get proxy private key x,.

4.3 Anonymity and Traceability

The verifier V checks up the signature by computing

978-1-935068-01-3 © 2009 SciRes.



3% Scientific

#%% Research

proxy public key from proxy signature, but it doesn't
include the identity of proxy signer. V can't get proxy
signer's public key yg although he gets the parameter
Yp .S0 V only can verify the validness of proxy signature,
but he can't reveal the identity of proxy signer. The
verifier can reveal the identity of proxy signer with the
help of original signers when the disputation happens.

5 Conclusions

We propose a new anonymous proxy multi-signature
scheme by the combination of anonymous proxy and
proxy multi-signature. The new scheme not only satisfies
the basic security characters, but also has anonymity and
traceability. To important, verifier can reveal the identity
of proxy signer only with the help of an original signer
when disputation happens. It has qualities of strong
unforgeability and high security in application.
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