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Abstract: In this paper, we introduce the reputation mechanism into MSR(Multipath Source Routing) in
Mobile Ad Hoc Network(MANET). This mechanism maintains a reputation table in each node. Before rout-
ing setup, the source node will verify the reputation degree of each node. If a node's reputation degree is
lower than the limited value, it will be isolated. As a result, several safe routing paths are established between
source node and destination node. Then the routing security in MANET is improved. The simulation results
show that the improved routing protocol has a better packet delivery fraction and lower End-to-end delay in

MANET which includes malicious nodes.
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1. Introduction

Recently, there has been significant research interest in
the area of Mobile Ad Hoc Network™[™. Most researches
in MANET routing protocols concern more about their
performance rather than their security. In MANET, one
malicious node can mislead routing by attacking routing
protocols, resulting in the collapse of the network. Thus,
with the widespread application of MANET, the research
in MANET routing protocols safety has become increas-
ingly important.

There are single-path routing and multi-path routing
protocolsPIIPIEl jn MANET. The later is classified
backup multi-path routing and parallel multi-path routing.
Parallel multi-path routing which has great research value
uses two or more paths for data transmission at the same
time, it provides higher bandwidth and reliability.

The typical multi-path routing protocols in MANET
are based on single path routing protocols AODVI(Ad
Hoc On Demand Distance Vector Routing) and DSRL!
(Dynamic Source Routing). As a parallel multi-path rout-
ing protocol, MSRII™ js an expansion of DSR. To im-
prove the security of MSR, this article addresses the
reputation mechanism in this routing protocol and pro-
poses a new routing protocol called MSRRM (Multipath
Source routing Based on Reputation Mechanism). In this
new protocol, the source node and destination node can
establish several higher creditability paths through main-
taining reputation table in each node. Thus, the routing
security in MANET is enhanced.

2. Msr Introduced and Security Analysis

MSR protocol is an extension of DSR. It inherits all the
advantages of DSR in addition to the capability of multi-
path routing. Furthermore, it employs a probing mecha-
nism to fetch on-demand the dynamic path states. This
mechanism can be used to refresh the information in
cache, to delete stale path and find new one in time.
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MSR can improve performance by giving application the
freedom to use multiple paths within the same path ser-
vice. However, this routing protocol is totally based on
the cooperation and reliance among all the nodes in
MANET. This is not realistic in applications. Lacking of
reputation mechanisms, MSR protocol will involve the
malicious nodes in the routing setup process. Those mali-
cious nodes will disrupt the network by inserting wrong
routing update information, replaying or modifying the
routing information.

Figure 1. Figure 2

As is shown in Figure 1, in a MANET, there are three
paths between node A and B. The middle path has a mali-
cious node C. Node C will broadcast a large number of
malicious routing packets and those packets will occupy
most of the network bandwidth. As a result, the data
transmission is out of success. The malicious node can
not be isolated due to the lack of appropriate mechanism
in MSR, consequently the insecurity problem of routing
in MANET is increasingly acute.

3. Msrrm Protocol

To solve routing protocol insecurity problems in MSR,
this paper proposes an improved protocol called MSRRM,
which is based on node reputation mechanism. Through
the reputation mechanism, all the malicious nodes will be
isolated and several safe routing paths will be established
between the source and destination node. In this way, the
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routing security in MANET is enhanced. As is shown in
Figure 2, through the validation of the reputation value,
MSRRM protocol will isolate the malicious node C and
choose node D in the routing path then a safety path is
established. MSRRM protocol mainly includes two parts:
the part of reputation management, as well as the part of
routing discovery and maintenance.

3.1 Reputation Management

Reputation is a stimulating tool for cooperation among
nodes. It is used to disting-uish between trustworthy and
untrustworthy nodes and prevent the misbehaviors. If a
node pays no attention to its own reputation and goes on
misbehaviors continually, it will be isolated and dis-
carded.

Reputation mechanism is mainly used for resist-
ing the internal attack. This mechanism includes two
modules: the reputation information-gathering module
and the reputation value-evaluation module. The informa-
tion-gathering module pays an important role in the col-
lection of the information from other nodes, then the
reputation value-evaluation is responsible for the analysis
to quantify. So that each node can get a reputation table
which contains the identities of other nodes and the rela-
tive reputation values. This reputation table is used to
guide the behaviour of the node during the routing estab-
lishment. A node's reputation information will be sent to
its adjacent nodes by means of HELLO message periodi-
cally.

In this mechanism, a node's reputation includes two
parts: subjective reputation value and indirect reputation
value. There are five constants in the mechanism: Tax
Tmine Tiime To, AT, which means maximum level, mini-
mum level, threshold, initial value and change in thresh-
old respectively. We define T;; as the reputation value of
node j to i. While Ti;> Tyin (i#), node i regardes node j
credible. Otherwise, node j cann't be trusted. Ty in this
mechanism is used to prevent the malicious node from
being isolated because of high reputation value. T, is
used to prevent the node from being isolated forever.
When a node's reputation is lower than Ty, it will be iso-
lated. Ty is the initial value, generally it is large or equal
to Tyim. AT is change in threshold, when a node's reputa-
tion value change is large than AT , the node will broad-
casting the event.

There is a four-tuple array <ID, T¢, T, T> in reputation
table. 1D is the number of node. T%is direct reputation
value. TCis indirect reputation.T is the reputation value of
the node. Ti;is the reputation evaluation of node j to i,
then we have

Tij= a‘ri‘f'j + Q-8 )

[11][12]

Tifjj is direct reputation of node j to i;Ti(’:j is indirect

reputation of node jto i. 3€[0, 1], it's the degree of trust
between direct and indirect reputation value. After a node
receives some data from another node, it will update its
T¢ and this called one update cycle. If there are f,, errors
and sy, rights during the mth update cycle of a node, we
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have the initial values of s and f in m+1 update cycle.

0 _(M5m+42Sm—1+435m -2 Sm

Sm+17™ (2)
3 Sm + fm

{0 _ Afm+42fm-1+43fm-2 fm

m+1"~ (3)
3 Sm + fm

M~ Ay~ Ay are the weight of s and f in the first three
update cycles. generally, 4, >4,>A;and A4+, + 45 =3.

Define the mth T%as T% , then

d Sm +1
TUm M 7=
Sm+ fm +2 “)

We have the increment of direct reputation value is

aT9 =79 _7dns | then we can update T® by
7d_1d 4 a1d

When node i receives the reputation information from
another node, node i will view the node's reputation value
first. If this node is not a malicious node, then node i up-
dates its T°. Otherwise, no deal. If node i receives reputa-

tion about node j to k, then we update T°of node k.
c C . C .
Tik =ik * Tik =TT, ()

3.2 Route Discovery and Maintenance

a) Path finding

MSRRM retains the routing discovery mechanism of
MSR whereby multiple paths can be returned. To initiate
the routing discovery, the source node will check its
reputation table first, then send RREQ messages to the
nodes whose reputation value is larger than T, Each
RREQ identifies the source and destination of the routing
discovery, which contains unique request identifica-
tion(ID). When another node receives this RREQ and is
the destination of the routing discovery, it returns an
RREP to the source of the routing discovery. Otherwise, it
will check if this RREQ is duplicated or not by the ID. If
it is not the duplicate, it appends the ID and rebroadcasts
the packet. Otherwise, it will discard this duplicate
RREQ.

Each routing discovered is stored in the routing cache
with a unique routing index. So it is easy for us to pick
multiple paths from the cache. To achieve high path in-
dependence, the disjoint paths are preferred in MSRRM.
There is no looping problem in MSRRM, as the routing
information is contained inside the packet itself; routing
loops, either short-or long-lived, cannot be formed as they
can be immediately detected and eliminated.

b) Route Maintenance

A link of a routing can be disconnected because of mo-
bility, congestion and packet collisions. In MSRRM,
routing maintenance works through RERR(Route Error)
and probing. It works as follows:

(1)When a node discovers the active routing is broken,
the node will send RERR to source node which will re-
move the routing from the routing table as soon as it re-
ceives the RERR.

(2) The source node detects the routing state by send-
ing probing packets periodically to each path. If a routing
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path interrupted, the source node will get RERR from
intermediate node and delete the routing path from rout-
ing table.

(3) If there is only one routing left, the source node will
check its RTT. When the RTT is lower than a limit value,
it means the routing path is in a good condition, and the
source node will continue use the routing path. Otherwise,
the source node begins a new routing discovery process
as mentioned above.

4. Performance Evaluation

We use NS2.33 to conduct the simulation. NS2 is a free and
open source application where its code can be modified and
extended as desired the range of features it provides.

4.1 Simulation Environment

To get the performance of MSRRM under different num-
ber of malicious nodes, we set the malicious nodes range
from 0 to 100, step 10. Our simulation model a network
of 300 mobile hosts placed randomly with a 1200*1200
sg. meter area. Each node had a radio propagation range
of 300 meters and channel capacity is 2Mb/s. The speed
of the hosts moving was 5m/s. 40 nodes are randomly
chosen to be CBR(constant bit rate) sources. Each source
was characterized by a rate of 1 packet/sec and the packet
size was 512 bytes. Each run executed for 300 seconds of
simulation time. We used free space propagation model as
the radio propagation model, and IEEE802.11 Distributed
Coordination Function (DCF) as the medium access con-
trol protocol.

4.2 Simulation Results and Analysis

In the simulations, we use the "Packet Delivery Fraction"
"End-to-end delay" and "routing overhead" to evaluate
the performance of MSRRM. Packet Delivery Fraction: It
is the ratio between the number of packets received by the
destination nodes to the number of packets sent by the
source nodes.

Figure 3 shows the Packet Delivery Fraction compari-
son between two protocols in MANET. When there was
no malicious node, both of these two protocols got good
Packet Delivery Fraction at about 0.95. But with the
increase of the malicious node, the Packet Delivery Frac-
tion of the MSR declined rapidly. When the number of
malicious node was up to 100, the Packet Delivery Frac-
tion was 0.2. While the Packet Delivery Fraction of
MSRRM was about 0.88. By using of reputation mecha-
nism, MSRRM can reduce the impact of the malicious
nodes and increase the Packet Delivery Fraction.
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Figure 3. The comparison in Packet Delivery Fraction
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Figure 4 plots the End-to-end delay against the number
of malicious node in MANET. Both of MSR and
MSRRM had low End-to-end delay if no malicious node
in MANET. However, with the increase of malicious
node, both of their End-to-end delay were increased.
When there were 100 malicious nodes, the End-to-end
delay of MSRRM was about 30ms half of MSR. There-
fore, MSRRM has a better End-to-end delay than MSR in
MANET which includes malicious node.
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Figure 4. The comparison in End-to-end delay

Figure 5 shows the routing overhead against number of
malicious node. Because of the periodically and triggered
updating of the reputation information, MSRRM had
more control overhead than that of MSR. And with in-
crease of malicious node, the control overhead of
MSRRM increased faster than MSR.
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Figure S. The comparison in routing overhead

5 Conclusions

In this paper, based on the study of MSR, we introduce
the node reputation mechanism to enhance the routing
security in MANET and propose a new routing protocol
called MSRRM. In MSRRM, all the node's reputation
degree will be validated between source and destination
node before the routing established. If a node's reputation
degree is lower than the limited value, the node will be
isolated. In this way, we can improve the route security in
MANET. Simulation results show that MSRRM has a
better packet delivery fraction and lower End-to-end de-
lay than MSR in MANET with malicious nodes. The
drawback of MSRRM may be the larger processing
overhead of originating the packets. Fortunately the
computer is becoming more and more powerful , so it
may not be the obstacle to the deployment of MSRRM.
Further work might focus us on limiting the number of
path in MSRRM to reduce the routing overhead, so that
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we can achieve higher security and performance.
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