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Abstract

Nowadays, image copyright protection is one of the key points of information
security in the field of education. Based on the transient property of human
vision, the anti-theft and copyright protection strategies are proposed based
on the idea of animation synthesis. In this paper, experiments are designed
and compared from multiple perspectives. The results show that the strategy
based on animation synthesis can not only ensure the browsing effect of im-
ages, but also effectively achieve the purpose of preventing interception via
screenshot and protecting the legitimate rights of the original images.
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1. Introduction

With the rapid development of computer and network technology, more and
more data and information involving academia, in the form of pictures, are up-
loaded to the network. Because of the convenience of storing, copying, modify-
ing and spreading picture information, the network pictures are widely dissemi-
nated and easily pirated [1]. Hence, images can easily be copied, modified and
redistributed without authorization. However, people’s weak awareness of image
copyright in the field of education leads to the fact that network images in-
fringement and embezzlement are very common [2].

Taking extracurricular tutoring industry in China as an example, the adver-
tising chart of a certain tutoring course is statistically analyzed. They found that
more than 50 percent advertising window or detail images were identical. Ap-
parently, the image copyright protection in the field of education is facing un-
precedented piracy threats. Popular websites, platforms on the images of ran-

dom theft and malicious tampering frequent disputes. Many academic institu-

DOI: 10.4236/ijcns.2022.154004  Apr. 27, 2022

43 Int. J. Communications, Network and System Sciences


https://www.scirp.org/journal/ijcns
https://doi.org/10.4236/ijcns.2022.154004
https://www.scirp.org/
https://doi.org/10.4236/ijcns.2022.154004
http://creativecommons.org/licenses/by/4.0/

Y. Huang et al.

tions spend much time on avoiding picture theft than creating pictures. There
have also been numerous complaints that private images have been intentionally
or unintentionally destroyed. Bad consequences are easy to cause the aversion of
the originators and lack of creative enthusiasm. Simply relying on legal means is
not enough to solve the problem of network picture copyright protection.
Technology is indispensable. It is very important to design reasonable technical
means to protect the legitimate rights and interests of the picture creators and
prevent illegal infringement and embezzlement. It is scientific and significant to
maintain the normal order and sustainable development of online community
(3].

In order to solve the problem of information security and copyright protec-
tion, the academic circle mainly adopts three technologies, including encryption,
digital signature and digital watermarking [4]. The consequence of encryption is
that raw information cannot be known and accessible to more people through
public systems and platforms. And once it is decrypted, it can be copied and
spread at will. Digital signatures require additional information and do not allow
minor changes to the original information [5]. Digital watermarking makes up
for the defects of cryptography. It also makes up for the lack of digital signatures.
They fought off many attacks together. Therefore, this is widely used in the field
of digital copyright protection [6].

2. Research Status of Anti-Theft Technology for Existing
Network Pictures

A number of research institutions and enterprises represented by the United
States have supported or carried out related digital watermarking research. They
have applied for a number of patents on digital watermarking. In terms of the
actual network application, the technical means for the design of image copy-
right protection mainly include the preprocessing of the image itself before the
online public release of the image, that is, the image itself processing protection
[7] [8]. Or, when users browse pictures to take some preventive measures can
also effectively prevent stolen pictures, that is, picture browsing interference
protection.

Image preprocessing includes striking image watermarking and digital image
watermarking. Striking image watermarking is the most commonly used method
of image copyright protection, which declares the copyright information of the
picture by superimposing the eye-catching watermark of the trademark or web-
site on the picture [9]. There are currently two commercial software programs
for watermarking, aspjpeg and wsImage. And most users still use Photoshop to
process the pictures. Digital watermarking has the advantages of high conceal-
ment, easy resistance to tamper, copy, compression, conversion, filtering, re-
peated addition and other attacks. At present, it has been applied to digital in-
formation copyright protection, printed matter anti-counterfeiting, information
source traceability and other fields [10]. However, for network images, digital
image watermarking is more suitable to prove the copyright of the image. In re-
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cent years, some Chinese experts have proposed a Flash embedded image
browser. It can effectively resist screenshot, a kind of universal and dangerous
stealing method. This was applied to the visual network platform of the industry
scientific research special “Research on the prevention and control of invasive
alien Species Occidentalis thrips”. However, the technology requires user inte-
raction to see the original image, which is not convenient enough.

In general, there have been a lot of studies on copyright protection of pictures,
especially in the digital watermarking theory and application has a lot of fruitful
achievements. However, in the case of web images, “tracking copyright” may be
secondary (digital image watermarking is better for proving copyright). “Pre-
venting users from directly and easily obtaining pictures” is the key problem that

image copyright protection should first solve.

3. Design of New Image Anti-Theft Technology

Screenshot capture is the most common method used by clients to obtain im-
ages. The picture shows to the user at the same time has created conditions for
the user screenshots. At present, the most common protection method for this
kind of situation is to cover the eye-catching copyright watermark on the key
position of the picture. However, it will affect the full effect of the picture. This
has been mentioned above. Therefore, this paper proposes a kind of image theft
technology. This does not allow the “original information” of the image to be
displayed in the Web browser, nor does it prevent the user from seeing the orig-
inal image clearly.

The human eye has the property of visual persistence. When a person is look-
ing at an object, the scene disappears from the person’s eyes and does not im-
mediately disappear on the retina. She is to keep it for about 1/24 of a second
[11] [12]. This provides convenience for our design. It can design an image like a
GIF composite frame. At any given moment, what is actually displayed is not the
complete picture. But because of the transient nature of vision, the human eye
sees the complete picture. Obviously, this particular image format consists of
several frames and supports automatic looping. The point of the design is that it
would be very difficult for the user to piece together the original image from the
screenshot frame by frame. That means it’s almost impossible to get a complete
picture [13].

The first step is to determine the number of frames for the animation. To
achieve the above animation effect, the image needs to be divided into frames.
Obviously, the more frames, the better (it’s harder to recover from a screenshot).
But the price comes with the possibility that the resultant image will flicker. The
second step is to determine the block strategy of each frame. According to our
hypothesis, at any given moment (equivalent to any frame), there is always a
part of the image block that is hidden or blurred. This step needs to determine
the segmentation problem of each frame picture. The third step is to determine
the operation relationship between each frame. Operation relations can be

roughly divided into three types: add, subtract and eliminate. For convenience,
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this article uses the elimination type. The fourth step, determine the processing
area of each frame block. For the image blocks obtained in the second step, it is
necessary to determine which blocks are processed. This makes it easier to get a

complete picture at any time (any frame).

4. Experiment Implementation and Improvement

To sum up, on the one hand, the method of adding eye-catching watermarks is
limited by such factors as LOGO size, adding position and number of water-
marks. On the other hand, digital watermarking does not prevent screenshot.
Therefore, the following exploratory experiments are carried out.

» Software support: Ulead GIF Animator, screenshot plug-in

> Experimental principle: visual retention characteristics

> Experiment environment: Microsoft Internet Explorer

e Experiment 1

Occlusion effects can be achieved in different ways. Will the white and trans-
parent Settings of the flashing area have a different effect on the final GIF?

Objective: To compare the experimental effect of white area and transparent
area.

Experimental process: The original image of the experiment was a JPG file of
400 x 431 (Figure 1). Cross it into four sections like the one on the right. “3/4 of
the original picture and 1/4 of the white picture” (Figure 2) and “3/4 of the
original picture and 1/4 of the transparent picture” (Figure 3) were used for
synchronization experiment.

Turn the four images into GIFs. All set to 50 frames per second. View the final
image of a GIF on a web page in IE. Use the screenshot plug-in to verify whether

the original image can be successfully captured.

Figure 2. Original 1/4 white 3/4.
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Figure 3. 3/4 Original picture 1/4 transparent.

Experimental results: The above two groups could not successfully intercept
the full image, which could meet the condition of visual detachment. However,
the difference between transparent and white areas did not affect the viewing ef-
fect of the GIF image.

Experimental conclusion: Transparent area occlusion effect and white area
occlusion effect is the same in the browser. In other words, transparency does
not replace white to reduce the degree of flickering.

e Experiment 2

Objective: To compare the effect of white area size on vision.

Experimental process: The original image of the experiment was a JPG file of
400 x 431 (Figure 1). Cross it into four sections like the one on the right. “3/4 of
the original picture and 1/4 of the white picture” (Figure 4) and “1/4 of the
original picture and 3/4 of the white picture” (Figure 5) were used for syn-
chronous experiments.

GIFs and GIFs were created at 50 frames per second. View the final image of a
GIF on a web page in IE. Use the screenshot plug-in to verify whether the origi-
nal image can be successfully captured.

Experimental results: Comparatively speaking, the effect of “3/4 original pic-
ture 3/4 white” is better than that of “1/4 original picture 3/4 white”. The reason
is that “3/4 original picture and 1/4 white” retains more information about the
original picture. The flicker “lost” only a small part.

Conclusion: The more information the original image is retained, the lighter
the scintillation effect is. However, when increasing the information of the orig-
inal picture, pay attention to the white part so that the user can not intercept the
complete picture information.

e Experiment 3

Objective: To compare the experimental effect of fuzzy area and white area.

Experiment process: The white area of “1/4 white 3/4 original picture” (Figure
2) in Experiment 1 was replaced with blur effect (Figure 6). Make it into a GIF
at 50 frames per second.

Experimental result: the GIF image produced is 282 KB. The screenshot cap-
ture tool cannot obtain a complete and clear picture. The image still flickers, but
much less so.

Conclusion: Fuzzy effect can provide more information. Since the viewer
wants details from the image (especially if the image is used commercially), the
image with blurred areas in the screenshot is not enough. Therefore, fuzzy area

can also achieve the purpose of preventing screenshots.
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Figure 4. Original picture 1/4 white.

Figure 5. 1/4 Original picture 3/4 white.

Figure 6. Blur effect.

e Experiment 4

According to experiment 3, fuzzy effect should be selected first. But simply
breaking it into four parts could reveal key information about the picture.
Therefore, at this stage, the original picture is further divided into 16 parts as
follows (Figure 7).

Objective: To compare the experimental effects of 4 plots and 16 plots.

Experimental process: In order to maintain the same amount of information,
four 1/16 small blocks need to be blurred here. 'm going to take two diagonals
here. The area selected by the dotted line is the fuzzy area (Figure 8). Make it
into a GIF at 50 frames per second.

Experimental result: GIF image size is 176KB. Unable to capture a complete
and clear full picture. At the same time, the flicker is lighter.

Conclusion: Increasing the number of blocks makes it less likely to “expose”
key details during flickering. All things being equal, the more blocks there are,
the less exposure there is.

e Experiment 5

With the increase of the number of blocks, the number of selected combina-

tions of fuzzy regions increases exponentially. It also presents the choice deci-

sion problem of fuzzy region.
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Figure 8. Diagonal blur.

Objective: To change the fuzzy selection strategy and observe the experimen-
tal effect

Experimental process: The area selected by the dotted line in the figure below
(Figure 9) was blurred to make a GIF image of 50 frames per second.

Experimental results: THE GIF image is 288 KB, can not intercept the com-
plete clear picture, flicker slightly.

Conclusion: The facial features of the girl in the original picture were taken as
the key information to be obtained. The second message is below the neck. The
hat and background are the third information. Therefore, compared with the se-
lection strategy in Experiment 4, this experiment can basically blur the whole
graph (except vertices) after one cycle. Always keep key information only half
“exposed” at the same time. In experiment 4, the diagonal strategy always ex-
posed most of the secondary information.

e Experiment 6

According to experiment 5, different fuzzy regions can achieve different in-
formation expression effects. So is the more complex the strategy, the better the
corresponding expression effect?

Objective: To observe the effect of the experiment by increasing the complex-
ity of the strategy.

Experimental process: The area selected by the dotted line in the figure below
(Figure 10) was selected for blurring. Make a GIF at 50 frames per second.

Experimental result: GIF image size is 408 KB. It protects against screenshots.
The flicker of the picture is slight.

Conclusion: Scintillation sensation decreased slightly after increasing com-
plexity. But giFs have grown in size. In the picture information expression, it can

guarantee the information performance more evenly.
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Figure 10. Rotation blur.

e Experiment 7
At this point in the experiment, the choice of strategy presents a problem. If

you choose some of the simple loop strategies above, as long as the screener is
willing to take more screenshots. They pieced together multiple screenshots to
get a complete screenshot. How can this be solved?

Objective: Fuzzy areas were randomly selected (Figure 11) to observe the ex-

perimental effect.
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Figure 11. Random blur.

Experiment process: make a GIF image at 50 frames per second by randomly
selecting the blurred area.

Experimental results: GIF image is 156 KB can resist screenshots, flicker
slightly

Conclusion: The random algorithm in this experiment is simulated by select-
ing irregular rectangular regions with variable number. It takes a lot of effort and
time for a screener to get a complete and clear image. At the same time, if the
mathematical algorithm is used for random simulation, GIF image size fluctua-
tions are large. This has the potential to “expose” too much critical information

at one point.

5. Conclusion and Discussion

Through the combination of increasing the number of blocks, blur processing
and random selection of areas, GIF images that can resist the effect of screen-
shots have been preliminarily obtained, but there is still room for improvement
in the following aspects. First, frame setting. If you increase the number of
frames per second to 50, the flicker of an image on a picture viewing software
can be significantly reduced. But browser plugins don’t always support high-frame
GIFs. There isn’t much difference in the actual performance before and after in-
creasing the number of frames. Secondly, it deals with regional selection strate-
gy. Fuzzy areas are best protected against screenshots by selecting random areas.
However, there are several problems such as how to choose the best among
many random algorithms, how to determine the key information in the picture,
whether different customers will have different information needs and so on.
Third, the size of the picture. The larger the number of frames, the larger the
number of blocks, and the larger the GIF image size. The result is a longer load
time in the browser. Fourth, the user accepts the question. Even if the fuzzy area
processing can always feel the flicker, and the user can accept and can accept the
degree of flicker. This requires a user survey to be finalized. These problems will

be the direction and focus of our work in the next step.
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