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Digital Signature System Based on RSA

Min PENG
Department of Information Engineering, Hunan Urban Construction College, Xiangtan, China
Email: chenlin_240886393@gqq.com

Abstract: This article introduced some basic concepts and the process of realization in theory of RSA digital
signature. It introduced the RSA algorithms fully, including the application condition and principle in RSA
algorithm, the emergence of large prime numbers, the emergence of key pairs, encryption algorithm to the
express and the decryption operations to cipher texts, thus built a theoretical foundation for realization. Basic
principles in MD5 algorithm is also introduced in this text. It described the design and implementation of
RSA digital signature detailedly, the realization of main module included the emergence of RSA key (a public
key and private key), the realization of RSA encryption algorithm and decryption algorithm, the generation of
MDS5 message digest and the use of verification in RSA algorithm for implementing digital signature.
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const rep =4; const DWORD any([rep] =
{2,3,5,7 };/*%,11,13,17,19,23,29,31,37..%/
for (DWORD i=0; i<rep; i+=1)
{ if ( modexp( any[i], p-1,p) !=1)
return 0; }
return 1;}
prime_factory::prime_factory( DWORD MP )
{ np=0; / ¥tk pl
char * b = new char[MP+1]; // 8 H {5 1H#&
for (DWORD i=0;i<=MP;i+=1) b[i] = 1;
DWORD p=2;
while (1)
{ I BhE R
while (b[p]==0)p+=1;
if (p == MP ) break;
np+=1; // KIBiF5EL
DWORD c¢ =p*2;
while (¢ <MP)
{  blc]=0;
ct=p; }
pt=1 }
pl =new DWORD[np];
np = 0;
for (p=2;p<MP;p+=1)
{ if (b[p])
{  pllnp] =p;
np +=1; L
delete [] b;}
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