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Abstract: PXE protocol is a popular remote boot protocol nowadays. The designers focus mainly on the sim-
plicity and convenience of the PXE protocol, but they take less consideration on security issues. There maybe
some hidden risks of PXE, so the network attack to PXE is possible to happen. One possible attack approach
against the PXE protocol is introduced in this paper. Firstly, the attack principle is stated. Secondly, the simu-
lation process of the attack is described, and the possible results are analyzed. Finally, the protection strategies
dealing with such kind of attack method are proposed on the basis of analyzing the potential attacks.
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Figure 1. Working process of PXE protocol
1. PXE Y TE 272
3 WERE

H i Sk PXE Bl R D5, 21
WA 7= R S AR AR =R R LA AE A AT T R
WS RE PXE WIS, i — 28 3 o b ] DI 3 A5
it BOOT ROM 1) J5 X2+ PXE #413.

T PXE WM AEk DHCP 45 2e iyt fe v, If
BAR DHCP 454 M BL s b AT 30k, M 8t
FA T AR E DHCP R4 #5 W57k, & P L%
BRI A sh B G RET,  AITSEILXS & P AL Bt

SEBr B vk mT LA = Fh

3.1 M4 H{ER PXE Wil B

MR TP AFEAE 2 & DHCP R4S 23 HmHiE (R g
BB BT ST DHCP R4S 8%) , PXE %)/ b

281

4% Scientific
#%%s Research

1E % BIDHCP & % 4 /A I

IEW A=K 35

Figure 2. Attacking method to PXE protocol
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