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AES Encryption and Decryption Algorithm for
High-Speed Design FPGA-Based
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Abstract: For the widely used 32-bit data platform, implementation of AES-128 encryption / decryption al-
gorithm designing on FPGA. Encryption/decryption unit uses part of the external pipeline technology, using
logical lock technology optimized S-BOX and key storage in the system optimization. With less system re-
sources, in the 100MHz clock frequency, obtained 3200Mbit/s data throughput. Applies to clock frequency is
not higher than 100MHz the mid-and low-end equipment.
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Figure 1. The logical structure diagram of AES algorithm
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Figure 2 Basic structure.
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Figure 3. Loop deployable structure.
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Figure 4 Internal pipeline
structure
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Figure 6 Part of the external pipeline structure
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Figure 7 Simulation chart of encryption timing
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