Communications and Network, 2009, 1-55
http://www.scirp.org/journal/cn

AN
{{e’ll Scientific
\\;v,") Research
. Publishing

Optimal Path Identification to Defend Against Ddos Attacks

Guang JIN*? Jiangang YANG?, Yuan LI?, Huizhan ZHANG?
!College of Computer Science and Technology, Zhejiang University, Hangzhou 310027, China
%College of Information Science and Engineering, Ningbo University, Ningbo 315211, China

Abstract: A novel packet marking scheme, optimal path identification (OPi), was proposed to defend against
DDoS at-tacks. Instead of using fixed 1 or 2 bit in previous schemes, in OPi a router deduces the traveling
distance of an arrived packet by its TTL value and inserts a variable-length marking of 1~16 bit into the
packet. The marking field is filled completely even the path is very short and the distinguishability is im-
proved. OPi outperforms previous schemes, espe-cially when attacker paths adjoin user paths seriously. To
obtain better performance, an OPi+TTL filtering strategy was proposed to frustrate attackers’ tries with
spoofed initial TTL values. Theoretical analyses and simulations with actual Internet topologies show OPi

performs excellently.
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Figure 1. OPi marking design
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Figure 2. Pseudo-code of OPi marking operation
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Figure 4. Path distribution of experimental data set
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Table 1. Valid marking distinguishing level of all the designs in
experimental Scene 1

TR 1 0=0 0=3

OPI(ZLff TTL) 03069 0.4014
OPi({A&15 TTL) 0.1961 0.2421
StackPi(n=1) 0.0840 0.1055
StackPi(n=2) 0.0825 0.1478

545H T 1 PR PR B SR T A R
AIEH, OPi EIFHUERE R 2. RTBUIE S (Rt
R TTL ){E, OPi Ml StackPi(n=1)77 & (1M &
R T, T S VERAST S, I AR
BEORIE LIRS, E RSO AR R
IEAER . 2 T A BRI TR

T P B 8 1 O RO e 52 R 228,911
FonFHIFRRE . R A S IE B WS pu Fil pa,
V ESETEEMBER AR va fl ova, AR
(8,91, i RIE RS 2 2 E 2 X (3) R (4)

i i
3
v oo, ®)
A=—L_ "2
Pu Pa
@)

AR BB Pi R | S0

Copyright © 2009 SciRes

ay A R — Rk T A 2 LU R THE R EIE. 6 1R,
WJERE R Ve S i RTA

6()45H 1 0=3 R 3 M5 A5 2 WP
&AL, StackPi(n=2)F T4, & WRFA STRRIOIH
o AHANE 60T, HIRIIE 3 TS EE,
OPi fil StackPi(n=1)VEAE R ({4 StackPi (n=2).

N A BRSSO TS e,
5o L g R aniE 7 Frore AIEH, OPL ARG YT,
FHIR BRI I 2288, StackPi(n=1)11 (n=2)J7 55754
S, BB AR 2

P 3 OSSR el 8 Fros, I, OPi
H%f, 0=0 [} StackPi(n=2)14%

Brst A OGS 9, BB RSN o

%r FHmA, B OPi e Mo 5 it TTL AfE 1
5, FARREEL SR YA StackPi J7 4.

FIE PI+TTL {0 & 10 45 H T %5 2 Fl
Yine 1 &5 L ki OPi il StackPi (n=1)5 LI EEAH,
ifi StackPi (n=2)/: AN 2= 18,

11 45H TR B B=stbfF ™ OPi fEF 4
FR R AR, B RS b s 90%,  anER
T G (E, OPIH+TTL Jy AR F R

6 &

FSPTELH 154 DDoS T2, ASCHIFTT 1 KA
iy, BDART S SA0EL, OPi 47 B s O st i
I PR R A 3 B o BRI ELIBHAR LT R %
R B T FUR BRI, MR S TA R A SRR
FlRF, OPi IUPEREDIHEEIAC A T 5. oAb, Eieh
T OPHTTL fUdiiE s 5, #E—IRmrtne.

ARARI TARRES JEAE ARy S, AT it
BRSO, AR B AR E0CR o

[ opi (#4x&TTL)
7 500+ StackPi (n=1)
B stackpi (n=2)

6 000

4 500t

7
%
%
3000} %
%
%
.

B ““““

B 5 EEIBR 1 0=3, BB
Figure 5. Experimental Scene 1, 0 =3, path marking statistics in
learning phase

5 e

CN



22

OPTIMAL PATH IDENTIFICATION TO DEFEND AGAINST DDOS ATTACKS

0.2r —&— OPi
01 —— Pi(n=2)
T —a— Pi(n=1)
O0 072 O4I4 076 0}8 1.0
B E
(b) EBER 2,0=0

(b) Experimental Scene 2, 0 =0

fE 6. HEIER 2 NEHEENBBRaRRE

Figure 6. Receive rate difference between valid packet and attack packet in experimental Scene 2

0.8
0.7F
0.6F
#o.st
A
¥X04F
r
ﬁ0.3 =
0.2 —— OPi
—4— Pi(n=2)
0.1 —=— Pi(n=1)
0 1 1 1 1
0 0.2 O.fl 0.6 0.8 1.0
HE B E
(a) EHERIHR 2,0=3
(a) Experimental Scene 2, 0 =3
0.6
—&— OPi
0.5 H —— Pi(n=2)

02 04 06 08
YRR E

(a) HEIER1,0=3

(a) Experimental Scene 1, 0 =3

0.6

—— OPi
0.5F| —— Pi(n=2)
—a— Pi(n=1)

0.4
o
g 03
o
0.2
0.1
R
0 0.2 0.4 0.6
& V8 B {E

(b) EEHER 1,0=0

(b) Experimental Scene 1, 0 =0

H 7. HESR I NAGEANRBaRIRE

Figure 7. Receive rate difference between valid packet and attack packet in experimental Scene 1

—&— OPi
—— Pi(n=2)
—a— Pi(n=1)

1 1 1 1

02 04__06 08
P RE
(a) EEE=R 3,0=3

(a) Experimental Scene 3, 0 =3

1.0

0.6

—— OPi
0.5H —— Pi(n=2)
—=— Pi(n=1)

015 ) 07 06 '
3 8 B 18

(b) EEHR 3,0=0

(b) Experimental Scene 3, 0 =0

E 8. HEER SNAEEMBERaERIRE

Figure 8. Receive rate difference between valid packet and attack packet in experimental Scene 3

Copyright © 2009 SciRes




GUANG JIN, JIANGANG YANG, YUAN LI, HUIZHAN ZHANG 23

04 0.4
—A— i —&— OPi
—— gi]z}l122) —— Pi(n=2)
0.3H —— P](n:l) 03F| —=— PI(VI:I)
#40.2 #9802}
X 3
W W
#0.1 0.1
0 oL
-0.1 1 L L -0.11 1 1 1 1
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0
I8 R 1% 8 B B
(a) BB 4,0=3 (b) EHBER 4,0=0
(a) Experimental Scene 4, 0 =3 (b) Experimental Scene 4, 0 =0

E o HEIGRANAFEANKBORIRE

Figure 9. Receive rate difference between valid packet and attack packet in experimental Scene 4

1.0 1.0
= Ol e
0.8F 0.8
% %
0.74 0.7+
B \%ﬁ%
0.6k OPi 0.6} on
0.5k —4— Pi(n=2) 05 —— Pi(n=2)
—a— Pi(n=1) ! —a— Pi(n=1)
0.4 1 L 1 1 04 1 1 I I
0 0.2 0.4 0.6 0.8 1.0 0 02 0.4 0.6 0.8 1.0
Y8R i 38 B E
(a) EBlER 2, Pi+TTL, 0=0 (b) EEISE 1, Pi+TTL, 0=0
(a) Experimental Scene 2, Pi+TTL, 0 =0 (b) Experimental Scene 1, Pi+TTL, 0=0

B 10. EEIEE 2 Ml L B Pi+TTL BEER
Figure 10. Pi+TTL filtered results for experimental Scenes 2 & 1

REFERENCES

[1] DITTRICH D. Distributed denial of service (DDoS) attacks/tools
[EB/OL]. http://staff.washington.edu/dittrich/misc/ddos/, 2007.

[2] DOULIGERIS C, MITROKOTSA A. DDoS attacks and defense

- mechanism: classification and state-of-the-art. Computer Net-

% 055 works, 2004, 44(3): 643-666.
*— 0 [3] FERGUSON P, SENIE D. Network Ingress Filtering: Defeating
—a— 25% De-nial of Service Attacks Which Employ IP Source Address

040 —— 50% A Spoofing. RFC 2827, 2000.
0,
A= 75% [4] SUN H J, FANG B X, ZHANG H L. DDoS attacks detection
0-251 0% 3(')% 50'% 70:% 90% based on link character. Journal on Communications, 2007,
Hh SR ) b 28(2):88-93.
[5] GAO Z, ANSARI N. Tracing cyber attacks from the practical
B 11 4 BRI EATRE S T H BT OPi iR ggr(s;;elcit;/%l IEEE  Communication = Magazine, 2005,
Figure 11. OPi filtered effects with 4 filtered threshold values and ' )

in different neutral ratios [6] KIM Y, LAU W, CHUAH M, et al. Packetscore: a statis-

Copyright © 2009 SciRes CN



24

(7]

(8]

(9]

[10]

OPTIMAL PATH IDENTIFICATION TO DEFEND AGAINST DDOS ATTACKS

tics-based packet filtering scheme against distributed de-
nial-of-service  attacks. IEEE Transactions on Dependable and
Secure Computing, 2006, 3(2): 141-155.

JIN C, WANG H, SHIN K G. Hop-count filtering: an effective
defense against spoofed DDoS traffic. IEEE/ACM Transactions
on Net-working, 2007, 15(1):40-53.

YAAR A, PERRIG A, SONG D. Pi: a path identification
mechanism to defend against DDoS attacks. Proc of IEEE Sym-
posium on Se-curity and Privacy. Oakland, CA, USA, 2003.
93-107.

YAAR A, PERRIG A, SONG D. StackPi: new packet marking
and filtering mechanisms for DDoS and IP spoofing defense.
IEEE Journal on Selected Areas in Communications, 2006,
24(10): 1853-1863.

[KIM Y, JO J, MERAT F, et al. Defeating distributed de-
nial-of-service attack with deterministic bit marking. Proc of

Copyright © 2009 SciRes

[11]

[12]

[13]
[14]

[15]

IEEE Globecom, San Francisco. CA, USA, 2003. 1363-1367.

LEE F, SHIEH S. Defending against spoofed DDoS attacks with
path fingerprint. Computers & Security, 2005, 24(7):571-586.

LEE G,LIM H, HONG M, et al. A dynamic path identification
mechanism to defend against DDoS attacks. Proc of ICOIN. Jeju
Island, Korea, 2005. 806-813.

CAIDA Skitter [EB/OL]. http://www.caida.org, 2007.

The Swiss Education and Research Network. Default TTL values in
TCP/IP [EB/OL]. http://secfr.nerim.net/docs/fingerprint/en/  ttl
de-fault.html, 2000.

LIU J, LEE Z, CHUNG Y. Dynamic probabilistic packet mark-
ing for efficient IP traceback. Computer Networks, 2007, 51(3):
866-882.

CN



