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ABSTRACT 
 
The recent and unprecedented surge of public interest in peer-to-peer (P2P) file-sharing systems has led to a 
variety of interesting research questions. How to minimize threats in such an open community is an impor-
tant research topic. Trust models have been widely used in estimating the trustworthiness of peers in P2P 
file-sharing systems where peers can transact with each other without prior experience. However, current 
P2P trust models almost take no consideration for the nature of trust, fuzzy, complex and dynamic, which 
results in low efficiency in resisting the attacks of malicious nodes. In this paper, a new trust model named 
NatureTrust that can alleviate the shortage brought by the nature of trust is proposed. In order to cope with 
the fuzzy characteristic of trust, linguistic terms are used to express trust. Additionally, fuzzy inference rules 
are employed to evaluate trust of each transaction so as to handle the complex characteristic of trust. Fur-
thermore, risk factor is deployed into NatureTrust to represent and reason with the dynamic characteristic of 
trust. Both risk and trust factors are considered in evaluating the trustworthiness of each peer. Experimental 
results show that the trust model analyzed here thus stands against malicious act effectively. 
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1.  Introduction 
 
In peer-to-peer (P2P) file-sharing systems, all peers are 
both users and providers of resources and can access 
each other directly without intermediary agents. Typi-
cally, peers are autonomous, anonymous and self-inter-
ested, which means individuals seek to maximize their 
own goal achievement rather than act in a benevolent 
manner. Consequently, security becomes an open prob-
lem in these large and distributed systems since peers can 
break their commitments or provide sub-standard or even 
malicious services. Though trust models, like EigenTrust 
[1] and PeerTrust [2,3], can be used to help P2P systems 
deal with the security problem, they do not consider the 
nature of trust: fuzzy, complex and dynamic characteris-
tics [4]. Hence, they can not achieve a preferable effect. 

The three types of natural characteristics of trust are as 
follows. 1) Fuzzy characteristic: the fuzzy nature of trust 
means it is imprecise and sometimes ambiguous when 

we express trust or try to explain a trust level. 2) Com-
plex characteristic: the complex nature of trust arises 
from the fact that there are multiplicity of ways in deter-
mining the trust and a variety of views about trust. 3) 
Dynamic characteristic: the dynamic nature of trust re-
fers to trust not being constant or stable but always 
changing as time passes. However, Current research sel-
dom considers these three characteristics of trust in peer- 
to-peer file-sharing systems. 

The ultimate goal of our research is to solve the secu-
rity problem effectively in distributed P2P file-sharing 
systems, which is incurred by the nature of trust: fuzzy, 
complex and dynamic. Towards the end, NatureTrust, a 
new trust model is proposed, which introduces linguistic 
terms instead of numerical values to express trust and 
imports fuzzy inference rules to infer trust value of each 
transaction. The risk factor is also taken into account 
when evaluating the trustworthiness of each peer. 

The rest of this paper is organized as follows. The in-
troduction of related work about trust models is provided 
in Section 2. Section 3 presents a new trust model which +Corresponding author. E-mail: rxli@hust.edu.cn. 
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considers risk factor and trust factor separately in order to 
alleviate the security issues aroused by malicious peers in 
P2P networks. This section explains how to express trust, 
how to apply fuzzy inference rules into trust evaluation, 
and how to compute risk value. In addition, this section 
also describes the implementation strategies of this new 
trust model. Then Section 4 evaluates the performance of 
the proposed trust model with simulation experiments, 
followed by the conclusion and future work in Section 5. 
 
2.  Related Work 
 
In Peer-to-Peer networks, peers cooperate to perform a 
critical function in a decentralized manner. Among the 
heterogeneous peers, some might be honest and provide 
high-quality service, some might be buggy and unable to 
provide high-quality service, some might be even mali-
cious by providing bad services or harming the consum-
ers. In the current P2P file-sharing systems, there are 
mainly three types of malicious peers: simple malicious 
peer, traitor and hypocritical peer. 

In order to cope with such malicious behavior, some 
reputation-based P2P trust models have been proposed. 
As is well known, centralized reputation systems has 
been widely applied in e-commerce [5,6], such as eBay 
[7]. Some researches [8,9,10] suggested reputation based 
systems as an effective way for protect the P2P network 
from possible abuses by malicious peers. Reputation 
systems can help peers establish trust among them based 
on their past behaviors and feedbacks. Let us see several 
prominent decentralized reputation systems in the P2P 
domain. [11,12] proposes a reputation-based approach 
for P2P file sharing systems (called P2PRep). P2PRep 
runs in a fully anonymous P2P environment, where peers 
are identified using self-assigned opaque identifiers. [13] 
presents a similar approach, called XRep, which extends 
P2Prep by considering the reputations of both peers and 
resources. P2PRep and XRep do not consider the credi-
bility of voters. Hence, malicious peers can give bad 
votes to an honest peer or give good votes to a dishonest 
peer, which results in a significant decline in the per-
formance of restraining malicious behavior. 

EigenTrust is also a reputation-based approach for P2P 
file sharing systems. In EigenTrust, each peer is assigned 
a unique global reputation value. However, it is not clear 
if their approach is feasible for large-scale P2P systems, 
in which some local reputation values are unreachable 
for the requesting peers. [14] suggests an approach to 
trust management for semantic web which is similar to 
EigenTrust, but ratings are personalized for each user 
based on his personal experience. Both approaches sim-
ply assume that peers are honest and therefore cannot 
defend some attacks like deceptions and rumors. Peer-
Trust develops a P2P trust model, so that peers can quan-
tify and compare the trustworthiness of other peers and 

perform trusted interactions based on their past interac-
tion histories without trusted third parties. 

PET [15] proposes a personalized trust model to help 
the construction of a good cooperation, especially in the 
context of economic-based solutions for the P2P resource 
sharing. It designs a risk evaluation to handle the dramatic 
spoiling of peers. However, only denoting the opinion of 
the short-term behavior, the risk evaluation does not react 
on the dynamic nature of trust totally. Unlike the above, the 
risk evaluation in our trust model represents the fluctuating 
of peers’ trust in the past behavior. In [16,17], ECMBTM is 
proposed which use cloud-model [18] to model trustwor-
thiness and uncertainty of trust relationships between peers. 
But the trust aggregation is so complex that it’s hard to 
apply it to practice. 

Our work is inspired by these previous works for repu-
tation-based P2P trust models and benefits from the na-
ture of trust. But there are some differences between our 
effort and the above reputation systems. Firstly, in this 
paper, we focus on both risk and trust two aspects in 
evaluating the trustworthiness of peers. In addition, we 
use linguistic terms to express trust and employ fuzzy 
inference rules to evaluate trust of each transaction. More 
importantly, neither of the above reputation systems ad-
dresses the strategic behavior by malicious peers. 
 
3.  Trust Model 
 
Trust is an accumulative value for the past behavior and 
reflects the overall evaluation on the valued peer. How-
ever, it is not sensitive enough to perceive the suddenly 
spoiling peer because it needs time to decrease the ac-
cumulative score. Meanwhile, it is also hard to perceive 
traitors who may behave properly for a period of time in 
order to build up a strongly positive trust, and then begin 
defecting. What’s worse, it is harder to perceive the ma-
licious peers with strategically altering their behavior. 
Therefore, trust is not enough in evaluating the actions of 
peers due to its dynamic characteristic. 

When a peer involves in a transaction, it is entering 
into an uncertain interaction, which has an associated 
risk of failure or reduced performance. For security, the 
trust model need take risk factor into account. Hence, the 
main focus of this paper is the design of NatureTrust that 
is a unique characteristic with the combination of trust 
and risk factors for evaluating the trustworthiness of 
peers in P2P file-sharing systems. Here, we use a two- 
tuples with trust and risk values Tr: (T, R) to express the 
trustworthiness of peers. Additionally, each peer stores 
the values of trust and risk of its acquaintances using a 
XML document. Peers can change their XML documents 
to achieve some recommendation information. 
 
3.1.  Evaluation of an Interaction 
 
Trust is fuzzy and complex when we express it. In P2P 
file-sharing systems, it is hard to give an accurately nu-
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merical value after an interaction, and peers can have 
different views or policies in evaluating trust, which 
throws the trust evaluation system into disorder. For in-
stance, one generous peer gives a trust value 0.9 to a 
certain service, while another one just gives 0.5 to it. 
Meanwhile, the situation occurs a lot if peers give pre-
cise trust values just in accordance with their own stan-
dards. In this situation, some malicious peers are easy to 
give unreasonable evaluations purposely, which may 
exaggerate the credibility of their conspirators or slander 
that of the benevolent peers. Besides, the trust evaluation 
can derive from different measurement criteria, such as 
“quality”, “speed” and so on. This means a trusting agent 
is hard to explicitly articulate and specify a trust value 
that he or she has in another trusted agent after a transac-
tion. Therefore, how to evaluate trust value for each 
transaction becomes an important problem. 

In this section, we deal with different measurement 
criteria of evaluating trust by introducing linguistic terms 
and fuzzy inference rules. Concretely, we first define the 
set of measurement criteria for evaluating trust and give 
different grades for each measurement criterion accord-
ing to user’s satisfaction degree. Furthermore, we clas-
sify trust into different grades and establish a series of 
inference rules from the grades of measurement criteria 
to the grade of trust, and then use these rules to infer trust 
grade of each transaction. Finally, we define a map func-
tion h that maps from each trust grade to a corresponding 
trust value for each transaction. 

Definition 1: Supposing that the set of linguistic terms 
about the trust grades is X={x1,x2,…,xN}, and the set of 
trust value is Y={y1,y2,…,yN}, Y  [0,1], where N is 
the number of the trust grades. The function h(x) maps 
each element xi∈X into a value yi∈Y, h: X→Y. So yi is 
the corresponding trust value of the trust grade xi. 



For example, we define N=6, X={distrust, a little trust, 
ordinary trust, a lot of trust, extraordinary trust, absolute 
trust}, Y={0,0.2,0.4,0.6,0.8,1}. The map function h can 
be defined as below: 

1 ( "absolute trust")

0.8 ( "extraordinary trust")

0.6 ( "a lot of trust")
( )

0.4 ( "ordinary trust")

0.2 ( "a little trust")

0 ( "distrust")
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In this paper, we assume C={C1,C2,…,Cm} as the set 
of m different measurement criteria, and for each meas-
urement criterion Ci, there is a corresponding set to de-
scribe its grade, such as Ci: {c1,c2,…,ck}. For example, 
aiming at the service of file download, users can evaluate 
trust according to two criteria-file quality and download 
speed, so the set C can be defined as {file quality, 
download speed}. The set Q={bad quality, normal qual-
ity, good quality} can be regarded as the grade of the 

criterion “file quality” and the set S={slow speed, normal 
speed, fast speed} that of the criterion “download speed”. 

Since fuzzy inference is good at handling imprecise 
inputs, such as assessments of quality or speed, and al-
lows inference rules to be specified by imprecise linguis-
tic terms, such as “good quality” or “slow speed”, we use 
fuzzy inference rules to combine the appraising informa-
tion from different aspects of trust. The basic form of 
fuzzy inference rules is as follows: 

If C1 is c1 and C2 is c2 … and Cm is cm 
then T is x. 
Also using the above example, we might have rules 

such as the following. 
If “file quality” is “good quality” and “download 

speed” is “fast speed” 
then trust appraisement is “absolute trust”. 
If “file quality” is “good quality” and “download 

speed” is “normal speed” 
then trust appraisement is “extraordinary trust”. 
Thus, after a transaction between peer i and peer j, 

peer i will give the appraisement like this: “good quality” 
and “normal speed”. Through the above rules, we can 
infer that trust appraisement is “extraordinary trust”. 
Similarly, according to the map function h(x) in the 
above, the trust value of peer j in view of peer i based on 
this direct interaction with peer j is 0.8. 
 
3.2.  Trust Computation 
 
In this section, we present a general trust metric that 
combines the direct and indirect factors into a coherent 
scheme to compute the overall trust value. 

Definition 2: we define tij
(n) as the trustworthy of peer 

j in view of peer i in the n-th direct transaction. The 
value of tij

(n) can be gained according to the inference 
method described in Subsection 3.1. 

Definition 3: We define tij as the reliability of peer j in 
view of peer i based on its direct interactions with peer j. 
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where  (0<  <1) is a time declining constant, and it 

determines the weights given to the most recent past ob-
servations. The bigger   is, the faster the past observa-

tion is forgotten. M is the total number of direct interac-
tions between i and j. 

Definition 4: we define rij as the total recommendation 
from other peers who has even transacted with peer j. 
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The first part in the above formula is the recommenda-
tion from trustworthy references which have transactions 
with peer i, and the second part is the recommendation 
from unknown references. m and g are the number of 
trustworthy references and the number of unknown ref-
erences respectively. l  and z  denote the peers of 
trustworthy references and unknown references respec-
tively.   is the weight to indicate how the peer i values 
the importance of the recommendation from trustworthy 
references and from unknown references. Certainly, 
comparing to unknown references, the peers who have 
even transacted with i is more trustworthy. So   is 
bigger than 0.5 normally. 

Definition 5: we define Tij as the reliability of peer j in 
view of peer i based on its direct interactions and other 
peers’ recommendation. 

(1 )ij ij ijT w t w r                  (4) 

From the definitions above, Tij is decided by two fac-
tors. One is the reliability of peer j in view of peer i 
based on its direct interactions with peer j. The other is 
the total recommendation of peer j from other peers. As 
we known, peers always trust in themselves than others’ 
recommendation, so w is bigger than 0.5. 
 
3.3.  Risk Computation 
 
Peer’s behavior can change dynamically, which implies 
that we need rely on not only the trust factor to evaluate 
the trustworthiness of peers, but also the risk factor. In 
NatureTrust, we use entropy of information theory to 
quantify the risk of each transaction between two peers. 
In information theory, entropy expresses the uncertainty 
degree of information. The smaller the entropy is, the 
lower the uncertainty degree is. 

In this paper, the calculation of risk is based on the 
trust values from the direct interactions in the past which 
is reliable and self-determined, for risk is used to de-
scribe the fluctuation of peers’ actions. 

Definition 6: We define Rij as the risk value of peer j 
in view of peer i. The formula of calculating risk value is 
as follows. 
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In the above formulae, N is the total number of the 
classification of trust grades, and Hij is the value of en-
tropy relying on , , …, , which express the 

probability of N different trust grades appearing in M 
times direct interactions between peer i and j respec-

tively. R0 is the initialization value of risk. From the 
Equation (6), we can educe 

1
ijp 2

ijp N
ijp

0 logijH N  , thus 

0 1ijR 

1
ijp 2

ijp

. 

For example, we also suppose that the trust degree is 
classified into 6 grades, such as {distrust, a little trust, 
ordinary trust, a lot of trust, extraordinary trust, absolute 
trust}, and the corresponding set of trust values is {0, 0.2, 
0.4, 0.6, 0.8, 1}. Assuming peer i and j have 10 times 
transactions in the past and the trust values are {0.6, 0.8, 
0.6, 0.4, 0.6, 0.8, 0.8, 0.4, 1, 0.6}, then the probability 

, , …,  are 0, 0, 0.2, 0.4, 0.3, 0.1, respectively. 

Hence, the values of entropy and risk can be computed 
according to the above formulae: Hij=−(0.2*log0.2 + 
0.4*log0.4 + 0.3*log0.3 + 0.1*log0.1)=0.556, Rij = Hij/ 
log6=0.715. 

6
ijp

 
3.4.  Managing Data 
 
Figure 1 gives a sketch of evaluation mechanism for 
NatureTrust. There is no central database. The data that 
are needed to compute the trust value and risk value for 
peers are stored across the network in a distributed man-
ner. Each peer has a data manager that is responsible for 
trust evaluation and risk evaluation. 

The data manager of each peer performs two main 
functions. On the one hand, it submits recommendation 
information for other peers. On the other hand, it is 
responsible for evaluation the peer’s trustworthiness. 
This task is performed in trust and risk two aspects. In 
risk aspect, the peer only relies on its own direct trust 
values to computer the risk value. These direct trust 
values derive from measurement criteria of trust, trust 
grades, inference rules and mapping function, which 
described in Subsection 3.1. In trust aspect, the peer 
needs to collect trust data from other peers in the net-
work, and then combines direct trust to compute the 
total trust value. Hence, each peer need store the in-
formation of trust grades, measurement criteria of trust, 
inference rules, trust values of direct transactions and 
mapping function. 
 

 

Figure 1. NatureTrust architecture. 



A NOVEL APPROACH TO IMPROVE THE SECURITY OF P2P FILE-SHARING SYSTEMS      233 
 

Copyright © 2009 SciRes.                           Int. J. Communications, Network and System Sciences, 2009, 3, 169-247 

3.5.  Peer Selection Scheme 
 
A key objective of peer selection scheme is to select one 
peer or a subset of peers that is or are most qualified to 
provide service in terms of the trustworthiness. The trust 
and risk values can help peers to form a trust action on 
other peers and compare the trustworthiness of a set of 
peers. A higher trust value Tpq and a lower risk value Rpq 
indicate that peer q is more trustworthy in view of peer p 
in terms of the collection evaluation from other peers and 
its direct transactions with peer q. 

There are two usages of the trust and risk values in 
P2P file-sharing systems. First, a peer p can rely on a 
pair of trust and risk values with another peer q to de-
termine whether to perform the next transaction with 
peer q. Assuming Tpq and Rpq are the trust value and 
the risk value of peer q in view of peer p, respectively. 
A simple rule for peer p to form a trust action on peer 
q can be Tpq ≥ Tthreshold (p) and Rpq ≤ Rthreshold(p), 
where Tthreshold (p) and Rthreshold (p) are the trust thresh-
old value and the risk threshold value for peer p to 
trust other peers, respectively. The factors that deter-
mine these two threshold values include the extent to 
which peer p is willing to trust others, the importance 
of the sharing files in peer p. For example, a good file 
may own both higher trust threshold value and lower 
risk threshold value. More complex decision rules can 
be applied, but are not our focus in this paper. 

The second usage is to compare the trustworthiness 
of a list of peers. For example, a peer who issues a file 
download request can first choose a set of potential 
peers from the peers who respond to this request ac-
cording to its two threshold values. Then, it can com-
pare the trustworthiness of the potential peers based on 
their trust and risk values and select the optimal peer to 
download the file. By doing this, it can reduce the risk 
of downloading inauthentic or corrupted files from 
untrustworthy peers. However, how do we compare the 
trustworthiness of two potential peers - one with 
higher trust value, but the other with lower risk value? 
Hence, we need strike a good balance between trust 
and risk. For example, if we give the same weight to 
them, the peer who with the bigger value of (T - R) 
will be regarded more credible, where T denotes trust 
value and R means risk value. 

From the above analysis, we can see that the peer that 
has the biggest trust value will not be the optimal choice 
to provide service all the time. When a peer is suddenly 
spoiling or intermittently spiteful, although the peer may 
have a strongly positive trust by a large number of good 
transactions in the past, its risk is also increase obviously 
because of the fluctuation of its actions. Hence, the secu-
rity of systems can be improved effectively by introduc-
ing risk factor. 

4.  Performance Evaluation 
 
We perform a series of experiments to evaluate the 
NatureTrust approach and show its effectiveness and 
robustness against different malicious behaviors of peers. 
 
4.1.  Simulation Setup 
 
We use the simulator PeerSim [19] for evaluating the 
performance of NatureTrust. In our simulation, we use 
BRITE [20,21] to generate P2P network with 100 peers, 
and the average number of links of each node is 2. We 
distribute 100 files to these 100 peers and each peer has 
about 10 different files. In other words, each file has 
about 10 replicas. We split peers into two types, namely, 
good peers and malicious peers. The percentage of mali-
cious peers is denoted by k. The behavior pattern for 
good peers is to always cooperate in transactions, while 
malicious peers’ behavior pattern depends on their types. 
In this paper, we mainly discuss three types of malicious 
peers: simple malicious peer who may deceive other 
peers at random, traitor who may behave properly and 
attain a high trust for a period of time, but begin defect-
ing suddenly, hypocritical peer who may strategically 
alter its behavior in a way that benefits itself such as 
starting to behave maliciously with a certain probability 
after it builds up a strongly positive trust. 

In our simulation, we classify trust grade into 6 types 
which has been introduced in Subsection 3.1, and the 
trust criteria are “file quality”, “download speed” and 
“respond time”. All peers use the same inference rules 
which will not be listed here in detail. Besides, in peer 
selection scheme, we give the same weight to trust and 
risk. 

For each experiment in the following, the experiment 
environment is initialized by performing 1000 transac-
tions among peers randomly. Then, each peer initializes 
its trust and risk threshold values according to its own 
situation. For example, the peer with high trust value can 
set high trust threshold value for its sharing files, while 
the peer with low trust value can set low trust threshold 
value for its sharing files. Finally, every peer, in turn, 
issues a request for some file to the community until the 
number of transactions achieves 6000. Important to note 
that if a peer who initiates a request for some file can not 
locate an appropriate peer to do transaction, the peer will 
give up this request and the next request from another 
peer will be initiated. 

For comparison purpose, we also simulate XRep, 
PeerTrust and PET trust models. In distributed environ-
ment, an important issue is increasing the ratio of suc-
cessful transaction, so we attend to compare our model 
with XRep, PeerTrust and PET against three types of 
malicious attacks. All experiment results are averaged 
over three runs of the experiments. Table 1 summarizes 
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the main parameters related to the community setting and 
the computation of trust and risk values. The default 
values are also listed. 

Definition 7: Let TSR denotes transaction successful 
ratio which is the ratio of the number of successful 
transactions over the number of total transactions. Nt 
represents the number of total transactions and Ns de-
notes the number of successful transactions. 

Nt

Ns
TSR                    (7) 

We use this metric to estimate the effectiveness of 
trust models against the behavior of malicious peers. The 
greater TSR is, the more effective the model is. 
 
4.2.  Effectiveness against Malicious Peers 
 
In the first set of experiments, we study the transaction 
success rate with regard to the number of transactions 
under the attack of simple malicious peers. As to our 
data set used in experiments, we test different rate 
(r=0.25,0.5,0.75) of a malicious peer acting mali-
ciously and the result is shown in Figure 2. From the 
figure we can see, in addition to XRep, the other three 
approaches have the similar transaction success rate. 
This is because, even if the computed trustworthiness 
of peers do not reflect accurately the uncertainty of the 
peers being cooperative, but they indeed differentiate 
good peers from simple malicious peers in most cases 
by the ranking of trust value. XRep is less efficient 
than other approaches, for it does not consider the 
credibility of voters. Furthermore, we also observe that 
the bigger the rate r is, the faster the malicious peers 
are exposed. Accordingly, the growth of success rate is 
quicker. 
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Figure 2. Compare success rate under the attack of simple 
malicious peers. 

The second experiment (Figure 3) shows the variation 
of the transaction success rate with the increase of trans-
action amount under the attack of traitors. In this ex-
periment, we presume the malicious peers start deceiving 
behavior once their trust value is bigger than T=0.8. In 
this figure, we see an obvious superiority of the transac-
tion success rate in PET and our approach with risk fac-
tor. This confirms that supporting risk is an important 
feature in a P2P community as peers can able to avoid 
the attack of suddenly spoiling peers. Moreover, another 
observation is that the success rate firstly decreases, and 
then increases as the increase of transaction amount. The 
reason is as follows. At the beginning, malicious peers 
almost act kindly in order to improve their trust value. 
Once their trust value is big enough, they can start de-
ception. Hence, the success rate firstly decreases. How-
ever, as the malicious peers behaving maliciously, they 
expose themselves gradually, so the success rate in-
creases subsequently. 

In the third experiment (Figure 4), we discuss the 
variation of the transaction success rate as the number of 
transaction increasing from 1000 to 6000 under the at-
tack of hypocritical peers. In this experiment, we pre-
sume the hypocritical peers strategically alter its behav- 
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Figure 3. Compare success rate under the attack of traitors. 
 

Table 1. Simulation parameters. 

Parameter 
name Parameter description Default 

value 

P The number of peers in the community 100 

k The percentage of malicious peers 30% 

F The number of files 100 

S The number of replicas for each file 10 

N The number of trust grades 6 

R0 The initial value of risk 0.4 

w The weight factor 0.7 

 Time declining constant 0.2 

 The weight factor 0.8 
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Figure 4. Compare success rate under the attack of hypo-
critical peers. 
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Figure 5. The benefit of isolating malicious peers. 

 
ior in the way that they start to behave maliciously with a 
certain probability Pr=0.3 after it builds up a strongly 
positive trust value T=0.85. It is clear that the gain of 
the transaction success rate in NatureTrust is more obvi-
ous than that of the other three approaches, which illu-
minates that the evaluation of peers’ trustworthiness in 
NatureTrust is more effective than others against the 
attack of hypocritical peers. 

In Figure 5, we show the variation of the transaction 
times of malicious peers as the gain of transaction 
amount under the attack of three types of malicious peers 
using our trust model, where SP denotes simple mali-
cious peers with r=0.5, TP denotes traitors with T=0.8 
and HP means hypocritical peers with T=0.85 and 
Pr=0.3. We can see that the growth of transaction times 

of malicious peers nearly stops when the total transaction 
amount is bigger than 5000 under the attack of three 
types of malicious peers. This means that three types of 
malicious peers are isolated quickly in our approach. 
Therefore, our trust model is beneficial to restraining the 
malicious behavior of peers. 
 
5.  Conclusions 
 
In this paper, we analyze the nature of trust. We apply 
linguistic terms to express trust and employ fuzzy infer-
ence rules to evaluate trust. The fuzzy inference adopted 
in this paper restrains the unfair appraisements to some 
extent, for peers can obtain trust values according to the 
same inference rules. Thus, the security of the system is 
improved. Furthermore, risk factor is deployed to reason 
with the dynamic characteristic of trust. The application 
of the risk scheme aims to solve the security problems, 
such as traitor and hypocritical behavior, for the risk 
value increases as soon as the peer defects. Though its 
trust value can’t decrease obviously, we can also detect 
the malicious act relying on risk value. In the end, the 
experiments show that the proposed trust model is more 
efficient than XRep, PET and PeerTrust. 

As for our future work, we will continue to perfect the 
NatureTrust. We will consider other cheating or vicious 
behaviors in P2P file-sharing systems, and further re-
search other methods to detect such behaviors. 
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