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ABSTRACT

The defense in depth methodol ogy was popularized in the early 2000's amid growing concerns for information security;
this paper will address the shortcomings of early implementations. In the last two years, many supporters of the defense
in depth security methodology have changed their alegiance to an offshoot method dubbed the defense in breadth
methodology. A substantial portion of this paper’s body will be devoted to comparing real-world usage scenarios and
discussing the flaws in each method. A major goal of this publication will be to assist readersin selecting a method that
will best benefit their personal environment. Scenarios certainly exist where one method may be clearly favored; this
article will help identify the factors that make one method a clear choice over another. This paper will strive not only to
highlight key strengths and weaknesses for the two strategies listed, but also provide the evaluation techniques neces-
sary for readers to apply to other popular methodologies in order to make the most appropriate personal determinations.
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1. Defensein Depth

Defense in Depth is an information security practice
adapted from a military defense strategy where an at-
tacker is forced to overcome a great many obstacles that
eventually expend the attacker’s resources [1]. In terms
of information security, an administrator layers their as-
setsin defensive measures that will deter casual attackers
seeking to gain unauthorized access [2]. Layers of de-
fense often overlap in order to ensure that traffic is proc-
essed multiple times by heterogeneous security technolo-
gies in hopes that the shortcomings of one security con-
trol are covered by another [3]. A well-tuned defense in
depth architecture will prevent a vast majority of attacks
and alert an administrator to intrusions that pass through
[4].

Evauating the Defense in Depth strategy in terms of
current threats will provide additional insight into the key
aspects of the strategy [5]. Automated attacks occur a-
most constantly against any public-facing service; how-
ever, these attacks lack sophistication as they often are
carried out by a program rather than alive, skilled person
[6]. Defense in Depth is a superb method of minimizing
and preventing automated attacks, considering automated
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attacks seek out the most vulnerable assets facing the
public Internet [4]. An active attacker scenario in which a
live attacker is attempting to exploit an information asset
is more difficult to analyze. Depending on the source of
the attack (internal or external), the Defense in Depth
architecture may provide differential protection [4].

In a scenario where an attacker is actively attempting
to gain access from the internet, a defense in depth strat-
egy will deflect the attack, assuming that security meas-
ures like Network Address Trandation (NAT), afirewall,
a Demiilitarized Zone (DMZ), and gateway Intrusion De-
tection System (IDS) are in place [6-8]. Each of the
aforementioned security devices provides an obstacle
that an attacker must navigate; even skilled attackers who
lack motivation will be deterred by a plethora of security
controls [2]. In contrast, networks saw alarge increase in
attacks from inside a network when attackers learned that
penetration from the inside was significantly easier since
it bypassed a mgjority of the perimeter defenses [9-11].
While the defense in depth methodology should be ap-
plied to all assets equally, many practitioners clustered
defenses at the perimeter [9]. Advances in the practice of
defense in depth have led to a more comprehensive secu-
rity deployment [5].
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Advanced Persistent Threats (APT) provide an entirely
new challenge to administrators, who now have to face
organized attackers with resources and motivation that
have never been seen before [11,12]. Admittedly, the
defense in depth architecture is adapting lethargically to
this new category of threats; however, the basic concepts
of the strategy hold true even against these new threats
[5]. An administrator must apply security controls con-
tinually and keep up with the threat spectrum that is at-
tempting to gain unauthorized access to data assets
[13,14]. One major aspect that puts APTs at the top of
the threat food chain is the ability to adapt zero-day vul-
nerabilities into an attack [11]. As a result, a well-tuned
defense in depth architecture should be able to adapt new
zero-day malware detection immediately. A system like
FireEye boasts the ability to detect malicious payloads in
zero-day vulnerabilities[14].

Defense in Depth is atried and proven method of pre-
venting automated attacks and many attacks with an ac-
tive attacker participating in the intrusion [15]. The secu-
rity methodology is also able to adapt to new threats by
layering in new security controls as they become avail-
able. In a properly tuned environment an administrator
should at least receive log aerts on threats that pass
though some security controls and an active administra-
tor should be able to step in and prevent further compro-
mise. A fine-tuned architecture of defense in depth tech-
nologies includes motived and educated administrators
[2].

Layering many heterogeneous technologies in an en-
vironment often leads to extensive administrative over-
head [16]. Often this administrative overhead results in
administrators becoming overwhelmed, and in this case
the administrators may allow security responsibilities to
slip, opening the door to security threats [16]. Addition-
aly, administrators may be inclined to rely on homoge-
neous security architecture like that of a Unified Threat
Management (UTM) system [17]. Homogeneous envi-
ronments present a single attack surface that may allow
an attacker to circumvent all security controls by com-
promising the UTM system [17].

Defense in Depth is a tool which is only as useful as
the administrators using it. Improperly deployed, the de-
fense in depth architecture weakens the human compo-
nent and makes this system difficult to maintain [5]. A
lack of higher education and extensive experience in in-
formation security professionals intensifies the difficulty
of maintaining a defense in depth architecture. The entire
methodology depends on the motivation, determination,
and skill of human resources that often work 9 to 5 and
easily become complacent [18].

The defense in depth architecture concedes severa
points inherently that are worth noting as many criticisms
of the methodology focus on these concessions. The ar-
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chitecture concedes that attacks will occur, and given
enough time these attacks will begin to circumvent secu-
rity controls [19]. Given infinite time the attacks will
circumvent all security measures. The architecture must
layer defenses in such a way that balances security with
overhead and adequately defends resources at different
Open Systems Interconnection (OSl) layers throughout
the network topology; this inherently produces overhead
which must be managed and countered [1,6].

2. Defensein Breadth

Defense in Breadth is a methodology that came about
suddenly with little legitimate acknowledgement in the
information security community. Rather than a fully de-
veloped methodology, Defense in Breadth appears to just
be a patch for the Defense in Depth architecture already
in place that promises to fix the issues without addressing
the root causes [9]. Aspects of the Defense in Breadth
methodology are sound; however, the similarities to the
Defense in Depth method are apparent. The founding
principal of Defensein Breadth is layering heterogeneous
security technologies in the common attack vectors to
ensure that attacks missed by one technology are caught
by another [9,10].

Some companies like F5 used the Defense in Breadth
methodology to market security technologies to corpora-
tions aready protected by other companies [10]. The
entire methodology is comparable to installing multiple
anti-virus software programs on a single host to make
sure that what one misses the others catch. Any adminis-
trator worth his or her salt would scoff at the thought of
installing multiple anti-virus programs, and the reasons
that make this example unsound are the same that make
Defense in Breadth impractical. Many security technolo-
gies are not designed to work in concert with competitive
technologies providing the same benefits, and doing so
can cause more problems than it solves[3,17].

The return on investment for the acquisition of redun-
dant heterogeneous security devices would be nonexis-
tent save for the promises of preventing security breaches
that could cost the organization dearly in loss of reputa
tion and proprietary information. Defense in Breadth is a
grand idea; however, the practice just does not make
sense in a rea-world scenario. Layering defense tech-
nologies in concentrated areas throughout the network
forces administrators to devote exponentially more time
and resources, leaving other areas of the network vul-
nerable [7,20]. Just as the uptake in internal threats oc-
curred when perimeter technologies became layered and
redundant, we now see a reverse of this phenomenon as
external threats become more prevalent [20].

Defense in Breadth lacks foresight and adaptability to
new threats. Zero-day exploits will hit where no signa-
ture-based intrusion detection system can defend; how-

JIS



146 L. CLEGHORN

ever, adding an anomaly-based intrusion detection sys-
tem adds significant overhead with little likelihood of
catching exploits [11]. Diversifying security controls and
dispersing them throughout the network is the only way
to ensure that a conscious effort is being made to defend
the network and data assets. Adding a zero-day analysis
technology like Fire Eye diversifies the security infra-
structure and actually addresses new attack vectors [13].
Clustering redundant technologies just does not solve the
issues facing information security professionals.

When properly deployed, Defense in Breadth could
hypothetically provide the same benefits of routing at-
tacks as Defense in Depth; however, upon the introduc-
tion of a new attack vector this methodology is lethargic
and slow to adapt as the resources required to defend
new vectors are considerable [10]. If an organization
could solve information security issues ssimply by throw-
ing money at them then we would not see the massive
increase in high-profile security breaches [11,12]. Ad-
ministrators of security technologies have to begin taking
responsibility for failures in deployment; scapegoating
the principals that govern information security is forcing
digression among the security community. Figure 1
summarizes some of the more obvious strengths and
weaknesses that come from comparing the two popular
models of network defense.

3. Elements of a Defense M ethodology

Both Defense in Depth and Defense in Breadth suffer
from human imperfection. Both strategies provide for a
more secure network assuming they are implemented
correctly. Assuming that as an administrator your pri-

Defense in
Breadth

Defense in
Depth

Layering

| - b :

Figure 1. Graphical comparison of methodologies.
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mary goal is to improve the security of your network and
that human resource elements are mostly beyond your
control, there are many improvements that can be made
within the scope of the information security department
[19]. For whichever methodology appeals to your or-
ganization there are some strategies that can be followed
to ensure you are prepared for the next threat to hit your
doorstep. Five key pillars of information defense may be
used to improve existing security architectures or build a
new strategy from the ground up.

First, fortify your network. Begin by covering all ob-
vious attack vectors and bottlenecks with security con-
trols. The fortification of a network is essential to build-
ing a working security architecture [3]. At the perimeter
of the network traffic should be filtered by a stateful
firewall, examined by an intrusion prevention system,
and evaluated by an anti-maware technology [17,20]
This combination of controls contains elements of De-
fense in Depth and Defense in Breadth; while all of these
technologies provide a distinct function they are layered
in such away that one can detect what another may miss.
The stateful firewall filters traffic fairly broadly and
should require little in terms of updates and mainte-
nance. The firewall will shield a network from attacks at
an array of OSl levels depending on the firewall features
[3]. A network based intrusion prevention system at the
perimeter can respond to awide array of threats, a signa-
ture-based dternative is best at the perimeter as the
learning stage of an anomaly-based system may prove
ineffective and cumbersome [13]. Finaly an anti-mal-
ware system can perform deep packet inspection on traf-
fic and look for zero-day malware [19]. Figure 2 depicts
a multilayer defense perimeter that should be present
between major network segments of different trust levels.

The perimeter is a bottleneck that functions as the first
and last line of defense in many attacks, attacks that
originate from outside the network and seek to exfiltrate
data from the network must leave the same way they
entered [3,21]. Interna attacks also must leave the net-
work at some point to exfiltrate data[21]. Fortification of
the perimeter is key in a defense architecture; however,
the DMZ, and the internal network cannot be ignored
[17]. Implementing anti-virus, a host-based intrusion de-
tection system, and a host-based firewall should be man-
datory on all servers and workstations [17]. Both the in-
ternal network and the DMZ could benefit from layer-
ing in a network-based intrusion detection system in each
network [3]. Hardening servers and workstations should
be a priority as this type of control provides a great deal
of security with little overhead [17]. Figure 3 is an ex-
ample of layering heterogeneous defenses to defend an
asset. Multiple controls should be in place and utilized to
defend areas where information is at rest.

Disperse security controls to key areas of the network.
Fortification addresses the technologies necessary for a

JIS



L. CLEGHORN 147

Anti-Malware

v Signature Based
Analysis System

Intrusion Prevention System

J=—-@

Internal/External/DMZ
Stateful Packet Network

Filtering Firewall

Figure 2. Fortification of the network perimeter.
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Figure 3. Fortification of host nodes.

good defense, and as mentioned, the placement of these
technologies is essential [1]. Dispersing controls throu-
ghout the network and on either side of a bottleneck en-
sures that the attack surface is shielded without gaps.
Identify your assets and know where proprietary data is
stored, isolate your most important assets, and make sure
security controls are in place that will force an attacker to
overcome great obstacles [6]. Requiring authentication
unrelated to your domain to access key servers may be
the key to preventing a successful attack [17]. Dispersing
security controls is the best way to contain a breach if
one were to occur, this gives the administrator time to
stop the attack and protect the network and its assets.
Dispersion aso forces administrators to evaluate differ-
ent areas of the network that often go ignored for long
periods of time [6].

Diversify security controls and utilize a variety of ven-
dors. While many information security companies make
awide range of products, they often contain some of the
same coding and technology that can create a single at-
tack vector [7,16]. Purchasing from a diverse group of
vendors will without a doubt add the greatest amount of
overhead to an administrator and it is for this reason that
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it is often avoided, so be cautious with your diversifica-
tion [9]. Evaluate products not only on their effectiveness
but also on their ease of administration. Do not go over-
board in diversification [21]. Carefully evaluate where to
diversify to make sure you receive the most benefit for
your sacrifice in overhead. Try to avoid homogeneous
technologies and vendors in any one bottleneck. Place
importance on ensuring that data travels through a di-
verse heterogeneous set of security technologies each
time it travels. Mapping out traffic patterns in your net-
work may assist greatly in understanding where to diver-
sify [3].

Monitor the state of your network and look for signs of
intrusion. Parsing logs is not the most exciting way to
spend any amount of time; however, proper monitoring
of security controls can aid in eventually producing ef-
fective e-mail aerts [18]. Fine tuning the security archi-
tecture will provide a great dea of results and bolster
efficiency within the information security department.
Even after tuning and learning is completed a daily re-
view of high-priority logs and a weekly review of lower
logs may be the key to detecting advanced persistent
threats or other intrusions [11]. Monitoring the network
will ad in the eventual changes that must occur within
the architecture, and while it may not be particularly ex-
citing, it ispivotal to agood security architecture [17].

Maintain the architecture and adapt it as new attack
vectors and surfaces become available. Maintenance is
not only the method by which new signatures are in-
stalled and patches applied, but the maintenance of the
architecture itself is aso necessary to securing the net-
work [4]. Trends like “bring your own device” create
serious challenges to the security architecture as it may
remove a key bottleneck from your administration [17].
Implementing security controls that quarantine and
evaluate new nodes may become a part of the architec-
ture and these new nodes may introduce a horde of new
vulnerabilities and threats to your network [7]. Mainte-
nance is also the catalyst for determining the lifecycle of
a control—while a perimeter firewall may last three to
five years, the host-based firewall may be changed yearly.
Use the habits from the monitoring section to decide how
to best maintain your security controls. Remember that
the physical devices themselves should not be forgotten
as they may also fail [12]. Figure 4 shows how each of
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these pillars is used to form a new defense methodology
that is made up of essential security practices rather than
checklists and abstracts.

4. Conclusions

The various methods of defense purport benefits and
entail consequences that may be counterproductive in
practice. An administrator should design a security pos-
ture around essential elements and use either defense in
depth or defense in breadth as a guideline. Understanding
the components and elements of each methodology will
help an administrator make a more informed choice;
however, the target network must also be considered to
ensure that the correct methodology is implemented [3].
As an administrator, you must consider all options and
perhaps elements of both the defense in depth and de-
fense in breadth methodologies appeal to and suit your
network. Also consider that a hybrid method may be the
most favorable of al [9,19].

There are pitfals to a security architecture design that
must be avoided. Haphazardly purchasing and setting up
security technologies often will not improve security at
all and may even weaken it [17]. Having a carefully con-
sidered plan is the first step to design an information de-
fense strategy. Just as important as the plan is the hu-
man aspect to security. Understand the human asset con-
straints that exist in your network. If you know that your
organization is exclusively five days a week and 9to 5
then steps must be taken to ensure that the information
assets remain protected and intrusions can be prevented
in the off hours. Vulnerabilities in human assets are just
as dangerous as those in our information systems [18].

When possible, administrators should choose team
members who are motivated and interested in the field of
information security. Team members should be interested
in learning as the field of information security is con-
stantly evolving, and complacency leads to weakness.
Security administrators should understand that higher
education in team members is exceedingly valuable; the
foundations of information security cannot be imparted
in on-the-job training. Choose well-rounded security pro-
fessionals who combine industry certifications with ex-
perience and education. Treat human resources just like
any other security control, and choose a good product
that requires minimal overhead and yields the greatest
benefit to the security posture.

Security postures and methodologies are constantly
changing and improving. Often it may be more produc-
tive to examine what makes a methodology appealing
and use that to create or improve the organization’s pos-
ture. Fortify, Disperse, Diversify, Monitor, and Maintain:
these elements are outlined in this paper as key pillarsin
a defense methodology and should be included in some
fashion in all security postures. Adding additional pillars
only strengthens the organization’s posture, so carefully
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Defense Methodology

Figure 4. Pillars of a good defense methodology.

consider what factors are most important to your particu-
lar network and design your security posture around
those factors. To begin to understand your network, eva-
luate the data and resources that is the most essential to
your organization's survival. Tacticaly it is sound to
group your most precious assets in the most defendable
position inside the network [4]. Layering defenses can be
beneficial to the security posture if it is done with a con-
scious goal and in such away that it provides more func-
tionality than overhead [9].

There simply is no cookie cutter security template that
you can just apply to your network and generate a shop-
ping list of technologies for application. Defense in
Depth was never designed to function as a magical solu-
tion, and too much emphasis has been placed on the
methodology and not enough on the actual concepts in-
volved [4,19]. The defense in depth methodology is only
a set of best practices, and like this paper it ams to in-
form administrators and aid them in designing the best
security posture for their organization [4]. The public
failings of information security in high-profile organiza-
tions led some to blame Defense in Depth and propose
Defense in Breadth [9,10,12]. Defense in Breadth does
add beneficial concepts to the Defense in Depth method-
ology; however, it also does not magically solve al in-
formation security issues. Administrators should evaluate
security methodologies only as best practices and utilize
them as resources and not a master plan.
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