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ABSTRACT 

This paper presents a method for designing a class of countermeasures for DPA attacks based on attenuation of current 
variations. In this class of countermeasures, designers aim at decreasing the dynamic current variations to reduce the 
information that can be extracted from the current consumption of secure microsystems. The proposed method is based 
on a novel formula that calculates the number of current traces required for a successful DPA attack using the charac- 
teristics of the microsystem current signal and the external noise of the measurement setup. The different stages of the 
proposed method are illustrated through designing an example current flattening circuit. Meanwhile validity and appli- 
cability of the proposed formula is verified by comparing theoretical results with those obtained experimentally for the 
example circuit. The proposed formula not only estimates the required level of attenuation for a target level of robust- 
ness defined by design requirements, it also predicts the effectiveness of a countermeasure using simulation results 
therefore dramatically reducing the time to design of secure microsystems. 
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1. Introduction 

Microsystems such as smart cards are at the heart of ap- 
plications where security is a major concern. In secure 
microsystems, generally the secret key cannot be ac- 
cessed directly because of its embedded nature, however, 
it can be revealed through side-channel attacks that use 
information extracted from the physical implementation. 
The most effective side-channel attacks are differential 
power analysis (DPA) attacks, which use statistical ana- 
lyses for extracting information from variations of the 
power-supply current of a cryptographic device [1]. 

Countermeasures against DPA attacks [2-4] are either 
software-based or hardware-based, which, in turn, are 
based on circuit-level or system-level solutions [5]. Typi- 
cally, system-level solutions assume that attenuating the 
variations of the power-supply current makes DPA at- 
tacks more difficult [5-7]. The number of current traces 
required for a successful DPA attack (hereafter NCT- 
DPA) is used to evaluate the robustness of a secure mi- 
crosystem against DPA attacks or the effectiveness of a 
countermeasure. In the existing literature, such number 
of traces is found experimentally by running DPA attacks 
on an increasing number of current traces and repeating  

the process until the attack is successful. 
In this paper a formula is introduced for calculating 

NCT-DPA of secure microsystems. Here, the NCT-DPA 
is presented by the characteristics of the current varia- 
tions of the microsystem while executing a cryptography 
algorithm and the external noise of the current measure- 
ment setup in DPA attacks (i.e. the ac rms value of these 
two signals). In [8] (p. 54), a formula has been extracted 
that shows the relationship of the signal to noise ratio, 
SNR, and NCT-DPA. However, there is an unspecified 
parameter in the formula (related to the algorithmic 
noise). Also in [9] (p. 147), a formula has been suggested 
for the relationship between the SNR and NCT-DPA. In 
this paper, there will be a cross check between our for- 
mula and the relationship suggested by authors of [9]. 

The proposed formula is used to develop a method for 
designing countermeasures that aim at attenuating dy- 
namic current variations of microsystems. The resulting 
method has two main benefits: 1) it allows designers to 
estimate the required level of current attenuation for a 
certain level of protection, therefore it can be used as a 
starting point of design for any countermeasure based on 
the current variations reduction; 2) it can be used for as- 
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sessing the robustness of countermeasures in the simula- 
tion stage therefore significantly reducing the time to 
design of secure microsystems. 

The remainder of this paper is organized as follows: 
Section II focuses on deriving the formula for calculating 
NCT-DPA. In Section III, the attenuation level is esti- 
mated by using a specific countermeasure requirement. 
Section IV briefly discusses a countermeasure circuit as 
an example for validation of the method. In Section V, 
the robustness of the proposed design and the credibility 
of the proposed formula are demonstrated. Section VI 
discusses the effect of noise on the efficiency of the ex- 
ample circuit and shows the role of the proposed formula 
in revealing the efficiency of the circuit in conditions 
where experimental methods are not possible. Conclud- 
ing remarks appear in Section VII. 

2. Deriving a Formula for Calculating 
NCT-DPA 

In a ciphertext-based DPA attack targeting a data encryp- 
tion standard (DES) algorithm, for each guessed sub-key, 
e.g. the n-th sub-key, the collected current traces are par- 
titioned into two groups G1 and G0 (using the target bit of 
a given selection function D). The averages of the parti- 
tioned current traces are calculated and their difference 
gives the differential current trace 

1 0nDT T T  ,              (1) 

where 1  and T 0T  are the averages of the current traces 
partitioned in groups G1 and G0 respectively. For exam- 
ple, if a 6-bit sub-key of a DES encryption is chosen, 
there are 64 possible sub-key guesses, which form a set 
of differential current traces 1 2 64 . 
The correct guessed sub-key is the one that corresponds 
to the differential trace with the maximum peak [1]. 

 , , ,DT DTDT DT

As a figure of merit for evaluating the robustness of a 
cryptographic device, the difference between the maxi- 
mum peak of the differential trace for the correct key (ipc) 
and the maximum peak appearing on the differential 
traces for the wrong keys (ipw) is called success value in- 
dicator [10] 

pc pwSVI i i  .             (2) 

In a DPA attack with a small number of current traces, 
some spikes of differential traces corresponding to wrong 
sub-keys may be higher than the spike of the differential 
trace for the right sub-key; in this case SVI < 0 and the 
correct sub-key cannot be guessed. By increasing the 
number of current traces, the spike of the trace corre- 
sponding to the right sub-key increases and those corre-
sponding to wrong sub-keys decrease and eventually, 
when SVI > 0, the right sub-key can be guessed correctly. 
The minimum number of traces NCT-DPA for which the 
value of the maximum peak of the differential trace cor- 

responding to the right sub-key is equal to the highest 
peak value of the differential traces corresponding to 
wrong sub-keys gives a quantitative indication of the 
time required by a DPA attack to be successful. 

Obviously, in order to identify the correct sub-key with 
acceptable confidence, the spike in the differential trace 
for the correct sub-key must be bigger than the spikes in 
the differential traces for the wrong sub-keys. To quan- 
tify how much bigger it should be, the probability distri- 
butions of the spikes and their dependency on electric 
noise have to be considered. 

The sources of noise are modelled as algorithmic and 
non-algorithmic [8] (p. 53). The algorithmic noise de- 
pends on the type of DPA attack being executed and on 
the number of bits exploited [8] (p. 57), [9] (p. 75). The 
non-algorithmic noise includes external noise, intrinsic 
noise, and quantization noise. The external noise is gen- 
erated by power supply, clock generator, and interference 
with other parts of a microsystem [9] (p. 55). The intrin- 
sic noise is due to the fundamental properties of elec- 
tronic devices and it includes thermal, shot, and flicker 
noise. The quantization noise depends on the quality of 
the analog-to-digital converter used for sampling the cur- 
rent traces. The dominant non-algorithmic noise is typi- 
cally the external noise since intrinsic noise is controlled 
at the design stage and quantization noise is minimized 
with an appropriate measurement setup [9]. 

The deviation of the spikes of the differential traces for 
wrong sub-keys is mainly due to external noise, which 
can be modelled with a normal distribution [9] (p. 65). 
The deviation of the spikes of the differential traces for 
the correct sub-key is mainly due to external noise and 
algorithmic noise. The algorithmic noise depends on the 
probability distribution of data, which is binomial and 
can be modelled as a normal distribution for large num- 
ber of events. Since algorithmic noise and external noise 
are independent, their variances can be added up. Figure 
1 represents the spike of the differential trace corre- 
sponding to the correct sub-key, ipc, and the maximum 
spike of the differential traces for wrong sub-keys, ipw, 

 

 

Figure 1. Probability distributions of the spikes of differen- 
tial traces for the correct sub-key and for wrong sub-keys. 

Copyright © 2013 SciRes.                                                                                   CS 



H. VAHEDI  ET  AL. 139

and their distributions. The confidence on revealing the 
correct sub-key depends on the spacing of the two dis- 
tributions. As an example, assuming that the standard 
deviation of the spike of the correct key is much larger 
than the standard deviation of the spike of the wrong 
keys are the same, i.e. pc pw  , if the difference of 
the two mean values is  

pc pwi i pc pw2 2 

2

             (3) 

then the probability of revealing the correct sub-key is 
over 97%. 

If a DPA attack is run for N number of traces, when N 
is large enough, one can assume that for half of these 
traces the target bit of the selection function D is equal to 
1 and for the other half the target bit is equal to zero. 
Therefore, if   is the variance of a current trace, the 
variance of each group of 0T  and 1T  is approximated  

to 
2

2N


 and the variance of the differential trace will be  

the sum of the variances of these two independent groups,  

that is 
24

N


 [8] (p. 55). Therefore, (3) can be rewritten as: 

2 2
pc pw

pw

4 4
2i

N Npc 2i
 

  .        (4) 

As mentioned earlier, the variance of the spike of the 
correct key is due to the external noise and the algo- 
rithmic noise (which are independent) and the variance 
of the spike of the wrong keys is due to the external noise. 
Therefore: 

   2 2

alg. ext.

pc

 
ext.

pw4 4i i
N N


        (5) 

where alg.  and ext.  are the standard deviations of the 
algorithmic noise and the external noise, respectively. 

The values in (5) should be related to the characteris- 
tics of the current traces and noise. Comparing the rms 
value of the population of x with N samples,  

2

rms

x
x

N
 

 

, with the standard deviation of the popu- 

lation x with the mean value µ, 
2

x

N


 



 

,  

shows that if the mean value is zero, then the rms value 
and the standard deviation are the same. In other words, 
the standard deviation is obtained by removing the DC 
component and measuring the ac rms value. This prop- 
erty is used to measure the standard deviation of the al- 
gorithmic noise and the external noise. If in the crypto- 
graphic algorithm an n-bit word is processed and the 
number of collected current traces are large enough, it 
can be assumed that the deviation of the microsystem  

current signal is due to n bit transitions. In DPA attacks, 
if the changes of m bits are exploited, the changes of the 
remaining n − m bits are considered the algorithmic noise. 
Therefore, the variance of the algorithmic noise is (n − m)/n 
times of the variance of the current signal. If the variance 
is expressed in terms of the standard deviation, and hence 
in terms of the ac rms value, (5) can be rewritten as: 

   2 2

ext.
ext.

pc pw4 4
s

n m
i i

ini i
N N


 

  

 

    (6) 

where is and iext. are the ac rms values of the microsystem 
current signal and the external noise respectively. The 
required number of traces, N, can be derived by solving 
(6) to obtain: 

   
2

2 2

ext. ext.

pc pw

4
s

n m
i i i

nN
i i

 
   
 
 
 
 

.     (7)  

For the DPA attack used in this research, the variations 
of one bit of a 6-bit word are exploited. Hence, (7) re- 
duces to: 

   
2

2 2

ext. ext.

pc pw

5
64

si i i
N

i i

 
   

 
 

 
 

.         (8) 

Assuming that the ipc – ipw term is proportional to the 
rms value of the microsystem current signal (see Section 
V-B), (8) can be rewritten as: 

   
2

2 2

ext. ext.

1

5
64

s

s

i i i
N

k i

 
   

 
 

 
 

        (9) 

where k1, is and iext. are parameters determined by the 
characteristics of the current signal of a microsystem and 
the DPA attack measurement setup. In this paper we use 
(9) to estimate the required level of attenuation for ob- 
taining a certain level of robustness (expressed in terms 
of NCT-DPA) for a specific microsystem. To that end, 
we should measure iext. and k1 for the microsystem. Find- 
ing k1 requires measuring NCT-DPA for the unprotected 
microsystem. Finding iext., requires measuring the exter- 
nal noise of the DPA attack measurement setup. The fol- 
lowing sub-sections will discuss these measurements. 

2.1. Measurement of NCT-DPA for a Specific 
Unprotected Microsystem 

First a set of current traces were measured at the supply 
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pin of an unprotected microsystem while the microsys- 
tem was executing DES encryptions. The chosen micro-
system device was an 8-bit AVR microcontroller (AT- 
mega16, from ATMEL) operating at 4 MHz clock fre- 
quency with a 3.3-V power supply voltage [11]. This is a 
typical microcontroller used in smart card applications. 
While the ATmega16 microcontroller was executing 
DES encryptions on randomly generated plaintexts, 1000 
current traces of the microcontroller were collected at the 
supply pin. The setup for the measurement is shown in 
Figure 2. It consists of a resistor (R), high frequency dif- 
ferential probes, a signal generator for providing the 
clock signal, a high-precision power supply, and a high- 
speed digital sampling oscilloscope for collecting the cur- 
rent traces. 

A ciphertext-based DPA attack for a DES algorithm [1] 
was performed over the collected current traces. For the 
unprotected microcontroller, the correct sub-key was 
revealed within 400 traces. This result was obtained by 
measuring the Success Value Indicator (SVI). Figure 3 
shows the SVI graph for DPA attacks with different 
number of current traces. When SVI (on y axis) is less 
than zero, the peak value of the differential trace of the 
correct sub-key is less than the peak value of the differ- 
ential traces corresponding to the remaining sub-keys; 
hence, the correct sub-key can not be distinguished. As 
shown in Figure 3, for the number of traces less than 400, 
SVI is less than zero. When the number of traces is  

 

R

ATmega
16

DC supply

Differential
probe

supply
pin

Oscilloscope

Signal
Generator

 

Figure 2. Setup for measuring the current consumption of 
ATmega16 microcontroller. 
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Figure 3. SVI versus the number of current traces for the 
unprotected microcontroller. 

greater than 400, SVI is greater than zero and the correct 
sub-key may be revealed. This number will be used later 
for calculating k1. 

2.2. Measurement of the External Noise of the 
Microcontroller Setup 

In order to find out the characteristics of the external 
noise influencing the setup, a DES algorithm was exe- 
cuted over a fixed plaintext for 1000 times. Since the 
operation and the data were not changed, one would ex- 
pect that the collected current traces would remain the 
same. However, because of the external noise, the current 
traces were not exactly the same. The mean of these 1000 
traces was measured and then the external noise was ob- 
tained by subtracting the mean from one of the signals. 
This experiment was performed 5 times and the least 
noise was chosen. Figure 4 shows the external noise and 
the mean of the current traces. The rms value of the ex- 
ternal noise was 2.015 × 10−4 A and the rms value of the 
current signal was 8.5 × 10−4 A. 

2.3. Deriving k1 for the ATmega Microcontroller 

By substituting N, is and iext. (from previous sub-sections) 
into (9), we obtain k1: 

   
2

2 24 4 4

4
1

1

5
8.5 10 2 10 2 10

6400 4
8.5 10

9.9
4 0.23.

20 8.5

k

k

  



 
      

 
  
 
 

    

(10) 

 

 

Figure 4. The mean of the ATmega current trace and the 
external noise of the setup used for collecting current traces 
of ATmega microcontroller. 
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By substituting this value of k1 in (9), a formula is ob- 
tained for NCT-DPA that is only based on the ac rms 
values of the current signal and the external noise (for 
ATmega16). 

2

2 2
ext. ext.( )

s

i i i

i

 
 

 
 
 
 

5
( )

64
0.23

s

N
 

 .       (11) 

This formula can be derived for any type of microsys- 
tems and will be used as a starting-point of a design 
methodology discussed in the next sections. 

3. Estimating the Required Attenuation 
Level 

As an example, let us consider the design of a counter- 
measure to protect the ATmega16 microcontroller so that 
the DPA attack is not successful for less than 10,000 
current traces. The rms value of the external noise is as- 
sumed to be 2 × 10−4 A (i.e., the least value of noise seen 
in the experiment). The required rms value of the current 
traces can be calculated using (11): 

   
2

24 42 10  
  






58 10 As
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610000 4
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i
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i . 

This current can be translated to a level of attenuation 
of: 

 4 5

4

8.5 10 8 10

8.5 10

 



  


100 91%   

where 8.5 × 10−4 A is the ac rms value of the current of 
the unprotected microcontroller while running a DES al- 
gorithm. 

Having this number in mind, we designed a current 
flattening circuit that attenuates the dynamic current varia- 
tions with more than 90% [12]. In the next sections, this 
example circuit will be introduced briefly, and its effi- 
ciency will be investigated and compared with what was 
expected through the proposed formula (8). 

4. Designing a Countermeasure for the  
Required Level of Attenuation 

Figure 5 shows the block diagram of the example circuit. 
We wish to keep the current through the supply pin (VDD) 
at a constant level by using a current injection technique. 

In Figure 5, the current sensor measures IS at VDD. The 
output of the sensor, SI  , an attenuated version of IS, is 
subtracted from RI  , an attenuated version of reference 

I'R

IJ

CURRENT
SENSOR

CURRENT
INJECT.

TRANSIMP.
AMPLIFIER

I'S

VC

VDD

IS

I'error

IS

VDD-C

SECURE

MICRO-SYS.

GND  

Figure 5. Block diagram of the current flattening circuit. 
 

current (IR); the resultant is fed to a transimpedance am- 
plifier. The output of the amplifier VC controls the current 
injection block. When IS < IR, this block absorbs an extra 
current IJ and maintains IS close to IR. 

Figure 6 shows the schematic of this circuit. The cur- 
rent sensor is a customized current mirror (M1 and M2) 
which produces SI  , an attenuated version of the current 
of the secure microsystem. The current errorI  , the differ- 
ence between S  and RI I  , is fed to a transimpedance 
amplifier. errorI   is amplified and converted to the volt- 
age VC, the output of the amplifier. This voltage is used 
for controlling transistor M6, which implements the cur- 
rent injection. This circuit is the design described in [12] 
and its functionality in reducing the dynamic current va- 
riations was verified through extensive simulations and 
testing the fabricated chip. 

5. Investigation of the Robustness of the 
Example Circuit 

To see how robust the example circuit is, NCT-DPA was 
calculated for different levels of the current attenuation 
using both the experimental method and the formula (8). 
This can be considered as a third stage of the design me- 
thod. In addition, this will be used as a solid experiment 
for investigating the credibility of the proposed formula. 

5.1. NCT-DPA for the Example Circuit 

In order to investigate the robustness of the example cir- 
cuit and also observe the relationship between the current 
attenuation and NCT-DPA, the current traces collected 
from the unprotected ATmega16 microcontroller (Sec- 
tion II-A) were imported into the Cadence environment.  
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Figure 6. Schematic diagram of the current flattening cir- 
cuit. 

 
These current traces were applied as the input signal to 
the current flattening circuit in order to emulate the cur- 
rent variations of a smart card microcontroller perform- 
ing a DES encryption. Setting the reference input of the 
current injection loop, the original current traces were 
flattened with different levels of attenuation. Table 1 
summarizes the simulation results. As seen in Table 1, 
the simulation was run for five different current reference 
values and five sets of current traces with different level 
of attenuations were obtained. The attenuation of each set 
was calculated in terms of the rms value of the current 
signal. 

Next, DPA attacks were run over each set of current 
traces. Figure 7 and the last column of Table 1 show 
how the flattened signals with different levels of attenua- 
tion responded to a DPA attack. The y axis in Figure 7 is 
SVI for the DPA attack. One can see that by reducing the 
ac rms value of the flattened current signal, NCT-DPA 
increases. When the rms value of the flattened current is 
6.3 × 10−6 A, which is translated to 99.26% attenuation, 
NCT-DPA reaches 9600. 

Since the experiments were performed over the noise- 
free output of the simulator, our experimental results 
show different attenuation value compared to the attenua- 
tion obtained through the formula in Section III; that is 
99.26% attenuation required for a NCT-DPA of 9600 in 
the experimental method compared to 91% attenuation 
estimated for a NCT-DPA of 10,000 in the first stage of 
the design. Repeating the calculation presented in Sec- 
tion III and using (11) with only the attenuated external 
noise added to the input signal, 4 × 10−6 A, is will be 
equal to 1.4 × 10−6 A. This value can be translated to 
99.8% expected attenuation, which is close to what was 
obtained through the Cadence experiment. Hence the  

Table 1. Rms value, attenuation, and NCT-DPA for signals 
with different levels of attenuation. 

Current traces rms value (A)
Percentage  

of attenuation 
NCT-DPA

original 8.5 × 10−4 None 400 

Set 1 1.4 × 10−5 98.35 600 

Set 2 1.06 × 10−5 98.75 1200 

Set 3 9.11 × 10−6 98.93 2400 

Set 4 8.26 × 10−6 99.03 4600 

Set 5 6.3 × 10−6 99.26 9600 
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Figure 7. SVI versus number of current traces for flattened 
currents with different rms values. 

 
validity of the estimation in the previous section is veri- 
fied. 

For verifying the validity of the formula (8), the NCT- 
DPA values for the 5 sets introduced in Table 1 were 
calculated by using this formula. For this purpose, the 
spike values of the differential current traces for the cor- 
rect sub-key and wrong sub-keys were obtained by run- 
ning a DPA attack with 10,000 traces. The spike values 
and their corresponding current rms values are shown in 
Table 2. Since simulation results are used here, the ex- 
ternal noise can be considered zero. By substituting the 
values is, ipc, and ipw from this table into the formula (8), 
the NCT-DPA is obtained as shown in the 4-th column of 
Table 2. The NCT-DPA obtained experimentally (Table 
1) is repeated in the 5-th column of this table. Comparing 
these two columns shows that the NCT-DPA obtained 
through these two methods are very close to each other, 
which verifies the credibility of (8). 

The difference in the last two columns can be quanti- 
fied by comparing (2) and (3), which are repeated here: 

p pwSVI ci i .  

pc pc pw pw2 2i i .    

pc pw 0i i

Decision point for the experimental method is the 
point where SVI is equal to zero: 

              (12)  

and the decision point for the formula is where: 

pc pw pc pw2 2i i .         (13)    
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Table 2. NCT-DPA using the formula and the experimental 
method for the flattened current traces with different rms 
values. 

0

0.5

1

1.5

2

6 7 8 9 10 11 12 13 14 15

current signal rms value (uA)

(i
p

c-
ip

w
) 

(u
A

)

is (A) ipc (A) ipw (A) 
NCT-DPA 
(formula) 

NCT-DPA 
(SVI) 

1.4 × 10−5 2.8 × 10−6 1 × 10−6 752 600 

1.06 × 10−5 1.61 × 10−6 0.6 × 10−6 1238 1200 

9.11 × 10−6 1.19 × 10−6 0.5 × 10−6 2354 2400 

8.26 × 10−6 0.95 × 10−6 0.5 × 10−6 4492 4600 

6.3 × 10−6 5.2 × 10−7 3 × 10−7 10933 9600 

 
By comparing (12) and (13), one can see that the dif- 

ference between the decision points of the two methods 
is the term pc pw2 2  . As discussed in Section II, the 
deviation of the spike of the correct sub-key is due to the 
external noise and the algorithmic noise and the devia- 
tion of the spikes of the differential traces of the wrong 
sub-keys is due to the external noise. Since, experimental 
results are obtained from the simulator output, where the 
external noise is negligible, pw  is zero and pc  is 
mainly determined by the algorithmic noise. Also, the 
variance, and therefore, the standard deviation of the al- 
gorithmic noise, is related to the rms value of the current 
signal. Since the current signal is flattened and its rms 
value is reduced significantly, the algorithmic noise is 
very small and therefore, the term of pc pw2 2   is 
negligible. This point justifies the similarity of the num- 
bers in the last two columns of Table 2 and demonstrates 
the validity of (8). 

5.2. Verifying the Assumption Made in  
Deriving (9) 

In deriving (9), we assumed that ipc – ipw is proportional 
to the rms value of the current signal. In order to verify 
this assumption, the difference between ipc and ipw was 
drawn versus the rms value of the current signal. As 
shown in Figure 8, this relationship was contrasted with 
a linear function and the comparison demonstrated that 
this relationship is linear and the assumption made in 
Section II is valid. 

The slope of the line in Figure 8 is equal to the pa-
rameter k1 in (9). This slope is 0.2 and close to the value 
of k1 calculated from the DPA characteristics of the un- 
protected ATmega16 (see (10)). 

NCT-DPA obtained in this section for the example 
circuit was based on simulation results where the exter- 
nal noise was negligible. In the next section, we present 
more realistic NCT-DPA results by running the experi- 
ments considering the external noise. 

6. NCT-DPA in the Presence of Noise 

In this section the relationship between NCT-DPA and 
the level of current attenuation in the presence of external  

 

Figure 8. The difference between ipc and ipw versus the rms 
value of the current signal. 

 
noise is investigated. First, a formula will be derived for 
the signal to noise ratio in DPA attacks. Then NCT-DPA 
is examined for a flattened current in the example circuit 
with a low level of attenuation in the presence of noise. 

6.1. Signal to Noise Ratio in DPA Attacks 

Signal to noise ratio is defined as the ratio of the power 
of signal to the power of noise. If Pexp.signal is the part of 
the power exploited for the DPA attack and Pnoise is the 
power of the noise, the signal to noise ratio (SNR) is: 

exp.signal

noise

SNR
P

P


 
 

.             (14) 

Since we are only interested in the dynamic part of the 
power, the power can be translated to the variance of the 
signal and SNR becomes: 

exp. signal
SNR

noise

Var

Var
          (15) 

where, Var(exp. signal) is the variance of the exploitable 
signal and Var(noise) is the variance of noise. As men- 
tioned earlier, the main components of noise are the ex- 
ternal noise and the algorithmic noise. These two terms 
are independent and their variances will add up. Hence, 
(15) can be rewritten as [9] (p. 73): 

 
   

exp. signal
SNR

ext. alg.

Var

Var Var




   

        (16) 

where Var(ext.) and Var(alg.) are the variances of the 
external noise and the algorithmic noise respectively. 

We assume that an n-bit word is processed in a cryp- 
tographic algorithm and the variance of the current signal 
is Var(signal). If the number of current traces used for a 
DPA attack is large enough and the random ciphertext 
allows the transitions of all n bits of the word, then the 
deviation of the current signal belongs to n bit transitions. 
Since the variations of different bits are random and in- 
dependent, then the variance for each bit can be esti- 
mated as: 

signal
1 bit

Var
Var

n
 .          (17) 

If the information of the m bits of n-bit word is ex- 
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ploited for breaking the security in a DPA attack, the 
variance of the exploitable signal can be estimated as: 
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The variance of the algorithmic noise, i.e. the variance 

of the non-exploited bits, is: 
flattened

   signalVaralg.
n m

Var
n

   
 

.        (19) 

Substituting (18) and (19) in (16), we obtain: 

 

   

signal

signalVar
SNR

ext.

m
Var

n
n m

Var
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.     (20) 

For the DPA attack used in this research, where the 
variations of 1 bit of the 6-bit word are exploited (i.e. m 
= 1 and n = 6), the SNR can be estimated as: 
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1

6SNR
5

ext.
6
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.      (21) 

6.2. NCT-DPA of the Example Circuit in the 
Presence of Noise 

A set of current traces collected at the supply pin of the 
ATmega16 microcontroller was imported into the Ca- 
dence environment. By applying the current injection 
feedback, the current traces were flattened. The consid- 
ered current flattening situation had a flattened current 
with 79 µA peak-to-peak and 1.4 × 10−5 A rms value, and 
98.35% reduction in rms value (see Table 1). 

Running a DPA attack over the output of this flattened 
current set showed that the DPA attack was successful 
with less than 600 current traces (Table 1). These traces 
were collected from the simulator where there was no 
external noise. In order to see the effect of the external 
noise on the success of DPA attack on the protected mi- 
crocontroller (with the current flattening circuit), a set of 
simulations were run by adding different levels of noise 
to the output of the simulator. The added noise was a 
random current noise with the frequency of 8 MHz, i.e., 
the first harmonic of the clock signal of ATmega16. One 
should note that most of the power of the external noise 
is generally concentrated at the clock frequency and its 
harmonics [9]. DPA attacks were performed and NCT- 
DPA values were derived. The results are shown in Fig- 
ure 9. 

As an alternative to the experimental method, one can 
calculate NCT-DPA by using (8) along with the charac- 
teristics of the flattened current and the noise. For finding 
the maximum spike values, a DPA attack with a large  

 

Figure 9. SVI for a flattened current and the combination of 
the flattened current traces and different levels of noise. 

 
number of traces was run on the flattened current with 
1.4 × 10−5 A ac rms value. When running DPA with 
10,000 traces, it was observed that ipc was 2.8 × 10−6 A 
and ipw was less than 10−6 A. NCT-DPA was calculated 
by substituting these values in (8). Table 3 shows NCT- 
DPA for different values of noise calculated in two ways: 
the experimental method and the formula. 

Table 3 shows that when noise increases, the values of 
NCT-DPA calculated from two methods diverge. This is 
due to the fact that when the standard deviation of noise 
increases, the term pc pw2 2   is not negligible any 
more (see Section V-A) and SVI no longer shows the 
accurate number of traces. In this case, more traces are 
required to remove the ambiguity between the spike of 
the differential trace of the correct sub-key and those of 
the wrong sub-keys. 

6.3. A Cross-Check of the NCT-DPA Formula 
with a Previously Developed Relationship 

Mangard et al. have calculated NCT-DPA by using a 
correlation factor and derived a rule of thumb. Their ap- 
proach suggests that for small SNRs, NCT-DPA is in- 
versely proportional to SNR [9] (p. 147): 

SNR

k
N  .                (22) 

In order to compare our derived formula (8), with the 
relationship suggested by Mangard et al., SNR can be 
calculated for different values of noise by using (21). 
Since the ac rms value of the current signal is equivalent 
to the standard deviation, (21) can be rewritten as: 
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.          (23) 

Using this formula, the inverse of SNR was calculated 
for different values of noise. The results are shown in 
Table 4 along with NCT-DPA obtained from two meth- 
ods. NCT-DPA is drawn versus the inverse of the SNR 
for both methods in Figure 10. 

Figure 10 shows that for the numbers obtained by our  
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Table 3. NCT-DPA for different levels of noise using the 
experimental method and the formula. 

Noise (pk-to-pk) (A) Noise rms value (A) 
NCT-DPA 

(SVI) 
NCT-DPA
(formula)

Flattened 1.4 × 10−5 600 753 

25 × 10−6 7.6 × 10−6 1200 2337 

50 × 10−6 1.52 × 10−5 4400 5680 

75 × 10−6 2.28 × 10−5 6200 11,072 

100 × 10−6 3.04 × 10−5 8400 18,573 

 
Table 4. The inverse of SNR and NCT-DPA for two meth- 
ods. 

Noise (rms & 
pk-pk) (A) 

1

SNR
 NCT-DPA SVI NCT-DPA formula

flattened 5 600 753 

7.6 × 10−6 
(25 × 10−6) 

6.75 1200 2337 

1.52 × 10−5 
(50 × 10−6) 

12.05 4400 5680 

2.28 × 10−5 
(75 × 10−6) 

20.9 6200 11,072 

3.04 × 10−5 
(100 × 10−6) 

33.34 8400 18,573 
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Figure 10. NCT-DPA versus the inverse of SNR. 
 

formula, there is a linear relationship between NCT-DPA 
and the inverse of SNR as suggested by Mangard et al. 
(see (22)). This is another evidence for the validity of our 
formula. For the experimental method when noise in- 
creases, the number of current traces obtained does not 
show a linear relationship with SNR. One may conclude 
that while SVI is a reliable figure of merit for measuring 
NCT-DPA in the absence of noise, it does not show the 
accurate number of traces in the presence of large levels 
of noise. This confirms the conclusion made at the end of 
the last sub-section, i.e. the term pc pw2 2   is not 
negligible any more and the experimental method results 
are not accurate. 

The linear relationship depicted in Figure 10 and sug- 
gested by our formula provides an opportunity to find an 
empirical value for the parameter k in (22). This parame- 
ter is the slope of the line in Figure 10: 

18573 753

33.34 5
k


 



We call the parameter k the efficiency gain of the 
countermeasure. This parameter can be used to estimate 
the NCT-DPA for the flattened currents with higher lev- 
els of attenuations (when the NCT-DPA cannot be ob- 
tained experimentally). This application is shown in the 
next subsection, where NCT-DPA is calculated for the 
current traces with different levels of attenuation. 

6.4. Using Efficiency Gain for Finding NCT-DPA 

In this sub-section, NCT-DPA is calculated for several 
sets of current traces with different levels of attenuations 
in the presence of the external noise measured for the 
setup used for collecting current traces of the ATmega16 
microcontroller (Section II-C). First, using (23), SNR is 
calculated for these different sets, considering the meas-
ured external noise with the rms value of 2.015 × 10−4 A 
(Section II-C). Then using (22) and the efficiency gain k, 
(24), NCT-DPA is calculated for all these sets. Table 5 
summarizes the results for five sets of the flattened cur- 
rent traces introduced in Table 1. 

As seen in Table 5, for a flattened current with a high 
level of attenuation, NCT-DPA is extremely large. In 
other words, the DPA attack does not appear feasible 
within the present computational performance capacities. 

Using the efficiency gain to evaluate the robustness of 
the example circuit for the situations where experimental 
methods are not possible, shows the significance of the 
proposed formula for evaluating DPA countermeasure 
designs. 

7. Conclusions 

In this paper, a method was proposed for designing DPA 
countermeasures based on current attenuation. This meth- 
odology has three stages: 1) estimating the required cur- 
rent attenuation for a specific level of robustness against 
DPA attacks; 2) designing a countermeasure circuit that 
attenuates the current signal within the expected value 
suggested in the first stage [5]; and 3) investigating the 
efficiency of the proposed countermeasure. This meth- 
odology is based on a new formula suggested for calcu- 
lating NCT-DPA using the characteristics of the current 
signal used in a DPA attack and the external noise of the  

 
Table 5. NCT-DPA for different levels of current attenua- 
tion in the presence of the external noise. 

Flattened current
Current signal 
rms value (A) 

SNR NCT-DPA

Set 1 1.4 × 10−5 0.00079 789,395 

Set 2 1.06 × 10−5 0.00046 1,347,163 

Set 3 9.11 × 10−6 0.000345 1,822,115 

Set 4 8.26 × 10−6 0.000283 2,215,791 

Set 5 6.3 × 10−6 0.000165 3,806,614 
17820

629
28.34

 .        (24) 
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DPA attack measurement setup. The practicality of the 
methodology was investigated through a case study, i.e., 
designing a countermeasure for which DPA can not be 
successful with less than 10,000 current traces. In this 
process, the validity of the proposed formula was also 
investigated by comparing NCT-DPA values obtained by 
the formula with those obtained experimentally. 

Additionally, the SNR of DPA attacks was formulated 
in a new format and the relationship between NCT-DPA 
and the level of current attenuation was investigated in 
the presence of external noise. Furthermore the validity 
of the NCT-DPA obtained by the formula was confirmed 
by the rule suggested by Mangard et al. Using our for- 
mula and obtaining the linear relationship between NCT- 
DPA and the inverse of SNR allowed us to define the 
efficiency gain of the countermeasure. It was shown that 
this parameter can be used to estimate the NCT-DPA for 
the flattened currents with higher levels of attenuations, 
where the NCT-DPA cannot be obtained experimentally. 

In summary, the proposed formula is useful in two 
stages: 1) In the design stage, the designer can estimate 
the required level of attenuation for a predefined level of 
robustness; 2) in the simulation stage, where the situation 
is ideal and there is no external noise, the formula pre- 
dicts the efficiency of a countermeasure in the presence 
of the external noise. 
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