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ABSTRACT

Since the launch of Napster in June 1999, peer-to-peer technology (P2P) has become synonymous with file sharing ap-
plications that are the bane of the recording industry due to copyright infringements and consequent revenue losses. P2P
promised a revolution in business computing which has not arrived. It has become synonymous with illegal file sharing
and copyright violations. Meanwhile the information systems industry has undergone a paradigm change, and we are
supposedly living in a world of cloud computing and mobile devices. It is pertinent to examine if P2P, as a revolution-
ary technology, is still relevant and important today and will be in future. One has to examine this question in the con-
text of the fact that P2P technologies have matured but have however had limited adoption outside file-sharing in the
consumer space. This paper provides a detailed analysis of P2P computing and offers some propositions to answer the
question of the relevancy of P2P. It is proposed that P2P is still a relevant technology but may be reshaped in the com-
ing years in a different form as compared to what exists today.
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1. Introduction

Peer-to-Peer computing burst into prominence with the
launch of Napster in 1999. The following few years
branded P2P computing as the next killer technology.
Chairman of Intel, Andy Grove said, “P2P revolution
will change the world as we know it” [1]. Traffic volumes
related to P2P applications surged and still account for a
sizable fraction of the total traffic [2,3]. Closed P2P
communities have emerged in popularity on the Internet
in recent years [4]. As with all new ideas P2P, has gone
through several transitions, it has evolved, and it has
come to stand for various things (primarily as a tool for
illegal file-sharing). It appears that even before it has
matured and stabilized, it is no longer the technology
everyone is talking about. The current talk is all about
cloud computing (both public and private clouds). The
vision of all aspects of computing as a service/utility fi-
nally seems to have taken hold. There are infrastructure
services like Amazon Elastic Cloud (EC2), application
services like Salesforce.com, and several others. In addi-
tion the continuous shift to mobile computing using cli-
ents with limited processing power, storage, and battery
life, has shifted the focus more towards a more central-
ized thin-client server computing model. In this model,
the server performs most of the resource-intensive tasks,
and the network connectivity becomes an important con-
sideration. Commenting upon a recent “MIT Sloan CIO
Symposium”, Wall Street Journal reported that, “Pretty
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much everyone agrees that we are in transition from the
tethered, connected world of PCs, browsers and classic
data centers to the untethered, hyper-connected world of
smart mobile devices and cloud computing” [5]. This is
not to say that desktop computing is not important any-
more. Due to the technology constraints of the mobile
devices, any knowledge work requiring intense comput-
ing still needs a desktop (or desktop like) computer.

Thanks to the Internet, computing today in some fash-
ion is becoming, and has become, more centralized, both
in terms of control and location of processing. Consid-
erations driving this trend include issues like keeping
Total Cost of Operations (TCO) down, security, and the
provision of enterprise desktop applications at remote
locations, etc. Another big driver has been the increased
use of limited-capability mobile client devices by con-
sumers. These mobile devices necessitate the use of
powerful machines at the backend to satisfy processing
and storage needs that cannot be fulfilled by the client.
For example, if one wants to play certain games on a
mobile device, one has to resort to a backend server for
generating the graphics elements that are displayed on
the screen of the mobile device as the mobile device does
not possess the processing power required to generate
these graphics elements.

P2P is an idea based on a decentralized processing and
storage architecture. Some elements of these architec-
tures may be centralized for control purposes as in hybrid
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P2P configurations [6] and in grid computing; or there
may be no central control elements; or there may be tran-
sient central control elements (as in Gnutella where
highly reliable nodes called ultra-peers form a central
backbone) [7]. Most processing is performed by a dis-
tributed pool of computing nodes as per their capability
and capacity. In cases where the computing nodes have
limited processing and storage capabilities, the distrib-
uted computing has to be limited to those tasks appropri-
ate for that platform. In terms of overhead, one may need
to balance the network, coordination, and control over-
head with the limited processing and storage available on
the nodes. This is more likely to make distributed com-
puting costs inefficient in the case of current mobile de-
vices. Though there have been some implementations of
P2P applications in the mobile environment. For example
the MediaMobile innovation project studied and experi-
mented with P2P technologies applied to mobile termi-
nals using JXME [8]. It demonstrated the viability of
grouping different devices as peers (PCs, servers and
mobile terminals) and integrated P2P functionality in a
prototype game that used location-based services, ad-
vanced multimedia features, and other functionalities.

2. Research Objective

It appears that P2P may not be as relevant as it was in the
world dominated by desktop computing. It may be even
on its way out and it may not change the world as Andy
Grove (Intel’s Chairperson) had anticipated. As men-
tioned previously, computing is becoming more and
more centralized, driven by trends like cloud computing,
infrastructure as a utility/service, increased use of limited
capability mobile client devices, applications service
providers, storage service providers, virtualization, etc.
Forrester Research predicts that tablets will soon become
the primary computing device of choice for millions
around the world, with cloud services used to store the
majority of data [9]. In the same vein, several pundits
have predicted an industry shakeup in the next five years,
which they call the Post-PC era that would be dominated
by cloud computing, virtualization, virtual desktop infra-
structure, and other technologies facilitating the use of
mobile devices on a mass-scale [10]. In light of these
developments, this paper seeks to answer the question:
“Is P2P computing still relevant today and what would be
the possible future of this technology”? A set of proposi-
tions are developed that answer these questions and may
be explored in further research.

3. Research Approach

To answer the research question, a detailed analysis of
P2P computing is provided. A detailed treatment is
needed to make an informed decision about the viability
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of the technology and its future evolution. The goal is to
define P2P computing as narrowly and specifically as
possible such that subject and scope of interest is unam-
biguous. Secondly, some issues associated with the P2P
computing paradigm that would be of concern to busi-
nesses trying to use this technology are examined.
Thirdly, business models that may be employed to over-
come and/or address the issues associated with P2P
computing are proposed. Lastly, we will critically exam-
ine if any of the business models are viable for imple-
mentation or already have been implemented in the cur-
rent environment, and what the future may hold for P2P
computing. The discussion of issues and models is im-
portant since survival of P2P as a mainstream technology
is directly linked to adoption, and there has not been a
critical uptake of P2P technologies in the mainstream
business world.

4. P2P Computing Architecture

In principle, everything offered by the current wave of
P2P technologies has existed for a long time and has
been used for several years. One may pose the question
as to what is exciting and different from what has existed
for the last three decades. If one examines the history of
computer networks, one may say that it would be the in-
volvement of consumer or end-user devices with good
network connectivity and a decentralized span of control
that is new.

The P2P foundations have existed for a long time, at
least since Transmission Control Protocol/Internet Pro-
tocol (TCP/IP) was conceived. Computer networks, by
definition, are comprised of computers that communicate
with each other as peers at least till the Open Systems
Interconnection (OSI) transport layer (refer to Figure 1).
Routers, domain controllers, and various other infra-
structure elements that control and regulate operations on
a network, all operate in a peer-to-peer mode. Tradition-
ally, it is the top three layers of the OSI model (applica-
tion, session, and presentation: refer to Figure 1) that
have functioned in a master-slave or non-peer mode. The
master-slave roles are typically decided based on the
amount of computing and storage that is required and is
available. The master (server) typically performs the bulk
of the task in a transaction, and client performs a limited
role, and the roles are typically fixed.

The promise of the latest evolution of P2P technolo-
gies is to extend the server behavior to consumer devices
like desktops, laptops, and even mobile devices, which
have been typically relegated to the role of a client. This
becomes possible due to the increased processing and
storage capacities of these machines, and their omni-
present network connection either through residential
broadband or corporate network. Most desktop and lap-
tops sold today now have the capabilities of performing
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Figure 1. OSI seven layer model
(http://social.technet.microsoft.com/Forums/zh/winserverNI
S/thread/c2967d5¢c-6173-4ff4-907d-d31055¢34741).

tasks that have been previously performed on more pow-
erful computers or servers [11]. At the same time, the
end-user use of resources on these computing devices is
neither extensive nor continuous. As a result, these com-
puting devices have spare resources available [12]. There
is a potential for the resources to be employed for other
tasks. These resources are also accessible remotely due to
device’s network presence and can be tapped through an
application stack that provides the needed functionality
of connecting these devices on the network for accessi-
bility, running applications from third parties, routing,
etc. Creating a vast network of these end-user devices,
and tapping their unused processing cycles and storage
for the benefit of businesses, research institutions, etc., is
the promise of the P2P technologies.

It should be pointed out that not all applications and
tasks can benefit from P2P computing architecture in-
volving multiple computing nodes acting as peers. It is
contingent on both the nature of the task, and the design
of the software application. An example of a task that
may benefit from P2P architecture would be content-
sharing amongst knowledge workers. Here the pertinent
artifacts on each knowledge worker’s computing device
may be made available to others without relying on cen-
tral storage. This is basically file-sharing without a file
server. An example of an application designed for this
task would be Gnutella [13].

5. P2P Architecture Characteristics

There are some salient characteristics of a P2P architec-
ture stemming from the use of end-user computing de-
vices (either individually or corporate-owned). In order
to be unambiguous and explicit about the architecture,
these characteristics are explicated below:

1) Involves a software application that uses the re-
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sources available on multiple end-user computing equip-
ment connected to the Internet (or a data network in a
restrictive sense).

2) The resources being used on the end-user computing
equipment are primarily spare computing resources avail-
able, and this equipment is being used by the end-users for
their normal day-to-day work and/or routine tasks.

3) Spare processing cycles and/or storage resources
from the end-user equipment are used for some useful
business, organizational, or societal task(s) (at least as
viewed by a segment of the society).

4) The pool of computing equipment is dynamic, and
computing equipment (nodes) can enter and leave the
pool at will, or in a random fashion.

5) Each node in the network can act as a server and
client at the same time.

6) Computing nodes are diverse in nature. There is di-
versity in terms of both hardware and the software stack
that these end-user computing devices are running.

All of these characteristics are important and should be
present. For example, many supercomputers have been
built using PCs working in unison. However the PCs
being used are not end-user devices being used by an
end-user. The end-user computing device in this context
is solely dedicated to the supercomputing architecture,
and not used by end-users, and therefore is not the pur-
view of the P2P computing discussion that is the focus of
this paper.

6. P2P, Utility, Cloud, and Grid Computing

A relevant question is how the current wave of P2P
technology is related to concepts like utility computing
and grid computing. Utility computing is defined as the
business model and associated technologies for provi-
sioning computing capacity to organizations based on
their demand patterns [14], sometimes primarily to meet
peak demands. This model has the ability to have a to-
tally variable costing structure and not have any fixed-
cost component. Some “Infrastructure as a Service” (laaS)
providers like Amazon’s EC2 provide such facility. Util-
ity computing allows organizations to save money by not
requiring investment in equipment meant primarily to
meet peak demands. P2P technologies may also be used
to provide additional capacity for utility computing,
though utility computing uses server-class computing
equipment in a data center. The data center serves several
organizations simultaneously. Utility computing and
cloud computing are somewhat similar in their use of
server-class computing equipment in a data center.
However the scope of cloud computing is broader and
subsumes utility computing. Cloud computing is broadly
defined to include Software as a Service (SaaS), Utility
Computing, Web Services (e.g. Google maps with a
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well-defined API), Platform as a Service (PaaS), Man-
aged Service Providers (MSP), Infrastructure as a Ser-
vice (laaS), and Service Commerce Platforms [15]. All
these services are Internet integrated, so that they can be
accessed using public networks by consumers and busi-
ness alike. A popular example of a cloud computing ser-
vice is Google Docs where word processing and spread-
sheet computing can be done inside a browser.

Grid computing involves running a single task across
many (maybe thousands) computing devices under some
sort of centralized or distributed control. These comput-
ing devices may be end-user computing equipment or
servers, though most commercial uses of grids employ
servers [16] with the aim of increasing server utilization.
Grids, in general, are well suited to the execution of
loosely-coupled parallel applications, such as the Bag-of-
Tasks (BoT) applications whose tasks are completely
independent of each other [17]. Grid computing involves
splitting up a task into several subtasks which may be run
on various computers. The subtasks in most cases are all
essentially similar and can be run independently of each
other. Subtasks may be decomposed to a level such that
they can be run on machines with progressively smaller
and smaller computing power. The results from the sub-
tasks are combined to achieve the final results. Grid
computing is an apt application for the P2P architecture
to harness the idle capacity of end-user equipment con-
nected to the Internet.

Trends also show that the future P2P grids will be
composed of an extremely large number of individual
machines [17]. Grid computing projects like SETI@
home [18] and the Folding@home have used end-user
computers connected to the Internet to achieve signifi-
cant milestones. Table 1 shows the statistics from Fold-
ing@home updated on June 18, 2012 detailing the com-
puting power availed through grid computing. Table 2
provides salient differences in the P2P and the traditional
server-based grid computing [19]. Traditional grid com-
puting can be, and has been, successfully extended to the
P2P architecture by ameliorating some of the limitations
of the P2P architecture, e.g., using the Globus toolkit [20,
21]. Tasks in areas like risk, assessment, simulating eco-
nomic conditions etc. can benefit from grid computing
applications [16].

7. Issues in P2P Business Applications

There are several pertinent issues when considering P2P
applications. These issues are in some sense all related to
one another, and affect one another. Various researchers
including some in the Information Systems (IS) area
have focused their attention on this topic [22-24]. Most
of these issues stem from the scale and decentralization
associated with the use of end-user computing equipment
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Table 1. Folding@home statistics (June 20, 2012),
(http://fah-web.stanford.edu/cgi-bin/main.py?qgtype=sstats).

0S Type Native x86 Active Total
TFLOPS* TFLOPS* CPUs CPUs
Window 210 210 201616 4241321
Mac OS X/PowerPC 2 2 3020 151873
Mac OS X/Intel 73 73 17701 172468
Linux 121 121 44744 707957
ATI GPU 2302 2429 16209 313767
NVIDIA GPU 1070 2258 6731 276340
PLAYSTATION®3 673 1420 23882 1241882
Total 4460 6522 320525 8236393

Table 2. P2P and grid computing.

Grid Computing P2P Computing

Each node acts both as a
client and a server

Most grid nodes act
primarily as a server

Grid offers direct access
to resources in remote
and targeted sites

Access to resources is random
without any specific target

No distinction between clients and
servers, peers and not registered
and enter and exit at random

Grid has pre-determined
registered clients and servers

Services are reliable and
guaranteed

Services are only partially
reliable and guaranteed

Security is assured for each
participating node

Security is not guaranteed to
a participating node

Resource monitoring, allocation No central control and relies
and scheduling is done centrally primarily on self-organization

accessible through the Internet. For instance, decentrali-
zation opens up a host of issues primarily on account of
several dimensions of what may be decentralized and
how they may be decentralized [25]. The most important
of these issues is the issue of control. Technical and
business solutions do exist for the mentioned issues
(though they are not discussed in detail in this paper). For
instance, security issues related to the propagation of
polluted files and indices can be controlled using an im-
mune approach and the file propagation-chain tracing
technique [26].

7.1. Control

In a network comprising of end-user computing devices,
the span of control plays an important role. Most of the
other issues in P2P architecture stem from the issue of
control. The span of control can result in a network that
is totally decentralized without any central control, to one
that is centralized and one or more servers maintain the
necessary information to run the applications in a more
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efficient fashion. Control influences aspects such as pre-
dictable performance with service levels, reliability,
overhead, liability, and security. Table 2 which high-
lights the differences between P2P and grid computing
illustrates these challenges.

P2P computing on a big scale, like that employed by
applications like Seti@Home, takes an organization far
beyond its boundaries. A business has certain perform-
ance expectations that it needs to meet [27]. To meet its
performance requirements, every business needs to con-
trol resources so that those resources can be employed as
per the business needs. In information systems terminol-
ogy, one may talk about Service Level Agreements
(SLAs) for the resources. To ensure that the employed
resources meet the SLAs implies that a business should
be able to control the resources through some means. A
decentralized collection of computing devices with in-
herent heterogeneity amongst the nodes, and the dynamic
constitution of the pool, poses the significant co-ordina-
tion and control burden. The only way to establish and
maintain control of end-users’ devices is to communicate
the service level requirements to them, and motivate
them to meet these by means of a rewards system. For
example, Jarraya and Laurent propose a P2P-based stor-
age application running on the Internet where users are
rewarded for offering storage space on their computers
[28]. Some grid-computing applications like SETI@Home
induce participation for philanthropic reasons since the
organization running SETI@Home is a non-profit or-
ganization working for the betterment of the human race.
SETI@Home has a recognition-based reward system.
SETI@Home does not have any control over the end-
user computing devices. Issues related to rewarding or
paying the end-users range from assigning a fair value to
the resources used on an end-user computing device,
payment mechanisms, cost of acquiring and running a
comparable big computer in-house, etc. Additional cost
items like the transaction costs of dealing with thousands
of end-users whose computing devices are being used
also needs to be considered. These end-users will need to
be serviced for problems ranging from application faults
on their computers, unpaid credits for work done, etc.

7.2. Performance

The possibility of performance degradation due to lack of
control and high decentralization is a real issue [29]. The
degree of the distribution of nodes also affects perform-
ance negatively. For example, one of the primary per-
formance issues in P2P networks deals with distributed
data management. P2P applications distribute their data
over several nodes. Storage and retrieval of information
by maintaining and storing indexes from this large dis-
tributed data space is a non-trivial issue [30]. In the P2P
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computing infrastructure, the pool of computers provid-
ing storage and processing is dynamic and often may not
be under the control of the organization. Nodes can enter
and exit at will, the performance across available nodes
may vary widely depending upon how they are being
used, and the performance of the network interconnect-
ing these nodes may be variable. Overall, the dynamic
pool makes meeting SLAs much more difficult. A dy-
namic pool of computing equipment affects predictable
performance. Redundancy may be used to ensure that
exit of a node does not cause failure. A computing task
and its associated storage may run on more than one
node. However this redundancy usually results in main-
tenance overheads at the central or control machine(s),
increased network traffic, and/or performance degrada-
tion.

SLAs may be better met if an organization can exert
some amount of control on some or all participating
nodes. From a performance perspective, P2P literature
broadly divides the architectures into two types: struc-
tured P2P networks and unstructured P2P networks [30,
31]. In structured P2P networks, data space is partitioned
and mapped into the identifier space by using a ran-
domization function: the Distributed Hash Table (DHT).
The well-known DHT-based systems include CAN,
Chord, Pastry, Tapestry, Kademlia, Viceroy, etc. These
networks maintain a tightly controlled topology and keep
the routing table updated globally. For example, ROME
provides a mechanism for controlling the size (in terms
of number of machines) of the P2P network so as to
manage networks of nodes with highly dynamic work-
load fluctuations [32]. ROME can accommodate a burst
of traffic and/or massive node failure rate. Maintaining
the topology, distribution as per hash, etc. in structured
P2P networks is all done using one or distributed central
authorities. Typically performance (e.g., searching for
content) is linearly proportional to the number of nodes.
Unstructured P2P networks lack a strong central author-
ity. Examples of such networks include Gnutella, Freenet,
FastTrack/KaZaA, BitTorrent, and eDonkey. Maintain-
ing a tightly controlled topology is not feasible due to the
highly dynamic nature of the node population and lack of
central control. Unstructured P2P networks are com-
monly organized in a flat, random, or simple hierarchical
manner without a permanent central authority [30]. They
exhibit properties of a scale-free network [33]. In a
scale-free network, regardless of the size of the network,
even as a small network grows into a large network some
nodes are highly connected while most nodes in the net-
work are much less connected. In other words, there are
relatively few nodes in scale-free networks that are con-
nected to a large degree to other nodes, while there are a
great proportion of nodes that are connected to a lesser
degree. The highly connected nodes that are typically
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more reliable are known as the supernodes, and enable
some performance improvements. For example Skype
makes extensive use of supernodes or clients that become
major switching points for Skype traffic and support
Skype clients outside the Skype network. Skype super-
nodes make it possible to have diverse paths through the
Internet to get around performance problems and deal
with clients using Network Address Translation [34]. In
unstructured P2P networks, data is duplicated within the
system depending on its popularity and the queries use
flooding or random walks. In practice, the unstructured
P2P network appears to be more efficient at fetching very
popular content. However, because of its ad hoc nature
and flooding-based routing, the correctness and per-
formance of routing, system scalability, and consumption
of network bandwidth are all uncertain [30]. Scale-free
P2P networks like Gnutella do not scale well and exhibit
the small network effect [13].

Diversity in end-user equipment means multiple ver-
sions of the P2P application is optimized for performance
for different platforms. Continuous evolution of the plat-
form (e.g., feature additions and bug-patching) and tech-
nologies means a maintenance overhead to continuously
update, to accommodate evolution, and maintain back-
ward compatibility. Distribution of the updated applica-
tion is also an issue to consider. The maintenance issue
can cause significant overhead, and put a question mark
on the economics and the viability of a P2P network.

Hence the absence of a stable node pool, tight control,
and homogeneity of nodes, most likely to be encountered
when utilizing end-user computing devices, makes pre-
dictable, fast, and reliable performance an issue.

7.3. Security and Liability

Associated with ensuring SLAs and the desirability/in-
clination to control the end-user equipment is the ques-
tion of security and liability. Several security challenges
arise due to the increased complexity that is introduced
when computers are allowed to connect directly to other
computers and to share resources such as files and CPU
time [6]. Polluted files and indices can propagate quickly
through the network thereby destroying content and
compromising search and even host machines [26]. This
can compromise corporate networks and lead to all kinds
of security breaches. If corporate data is stored outside
the organizational boundary on multiple computers, even
with encryption and other precautions it can be accessed
by today’s sophisticated hackers. Perceptions about lack
of security arise from lack of trust that is associated with
most machines in the node population and an inability to
pinpoint accountability. Lack of trust may also arise from
lack of control. On the end-user side, vulnerabilities in
the P2P application that is running on the end-user ma-
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chine can lead to security breaches. Once a breach occurs,
the trust between the business and end-users may be se-
verely damaged. The greater the diversity of the plat-
forms on which the application runs, the greater is the
probability that one or more versions of the application
destined for different platforms may be vulnerable
through zero-day attacks and/or undocumented vulner-
abilities.

Liability and accountability are of concern also. A
business may not want to be held liable for issues related
to damage of the end-user equipment, violation of pri-
vacy due to bugs in application, etc. The other side of the
security and liability coin relates to the end-user liability
in case data is stolen from the end-user computer through
a hack attack, backdoor, Trojan, or corrupted results are
deliberately sent back to the business, etc. The use of
P2P applications may cause unwarranted costs as in the
case of Skype. In Skype, a computer on the organiza-
tion’s network might function as a supernode thereby
routing calls in and out of the organization’s network. It
will, in this case, eat up Internet bandwidth, even when
no one in the organization’s network is a direct partici-
pant in the call [34].

8. P2P Business Models for Organizations

As mentioned earlier, there are several applications based
on the P2P architecture that can benefit business organi-
zations, however the adoption of P2P applications by
businesses has been low. P2P has been thriving in con-
sumer-oriented application space mainly through file-
sharing and media streaming applications [35]. In the
business world, applications such as private file-sharing
networks like Groove, Grouper, PiXPO, and Qnext that
can be used to establish virtual communities, and where
users can collaborate and interact with each other, exist,
but again their uptake has been limited [36]. Within
businesses, grid computing is extensively used in areas
like oil exploration, risk analysis, protein folding and so
forth, however it does not utilize end-user computers.
Even at its peak (around 2002), applications based on
P2P architecture did not become mainstream in the busi-
ness sector [37]. This assertion most likely holds true
today also (based on a general knowledge of the industry
over the last few years as formal statistics are not avail-
able). Though there has been no formal study on the rea-
sons for the lack of uptake of P2P technology, one may
logically argue that it may be due to issues discussed
earlier, the issues of control being the primary amongst
all of them.

In order to provide a path for the uptake of P2P appli-
cations, a set of business models are presented based on
the dimensions of scope (distribution of the node pool)
and control (refer to Table 3). These business models for
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P2P applications exist at four distinct levels. We compare
these levels as akin to intranet, extranet, and Internet for
information sharing. We brand them using the popular
ecommerce classification/terminology as business-to-em-
ployee, business-to-business, business-to-customer, and
consumer-to-consumer modes. As an organization moves
from one level to another it expands the scope of the
node pool both in terms of diversity and geographical
distribution. The scope expands from completely internal,
to partners, to completely external, leading to an increase
in the complexity of issues discussed earlier. As the
scope moves from being completely internal to com-
pletely external, the level of direct control that an or-
ganization can exert on the node pool diminishes and the
organization needs to resort to complex mechanisms to
ensure performance. In discussing the models the issue of
pricing or rewarding resource use and enabling technolo-
gies are also briefly discussed.

8.1. Business to Employee

As discussed before and generally accepted in the indus-
try, all knowledge-intensive and creative work is best
done on desktop type machines [9], with good processing
and storage power, and ability to run an appropriate user-
interface. Gartner consulting also supports this assertion
stating the desktop computer is not going to be replaced
entirely [38]. It is anticipated that organizations will con-
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tinue using desktop machines for a foreseeable future.
These desktops and other machines can be centrally
managed using technologies such as Microsoft Active
Directory and Group Policies. This along with sys-
tem-level management utilities like Intel System Man-
agement allows a fine grained and low level control of
hardware and software on a machine (e.g., powered off
machines can be powered on). Routing, searching, and
other resource co-ordination can be done much more
efficiently since the pool of computing devices is rela-
tively static and deterministic. As such, an organization
should be able to use the resources on the employee
end-user machines while having a high level of control.
This model would be ideal for most organizations to de-
ploy their P2P applications. Hence we can offer the fol-
lowing propositions:

Proposition 1: For most organizations, the way for-
ward with P2P computing would be a B2E model using
employee desktops.

A distributed model spread across thousands of end-
user machines is most likely to be infeasible for most
practical business applications since, in the highly dis-
tributed model, sufficient control for performance and
liability (security) cannot be implemented with reason-
able overhead.

Proposition 2: For business applications, a strong
central control is desirable and recommended so that
reasonable SLAs can be ensured.

Table 3. P2P business application models.

Level Scope Complexity of Control Pricing Models Technologies
Allocating credits to Existing desktop management
B2E Completely internal Low complexity since end-users can be done technologies can be employed

resources can be

(Business-to-Employee) controlled.

(e.g., Intranet).

through the existing
accounting standards
for allocating overhead, etc.

along with P2P applications.
Desktops can also run centrally
managed virtual machines.

Modification of existing
technologies and new applications

B2B
(Business-to-Business)

B2C
(Business-to-Consumer)

c2c
(Consumer-to-Consumer)

Extended to
trusted business
partners

(e.g., Extranet).

Extended to
end-users and
customers
(e.g., Internet).

Business performs the
co-ordination role and
serves as an intermediary
(e.g., eBay).

Moderate complexity
since resources are shared
between businesses.

High Level of complexity
since several thousand
end-user machines are
involved that

may be difficult to control.
High resource coordination
and control costs.

High Level of complexity
since the organization is
usually external to the
transaction and serves only
as an intermediary.

Existing business models
from utility computing
and application service
providers may be used.

Microtransactions and
aggregation-based models.
Users may be paid a small
amount based on the
amount of computing
resources used.

Microtransactions and
aggregation-based models.
Users may be paid a small
amount based on amount of
computing resources used.

needed that can be built

on existing technologies for secure
communications and distributed
computing. E.g., organizations can
sign applications using their digital
certificates to ensure security.

New applications using the
emerging technologies and
standards like web services
and existing technologies from
distributed computing.

New applications using the
emerging technologies and
standards like web services
and existing technologies
from distributed computing.
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This is most likely achievable with a strong central
control that is present in a B2E model. Strict central con-
trol ensures that issues of performance, end-user com-
pensation, business liability, end-user liability, and secu-
rity are in a deterministic state at all times. Totally or
highly decentralized models are not desirable, though
with a deterministic node population they can imple-
mented more effectively.

The B2E model has been successfully implemented in
several companies. Many financial institutions use serv-
ers with spare capacity to execute computationally inten-
sive tasks through the use of grids [16]. An instance of a
serverless file system was implemented within Microsoft
using desktops [39]. Medical image sharing has been
implemented using a collaborative P2P and hybrid P2P
architecture [40]. Another example is of cloud-bursting
(a need for additional resources when the cloud resources
run out) to manage the IT infrastructure. An organization
may add resources from a P2P grid to the resources they
purchase from a commercial cloud provider because al-
though cloud resources are cheap, they are not actually
free. P2P resources may be obtained for example by or-
ganizational employees without budgetary powers, or the
organization may use cloud resources for required appli-
cations and P2P resources for discretionary applications
without Quality of Service requirements [41].

8.2. Business to Business

The B2B P2P model can offer many of the same advan-
tages as with a B2E model such as a predictable and a
static end-user computing node population, strong central
control, service level agreements, and security. However
the expansion of the span of control will lead to some of
the issues discussed earlier related to point of responsi-
bility amongst the organizations. For instance, who is
responsible and liable if data is compromised? Some of
the issues may be easier to resolve since it can be as-
sumed that all organizations involved in the partnerships
will exercise due diligence in maintaining and securing
their computing infrastructure, and contractual agree-
ments can be signed between parties. Here utility pricing
models [42] and emerging cloud computing pricing
models may be used to compensate partners.

There are some examples of B2B P2P models that can
be used for content distribution and distributed process-
ing. An example of content distribution involves Deloitte
UK and ABG Professional Information. Deloitte UK
aggregates massive amounts of diverse regulatory infor-
mation, corporate policies, and best practices, some of
which is generated internally and some of which comes
from outside vendors like B2B provider ABG Profes-
sional Information. It would be virtually impossible to
maintain up-to-date versions of all of this material on
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centralized servers. Deloitte and ABG deployed Next-
Page’s “content network,” a variety of P2P technology
that knits together servers within the company along with
those of external providers to create a virtual repository
of information. The data is maintained and resides on
servers at different offices and even companies, but to
the auditor at Deloitte, the information is all available
from a single web page interface and looks as if it all sits
in one place [43]. Another application involves sharing
data on proteins [44]. This platform uses fully distributed
P2P technologies to share specifications of peer-interac-
tion protocols and service components that is no longer
centralized in a few repositories but gathered from ex-
periments in peer proteomics laboratories.

Distributed or grid computing can be done using soft-
ware like Legion (development stopped in 2005) and
Global ROME [32]. In ROME, size of the network can
be controlled. Each node runs a ROME process that con-
tinually monitors the node’s workload to determine
whether it is within bounds or under/overloaded. Through
a number of defined actions, extra nodes can be recruited
into the network structure to deal with overload and un-
necessary nodes removed to deal with underload, thus
optimizing the size and therefore lookup cost of the net-
work. Nodes that are not currently members of the struc-
ture are held in a node pool on a machine designated as
the bootstrap server. Global ROME (G-ROME), is de-
signed to provide an interconnection of multiple inde-
pendent ROME-enabled P2P networks, thus constructing
a two-layered hierarchy of networks. The overlay net-
work of G-ROME is used for node discovery by the
ROME bootstrap servers that need extra capacity not
available locally to cope with their ring’s workload.
Since node utilization is monitored, cost metrics or
revenue metrics may be used to compensate partners in
the B2B P2P network.

8.3. Business to Consumer

For implementing applications at the B2C level, we
stress that a specialized intermediary is needed who can
take care of the technological, business, and other issues;
keep the costs down; and ensure P2P application af-
fordability. This intermediary may control a pool of
nodes for content distribution or distributed processing.
A technology like ROME/G-ROME discussed previously
may be employed. The end-user nodes may be compen-
sated using a variety of incentives like points and/or
credits, most of which may be based on microtransac-
tions (transactions of very small value, even to the extent
of a fraction of a cent). Accounting models which can
measure the overall contribution of a computing resource
to a task can facilitate this. Example of a simplistic
model might be a couple of cents for rendering one frame
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of an animation.

Grid computing applications for the B2C space may be
developed using the Globus toolkit [20,21]. Globus com-
plies with the Open Grid Services Architecture (OGSA)
and provides grid security, remote job submission and
control, data transfer, and other facilities which may en-
sure some level of service (though not necessarily high
performance) and does address some liability issues, but
it does not have any mechanism for compensating end-
users. Content distribution especially audio and video
streaming applications have been successfully imple-
mented in the P2P B2C space [8,45]. Pando networks
(http://vww.pandonetworks.com) has a content distribu-
tion model that can work in conjunction with the Content
Delivery Networks (CDNs) like Akamai and optimize
bandwidth utilization through the use of a P2P network
[46]. There are some commercial and non-commercial
applications that already stream media over P2P archi-
tectures; for example, Peercast, freecast, ACTLab TV,
ESM, Vatata, NodeZilla, Coolstreaming and PPlive [8].
An Internet-based storage application that compensates
users for their participation while implementing features
like security etc. has been proposed [28].

8.4. Consumer to Consumer

A P2P C2C application may either operate through an
intermediary (e.g. Skyrider [47]), which is the same as a
B2C model, or operate on a totally decentralized fashion.
The C2C model is perhaps the most distributed and de-
centralized in its scope. This is also where most of the
current P2P activity is underway. However as outlined
before, the lack of central control and inability to guar-
antee performance levels does not make this configura-
tion appropriate for business applications (proposition 2).
However due to lack of centralized control and their vast
distributed nature, such networks are suitable of preserv-
ing privacy of users and users are endowed with ano-
nymity. For example, The Onion Router (TOR) is used
by a spectrum of population all over the world to escape
government censorship, and report on oppressive gov-
ernments [48]. As tracking of activity and control of the
Internet becomes more pervasive, the C2C P2P will
come to play a more important part on the Internet. It
appears that anonymity and privacy based on decentrali-
zation has been a prime aim of application design in the
C2C P2P realm [49], but that is not a prime consideration
for a business P2P application.

Proposition 3: The C2C P2P model that is highly de-
centralized and distributed will form the backbone of
most anonymity and privacy mechanisms on the Internet.

Given the structure of connectivity of the Internet and
the ability to control traffic at various exchange and ac-
cess points, a P2P C2C architecture may be the only fea-
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sible way to protect anonymity and privacy.

Incentive to participate in a P2P network in important
for its success [36]. In spite of the fact that users do not
get compensated for participating in decentralized C2C
P2P networks, they are the most in use today. Users par-
ticipate on their own accord and most often the rewards
are indirect. Participation in networks like TOR is for
altruistic and humanitarian reasons. Participation in the
file sharing by end-users may be rebelling against the big
corporations, and monetary benefit (without any explicit
compensation mechanism). The end-users may also par-
ticipate for reciprocation or in a spirit to give back when
they have gained something. With all the networks, in-
cluding those like TOR, liability questions are complex
and the subject of various lawsuits across the globe. For
example, use of TOR has stymied some FBI inquiries
into illegal file sharing. On file-sharing networks, secu-
rity has been a concern with spyware and viruses
spreading through innocuous looking files.

On the infrastructure level, an important application in
the P2P C2C realm is the standards for ad-hoc networks
especially wireless ad-hoc networks (part of the 802.11
specification). Mobile ad-hoc networks, wireless mesh
networks, and wireless sensor networks are all important
applications in this area [50]. These networks standards
developed by the Internet Engineering Task Force (IETF)
enable the formation of networks on the fly without the
need for central routing with nodes entering and leaving
the network at will. Ad-hoc network standards have been
successfully used by the US Army on the battlefield. The
ability of mobile devices to come together and make a
functioning network as these devices become more
popular and powerful, creates possibilities for some in-
teresting applications [51].

9. Mobile Devices and P2P Computing

The growing popularity of mobile devices has been dis-
cussed earlier in this paper. Another example of the in-
creasing importance of mobile devices is illustrated by
the recent discussion on the IPO of Facebook (the social
networking site), where several experts have pointed out
that Facebook has a mobile problem since it does not
monetize mobile traffic [52]. Mobile devices in use today
have limited capabilities due to various technology con-
straints (e.g., limitations on battery life, heat generation)
and hence tend to act more like thin clients. While there
seems to more and more cases made for mobile de-
vice-centered cloud computing-backed centralized com-
puting, thick computing still has its place. All serious
work that requires any significant computing power is
better done on thick clients like desktops and worksta-
tions. Within business enterprises and other organizations,
the primary mode of work is still anticipated to be desk-
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top machines and other thick clients for some years to
come. In addition many external legal, political, and en-
vironmental constraints may still keep desktop comput-
ing in fashion. For instance, most cellular network pro-
viders in the USA have imposed caps and restrictions on
the maximum amount of data usage that a user is allowed
within a given mobile service plan. The costs of using
cellular data is significantly higher than a few years ago
and the speeds pale in comparison to wired networks.
The implication of this may be that most users may con-
nect through Wi-Fi networks rather than cellular net-
works and the true mobility of a device is significantly
hindered. This may also hinder uptake of these devices as
the primary computing device is backed by cloud com-
puting and render them as secondary or supplementary
computing devices. Hence we may state our fourth
proposition as follows:

Proposition 4: Desktops and thick clients are likely to
retain their status as the primary computing device for a
majority of the population, especially businesses. Mobile
devices are more likely to be used as supplementary de-
vices by most knowledge workers.

This implies that P2P business applications would still
remain pertinent in the enterprise realm.

Given the popularity of mobile devices, one may like
to explore how P2P may be used with mobile devices
and the kind of applications that may be implemented.
This discussion is based on the P2P features discussed
earlier and hence one is not focused on application that
can serve as clients to a P2P infrastructure, but have to
participate in that infrastructure in some server capacity.
For instance an application like PeerBox [53] which al-
lows connection to P2P networks for downloading, but
does not allow for serving any files, may not qualify.

There are several mobile P2P applications in existence:

mBit P2P application allows mobile phone users to share
files, pictures, music, etc. [54]; Magi P2P collaboration
platform for mobile devices [55]; Skype; etc. The uptake
of these applications apart from Skype and certain mes-
saging applications may be questionable. Given the de-
pendency of the mobile devices on the cloud at the back-
end to handle heavy-duty processing and storage tasks,

they may not be too apt to resource intensive applications.

Some lightweight tasks that rely on processing and stor-
age which happens as a matter of routine on these mobile
devices may be good candidates for P2P applications.
Applications that take the benefits of ad-hoc networks
which these devices can form automatically when they
are in the vicinity of each other, are other natural candi-
dates. It is however natural to assume that till there is a
significant increase in the processing and storage capac-
ity of these devices, they will continue to operate in a
cloud-coupled mode. From an historical lesson/perspec-
tive, as the power of these devices increase and they
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reach and/or exceed the power of the current desktops
and laptops, they may become suitable candidates for
P2P computing and subject to the economics of the net-
work connectivity. For example, there is the new An-
droid Botnet that is being used to send spam through the
Yahoo email services [56]. Hence we can forward the
following propositions:

Proposition 5: Current generation of mobile devices
that are not apt for P2P computing and can mostly per-
form satisfactorily in a cloud-coupled mode, will be
ready for P2P applications in another three to four years
(based on hardware and battery power trends).

Proposition 6: The economics of wireless network
connectivity will be an important factor in determining
the success of P2P computing model on the mobile plat-
forms.

10. Conclusion, Future Research, and
Limitations

The current breadth and depth of research in P2P com-
puting points to its potential as a viable and useful infra-
structure for business applications. It can be used for
several useful applications like content distribution, load
balancing, and grid computing. P2P is a natural evolution
of decentralized computing and the increase in the power
of the client machines. Though businesses have not fully
utilized its potential, business P2P applications operating
in a B2E mode should be easy for enterprises to imple-
ment and are a viable way for uptake and forward
movement in this area.

Though mobile devices supported by cloud computing
are reigning big in today’s computing paradigm, the thick
client machines are still required for knowledge-intensive
and creative work and are here to stay for the foreseeable
future. These client machines will predominantly reside
within enterprises and hence the B2E and B2B P2P
computing models will still remain viable and useful
even within the current computing shift to mobile de-
vices at the consumer levels.

Hence moving forward we can say that the P2P com-
puting model does not lose its viability due to increased
uptake in mobile devices by the consumers, at least for
most businesses and enterprises. If we can learn some-
thing from history and plot a trend, we can safely state
that power of the mobile computing devices will increase
and in a few years match or exceed those of the thick
clients today. Similar to how computing became more
distributed and moved out of the confines of mainframes
and powerful servers, the same trend may follow with
mobile devices. Though the network connectivity will be
pervasive, the computing may be moved back from the
cloud to the mobile client devices. One reason for this
may be the cellular data price structure and wireless
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spectrum issues that are likely to restrict the replacement
of wired connectivity by wireless connectivity. Another
reason is likely to be that end-users demand and enjoy

freedom, flexibility, and having their own span of control.

While some control has been given up by users to the
cloud-based services due to the limitations of the mobile
devices, they would be more inclined to gain it back as
the capacity of these devices increase. At that stage, P2P
computing on the mobile devices will once again become
feasible and they can be incorporated into the P2P infra-
structure

Anonymity and privacy can only be reasonably pre-
served through a C2C P2P architecture. As the desire of
governments and businesses to control the Internet in-
creases, the architecture will become more and more
popular for this purpose. Hence one can infer that P2P
computing is still an architecture that will stay relevant in
both consumer and business spaces in the foreseeable
future, even in this era of cloud-coupled mobile comput-
ing. It is therefore important for the MIS academicians to
take a holistic and practical approach to the P2P applica-
tions. Understanding what is feasible will allow us to
channel our energies into the study of issues that will
bring in both immediate and practical benefits to the
business organizations. Detailed study of issues related to
applications running on end-user machines to benefit the
organizations by better uses of slack resources, should be
undertaken.

There are many areas for future potential research, the
most important of which is a payment or compensation
scheme using microtransactions that will allow for-profit
businesses to make a transition to the B2C model. Other
potential interesting areas of research are examining is-
sues of return-on-investment (ROI) on P2P computing
applications. For instance, running applications on desk-
tops inside the organization may increase the TCO for
the desktop but lead to savings in server-related costs.
Green computing has been another new emerging trend
in the area of computing and P2P architectures have the
potential to contribute significantly in this area since an
increase in the utilization of machines is not accompa-
nied by significant use in power consumption.

Finally the authors realize that propositions forwarded
are based on logical reasoning and may not be supported
by empirical data. The primary reason for this is that
while there is a lot of research that has been done in the
P2P area, and the technologies exist for virtually any
application or task one can think of, there has not been
any significant uptake. There also appears to be a lack of
proper understanding on the nature and potential of the
P2P computing technology. This was inferred in an in-

formal fashion with few IS managers during this research.

The technology is complex and issues span a myriad of
domains. The purpose here is to propose some prelimi-
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nary work in terms of business models and highlight is-
sues such that first steps can be taken towards the adop-
tion of this technology/architecture. As computing be-
comes more pervasive and omnipresent P2P can bring
about significant benefits to both businesses and end-
users.
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