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A Multimedia Copyright Protection Protocol Based on Digital

Watermarking and Digital Signature
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Abstract: With the fast development of Internet and popularization of the E-Commerce, the importance and
urgency of digital media copyright protection is more and more obvious nowadays. How to use the digital
watermarking technique to protect the copyright of digital media author or seller and the rights of buyer
effectively has become the important research topic of network security area. A new scheme based on digital
watermarking to protect the rights of digital media is proposed. In this scheme, the digital watermarking and
digital signature can be used to trace the source of the illegal copy. The owner takes charge the embedding of
watermark, and the information in watermark include the digital digest of the media and the identity of
purchaser, and the information is unreadable to the owner. The three parts in this scheme, owner, purchaser
and watermark CA(Certification Authority), keep and maintenance the necessary information in deal, it can
be used in dissension.

Keyword: digital watermarking; digital signature; copyright protection; protocol

ET AN SR FE R E FERRELRIP I 5

R, MRS 464000
luwei75@126.com

[BE])] A EA AR ARG KR ZEAE TR 540 8 2L 25 WAL TRFEIRG S B AR
e, 52 AR K BRI R A I F TR A, hofT B R BT K EP EARAR I ST BR A B gl 2
FEBAR, PRIPH FHOELRGE, TERH ML LB EZARLAS. AXLE T —HEPHK
FAHEARREAGY ZF KPR, T A R ST R e F AL BR, R AT E FH A EF T,
AL IR AR WA RR . MAKIP TR 4 EH 4], RAKPHRBETLLETHEL S0
128, g WEextsli R mEARTRNY, MAOAT REBEY— N EE, EXHiTRTY, A
55 =7, B EH . MEZFBFKPINET S, SRR G Fetfedp X 542 F AL B 69 L2143 &,
F) T A4 A 2 G it iR 5

[RBEIR] 2T K, HFEL; AR L

135

Internet 1) &I M AHASHC T S ) 2 AL HRON
FIRE, AREHE VUSRI« SEROBLORI (K77

A AR S, TR FTEIHUN A S e & B )

PEE AR T AT A S 2 AR B A T 3, e
AR ARAE, Bk 7 AR~ 8 IPR (Intellectual
Property Right) {4 i) il 2],

K BV A I A K BT B0 R P o WO
PRAPEOR, B /K EA] DURIRECT = i AR L T

417

FATE BHEANE S, n] DU OB B ATAESS
Ko F RS ARE SRR BT, R
77 A DURMA% 4k

RS I 7 2K B FAS A2 AR DRSS PR 7 v ]
RE LB 2 1A Lo ARS8 GRS R DS T e 7
WERI R S S0 A sy
Ko T XRRRBGIEWI SRS, JXL8 ] AR A T
PR B o W5 IRAT IR B R H AR FL 7 B 25
PISCA BEAES AR Internet FRBE A4 H 22 A % 7 UL
Y75 [FIN, HAHR B ST KE T S,

978-1-935068-09-9 © 2010 SciRes.



7
’0

Scientific
Research

»
%

REX

&

RHRAE TR RRBUIT A 2 BV B 2 HORRURLORY, AR5 8
VS IR R, — RBCHIMBOE B A5 IS, I
R NB B T H LS, BT RUEI S FAT K
EMEC TP i AR ik, EAE Sy i R
W7 53 FF 7 17K EN AL ]

N T AEAE Hy I RE R L SGSE XU REMS B AN 5 1 5
B, GINTKEIAEF Ly CA; O T Bl tEJ S /K ER
B A AR T IR ™ b, 5 B KB T B
1, IFEERIR A S 005 s ah B Wb AR A
o

2 EFEORRRAARAP B3

e ECE K TSR S A AR A

IS S I RBE B i s e 2 2%, 2571
%2, TREEFEECT S M AIER . TERRBLR S A
B~ WA B S R T . B R I B
S BUE TN A8 5 AT IS4,
T BSOS R faf i PE R R, — MUk A T K B
PSR B 2577

B U7 b I R 5 B AR £
FrE AR, TR T S B R

WS B S SR, AN RRAEL,
SKEATH A, AR TFEEEAL I T I S (57
T
B KERAGE L CA: 5T KIS 5% 5 ) 1
TG APIFIFAY], $e4Ea8 5 i R b R EAE R
%, MY —AN 5 RS B AH R BAE B EE FE

{3 AL A5 158 = J7 TTP (Trusted Third
Party) , 7EH LA R4 BN CLb sl 85 I
HAREEE VR ERE WD MUK e, il
AT . S, CA Wn] DUEAEAR 10 £
é[3][4] .

IR S ST R WE 1 iR,

i CA %44
SIS TT B

Hil CA %44
R 36 xt s L

HF

BiEH W

A

IKENR R

Figure 1. Protocol model
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